10/3/22, 9:08 AM

Holcim - Production Mail - Re: Upgrade from 8.5 RU2 to 8.5 RU3: issue detected

PABLO LLORENTE <pablo.llorente@holcim.com>

Re: Upgrade from 8.5 RU2 to 8.5 RU3: issue detected

PABLO LLORENTE <pablo.llorente@lafargeholcim.com> Fri, Sep 30, 2022 at 10:36 AM
To: BROADCOM_itmanagementsuite_c2118223-b891-4ca7-94c7-bb1c9356ade3@connectedcommunity.org

Hello Igor,

We have around 32 similar roles in our sistem. One Role per country. All roles are identical, and this one

was the latest created.

All roles have the same privileges, but in terms of "Filters", "Reports" and "Jobs and tasks" any role has
access only to their country folder. and additionally any ole has access to their own AD OU.
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Item Details

Item Permissions
= J O System Permissions
[ change Permissions
[ clone
[ Delete
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[J Read Permissions
Write
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E @ O policy Permissions
[_] Apply to Resource Targets
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# ] Uninstalled Solutions Orphans
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View: | All Items ~| 1711GNE
- This group contains all the resources imported from organizationz
\{ G A ﬁshowit withiri the his group contains all the resources imported from organization
= 1 Reports

0 To remove permissions from the item in case of non-inherite
button and unselecting "Inherit the permission entries from

Item Details

Item Permissions
E Q@ [ system Permissions
(] change Permissions
[ clone
Delete
Read
[] Read Permissions
() write
B 3 [ Folder Permissions
[ create children
El < [ Resource Management Permissions
[] Read Resource Association
[ read Resource Data
[ write Resource Association
] write Resource Data
E i [ Task server Permissicns
[J Run Control Service State
[ Run Power Control
Run Script
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() Delete

[ Read

[] Read Permissions

O write

B <3 [ Folder Permissions
() Create Children

B ‘A O policy Permissions
[ Apply to Resource Targets
(] Enable Policy

B ‘2 [ Report Permissions
O Run Reports
[] save Reports

B ‘A [ connection Profile Permissions
[ use

E & [ credential Manager Permissions
[ use

El ‘ [ Resource Management Permissions
[[] Read Resource Association
(T] Read Resource Data
(7] write Resource Association
[] write Resource Data

El ‘a [ seftware Update Management Permissions
] Apply Software Update Tasks

B ‘3 [ Task Server Permissions

(] Create New Task

[) Run Control Service State

[J Run Power Control

[J Run Script

(] Run Task
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[ write

El @ [J Folder Permissions
(] create Children
El @ O policy Permissions
[_] Apply to Resource Targets
[J Enable Policy
B A [ Report Permissions
[ run Reports
(] save Reports
El @ [ connection Profile Permissions
Cuse
El 3 [ Credential Manager Permissions
Cuse
El ‘A [ Resource Management Permissions
[CJ Read Resource Association
(] Read Resource Data
[CJ write Resource Assaciation
(] write Resource Data
Bl ‘A [ software Update Management Permissions
] Apply Software Update Tasks
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(] Create New Task
[_] Run Control Service State
[J Run Power Control
) Run Script
(J Run Task
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Security Role Manager
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# (1 Service and Asset Management [[J Read Resource Data
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# (1 Software [] write Resource Data
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The users were members of their country's role: "AA_EMEA_GNE_LEVEL 1" and EVERYONE, not more
groups. It was deeply checked.

The case is totally different to the one that you are referring to. In this case, two users, randomly, were
granted just after the upgrade for having access to all filters. In fact, two filters were modified by them
when they shoundt even see it.

After remove and create the users again, the situation back to normal, and they can see only the filters
under their country folder.

One significant aspect is that I checked when the country role had been modified and who did it, and it
was done by the System Service account (the altiris one) and just the date when the upgrade was done.

The filter called: EMEA - Bitlocker_Automatic_Activation

is under the folder:
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Properties
General || Audit || Security ]
Name: EMEA - Bitlocker_Automatic_Activation
Description: Add description
Product Name: "Notification Server' (d0e33520-c160-11d2-8612-00104b74a9df)
Folder: WNoftification Server\Resource Management‘i:i[ters\AA_Workpiace Services\Software'\Bitlocker I
Attributes: Normal

Creation Date: Wednesday, December 4, 2019, 10:11 AM
Modification Date: Friday, September 30, 2022, 8:29 AM

Last modified by: EA‘pllorent

Guid: {83252590-fc5f-4ceb-a4da-25b175279196}

¢ computers

* Filters

EMEA - Bitlocker .

4 ||, AA_Workplace Services
4 ||, Software
a || Bitlocker
[ EMEA - Bitlocker_Automatic_Activation

and as you can see, it was modified by someone that does not have access over such a filter:

e A =

Properties

General || Audit || Security |

 Maximum rows to retrieve: [50 [Date to retrieve from:

s/za/2022

.~ Item Name User | Action | Ewent Time

EMEA - Bitlocker_Automatic_... EA\pllorent Modify 9/29/2022 7:11:27 AM

EMEA - Bitlocker Automatic ... EA\pllorent Modify 9/29/2022 7:08:50 AM

I ~Bitlocker Automatic EA\pllorent Modify 5/20/2092 7.05:04 AM

EMEA - Bitlocker_Automatic_... EA\admmohsacko Modify 9/27/2022 4:07:03 PM I
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y
Permissions for: EMEA - Bitlocker_Automatic_Activation Bl
Select the Security Role to edit permissions. Permissions for: EA\pllorent —
= J X g - Change Permissions L
| Account/Role Clons
Delete
& EA\pllorent [Account or Group]; Permissions: Custom [Not grited] - Creator-Owner ([ Full Control
& FEA\pllorent [Account or Group]; Permissions: Customn [Inherited] Read
-'|"‘- EMEA_LEVEL 1_Template [Altiris Role]; Permissions: Custom [Inherited] Read Permissions
4% EMEA_TEST [Altiris Role]; Permissions: Custom [Inherited] write
.'|“- IR Symantec Level 2 Workers [Altiris Role]; Permissions: Custom [Inherited]
1" Patch Management Administrators [Altiris Role]; Permissions: Custom [Inherited]
."“- Patch Management Rollout [Altiris Role]; Permissions: Custom [Inherited]
3% Region Country Admin - Backup [Altiris Role]; Permissions: Custom [Inherited]
3% Symantec Administrators [Altiris Role]; Permissions: Full [Not Tnherited]
3% Symantec Administrators Read Only [Altiris Role]; Permissions: Custom [Inherited]
1“' Symantec Level 1 Workers [Altiris Role]; Permissions: Custom [Inherited]
3% Symantec Level 2 Workers [Altiris Role]; Permissions: Custom [Inherited] here | found the tweo accounts. not the ROLE
1”‘- Symantec Software Librarian [Altiris Role]; Permissions: Custom [Inherited] but the two accounts:
4% Symantec Supervisors [Altiris Role]; Permissions: Custem [Inherited] EA\admmohsacko
EAa\admsekcounde
EA\pllorent [Account or Group]; Permissions: Custom [Not Inherited] - Creator Owner
Inherit the permission entries from parent object that apply to child objects
£ Replace permissions on all child objects
Current Owner:  EA\pllorent i @
Attributes:  Normal
| save changes || cancel | Il

The two accounts (one of them has been deleted because the user left the company):

Accounts
8

Manage account settings.

ACCOUNT Management »  ACCOUNTS

& Add " Actions - | X

Account Name

i, EA\admmstrebko

b EA\admmsammama

4 EAladmmpaviovil
EA\ADMmowalabi

] EA\admmohsacko
& Status Add description
Enable ‘_ﬂj‘ Member OF || Privileges |
Enable = Add Role | x
Enable
Enable 4 AA_EMEA_GNE_LEVEL 1

EAa\admmohsacko
EA\admmohdjied
EA\admmogunbod

EA\admmobretin

b &

EA\admmmunicio

EA\admmlemancz

EA\admmjaeger *

L Everyone
Resource Manager ke

Export

Properties

Add to Organizatiocnal Group

EA\admminemeth

EA\admmelshebe

-

EA\admmateulis

Clone

Delete
Enable il
Enable
Enable

and this user Today, after recreate the accounts is seeing what he has to see, not more:
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Console Gestion Rapports Session
R

& ordinateurs

matic activation

- Bitlocker auto
>> v s0 dﬂpﬁn\hh[l} sur 0 sélectionnd(s). Filtre "Code S

Aucun ordinateur sélection

~ Filtres

Recherche P ESJ

> & Favons

|, EMEA

4 |}, EMEA_Custom filters
4 |}, Guinea

Y GNE - Bitlocker automatic activation
Y GNE - Cisco_Anyconnect_4.10.00093
? GNE - Forcepoint Websense Client 22.01
[ GNE - Google Chrome Beta
Y GNE - SAP GUI 7.70_SP05 (NEW)

ks Favons
). EMEA Targets

). Systemes cible

~ Vues de tous les ordinateurs
Recherche p 5_‘}
4 4§ Domaines Active Directory
4 ¢ EAHOLCIM.NET
+ @ 17MEA
4 4 1711GNE
4 ¢ 17111MAIN
49 171111COMPUTERS

"

:té‘.&&&éé&&t&&&éé&é&&&éé&gz

e 1 R

@D Liste dinclusi.. 90 ressources

Ajouter des critéres explicites *

Reacherche el

G!N CKR'I‘ 411
10.193.2.146 Hawa Kourouma

GIN- CKRY LO10

10.193.3.169 Albert Mato Keita

GIN-CKRY-L113

192.168.1.103  EAVfadiall

GIN-CKRY- l.l:lS

10.183.2.12 Delphine Koulemou

GIN-CKRY-L121

10.193.3.254 Galapaye Onivogu!

GIN-CKRY-L122

10.193.3.84 Thierno Bakary Diakhaby

GIN-CKRY-L123

10.193.2.235 Boubacar Diallo

GIN-CKRY-L20

10.193.2.110 Aissatou Djiguera Camara

GIN-CKRY-L209

172.20.10.2 EA\thdialll

GIN-CKRY-L211

10.193.2.98 Michel Salomon M'pouna

GIN-CKRY-L304

10.193.2.117 Mariama Toure

GIN-CKRY-L305

10.193.2.210 Yao Gilbert Ezin

GIN-CKRY- L404

10.193.2.15 Mohamed Lamine Konaté

GIN-CKRY-L407

10.193.2.173  Madre Syfla

GIN-CKRY-L411

10.193.2.153 EA\Imassoma

GIN-CKRY-L420

10.193.2.97 Mohamed Camara

GIN CK.RY LSIG

10.193 Morlaye Traore

GIN-CKRY-L511

10.193.2.53 EA\mamconde

GIN-CKRY-ISIZ
3.2.8 Jean Pierre Soumah

GIN- CKRY—L517
10.193.2.1 Dawid Junior Guei

GIN- CKRY LTTDO3
172.20. Ea\mafadiga
G!N CKRY-WS
0,193.3.137 Mamadou Bobo Dialle

GIN- CKRY W5105
10.19; Vidéo Surveillance

A

As you can see, Today for this user would be impossible to modify the commented filter.

Hope it clarifies.

Best Regards / Saludos

PABLO LLORENTE ABAD

EMEA Workplace Services , Workplace Specialist

Calle Albasanz 14, 4th floor
Madrid , Spain

Mobile +34 672746460
pablo.llorente@holcim.com
www.holcim.com

JYHOLCIM

BUILDING PROGRESS FOR
PEOPLE AND THE PLANET.

Follow us on Facebook | Twitter | LinkedIn
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To visit our Workplace Connect site click here

This email is confidential and intended only for the use of the above named addressee. If you have received this email in
error, please delete it immediately and notify us by email or telephone.
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