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Overview: To increase security for Verified by Visa transactions, Visa is updating its connection and 
encryption policies.  

 
To enhance security and align with the recent Payment Card Industry Security 
Standards Council (PCI SSC) bulletin on migrating from Secure Sockets Layer 
(SSL) and early versions of Transport Layer Security (TLS), Visa will update the 
Verified by Visa encryption policies. 
 
Currently, Verified by Visa merchant server plug-in and access control server 
providers connect to the Visa Directory Server and the Authentication History 
Server using various versions of TLS and Rivest Cipher (RC) encryption. 
 
• Effective 31 March 2016, Visa will not allow RC4-encrypted connections to 

any Verified by Visa hardware. 

• Effective 30 June 2016, Visa will enable the use of TLS versions 1.1 and 1.2 
encryption for all Verified by Visa hardware. 

• Effective 30 June 2018, Visa will disable the use of TLS version 1.0 and require that secure connections to any 
Verified by Visa hardware use TLS version 1.1 encryption or higher. 

Note: To protect the integrity and security of the payments system, Visa reserves the right to disable any 
connections that use legacy encryption methods.  
 

 

Documents & Publications 
 
Bulletin on Migrating from SSL and Early TLS: A Resource Guide from the PCI SSC 
 
Online Resources 
 
Visit the Verified by Visa section at Visa Online. 

 

Mark Your Calendar: 
 

• RC4-encrypted connections 
not allowed to any Verified by 
Visa hardware  
(31 March 2016) 

• TLS versions 1.1 and 1.2 
enabled on all Verified by Visa 
hardware (30 June 2016) 

• TLS version 1.1 or higher 
required to connect to Verified 
by Visa hardware  
(30 June 2018) 

http://cdn2.hubspot.net/hubfs/281302/Migrating_from_SSL_and_Early_TLS_-v12.pdf?__hssc=119851159.1.1452719957632&__hstc=119851159.78fab1b012130e3ce590e0df04349fe9.1452719957632.1452719957632.1452719957632.1&__hsfp=1348517648&hsCtaTracking=f66234fd-28c5-4b2f-ae71-a8e00169ec54%7C261274ac-47a2-42ec-9152-dc4f18a221a3
https://secure.visaonline.com/SitePages/Section.aspx?pageid=4.5.1.0.0
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Contact your Visa representative. Merchants and third party agents should contact their issuer or acquirer. 

 
 

 
Notice: This Visa communication is furnished to you solely in your capacity as a customer of Visa Inc. (or its authorized agent) or a participant in the Visa payments 
system. By accepting this Visa communication, you acknowledge that the information contained herein (the "Information") is confidential and subject to the 
confidentiality restrictions contained in the Visa Rules, which limit your use of the Information. You agree to keep the Information confidential and not to use the 
Information for any purpose other than in your capacity as a customer of Visa Inc. or a participant in the Visa payments system. You may disseminate this 
Information to a merchant participating in the Visa payments system if: (i) you serve the role of “acquirer” within the Visa payments system; (ii) you have a direct 
relationship with such merchant which includes an obligation to keep Information confidential; and (iii) the Information is designated as “affects merchants” 
demonstrated by display of the storefront icon ( ) on the communication. A merchant receiving such Information must maintain the confidentiality of such 
Information and disseminate and use it on a “need to know” basis and only in their capacity as a participant in the Visa payments system. Except as otherwise 
provided, the Information may only be disseminated within your organization on a need-to-know basis to enable your participation in the Visa payments system. 
 
Please be advised that the Information may constitute material nonpublic information under U.S. federal securities laws and that purchasing or selling securities of 
Visa Inc. while being aware of material nonpublic information would constitute a violation of applicable U.S. federal securities laws. This information may change 
from time to time. Please contact your Visa representative to verify current information. Visa is not responsible for errors in this publication.  
 


