IDENTITYPORTAL –PERMISSIONS – IM TO IP MAPPING

Summary
Requirement
IM can have many permissions\entitlements defined in it (such as Provisioning Roles or Groups). If ID-Portal is used, this will probably be used for Access Requesting. This means that the permissions in IM will all have to appear in the ID-Portal Entitlements Tree.

In a high-volume environment (50k+ permissions in IM) maintaining this data consistently in both products will be a considerable overhead.

The aim is to define the items once, but have them appear consistently in both tools.

Options
There are 2 possible ways of approaching this:
· Define items in IM (with extra data as needed to support IP)
· Push this data into IP
· Define items in a separate area (eg a database), with all data needed for IM and IP  (or to support IG certifications, or risk)
· [bookmark: _GoBack]Push this data into IM
· Push this data into IP
· (Also use to enrich IG, or provide risk scores to IP and IG) 

This proposal is to define the items in IM, and push the data into IP.

This Proposal
It is possible to define a transformation-process to map IM-Permissions to IP-Permissions – so this can be automated for a large-volume environment. The aim of this document is to provide a proposed mapping.

However, these things to be noted:
· IM Permissions that are to be requested through IP Access-Requests: 
· Must to be defined in a consistent way
· Need data on them that will be used by IP.
· IM Admin Roles that define what can be requested through IP Access-Requests: 
· Must to be defined in a consistent way
· Must have member-rules and scope-rules written in a certain way
· Need data on them that will be used by IP.
· Must contain IM Tasks that can be safely used by the IP-Access-Requests processes

How this may work
The steps in the transformation would be:
· Read and format IM Permissions – reformat – output as a complete set of IP items (result: 7 files)
· Read IP items (result: 7 files)
· Compare IM and IP items: find adds/removes/changes to items (for the 7 compares)
· Format update files for IP (7 sets of 3 update types: 21 files)
· Import files into IP (in appropriate sequence)

The item-types would be the IP items (there are 7):
· Tasks
· Forms
· Target Permissions
· Target-Permission-Rules
· Applications
· Permissions 
· Permission key-value pairs


Areas not yet considered
These areas have not yet been investigated:
	Scope issues in IM or IP
	This is potentially a key problem for IP. 

Currently IP requests a list of all items that a user is allowed to administer (according to IM). In a high-volume environment this list could be huge. This could massively impact the response times to the end-user. 

This document assumes this problem will be resolved, and that there can be huge numbers of permissions without needing a radically different IP entitlements model. 

	How to update data in IP
	Currently I do not know how updates would happen to IP: I presume through an API, but I have seen no documentation for this. 

	Detailed design of transformation
	This document specifies what the mapping is, and shows (in the example at the end) how a few items in IM become items in IP, and so appear in the Entitlements Tree.

However, a detailed design wold get into things like sequencing (doing adds before deletes, updating one set of items before another, etc).

This has been left until more unformation is available abouot how to update IP – which will probably significantly impact the detailed design. 




Other documents
These 2 other documents have been provided, which give extra details (attribute level mapping), or an example (showing data from IM, and how it will appear in IP).
· IdentityPortal-Entitlement-IP-IM-Mapping-DETAILS-V01.docx
· IdentityPortal-Entitlement-IP-IM-Mapping-EXAMPLE-V01.docx


Proposed Mapping
Diagram: Data Models Compared

	Identity ManagerTask
Admin Role
Member Rule
Resource Scope
Permission (Role, Group) 
Administrators
Users
Requesters
Users

	Identity PortalTask
Form
Target Permission 
Group
Application
Permission
Member Rule 
Users
Requesters
Or Users
Permission
Properties








Proposed Mapping 
	IP
	IM
	Details

	Task
	Task
	IM Admin Roles will be defined as for-IP-Access: every IM-Task on such an Admin Role will be added to the list of Tasks in IP.

	Form
	Task
	Every IM Task will have a matched (empty) IP-Form.

NOTE: if subsequently a form is added, it will not be removed by this process. 

	Target Permission
	IM Permission
	IM Permission must be in-scope (through the Admin-Role scope rules) of at least one Admin-Role that has been defined as for-IP-Access. 

What is the permission (IP Type):
· Default: the expected type (eg an IM Group is IP Group)  
· However, this may not be the case. The transformation process will use run-time parameters. The Task Mapping will have been set on the Admin Role (and if not, a default mapping will be used). This maps the Permission-Type to the Task (and if needed Attribute-Name).

	Target Permission Rule
	IM Permission
Join
In-scope Admin Role
Join
Admin-Role’s scope-rule (and member rule)
	There can be many rules: one for each Admin-Role Member-Rule with this IM-Permission in-scope

Set values as follows:

Member Rule Name: Name of Admin Role + Priority 

Priority: Needs to have been set on the Admin Role (unique in Admin Role)

Mode: Needs to have been set on the Admin Role (can be many values)

Expression: AND together user-attribute-tests from IM: Member-rule-scope (for requester) -and- user-scope (for user) 
(translate from IM attribute names to IP attribute names: this mapping needs to be provided to the transformation process)

Forms: 
· Default: the expected form for this type of object (these defaults need to be provided to the transformation process)
· There can be more than 1 assignment of tasks/forms to type-of-object (for example, tasks used by requesters, and tasks used by admins which need no approval): the admin role will have on it a marking showing which mapping to use.

NOTE: ignore any member rule / scope rules that are not written in terms of user attributes (but rely on membership of IM objects).

	Entitlement Tree – 
Permission
	IM Permission
	Each Target Permission will have one entry in the Entitlement-Tree, under the application.

The name of the Entitlement:
· By default, this is the name of the IM Permission
· But can be overridden on the IM-Permission
· NOTE: the transformation process will use a rule for setting this, and may combine the type with the name.

Key-values on the permission:
· These can be set in the IM-Permission.
· The IM Permission description (at least) will be copied over as one key-value.  

	Entitlement Tree – 
Application
	IM Permission
	The application name will need to have been set on the relevant IM-Permission (de-duplicated by the transformation)

	Entitlement Tree – Group
	IM Permission
	The group (for the application name) will need to have been set on the relevant IM-Permission (de-duplicated by the transformation)







Data needed on IM Items to support this Proposed Mapping
	Object Type
	Attribute
	Data needed
	Proposal: how set

	Admin Role
IP Support
	CF09
	For-IP-Access
	Suggestion: CF09 of Admin Role starts with IPAccess

[bookmark: startcontent]NOTE: The standard Sigma Admin-Role already has Sigma in it (SIGMA - TEWS Tasks) – but these IM-Tasks are not to be used for access-requests but other purposes.

	
	CF09
	Mapping to IM Tasks
	Suggestion: CF09 of Admin Role starts contains a code, which refers to the mapping of IM-Tasks to type-of-object. 
Format: IPMapping=XXXX  

	
	CF09
	IP Priority
	This will be used as the IP Target-Permission-Rule priority (for the IM Permission objects in scope of this Admin Role).

Normal requesting should be a high-number (eg 900).
Direct administration should be a low-number (eg 100).
If there are different groups of users (through different Admin-Roles) that can request these items – set to different numbers.

	
	CF09
	IP Mode
	Where can these requests be made in IP: set to a list of values.
(DEFAULT: is usually AccessRights only)

	IP Permission
	CF10
	IP Name
	Name of the Permission (in the entitlement tree)
(If not set, use the IM object name)

	
	CF10
	IP key-values
	Key-Value pairs to be added to the IP entitlement definitions
There can be many of these

	
	CF10
	IP Application
	The name of the application 

	
	CF10
	IP Application Group
	The name of the Group which the application is a member of



NOTE: CF09, CF10 contain several values.
The format will be: <name>=<value>-X-<name>=<value> …
(so -X- is a 3-character separator)
	CF09 = IP Support
Defined on Admin Roles only
	· IPAccess
· IPMapping
· IPPriority
· IPMode

	CF10 = IP Permission
Defined on ant IM Permission object that will be made into an IP Target Permission
	· IPName
· IPKey<keyname>
· where the key/value pair is in this format: IPKey<keyname>=<keyvalue>
· IPApp
· IPGroup







Transformation: Parameters needed
	Area
	Details

	Name of IM Connector (in IP)
	Name, as defined in IM Portal

	Map IM Object Types to IP objects.
	There are 4 IM object types:
· Provisioning Roles
· Access Roles
· Admin Roles
· Groups
These can be mapped to the normal IP Object, or to an Attribute-Value.

If mapped to an attribute-value – then the name of the IM multi-valued attribute needs to be provided.

	Attribute Mapping
	From IM attribute names to IP attribute names (so that user-attribute rules can be translated from IM to IP)

	Task Mapping(s)
	There can be several of these, to support different types of Admin Role.  (Each Admin Role has defined on it its mapping type: there will also be a default mapping type). 

Each mapping has a name, and maps the 4 IM-Object-Types to a specific IM Task. 

NOTE: The IM Task must be defined in every Admin-Role that uses that mapping: if not, then that object-type is “not supported” by the Admin Role, and the scope-rules for that object type can be ignored in the transformation.

	Entitlement Name formatting
	A rule for formatting this. Options are:
· IM Permission name
· IM-Object-Type -and- Name
· Name – with IM-Object-Type as suffix 

NOTE: The IM-Object-Type can me mapped to something else (eg Group becomes User-Group: or Groups with a name that starts with APPROVAL becomes Approval Group)
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