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Disclaimer

= Certain information in this presentation may outline CA’s general product direction. This presentation shall not serve to (i) affect the rights and/or obligations of CA
or its licensees under any existing or future license agreement or services agreement relating to any CA software product; or (ii) amend any product documentation
or specifications for any CA software product. This presentation is based on current information and resource allocations as of July 15t 2015 and is subject to change
or withdrawal by CA at any time without notice. The development, release and timing of any features or functionality described in this presentation remain at
CA’s sole discretion.

= Notwithstanding anything in this presentation to the contrary, upon the general availability of any future CA product release referenced in this presentation, CA may
make such release available to new licensees in the form of a regularly scheduled major product release. Such release may be made available to licensees of the
product who are active subscribers to CA maintenance and support, on a when and if-available basis. The information in this presentation is not deemed to be
incorporated into any contract.

= Copyright © 2015 CA. All rights reserved. All trademarks, trade names, service marks and logos referenced herein belong to their respective companies. Docker and
the Docker logo are trademarks or registered trademarks of Docker, Inc. in the United States and/or other countries. Docker, Inc. and other parties may also have
trademark rights in other terms used herein. Linux® is the registered trademark of Linus Torvalds in the U.S. and other countries.

= THIS PRESENTATION IS FOR YOUR INFORMATIONAL PURPOSES ONLY. CA assumes no responsibility for the accuracy or completeness of the information. TO THE
EXTENT PERMITTED BY APPLICABLE LAW, CA PROVIDES THIS DOCUMENT “AS IS” WITHOUT WARRANTY OF ANY KIND, INCLUDING, WITHOUT LIMITATION, ANY
IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. In no event will CA be liable for any loss or damage,
direct or indirect, in connection with this presentation, including, without limitation, lost profits, lost investment, business interruption, goodwill, or lost data, even if
CA is expressly advised in advance of the possibility of such damages.
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So First... What Are Containers?

http://partnervideo.slashdot.org/story/15/08/19/141212/container-explainer
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Executive Summary

= A cross-product initiative to deliver on-premise CA products

=  Provide a highly-available virtual machine cluster for containerized CA products to
deploy within minutes

=  Short term: reduce the costs of product installation, deployment, and upgrade
=  Medium term: increase the supportability and maintainability of CA products

= Long term: align on-premise products to the strategic goals of the CA Platform and
other laaS or PaaS deployments
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Business Requirement: Reduce Time to Value and Cost

= Develop product, not platform
— Streamline OS and system support

— Use industry accepted orchestration tools for clustering and scaling
— Promote Continuous Integration approach and DevOps mentality

— What we develop and test, customers operate

= Configure, not install
— Reduce or eliminate installation

— Provide systems that are ready to run

= Lower support cost
— No platform variations

— Pluggable configuration, data, binary versions

G
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CA Single Sign-On Container
Deployment
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Container Deployment Steps

= Go To http://get.vapp-security.solutions/

= Download base images

= Deploy solutions

© 2015 CA. ALL RIGHTS RESERVED
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http://get.vapp-security.solutions/

m Container Appliance Generator
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AARON BERMAN ¥

Create Your Appliance

Master

Hostname

Name of the machine

Basic Advanced

CREATE
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Accept End User License (EULA)

Please read the following License Agreement. You must accept the terms of this
agreement before downloading your virtual appliance.

End User License (EULA)

Third-Party Software Acknowledgements (TPSA)

By clicking "Accept and Create”, you accept the terms in the License Agreements
above.

Accept and Create

© 2015 CA. ALL RIGHTS RESERVED.
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Container Appliance Generator
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AARCON BERMAN ¥

Generating Your Appliance

Please wait. Your appliance is being generated
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. Container Appliance Generator AARON BERMAN ¥
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Download Your Appliance

&, Click here to download your private key. The private key will not be available after this step.
EDIT DISCARD

VMware ESX VMware Workstation Oracle VM VirtualBox IS0 Advanced
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m. Container Appliance Generator
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AARON BERMAN ¥

X Click here to download your private key. The private key will not be available after this step.

VMware ESX VMware Workstatiori Oracle VM VirtualBox 1SO Advanced

EDIT

& Download MyNode

https://get vapp-security solutions/machines/ea9c’737edcdctc2431a550ech70491ce3360a810

X Download node

https://get vapp-security solutions/machines/ea92b033520d68d225b00e155a43fd7 1aa8ecdb3

& How to deploy your appliance on VMware Workstation

12 © 2015 CA. ALL RIGHTS RESERVED.
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File Edit View VM Tabs Help | > | &g | {9 | B e I 4 | [E

‘@ Home Hl__L_I‘ container ‘

+ T S,

Create a New Open a Virtual Connect to a
Virtual Machine Machine Remote Server

O

Connect to
Viiware vCloud Air

vmware
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' ViMware Workstation

= E =]

Workstation = |

,_|EE3:E=|—_'||_I—II

{5} Home x}

=k

Create a
Virtual M

Store the new Virtual Machine
Provide a name and local storage path for the new virtual

Mame for the new virtual machine:

CA-S50-VirtualMachine]

Storage path for the new virtual machine:

C:\Users\beraall\Desktop\containers

C

Conny
Vidware v
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aVMware Workstation | = ” (=] ” &3 |

Workstation"| '|_T| - - |EE3:E-.—_||_-—-.
‘@Home Xl

WORKSTATION 12

ViMware Workstation

I Importing CA-SS0-VirtualMachine

Cancel

C

Conm
ViMware v

Create

H T
Virtual rroorme TVTEICT IS TRETTTO TS T WeT

vimware

‘ca
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cll CA-SSO-VirtualMachine - VMware Workstation B |

File Edit View VM Tabs Help - -'i-j- {0y E E :]:E

{0} Home [ | CA-8S0-VirtualMachine
5j CA-5SO-VirtualMachine

Power on this virtual machine &
;.'_T'_'l Edit virtual machine settings
L‘?J:Jg’ade this virtual machine

* Devices
M Memory 10 GB
[ Processors 4 r

= Hard Disk (SCSI) 8.5 GE

s Hard Disk 2 (SCSI) 200 GB
JCO/DVD (IDE) Using file CA-...

¥& Network Adapter Bridged (Auto... ¥ Virtual Machine Details

M Display Auto detect State: Powered off
Configuration file: C\Users\bera..\CA-550-VirtualMachinevmx
Hardware compatibility: Workstation 6.5-7.x virtual machine

¥ Description >
@

:chnologies




17

ﬁ PuTTY Configuration
Category:

[ij--TerrninaI
- Keyboard
.. Bell
- Features
=-Window
- Appearance

- Behaviour
- Translation
- Selection
- Colours
=-Connection
- Proxy
- Telnet
- Rlogin
=-35H
- Kex
- Cipher
[+ Auth

STTY
- X11
- Tunnels
- Bugs
- Mare bugs

111

Data to send to the server

About

Login details

Auto-login username core|

When username is not specified:
@) Prompt [ JUse system usemame (beraall)

Terminal details
Terminal-type siring ®term

Terminal speeds 38400,38400

Environment variables

Variable Add

Value Remove

[ Open ] | Cancel

G
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ﬁ PuTTY Configuration
Category:

=- Terminal

- Keyboard

- Bell

- Features

[=-Window

- Appearance

- Behaviour

- Translation

- Selection

- Colours

[=-Connection

- Data

- Proxy

- Telnet

- Rlogin

=-S5H

- Kex

- Cipher

gl Auth
- TTY

- X1

- Tunnels

- Bugs

- Maore bugs

1

Options controlling SSH authentication

About

|| Bypass authentication entirely (SSH-2 only)
Display pre-authentication banner (35H-2 only)

Authentication methods

|| Attempt authentication using Pageant

|| Attempt TIS or CryptoCard auth (SSH-1)

|| Attempt "keyboard-interactive” auth (SSH-2)

Authentication parameters
|| Allow agent forwarding

|| Allow attempted changes of username in SSH-2
Private key file for authentication:

Ci\Users\beraall\Desktop\containersicam

Cpen J | Cancel
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ﬁ PuTTY Configuration

Category:

(=g Session
[=]- Terminal
- Keyboard
- Bell
- Features
[=-Window

- Appearance
- Behawviour
- Translation
- Selection
- Colours
[=-Connection
- Data
....Prgw
- Telnet
- Rlogin
=-35H
- Kex
- Cipher
[ Auth
~TTY
%11
- Tunnels

111

Basic options for your PuT T session |

About

Specify the destination you want to connectto
HostMame (or IP address)

Connection type:

(JRaw () Telnet ( )Rlogin (@ SSH

Load, save or delete a stored session

Saved Sessions
camaster

Port
22

[ Serial

Default Settings
camaster

C_Inse window on exit:
[ Always

[ Never

Load

Save

Al

Delete

(@) Only on clean exit

Open

/|

Cancel

G
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c)l 342d147e7accace6497268e27f1f39aa79356174c5335a35f6c3bb19 - VMware Worksta..| — | = [jwiim

Workstation ¥ v | o O 0= B | E

|;anme 342d147e7accacet497263e...

enz168 IP addre==: 18.129.48.175-25

132.8872821 IPvG: ADDRCONF (HNETDEUV_UP): dockerH: link is not ready
162.3887861 hrtimer: interrupt took 5249821 ns

163.888852]1 IPv6: ADDRCONF (NETDEV_UP): wethcBB4d74: link is not ready
163.812835]1 device wveth4B7b4a? entered promiscuous mMode

163.828956]1 IPv6: ADDRCONF (NETDEV_UP): weth4B87b4a7: link is not ready
163.447179]1 ethB: renamed from vethcbB4dd?4

163.4611881 IPwG: ADDRCOMF (HETDEV_CHANGE): veth4B87b4a?7: link becomes ready
163.4667881 dockerB: port 1(wvethdB87b4a?) entered forwarding state
163.472289]1 dockerB: port 1(wvethdB87b4a?) entered forwarding =state
163.4791321 IPw6: ADDRCONF (HNETDEV_CHANGE): dockerB: link becomes ready
178.471867]1 dockerB: port 1(wvethdB87b4a?) entered forwarding =state

L
L
L
L
L
L
L
L
L
L
L

This is caMmaster (Linux =86 _64 4.2.2-coreos-r2) 17:23:18

S5H host key: SHAZ56:qIFulnZJzIm /gbDOHVHMEbd18Z+HZUesI+akFDjDjgss (D3SA)

53H host key: SHAZ256:DRHRJz6BOYGW3IEwEG3+POAgGuBt i=8YHEuee j62EHMOE (EDZ25519)
53H host key: SHA256:60G7HS=wP17HR8LgpyebzG+sckUad15q-c90he99h5k (RSA)
ens16A: 18.129.48.175 feff: 28c:29ff :fecl:aaB8

camaster login:

To direct input to this VM, click inside or press Ctrl+G. ] g Eﬁﬂ P, ca
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5?_'?-1 core@camaster.~
Using username "core".
Authenticating with public key "imported-openssh-key"

Core05 stable (835.13.0)
ca Securecenter Virtual Appliance cluster member with roles: master, node

coreflcamaster

d
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i?—l core@camaster~

Using username "core".

Authenticating with public key "imported-openssh-key"

Core0S stable (B835.13.0)

ca Securecenter Virtual Appliance cluster member with roles: master, node
corefdcamaster sudo vi fetcfhostsl

d
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master.~

camaster

“0d
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O Container Appliance Console
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Deploy a solution

CA Advanced CA Directory CA ldentity Suite CA Single Sign-On

Authentication
CA Directory 12.0.15.da ForwardInc CA Directory 12.0.16.da ForwardInc F
CA Directory is a high performant LDAP and X 500 directory. CA Directory is a high performant LDAP and X 500 directory.
It has industry proven support for replication, distribution, It has industry proven support for replication, distribution,
high availability and reliability. This solution demonstrates the high availability and reliability. This solution demonstrates the
fictional Forwardinc organization. fictional Forwardinc organization.

© 2015 CA. ALL RIGHTS RESERVED. technologies




Container Appliance Console
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CA Directory 12.0.17.da ForwardInc

CA Directory is a high performant LDAP and X.500 directory.
It has industry proven support for replication, distribution,
high availability and reliability. This solution demonstrates the
fictional Forwardinc organization.

DEPLOY

CA Identity Suite 12.6.07.da ForwardInc

Increase user productivity and business flexibility with user
provisioning & identity management. Demonstration of CA
Identity Suite with the Forwardinc organization.

DEPLOY

Hello World

An example solution running within the cluster. This example
can be used to test that your cluster can properly deploy

CA Identity Suite 12.6.06.da ForwardInc

Increase user productivity and business flexibility with user
provisioning & identity management. Demonstration of CA
Identity Suite with the Forwardine organization.

DEPLOY

CA Single Sign-On 12.52.01.4a

Enterprise-class secure single sign-on (SS0O) and flexible
identity access management so that your organization can
authenticate users and control access to Web applications
and portals.

DEPLOY

11




Accept End User License (EULA)

Please read the following License Agreements. You must accept the terms of these
agreements before deploying CA Single Sign-On 12.52.01.ga

End User License (EULA)
Third-Party Software Acknowledgements (TPSA)

By clicking "Accept and Deploy”, you accept the terms in the License Agreements
above.

Cancel | Accept I

G

26 .
© 2015 CA. ALL RIGHTS RESERVED. technologies



27

Modify Solution Template Parameters

Modify parameters for CA Single Sign-On 12.52.01.ga

OAUTH_TOKEN

SOLUTION_CONFIGURATION

https://github_com/ca-sso/vapp-config-basefarchive/12 52 01 zip

AG_ADMIN_EXTERNAL_HOSTNAME

access-gateway-admin.ca local

Cancel

© 2015 CA. ALL RIGHTS RESERVED.
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Deploy Solution

Deploy CA Single Sign-On 12.52.01.ga?

It will be downloaded if necessary and started.

© 2015 CA. ALL RIGHTS RESERVED.

Cancel ‘ Deploy I
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m. Container Appliance Console
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Solution deployed

The solution CA Single Sign-On 12.52.01.ga was successiully deployed

Deploy a solution

D)\ o o= @

O
(k3] d o
CA Advanced CA Directory CA ldentity Suite CA Single Sign-On
Authentication
29 © 2015 CA. ALL RIGHTS RESERVED. ca
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Container Appliance Console
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Deployed solutions

Al @) Ruming @) Pending Failed )

No solutions are deployed

CA Single Sign-On 12.52 .01 ga v

G

30 .
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m Container Appliance Console
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Deployed solutions

Al @ Running @ Pending Failed )

m CA Single Sign-On 12.52.01.ga v

G
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Access Gateway .
Service access-Q:¢
Service policy-ser
Single Sign-On A«

v
v
v
v

v

CA Single Sign-On 12.52 01 ga

http://access-gateway-admin.ca local/proxyui

http: 30080  https:

accnt: 4445 authn:
fiam/siteminder/adminui
access-gateway-ex.3tr
admin-ui-adncn
policy-server-9vaiy

policy-server-master-9fwks

policy-store-bhgzl

X Remove this solution

30443

20623  az: 32586




SiteMinder Administrative UI

Welcome to CA SiteMinder Administrative Ul
Sign in

Username

Password

Server:
policy-server-master E

Copyright©2014 CA Technologies. All Rights Reserved.
Contact Us| About Us| Privacy Policy

33 © 2015 CA. ALL RIGHTS RESERVED.
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SiteMinder Administrative UI 2 siteminder | Server policy-server-master | Sign out | @ Help

Infrastructure =

Agent

Authentication

Directory

Hosts

X509 Certificate Management

Policies &
Federation 4
Reports 9r
Administration 4r

Copyright © 2014 CA Technologies. All rights reserved. Online Customer Support, SiteMinder Upgrade Support, CA Online Community,

Sitemap
About SiteMinder Administrative UL

2015 CA. ALL RIGHTS RESERVED. technologies



Summary

CA ldentity Manager

CA Single Sign-On

= Containers are
the future for = ; _ i e o=
software T _y - : ' ] —-—— : CA Directory
deployment = A e e

Custom Demos &

Sandbox Environments &

= | ess installation
time and

configuration
= Standardized Postgres
deployments
35 © 2015 CA. ALL RIGHTS RESERVED. ca
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Questions?

36
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