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2 [user [ ser pomain | zocation [occurs.... | segin Time [ End Time

ot exe LOCAL SERVICE NT AUTHORITY Defaule 18 4/11/2013 4/11/2013 Discovery

hst.exe LOCAL SERVICE NT AUTHORITY Defaule 3 41172013 41172013 UPaP Discovery from private 1P addresses

hsc.exe LOCAL SERVICE NT AUTHORITY Defaule 2 41172013 41172013 UPap Discovery from private 1P addresses

hsc.exe LOCAL SERVICE NT AUTHORITY Defaule 18 41172013 41172013 UBap Discovery

hst.exe NETWORK SERVICE NT AUTHORITY Defaule 2 41172013 41172013 Ipv4 LDMR from private IP addresses

hsc.exe LOCAL SERVICE NT AUTHORITY Defaule 18 41172013 41172013 UBa Discovery

hst.exe LOCAL SERVICE NT AUTHORITY Defaule 3 41172013 41172013 UPaP Discovery from private 1P addresses

hst.exe LOCAL SERVICE NT AUTHORITY Defaule 18 41172013 41172013 UBap Discovery

hsc.exe LOCAL SERVICE NT AUTHORITY Defaule 2 41172013 41172013 UPaP Discovery from private 1P addresses

hsc.exe NETWORK SERVICE NT AUTHORITY Defaule 1 41172013 41172013 Tpve LLAR

hsc.exe NETWORK SERVICE NT AUTHORITY Defaule 1 41172013 41172013 Ipv4 LR from private IP addresses

hsc.exe LOCAL SERVICE NT AUTHORITY Defaule 1 41172013 41172013 BOOT® protocol

hsc.exe LOCAL SERVICE NT AUTHORITY Defaule 18 41172013 41172013 UBa Discovery

hsc.exe NETWORK SERVICE NT AUTHORITY Defaule 2 41172013 41172013 Ipv4 LDMR from private IP addresses

hsc.exe LOCAL SERVICE NT AUTHORITY Defaule 18 41172013 41172013 UBa Discovery

hsc.exe NETWORK SERVICE NT AUTHORITY Defaule 1 41172013 41172013 Ipv4 LDMR from private IP addresses

hsc.exe LOCAL SERVICE NT AUTHORITY Defaule 1 41172013 41172013 BOOT® protocol

hsc.exe NETWORK SERVICE NT AUTHORITY Defaule 1 41172013 41172013 Ipv4 LM from private IP addresses

hsc.exe NETWORK SERVICE NT AUTHORITY Defaule 2 41172013 41172013 Tpve LLAR

hsc.exe LOCAL SERVICE NT AUTHORITY Defaule 18 41172013 41172013 UBa Discovery

hsc.exe LOCAL SERVICE NT AUTHORITY Defaule 2 41172013 41172013 UPaP Discovery from private 1P addresses

hsc.exe NETWORK SERVICE NT AUTHORITY Defaule 1 41172013 41172013 Ipv4 LM from private IP addresses

hsc.exe LOCAL SERVICE NT AUTHORITY Defaule 18 4/11/2013 1:01:... 471172013 UBa Discovery

hsc.exe LOCAL SERVICE NT AUTHORITY Defaule 18 4/11/2013 12:53... 41172013 UBap Discovery

hsc.exe LOCAL SERVICE NT AUTHORITY Defaule 2 4/11/2013 12:48... 41172013 UPaP Discovery from private 1P addresses

hsc.exe LOCAL SERVICE NT AUTHORITY Defaule 18 4/11/2013 12:46... 41172013 UBap Discovery

hsc.exe NETWORK SERVICE NT AUTHORITY Defaule 2 4/11/2013 12:41... 41172013 Ipv4 LDMR from private IP addresses

hsc.exe LOCAL SERVICE NT AUTHORITY Defaule 18 4/11/2013 12:38... 41172013 UBa Discovery

hsc.exe LOCAL SERVICE NT AUTHORITY Defaule 18 4/11/2013 12:31... 41172013 UBap Discovery

hsc.exe LOCAL SERVICE NT AUTHORITY Defaule 2 4/11/2013 12:28... 41172013 UPaP Discovery from private 1P addresses
UEn® Discovery

hsc.exe LOCAL SERVICE NT AUTHORITY Defaule 18 4/11/2013 12:24... 41172013
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ley [ Direction | erotocol | Remote Host | Remote wac | Remote Port | rLocal Host | 2pplication 2 [user -
Outgoing  UDP 239.255.255.250 01-00-SE-7F-F... 1800 192.168.1. C:\Windows\Systen32\svchost.exe LOCAL SERVICE |
Outgoing  UDP 192.168.1.105 38-BA-3C-24-R... 58309 192.168.1. C:\Windows\Systens2\svehost. exe LOCAL SERVICE
Outgoing  UDP 192.168.1.103 D0-67-ES-08-D... 49926 192.168.1. C:\Windows\Systens2\svehost. exe LOCAL SERVICE
Outgoing  UDP 239.255.255.250 01-00-SE-75-F... 1300 192.168.1. C:\Windows\Systens2\svehost. exe LOCAL SERVICE
Incoming  UDR 192.168.1.103 D0-67-E5-08-D... 60602 224.0.0.252 C:\Windows\Systens2\svehost. exe NETWORK SERVICE
Outgoing  UDP 239.255.255.250 01-00-SE-75-F... 1300 192.168.1. C:\Windows\Systens2\svehost. exe LOCAL SERVICE
Outgoing  UDP 192.168.1.105 38-BA-3C-24-A... S3%E4 192.168.1. C:\Windows\Systens2\svehost. exe LOCAL SERVICE
Outgoing  UDP 239.255.255.250 01-00-SE-75-F... 1300 192.168.1. C:\Windows\Systens2\svehost. exe LOCAL SERVICE
Outgoing  UDP 192.168.1.103 D0-67-ES-08-D... 49926 192.168.1. C:\Windows\Systens2\svehost. exe LOCAL SERVICE
Incoming  UDR FER SD49:AERA3:12... 00-1D-60-EO-A... 43406 Fro2 C:\Windows\Systens2\svehost. exe NETWORK SERVICE
Incoming  UDR 192.168.1.104 00-1D-60-E0-A... 2168 224.0.0.252 C:\Windows\Systens2\svehost. exe NETWORK SERVICE
Incoming  UDR 192.168.1.1 00-13-10-65-A... &7 255.255.2. C:\Windows\Systens2\svehost. exe LOCAL SERVICE
Outgoing  UDP 239.255.255.250 01-00-SE-75-F... 1300 192.168.1. C:\Windows\Systens2\svehost. exe LOCAL SERVICE
Incoming  UDR 192.168.1.103 D0-67-E5-08-D... 55307 224.0.0.252 C:\Windows\Systens2\svehost. exe NETWORK SERVICE
Outgoing  UDP 239.255.255.250 01-00-SE-75-F... 1300 192.168.1. C:\Windows\Systens2\svehost. exe LOCAL SERVICE
Incoming  UDR 192.168.1.104 00-1D-60-E0-R... 54329 224.0.0.252 C:\Windows\Systens2\svehost. exe NETWORK SERVICE
Incoming  UDR 192.168.1.1 00-13-10-65-A... &7 255.255.2. C:\Windows\Systens2\svehost. exe LOCAL SERVICE
Incoming  UDR 169.254.96.217 00-1D-60-E0-R... 54329 224.0.0.252 C:\Windows\Systens2\svehost. exe NETWORK SERVICE
Incoming  UDR FER0:0:0:0:5D43:ABR3:12...  00-1D-60-EO-A... 60651 Fro2:0:0: C:\Windows\Systens2\svehost. exe NETWORK SERVICE
Outgoing  UDP 239.255.255.250 01-00-SE-75-F... 1300 192.168.1. C:\Windows\Systens2\svehost. exe LOCAL SERVICE
Outgoing  UDP 192.168.1.103 D0-67-ES-08-D... 49926 192.168.1. C:\Windows\Systens2\svehost. exe LOCAL SERVICE
Incoming  UDR 192.168.1.103 D0-67-ES-08-D... 65263 224.0.0.252 C:\Windows\Systens2\svehost. exe NETWORK SERVICE
Outgoing  UDP 239.255.255.250 01-00-SE-75-F... 1300 192.168.1. C:\Windows\Systens2\svehost. exe LOCAL SERVICE
Outgoing  UDP 239.255.255.250 01-00-SE-75-F... 1300 192.168.1. C:\Windows\Systens2\svehost. exe LOCAL SERVICE
Outgoing  UDP 192.168.1.103 D0-67-ES-08-D... 49926 192.168.1. C:\Windows\Systens2\svehost. exe LOCAL SERVICE
Outgoing  UDP 239.255.255.250 01-00-SE-75-F... 1300 192.168.1. C:\Windows\Systens2\svehost. exe LOCAL SERVICE
Incoming  UDR 192.168.1.103 D0-67-E5-08-D... 5077 224.0.0.252 C:\Windows\Systens2\svehost. exe NETWORK SERVICE
Outgoing  UDP 239.255.255.250 01-00-SE-75-F... 1300 192.168.1. C:\Windows\Systens2\svehost. exe LOCAL SERVICE
Outgoing  UDP 239.255.255.250 01-00-SE-75-F... 1300 192.168.1. C:\Windows\Systens2\svehost. exe LOCAL SERVICE
Outgoing  UDP 192.168.1.103 D0-67-ES-08-D... 49926 192.168.1. C:\Windows\Systens2\svehost. exe LOCAL SERVICE
Outgoing  UDP 239.255.255.250 01-00-SE-75-F... 1300 192.168.1. C:\Windows\Systens2\svehost. exe LOCAL SERVICE
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Dae and Tine  [Acvion | Severity | Dizection | Provocol | Remove ost [Remote 8¢ | Remote Pore | ocel Host | Tocal Mac [T
®e/11/2015 11555 Biocked 5 Ousgoing | WE 259.255.255.250 1300 192.368.1... Co-16-65-67-5. e Ee—
@¢/11/2013 1155 Alowes 3 ousgoing  woE 192.368.1.105 ses0s 1923681, Co-le-85-65-3. [ ——
@¢/11/2018 Miowed 3 ousgoing  woE 192.368.1.108 4926 1923681, Co-le-85-65-3. T ——
@e/11/2018 Bocked 3 ousgoing  woE 239.255.255.250 1900 1923681, Co-le-85-65-3. [ ——
OS2 Miowed 3 Tncoming T3P 192.368.1.108 Do-67-E5-08-D... s06ce 224.0.0.252  01-00-5-00-0. [ ——
@e/11/2018 Bocked 3 [ 239.255.255.250 cL-00-SETE-F... 1900 192.368.1... Co-lo-85-65-3. [ ——
@¢/11/2013 Miowed 3 ousgoing  woE 192.368.1.105 se-aa-sc-2e-A... Ssest 1923681, Co-le-85-65-3. [ ——
@e/11/201 Bocked 3 ousgoing  woE 239.255.255.250 cL-00-SETE-F... 1900 1923681, Co-le-85-65-3. [ ——
@¢/11/2013 Miowed 3 ousgoing  woE 192.368.1.108 Do-67-E5-08-D... 43926 1923681, Co-le-85-65-3. [ ——
Sz Miowed 3 Tncoming T3P e D4:AEASI12...  00-1D-60-E0-A... 43406 Fro2 © s3-3s-o0-vi-0. [ ——
Oz Miowed 3 Tncoming TP 192.368.1.10¢ 00-10-60-Ea-A... 62168 224.0.0.252  01-00-58-00-0. [ ——
Qa0 Miowed 3 Tncoming TP 19236811 00-15-10-65-2... &7 255.255.2... FE-EE-TE-EE-E... 68 Ci\Windows\Systems\e
@e/11/2018 Bocked 3 [ 239.255.255.250 cL-00-SETE-E... 1900 1923681, CO-16-85-6F-B... 1900  Ci\Windows\Systemsz\e
OS2 Miowed 3 Tncoming T3P 192.368.1.108 Do-67-Es-08-D... 55307 224.0.0.252  01-00-5E-00-0... 5355  Ci\Windows\Systems2\e
@e/11/2018 Bocked 3 [ 239.255.255.250 cL-00-SETE-F... 1900 192.368.1... CO-16-85-6E-B... 1900  Ci\Windows\Systemsz\e
Sz Miowed 3 Tncoming T3P 192.368.1.10¢ 00-10-60-Ea-A... 54328 224.0.0.252  01-00-5E-00-0... 5355  Ci\Windows\Systems2\e
Oz Miowed 3 Tncoming TP 19236811 00-15-10-65-... &7 255.255.2... FE-EE-TE-EE-E... 68 Ci\Windows\Systems\e
Oz Miowed 3 Tncoming TP 160.254.36.217 00-10-60-Ea-A... 54328 204.0.0.252  01-00-5E-00-0... 5355 Ci\Windows\Systems2\e
Qa0 Miowed 3 Tncoming TP FE60:0:0:0:5049:ARAS: 12, 00-1D-60-EO-A.. 60651 FF02:0:0i...  35-33-00-01-0... 5355 Ci\Windows\Systemsz\e
@e/11/2018 Bocked 3 [ 239.255.255.250 cL-00-SETE-E... 1900 1921681, CO-16-85-6E-B... 1900  Ci\Windows\Systemsze
@¢/11/2013 Miowed 3 ousgoing  woE 192.368.1.108 Do-67-E5-08-D... 43926 1923681, Co-16-85-6E-B... 1900  Ci\Windows\Systemsz\e
Sz Miowed 3 Tncoming T3P 192.368.1.108 es26s 224.0.0.252  01-00-5E-00-0... 5355  Ci\Windows\Systems2\e
@e/11/2018 Bocked 3 [ 239.255.255.250 1900 192.368.1... CO-16-85-6E-B... 1900  Ci\Windows\Systemsz\e
@e/11/2018 Blocked 3 ousgoing  woE 239.255.255.250 1900 1923681, Co-16-85-6E-B... 1900  Ci\Windows\Systemsz\e
@¢/11/2013 Miowed 3 ousgoing  woE 192.368.1.108 4926 1923681, Co-16-85-6E-B... 1900  Ci\Windows\Systemsz\e
@e/11/2018 Bocked 3 ousgoing  woE 239.255.255.250 1900 1923681, Co-16-85-6E-B... 1900  Ci\Windows\Systemsz\e
OS2 Miowed 3 Tncoming T3P 192.368.1.108 Do-67-E5-08-D... 50877 224.0.0.252  01-00-5E-00-0... 5355  Ci\Windows\Systems2\e
@e/11/2018 Bocked 3 [ 239.255.255.250 cL-00-SETE-F... 1900 192.368.1... CO-16-85-6E-B... 1900  Ci\Windows\Systemsz\e
@e/11/2018 Blocked 3 ousgoing  woE 239.255.255.250 cL-00-SETE-F... 1900 1923681, Co-16-85-6E-B... 1900  Ci\Windows\Systemsz\e
@¢/11/2013 Miowed 3 ousgoing  woE 192.368.1.108 Do-67-E5-08-D... 43926 1923681, Co-16-85-6E-B... 1900  Ci\Windows\Systemsz\e
@e/11/2018 Blocked 3 ousgoing e 259.255.255.250 cL-00-SETE-F... 1900 192.168.1... CO-16-85-6F-B... 1300 Cr\Nindows\Sysiems2\e <
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