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EDUCATION COURSE DESCRIPTION

SUPPORTED PRODUCT
RELEASE(S)

Cleanup for z/OS
Release 12.1

COURSE TYPE, LENGTH, &
CODE

* Instructor-led Training (ILT)
* Four (4) Hours

+ 06CLN20041

PREREQUISITE(S)

» Basic data processing
concepts and terminology

» Experience with TSO/ISPF,
batch jobs, and STC

» Basic understanding of your
specific security solution:

« IBM RACF®

WHO SHOULD ATTEND

« Security Administrator

* Auditor

* Personnel who install,
maintain, administer, or audit
security

Cleanup for IBM RACF® 200

Course Overview

Cleanup for z/OS (Cleanup) reduces the effort and pressure associated with
maintaining current regulatory, statutory, and audit requirements. It does this by
removing obsolete, unused, redundant, and excessive access rights through
easily automated, virtually unattended, and continuous cleanup of mainframe
security databases ACF2™, Top Secret®, and IBM RACF®.

In this course, you will learn how Cleanup identifies and removes or suspends
unused user records, access permissions, and rules that each user has but does
not use. This course will demonstrate how Cleanup effectively resolves the

accumulation of obsolete and excessive access rights that otherwise occurs
within a security file over time.

This Course Will Show You How To:

= Describe the concept and design of Cleanup
= Describe the basic components and functions of Cleanup
= Describe best practices related to Cleanup

= Customize Cleanup jobs to perform security file cleanup
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Course Agenda

Module 1: Introduction to Cleanup

* Broadcom vision for Mainframe security

* Challenges in maintaining a secure Mainframe
environment and how the Cleanup solution can
help

Module 3: Best Practices

* Best practices related to Cleanup
« Additional functionality when running reports
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Module 2: Product Components

* Working design of Cleanup
» Cleanup basic components and their
functionality

Module 4: Cleanup with IBM RACF®

» Cleanup jobs for your site

* Run and analyze reports

+  Command and backout file syntax

* include and exclude statements and advanced
features

» Security file cleanup in full or phased
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Course Resources

Communities

https://community.broadcom.com/mainframesoftware/communities/communityhomeblogs?CommunityKey
=3a60e4fa-ff72-42af-ab6e3-edae27238821

Learning Path

https://community.broadcom.com/education/viewdocument/ca-cleanup-learning-
path?CommunityKey=bd92ecf3-d291-44ae-87ef-f17f7697397e&tab=librarydocuments

Documentation

https://techdocs.broadcom.com/us/en/ca-mainframe-software/security/ca-cleanup/12-1.html

Product Information

https://www.broadcom.com/products/mainframe/compliance-data-protection/cleanup
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