How to upgrade computers encrypted with Symantec Endpoint Encryption

to a Windows 10 (1909) release

e Follow steps provided by Symantec from article “How to upgrade computers encrypted with

Symantec Endpoint Encryption to a Windows 10 release”

e Atrticle is available from https://support.symantec.com/us/en/article.howto125875.html

e« Or Follow below recommendations.

STEPS DESCRIPTIONS
1. Open Symantec Encryption Desktop application
#  symantec Encryption Desktop
2. From Symantec Encryption Desktop window

e Click PGP Disk, Encryption Disk or Partition

Symantec Encryption Desktop - PGP Disk — O

s PGP Disk

New Virtual Disk

You may create as many virtual disks as necessary, each encrypted to
different keys or settings. While mounted the disk behaves like an additional
hard disk available to you. Unmounting your disk makes it unavailable
through Windows and any contents are kept PGP encrypted even if
SOMeone gains access to your machine,

Encrypt Disk or Partition

PGP provides the next level of security by encrypting your entire physical
drive, Everything on your disk will be encrypted including your operating
systemn, settings and caches - should your machine fall into the wrong hands
it will not be bootable. You now have the option of selecting individual
partitions, helpful in a multi-boot configuration.

Shred Free Space

PGP Shredder can shred the free space available on your disk. This is
important if you have used the Recycle Bin to delete any sensitive data. Use
this option to securely and permanently shred all traces of files or folders
you have previously deleted.

Rodel Miranda @ 2020. rodelmiranda@yahoo.com

Page 1 0of 3


https://support.symantec.com/us/en/article.howto125875.html

Microsoft Windows 10 (1909) Installation

3. From Encryption Disk or Partition

e Select your Disk Partition

¢ Then Click Decrypt to decrypt the Disk

Symantec Encryption Desktop - Encrypt Disk or Partition

Disk  Help

;,\t Encrypt Disk or Partition

Bty

Select disk or partition to encrypt

. :931.5 GB Fixed Disk

PGP Disk

3

IEN Encrypt Disk

User Access

rmiranda

Encryption Options

W Power Failure Safety
Irequires more time to encrypt)

= Mew Passphrase User...

ma Change Passphrase...

= Delete User...

4. From Unlock Disk pop-up window

e Enter your passphrase to start unlocking the disk

Unlock disk C: 931.5 GB Fixed Disk

Enter passphrase to unlock disk:

et

Show Keystrokes [
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Symantec Encryption Desktop - Encrypt Disk or Partition o=

File  Edit Toels Disk  Help
b = o
&} Encrypt Disk or Partition

-_—

Select disk or partition to encrypt Encryption Options

B s C: 931.5 GB Fixed Disk |
% Unknown Bus: Samsung S50 850 EV...

PGP Disk

X Encrypt Disk

Decryption Progress

BN
596.29% Encrypted - 896.0 GB of 530.5 GB remains encrypted - 9 hours, 23 minutes remaining
You may pause, resume or cancel this process at any time by clicking the Stop button.

You may safely shut down from the Windows Start Menu - do not power down without
doing so.

continue to step 6.

e Start Windows 10 (1909) upgrade installation

5. Once Decryption is completed and Windows 10 Installer is available follow below procedure or

6. Once Decryption is completed

e Download Windows 10 Upgrade Assistance or Mount Windows 10 Installer
e Open the Application and follow the instructions.

Now you can update Windows 10 and start the encryption once

Windows Update is completed.
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