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Scenario
The security auditors have been combing through your CA SSO environment.  They have issued a finding that a sample of your realms have idle timeouts greater than the maximum value prescribed by corporate security guidelines.  You are now required to conduct a complete audit of all realm timeouts and develop a plan to remediate any timeouts that exceed guidelines.
Restriction
The sm_idle_timeouts was developed using the SiteMinder Perl API to address this problem for legacy domains.  Application domains are out of scope because the Perl API cannot access XPS objects, but the coding logic in  sm_idle_timeouts could be used as a model for developing a similar tool using the Java API or, for CA SSO 12.6 or higher, the REST API.
Solution Overview
The sm_idle_timeouts tool set is comprised of two files:
· sm_idle_timeouts_v0.1.6_2018-09-25 – the latest version of the Perl script
· Domains.txt – an input file used by the Perl script.  This input file facilitates processing a large number of domains without having to enter them manually on the command line or during script execution.
Modifying dozens or hundreds of domains and an even greater number of realms via the WAMUI would be time consuming and potentially prone to error, so this script offers a far more efficient way to update the idle timeout for a large number of realms.
Future Enhancements
Processing max timeouts and/or entering multiple idle timeouts may be added in the future.
Design Philosophy
Changes made to the policy store via the Perl API are not written to the usual CA SSO log files, so the script adopts the following behaviors to mitigate risk and provide a before/after record of the domains and realms touched by any given run of the script:
· The default mode of the script is to merely audit the max and idle timeout values for each realm.  The user must consciously and explicitly indicate the script is to be run in ‘modify’ mode.
· The user must provide positive confirmation for every individual realm for which the idle timeout is to be modified.
· Idle timeouts are not changed if the existing idle timeout is less than or equal to the new idle timeout specified on the command line.
· The existing value of max and idle timeouts of each realm are always written to the log file.  The updated max and idle timeout values are also recorded in the log file if the new idle timeout value is applied to the realm.
· Separate runs of the script are required if multiple new idle timeout values are required.
The user has the flexibility to specify what domains are to be processed in one of three ways:
· Include all the domains to be processed in a file and include that file specification as a command line argument.
· Specify a single domain name on the command line.
· Specify this special, case-sensitive keyword (include the exclamation point at the end of the keyword) to process all legacy domains in the policy store:  GetAllDomains!
· After processing the domain(s) specified on the command line, the script will prompt for additional input files or domain names until the user chooses to terminate processing by not specifying a value and pressing the <ENTER> key.
Perl Script Command Line
#   This script will modify the idle timeout for all protected realms in the 
#   specified domain to the value provided. 
#   
#   The script still produces some informational messages at the terminal and
#   also write results to a text log file file.
#
#   $ ./sm_idle_timeouts_v0.1.7_2018-09-26 [ARGV[0] ... ARGV[4] [--mode={audit|modify} [--verbose]
#
#   Optional arguments are:   
#       ARGV[0] - New idle timeout, in seconds
#       ARGV[1] - domains file.  This is the list of domains for which 
#                 the realm timeouts should be modified, or a single domain
#                 name.  This argument also has a special, case-sensitive
#                 keyword.  Process all legacy domains if:
#                     ARGV[1]=GetAllDomains!
#                 This should be quite useful during auditing runs to 
#                 retrieve all timeouts, import the output file into Excel,
#                 filter as desired, then create a Domains.txt file for more
#                 focused modification of idle timeouts.
#       ARGV[2] - organization name.
#       ARGV[3] - environment, such as {DEV|QA|PROD}.  Valid only if the
#                 organization name is also specified.
#       ARGV[4] - a single domain name.  Intended for debugging purposes to 
#                 verify script output for just one domain.
#
#   The output file is tab-delimited and suitable for being imported into an 
#   Excel spreadsheet.  The name of the output file follows this format:
#
#   sm_idle_timeouts{_ARGV[2]}{_ARGV[3]}_YYYY-MM-DD_HH-MM-SS.txt
#
#   where:
#       ARGV[2] and ARGV[3] are define above. The organization name must be
#               provided as ARGV[2] for the environment provided as ARGV[3] to be
#               included in the output file name.
#    YYYY-MM-DD is the ISO standard date format at the instant data reporting
#               begins.
#    HH-MM-SS   is the hour, minute and second (local time) at the instant data
#               reporting begins.
#
#   Command options:
#
#   -m, --mode = { audit | create }
#       audit:   This is the default mode.  Update object names and values 
#			according to command line arguments and/or answers provided to the 
#			prompts, but don't create any new objects in the r12 configuration.
#
#       modify:  update the idle timeout of realms which exceed the value
#           specified on the command line.  Each and every realm to be modified
#           must first be confirmed by the user.
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#	-v, --verbose
#		Display additional information and diagnostic messages.

Domains.txt Input File
!   Domains.txt
!
!   File structure rules:
!     - comment lines with a leading exclamation point
!     - blank lines permitted
!     - one string per line.  Each string should be a SiteMinder domain name.
!
!----------------------------------------------------------------------------

RJF Tomcat Domain 
AdvAuthNAuthZDomain

!------------------------- end of file --------------------------------------


Sample Script Dialogue
The script is run below in mode=modify, but no changes are actually made because the prompt to modify each realm is always answered with “n”.  Note that realm timeouts are always specified as an integer number of seconds.  Also note the time required by the Perl API to establish a session may be 10 minutes or more for a very large policy store.  The policy store in my lab is small, the policy store is implemented as a CA Directory instance so all data is in memory (i.e. FAST access!), and the session was established in just 4 seconds.

[smuser@smps04 ~]$ cd /apps/CA/siteminder/CLI/examples 
[smuser@smps04 examples]$ perl sm_idle_timeouts_v0.1.6_2018-09-25.pl 1800 Domains.txt rjf DEV --mode=modify

sm_idle_timeouts_v0.1.6_2018-09-25.pl starting at Tue Sep 25 15:26:54 CDT 2018

admin username: perlapi
admin password: ********


Get the list of domain names to process...

Per the command line, the domain file/name  =  Domains.txt

New idle timeout (seconds): 1800

Create session...

Session created in 4 seconds

$logfile = sm_idle_timeouts_rjf_DEV_2018-09-25_15-27-04.txt


Domains file opened:  Domains.txt

Number of domains to process: 2



SUCCESS: requested domain(s) retrieved

Modify idle timeouts for all realms...
------------------------------------------------------------------------------
Process domain: RJF Tomcat Domain
  Process realm: RJF Tomcat Realm = / (32400,7200)
  Modify idle timeout {(Y)es|(N)o}? n

  Process realm: RJF Tomcat JSP Realm = /examples/jsp/ (32400,7200)
  Modify idle timeout {(Y)es|(N)o}? n

  Process realm: RJF Tomcat WebSocket Realm = /examples/websocket/ (32400,7200)
  Modify idle timeout {(Y)es|(N)o}? n

------------------------------------------------------------------------------
Process domain: AdvAuthNAuthZDomain
  Process realm: AdvAuthNAuthZRealm = /sampleresource.html (7200,3600)
  Modify idle timeout {(Y)es|(N)o}? n



==============================================================================
Enter a domain name or the name of file containing a list of one or more domain
names or <RETURN> to exit [<RETURN>]: 

Number of passes:        1
Total domains processed: 2
Total realms processed:  4
Total realms modified:   0

sm_idle_timeouts_v0.1.6_2018-09-25.pl finished at Tue Sep 25 15:42:06 CDT 2018


[smuser@smps04 examples]$ 

Log File
The log file is tab-delimited and therefore suitable for importing into Excel.

[smuser@smps04 examples]$ cat sm_idle_timeouts_mrm_DEV_2018-09-25_15-27-04.txt
2018-09-25	15:27:07	RJF Tomcat Domain	RJF Tomcat Realm	/	32400	7200
2018-09-25	15:27:08	RJF Tomcat Domain	RJF Tomcat JSP Realm	/examples/jsp/	32400	7200
2018-09-25	15:27:09	RJF Tomcat Domain	RJF Tomcat WebSocket Realm	/examples/websocket/	32400	7200
2018-09-25	15:27:11	AdvAuthNAuthZDomain	AdvAuthNAuthZRealm	/sampleresource.html	7200	3600
[smuser@smps04 examples]$

Imported into Excel:


image1.emf
sm_idle_timeouts% 20rjfDev%202018-09-25.xlsx


sm_idle_timeouts%20rjfDev%202018-09-25.xlsx
Sheet1

		Date		Time		Domain		Realm		Resource Filter		Old Max		Old Idle		New Max		New Idle

		9/25/18		3:27:07 PM		RJF Tomcat Domain		RJF Tomcat Realm		/		32400		7200

		9/25/18		3:27:08 PM		RJF Tomcat Domain		RJF Tomcat JSP Realm		/examples/jsp/		32400		7200

		9/25/18		3:27:09 PM		RJF Tomcat Domain		RJF Tomcat WebSocket Realm		/examples/websocket/		32400		7200

		9/25/18		3:27:11 PM		AdvAuthNAuthZDomain		AdvAuthNAuthZRealm		/sampleresource.html		7200		3600






