

Automic SAML Implementation
@General
Requirements:
SAML IDP metadata file
Reference: https://www.samltool.com/idp_metadata.php
Required fields for a metadata file:
1. entityID  :- A unique identifier provided my idp to ensure request is received from the correct endpoint. MUST be unique for different teams
2. X509Certificate :- Certificate used to sign the SAML Request
3. SLO Bindings
a. SingleLogoutService -> HTTP Redirect:
b. SingleSignOnService -> HTTP Redirect & HTTP Post
i. Note if your SAML IDP only supports post HTTP Redirect should be commented
c. The following will contain urls for HTTP Redirect and HTTP Post when a request occurs for Redirect or POST by automic to SAML IDP
d. E.g: [image: ]


SAML Service configured on Automic: -
Reference: https://docs.automic.com/documentation/webhelp/english/AA/12.3/DOCU/12.3/Automic%20Automation%20Guides/help.htm#Installation_Common/SetUp_SAML_SSO.htm?Highlight=saml
*SP file Please update the following details to carter for your specific environment [image: ]
entityID – (https\http)://<AWALAB_URL>/SAML2
WantAssertionsSigned = Boolean (true|false) – note if your SAML is not signed set the parameter to false
[image: ]
AssertionConsumerService: (https\http)://<AWALAB_URL>

Note: Your SAML NameIDFormat should contain the username or one of the following option is valid
The Automation Engine maps the AE Username with the value of one of the following attributes of the SAML response:
1. subject-id
Format: urn:oasis:names:tc:SAML:2.0:attrname-format:uri
When this attribute is defined, the unique ID that precedes the @ character is mapped with the AE Username.
1. NameID
Format: urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified
The value that is defined here is mapped with the AE Username when no value is defined for subject-id. Which part of the value is used to map with the AE Username depends on how the value is defined:
1. @ character: If the value contains this character, the part that precedes it is used for mapping
1. \ character: If the value contains this character, the part that follows it is used for mapping
1. If neither of the characters is used, the complete value is mapped with the AE Username.
1. aename
Format: urn:oasis:names:tc:SAML:2.0:attrname-format:uri)
Use this attribute if you cannot use neither subject-id nor NameID with your Identity Provider.
Note: If this value is defined, it is mapped with the AE Username by default.
SAML User must be created 
The user must be created with Roles assigned in Automic.
SAML is only used for Authentication not Authorization. Authorization is a task assigned to the Admin user of the database
A Valid SAML Response
[image: ]
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<SinglelogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:ETTE-Redirect” Locatio

https://ronald-casa-dev.onelogin.con/trust/saml2/http-redirect/slo/1171438" />

<NemeIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress</NameIDFormat>

<SingleSignonService Binding="urn:oasis:names:tc:SAML:2.0:bindings:ETTE-Redirect” Locatio

Dhttps://ronald-casa-dev.onelogin.con/trust/saml2/http-redirect/sso/369b0100-1413-48ch-a3c3-6e866de£1693" />

<SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTE-POST" Location="

https://ronald-casa-dev.onelogin.con/trust/saml2/http-post/sso/369b0100-1413-48ch-a3c3-6e866de£1693" />

<SinglesignonService Binding="urn:oasis:names:tc:SAML:2.0:bindings:SOAP" Location="
https://ronald-casa-dev.onelogin.con/trust/saml2/soap/sso/369b0100-1413-48ch-a3c3-6e866de£7693" />
</IDESSODescriptor>
</EntityDescriptors
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<md:EntityDescriptor ID="2994012b4-5d1e-ded5-9a70-dCOS16827eb3"

validUntil="2040-06-17T1
<nd:SPSSODescriptor AuthnRequestssigned:
WiantAssertionsSigned="false" protocolSupportEnumeration="urn:oasis:nanes: tc:SAHL:2.0:protocol”>
<md:KeyDescriptor use="signing">
<ds:KeyInfo xmln: ittp:/ /. w3 .0rg/2000/09/ xmldsigs">
<ds:X509Data>

<ds:X508Cert ificatesNITFNTCCAX2gAWTBAG U= JCu06/ CSutF 2vBIPTbaS0chouDQY IKoZThvCNAQEL BQAMF
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3 </ds:X509Data>

32 </ds:KeyInfo>.

35 </md:KeyDescriptors
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<saml2p:Response Destination="http://publicawihost/awi" ID="1d290636362662992466264760"
TnResponseTo="a39679651-5¢ fd-48ea-9259-bf1b9addb7(8" Issuelnstant="2019-04-10T08:59:13.3572"
"2.0" xmlns:saml2p="urn:oasis:names: tc: SAML:2.0:protocol”>
<saml2:Issuer Format
format:entity"xmlns: sanl

<ds:5ignedInfo><ds:Canonicalizationdethod ALgorithn="http: //www.w3.0rg/2001/10/xml-exc-
C14ng"/><ds:Signaturedethod Algorithn="http://www.w3.0rg/2001/04/xnldsig-moredrsa-sha256" />
<ds:Reference URI="414290636362662992466264760">
<ds:Transforms><ds:Transforn Algorith="http: //wew.w3.0rg/2000/09/xmldsigHenveloped-
signature"/><ds:Transform Algorithr="http://wew.w3.org/2001/10/xml exe-
CL4ng"/></ds: Transforms><ds:Digestilethod Algorithn="http://www.w3.0rq/2001/04/xnlencksha256" />
<ds: DigestValue>CHD+p3Y2Fb2WMIZEX0BIABSmuTd1 3c3ZAPOKVVE5Yqs=< /s : Digestvalue>
</ds:Reference>
</ds:SignedIngo>
<ds:Signaturevalue>.
<ds:KeyIngo>
<ds:X509Data>
<ds:X508Certificate>. . .</ds:X509Certiicate>
</ds:X50Data>
</ds:KeyInfo>
</as:5ignature>
<saml2p:Status xmlns:saml2p="urn:oasis:names: tc:SAML:2,0:protocol "><saml 2p: StatusCode
Value="urn:oasis:names:tc:SAML:2.0:status:Success"/></aml2p: Status>
<saml2:Rssertion ID="id29063636266376672635017193" IssusInstant="2019-04-10T0
Version="2.0" xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">
<saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-
format:entity"xmlns: sanl2="urn:oasis :names: tc:SAML:2 . 0:assertion">http: //wiw.okta. con/exk1gxincianQOEbY0
B8</saml2: Tssuer>
<ds:Signature xmlns:ds="http://ww.w3.0rg/2000/09/xmldsigh">
<ds:5ignedInfo><ds:Canonicalizationlethod ALgoricthr="http://wiw.w3.0rg/2001/10/xml exc-
Cl4ng"/><ds:Signaturedethod Algorithn="http://wiw.w3.0rq/2001/04/xmlds1q-moredrsa-sha256"/>
<ds:Reference URI="41429063636266376672635017193">
<ds:Transforms><ds:Transforn Algorithn="http://ww.w3.0rg/2000/09 /xmldsigHenveloped-
signature"/><ds:Transform Algorithr="http://wew.w3.org/2001/10/x]-exc~
CL4n#"/></ds: Transforms><ds: Digestiiethod Algorithn="Rttp://ww.w3.0rg/2001/04/xulencksha256" />
<ds:DigestValue>4yc8XUnTGOUEM upKPWBPTYgzDC /Y184ty SpSNAtQZA=</ds : Digestvalue>
</ds:Reference>
</ds:SignedIngo>

/ds:5ignaturevalue>

9:13.3572"

=—=</ds:SignatureValue>

<ds:Xs0sCertificates.
</ds:X508Data>
</ds:KeyIngo>
</as:5ignature>
<saml2:5ubject xmlns:saml2="urn;
<saml2:NameID Format="urn:oasis:names
format:unspeci fied">AE USERNAMEC/saml2:NamelD>
<saml2:5ubjectContirmation
Method="urn:oasis names: tc:SAML:2.0:cn:bearer"><saml2: SubjectConfirmationdata InResponseTo="a39679651-
5£fd-48ea-9a59-br1b9addb7ra"
NotonOrAfter="2019-04-10T09:04:13.3572"
‘http: //publicawihost/awi" /></saml2: SubjectConfirmation>

</as:¥s08Certiticate>

Recipien

<saml2:Conditions NotBefore="2019-04-10T08:54:13.3572" NotOnOrAfcer="2019-04-
10T09:04:13. 3572 "mlna: saml2="urn:oasis names: tc:SAML:2.0:assertion">
<seml2:AudienceRestriction>

<saml2:Rudience>http: //publicawihost/SAML2</saml 2: Rudience>

dienceRestrictions

<saml2:RuchnContext>

<saml2:RuthnContextClassRes>urn:oasis inames: to: SAML:
hnContexcClassRes>
</saml2:RuthnContext>
</sanl2:RuthnStatenent>
</saml2:Rssertion>
</saml2p:Response>

:ac:classes: PasswordProtectedTransport</saml2: At





