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About backup and recovery on Windows

Symantec recommends that administrators perform backups of their entire
system.

Perform system backups in case the Symantec Data Loss Prevention system
crashes and needs to be restored.

The system that should be backed up includes the Enforce Server, the detection
servers, the database, and the incident attachment external storage directory, if

present.

These backup procedures can be used for single-tier, two-tier, and three-tier
installations.

The cold backup procedures for the Oracle database are for non-database
Administrators who have no standard backup methods for databases.

Administrators should follow all of the backup instructions that are in this section
in the order in which they are presented.

Administrators who would prefer to back up only part of their system must
determine which subsets of the system backup instructions to follow.

Symantec recommends that your data storage administrator perform all backups
of your incident attachment external storage directories.
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Recommendations:

1. Symantec recommends that administrators perform backups of their entire
system.

2. Perform system backups regularly.

3. Complete system backups should be performed at the following times:
m After installation
m Before any system upgrades

m Any time the system changes, such as when a Symantec Data Loss Prevention
server is added to or removed from the system configuration

Calculating the total size of the backup on Windows:

To calculate the total size of the backup
1 Enter the size of the database here: 133.31 GB

2 Enter the size of the file system files here: 426 MB + 22.3 MB
(\SymantecDLP\Protect\plugins,\SymantecDLP\Protect\logs)

3 Enter the size of the server configuration files here: 483 KB
(\SymantecDLP\Protect\config)

4 Add the size of the database to the size of the configuration files and file system
files for a total size here: 134 GB Approx
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Calculating the size of the database:
1. Run SQL PLUS as Administrator
2. Perform the following Tasks

Connect to database as SYSDBA

SQL Plus _ O]

SQL*Plus: HRelease 11.2.8.4.8 Production on Thu Mar 31 12:88:43 2016

Copyright {c» 1782, 2813, Oracle. All rights reserved.

Enter user—name: sys as SYSDBA
Enter password:

Connected to:
Oracle Database 1lg Release 11.2.8.4_.8 — 64bit Production

SQL>
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Run The Following Query

[z+. Administrator: Command Prompk - SQLPLUS

Enter uwuser—name: sysz as SYSDBA
Enter password:

Connected to:
Oracle Database 11g Releaze 11.2.8.4.8 — 64bit Production

SQL> EEBEGE ROUNDCSUM<{bhytes?>- 1802410241824, 4> GB

SELECT SUM<{hytesz)> hytes
FROM dba_data_files
UHION ALL

SELECT SUM<{hytesz) hytes
FROM dba_temp_files
UHION ALL

SELECT SUM<{hytez)> bhytes
EROH vSlog

2
3
4
5
6
?
g
?
a
1

133.3145
SQL> _

SELECT ROUND(SUM(bytes)/1024/1024/1024, 4) GB
FROM (

SELECT SUM(bytes) bytes

FROM dba_data_files

UNION ALL

SELECT SUM(bytes) bytes

FROM dba_temp_files

UNION ALL

SELECT SUM(bytes) bytes

FROM vSlog

);
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Calculating the size of File System:

Search Protect

)v‘ + Computer ~ Local Disk (D:) + SymantecDLP + Pratect ~

Organize =y Open Inchudeinlbrary =  Sharewith v Newfolder

br Favortes Hae - Datomodfied e Sz
B Desitop JECU 0032016 1553 File folder
z:l::’:t[es JELA 0032016 1547 File folder
. Fileset 00320161559 File folder
= Lbraies | incidents 0032016 17:27  File Folder
3 Documents ! index 09032016 1715 File folder
o tusic instal 30-03-2016 15:53 File folder
i Pictures. A keystore 30-03-2016 16:06 File Folder
[BE videos languages 30-03-2016 15:47 File Folder
lib 30-03-2016 15:52 File Folder
o Computer license 07032016 14556 File Folder
&, Local Disk (C:) Iogs 30-03-2016 15:59 File folder
g Local Disk (D) mldtraining 09-03-2016 17:28 File folder
monitorattributes 30-03-2016 15:59 File Folder

€ Hetwork

B plugins

il open
Pstdeposi  Open innew window 30032061559 Fie folder
Pstlocalee 7-ZP e 30-03-2016 15:59 File folder
v
stan CRC 3 11092015 19:24  File Folder
seripts Share with 4 30-03-2016 15:47 File folder
Restore previous versions
sharelits 200420152015 Fie folder
Include in library »
temp  ———————| 110920151924 Fle folder
Send to 3
tomeat | 300320161547 Fle folder
tocls Cut 300320161547 Fie folder
Copy
updates | 300320161550 Fie folder
[ manager,  Creata shortcut 30-03-2016 15:48 VER File 1KE
Delete
| meonitory porone 300320161552 VERFie 1KB

plugins  Date modified: 30-03-20
File Folder

o & &[5 @ Z(@

M plugins Properties |

General | Sharingl SEcurit_l,II Previouz Yersions I Eustnmizel

Iplugins

Type: File falder

Location: C:ASymantecDLPYProtect
Size: 426 MB [44.77.11,352 bytes]
Size on disk: 428 MB [44,97 89,952 bytes]
Contains: 943 File=z, 114 Folders

Created: 07 March 2016, 14:51:50

Attributes: [¥ Bead-orly [Only applies o files in folder)
[ Hidden Advanced...

] I Cancel Apply
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J=lk

‘omputer ~ Local Disk (D:

ymantecDLP ~ Protect ~

| search Protect

Organize ~ o Open  Incudeinlbrary »  Sharewith v Mew folder

- Favorites Name Date modfied Type Size
B Desieop ECU 0032016 15553 File folder
Dowrloads
EULA 00320161547 File Folder
Recent Places
fileset 003201615559 File folder
incidents 032061727 File Folder
= Libraries
5 Documents indes 09032016 17115 File folder
o musie instal 030615553 File Folder
i Pictures o keystare 0032016 16:06  File Folder
[BE videos langquages 30-03-2016 15:47 File Folder
Iib File folder
1% Computer license File folder

&L, Local Disk (C2)
s Local Disk (D:)

€ Hetwork

Open

W g e window 09.03201617:28  Fie folder
won 7-Zip » 003201615559 File folder
plug  CRCSHA b 30-03-2016 15:52 File folder
Pstd  Share with » 30-03-2016 15:59 File folder
pstio MRE Ol E et 0032016 15:59 File folder
Include in ibrary »
sar R 11092015 19:24  File Folder
serp Send i 30032016 1547 File Folder
shar Cut 200420152015 Fie folder
remy oY 11-09-2015 19:24 File folder
tom¢  Create shortcut 30-03-2016 15:47 File folder
rople DL 300320161547 Fie folder
Rename
300320161550 Fie folder
300320161548 VER Fie 1KB
[ monitor.ver 300320161552 VER Fie 1KB

logs  Date modified: 30-03-2016 15:59

File Folder

el & G5 @ &

.. logs Propertie

General | Sharingl Securityl Frevious Yersions | Eustnmizel

Ilngs

Type:
Location:

Size:

Size on digk:

Contains:

File: folder
D:%SumantecDLFPYProtect
22.3 MB [2.34.85.412 Hyptes)
22.7 MB [2.38.95.054 bytesz)
521 Files. 2 Folders

Created:

07 March 2016, 14:51:41

Attributes:;

[¥ Bead-orly [Only applies to files in folder]
[ Hidden Advanced...

k. I Cancel Spply
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Calculating the size of Server Configuration:

Protect

% }v‘ ~ Computer + Local Disk (D:) + SymantecDLP ~ Pratect = [ search Frotect

Crganize > ., Open Incudeinlbrary ~  Sharewith v Mew folder = - 0@

Date modified

Hame ~

7 Favorites
P Desktop S open
Dowrloads ! datafle | onen nnew windon 00032016 1051 File folder
Recent Places docs  TZp » 0032016 1547 File Folder
! documy_ SRESHA 4 09032016 1745 File folder
G Libraries LECU Share with b 30032016 15:53 File Folder
(%) pacuments [Eu  Restore previous versions 0032016 15:47 File Falder
J Husic Include inlibrary 3
L Flesgt ——————————————— 0032016 1559 File Folder
Pictures sendt 3
= Uinciden 20 03061727 File Folder
[BE videos
Lindex  CU 09-03-2016 17:15 File Falder
<
| st 0032016 15:53  File Fader
18 Computer —
Fa . 4. keystg  Create shortcul B0-03-2016 16:08 File Folder
&, Local Disk(C:) erEs
_ LocalDisk {D:) Clngua oo 0032016 15:47  File Folder
Ll 0032016 15552 File Folder
€ Metwork license 07-03-2016 14:56 File folder
logs 30-03-2016 15:59 File Folder
midtraining 09-03-2016 17:28 File Folder
monitorattributes 30-03-2016 15:59 File Folder
plugins 30-03-2016 15:52 File Folder
Pstdepositfolder 30-03-2016 15:59 File Folder
Pstlncalcopy 30-03-2016 15:59 File folder
scan 11-09-2015 19:24 File folder
scripts 30-03-2016 15:47 File folder
sharelists 20-04-2015 20015 File folder
temp 11-09-2015 19:24 File folder
tomcat 30-03-2016 15:47 File folder
vonle rons 1mer e fobder =l
config  Date modfied: 30-03-2016 15:53
File Folder

o) S B S @ E PG on.

.. config Properties |

General | Sharingl Securityl Frevious Yersions | Eustnmizel

Iu:u:unfig

Type: File folder

Location: D:%SumantecDLFPYProtect
Size: 483 KB [4.95,398 bytes)
Size ondisk: 724 KB [7.41.376 butes)
Contains: 101 Files, 7 Folders

Created: 07 March 2016, 14:51:50

Attributes: [¥ Bead-orly [Only applies to files in folder]
[ Hidden Advanced...

k. I Cancel Spply
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Creating backup directories on Windows:

Create the following directories, preferably on a external storage device.
To create the backup directory structure

1. Create a directory in which to store the backup files:
\SymantecDLP_Backup_Files

Remember that this directory should be created on a computer other than the
one that hosts the database, the Enforce Server, or the detection servers.

2. Create the following subdirectories in which to store the backup files:
\SymantecDLP_Backup_Files\File_System
\SymantecDLP_Backup_Files\Server_Configuration_Files
\SymantecDLP_Backup_Files\Database
\SymantecDLP_Backup_Files\Recovery_Aid

Performing a cold backup of the Oracle database on

Windows
Cold backups are recommended primarily for non-database administrator users.

You perform a cold backup by

m Stopping the Symantec Data Loss Prevention system
m Shutting down the Oracle database

m Copying important files to a safe backup location
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Steps to perform a cold backup of the Oracle database

Step 1 Create recovery aid files.

Step 2 Collect a list of directories that should
be backed up.

Step 3 Shut down all of the Symantec Data
Loss Prevention and Oracle services.

Step 4 Copy the database files to the backup
location.

Step 5 Restart the Oracle and Symantec Data
Loss Prevention services.

You should create recovery aid files for use in recovery procedures. A trace file of
the control file and a copy of the init.ora file are very helpful for database
recoveries.

The trace file of the control file contains the names and locations of all of the data
files.

The init.ora file contains the initialization parameters for Oracle, including the
names
and locations of the database control files.
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To generate a trace file of the control file

1. Atthe command prompt,
enter sqlplus /nolog.

2. At the SQL> command prompt, to connect as the sysdba user, enter
connect sys/password@protect as sysdba where password is the SYS
password.

3. After receiving the Connected message, at the SQL> command prompt,
enter:

alter database backup controlfile to trace as
'C:\SymantecDLP_Backup_Files\Recovery_Aid\controlfile.trc';

Success is indicated by the message "Database altered."

With this command you are generating a copy of the backup control file and
outputting this file to the \SymantecDLP_Backup_Files\Recovery_Aid directory
that you created previously.

4. Issue the following command to backup the init.ora file.
create pfile='C:\SymantecDLP_Backup_Files\Recovery_Aid\init.ora' from spfile;
exit;

5. Navigate to the C:\SymantecDLP_Backup_Files\Recovery_Aid directory.

You
should see the controlfile.trc and init.ora files in this directory.

6. Rename the file controlfile.trc so that it can be easily identified.
controlfilebackupMMDDYY.trc
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Enter user-name: sys as sysdba

Enter password:

ERROR -

ORA—B1A17: invalid usernamespassword; logon denied

Enter user-—name: sys as sysdba
Enter password:

Connected to:
Oracle Database 11g Release 11.2.8.4.8 — 64bhit Production

SQL>

Connect To Database as sysdba

[+ Administrator: Command Prompt - sglplus

SQL> alter database backup controlfile to trace as
2 "C:sBymantecDLP_Backup Files“Recovery Aidscontrolfile.trc’;

Databhasze altered.

SOLy _

Create trace File

[+ Administrator: Command Prompt - sqlplus

SQL>» create pfile='C:~SymantecDLP_Backup_Files“Recovery_Aidvinit.ora’' from spfil
e 3

File created.

SoL>

Create init.ora File
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Collecting a list of files to be backed up

You can create a list of files that need to be backed up. These lists are used in a
later step.

To create a list of files for back up

1. Open SQL*Plus using the following command:
sqlplus sys/<password> as sysdba

2. Enter the following SQL commands to create lists of files that must be backed
up:

SELECT file_name FROM dba_data_files
UNION

SELECT file_name FROM dba_temp_files
UNION

SELECT name FROM vScontrolfile
UNION

SELECT member FROM vSlogfile;

3. Save the list of files returned by the query to use in the following procedures:
C:\SymantecDLP_Backup_Files\Recovery_Aid\oracle_datafile_directories.txt.
4. Exit SQL*Plus:

exit;
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[z Administrator: Command Prompt - sqlplus

Connected to:
Oracle Databhase 11g Release 11.2.8.4.8 — 64bit Production

2QL>» SELECT file_name FROM dba_data_files
UNION
SELECT file_name FROM dba_temp_files
UNION
SELECT name FROM vicontrolfile
UNION
SELECT memher FROM v5logfile;

D=~ ORACLE~ORADATA~PROTECT~CONTROLA1 .CTL
D=~ ORACLE~ORADATA~PROTECT~CONTROLBZ .CTL
D=~ ORACLE~ORADATA~PROTECT~CONTROLA3 . CTL
D=~ ORACLE~ORADATA~PROTECT~DR5Y50A1 . DBF
D=~ ORACLE~ORADATA~PROTECT~LOBA1 . DBF

D=~ ORACLE~ORADATA~PROTECT~LOBB2 . DBF

D=~ ORACLE~ORADATA~PROTECT~LOBA3 . DBF

D=~ ORACLE~ORADATA~PROTECT~REDOA]L . LOG
D=~ ORACLE~ORADATA~PROTECT~REDOAZ . LOG
D=~ 0RACLE~ORADATA~PROTECT~REDOAZ . LOG
D=~ 0ORACLE~ORADATA~PROTECT~5Y¥Y5AUXH1 . DBF

D :~ORACLE~ORADATA~PROTECT~SYSTEMB1 . DBF
D :~ORACLE~ORADATA~PROTECT~TEMPA1 . DBF

D :~ORACLE~ORADATA~PROTECT“UNDOT BSH1 . DBF
D=~ 0ORACLE~ORADATA~PROTECT~USERS@A1 . DBF
D=~ ORACLE~ORADATA~PROTECT~USERSA2 . DBF
D=~ ORACLE~ORADATA~PROTECT~USERSA3 .DBF

17 rows zselected.

SQL

Creating a copy of the spfile on Windows

After you generate a trace file of the control file, you must create a copy of the
spfile.

Performing a cold backup of the Oracle database on Windows
To create a copy of the spfile

1. In Oracle SQL*Plus, at the SQL> command prompt, enter:
create pfile='C:\SymantecDLP_Backup_Files\Recovery_Aid\inittemp.ora'

from spfile;

2. To exit Oracle SQL*Plus, enter: Exit
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[z Administrator: Command Prompt - sqlplus

2QL> create pfile='C:~SymantecDLP_Backup_Files“Recovery_Aid“inittemp.ora’
pfile;

File created.

SQL>

Shutting down the Symantec Data Loss Prevention
system on Windows

To shut down the system

1. On the computer that hosts the Enforce Server, navigate to Start > All
Programs > Administrative Tools > Services to open the Windows Services
menu.

2. Open the Services menu and stop all running Symantec Data Loss Prevention
services, which might include the following:

Vontu Update

Vontu Incident Persister (on the computers that also host the Enforce Server)
Vontu Manager (on the computers that also host the Enforce Server)

Vontu Monitor (on the computers that also host a detection server)

Vontu Monitor Controller (on the computers that also host the Enforce Server)
Vontu Notifier (on the computers that also host the Enforce Server)

3. On the computer that hosts the database, stop the OracleService

databasename, where databasename is the Global Database Name and SID
selected during installation.
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File Action “iew Help

L

£} services |_ (O] x|

& |=E o= HE]» =m0 »

Stop All Vontu Services

‘q Services

File #&ckion Wiew Help

‘Ehwindows Audio Endpoint Builder  Manages a. ..

Manual

Local Systern

5 Services (Local) Mame * | Descripkion | Stakus | Startup Type | Log On As | ;l
‘5L TPM Base Services Enables ac... Manual Local Service
‘.."':(" PP Device Hosk Allows UPML . Disabled Local Service
{5k User Profile Service This servic,..  Started Autamatic Local Systern
-..'-';!';'-.-'irtual Disk, Provides m... Manual Local Systern
Ehvolume Shadow Capy Manages a... Manual Local System
“Ehvanty Incident Persister Writes Inci. .. Automatic Aprotect

IYantu Manager Autornakic
“Ehvontu Monitor Provides wi. .. Aukomatic Jprotect
&k vonku Monitor Controller Controls all... Aukomatic JAprotect
5k vonku Matifier Provides D, Aukomatic JAprotect
-..'-':(!';'-.-'untu Update Installs Yo... Autarmatic Jprotect_...
Lhwindows Audio Manages a... Manual Local Service

=10) x|

&= |mE o= |HE>»® 0 DB

-

OracleSerqicePROTECT

Windows iz attempting to stop the following service on Local Computer. .

Seryice Control E 'ed

al
nakic
natic
al

Cloze

al
il
al
il

al

Stop All Oracle Services
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Local Svskem
Local Syskem
Local Syskem
Local Svstem
Local Syskem
Local Svskem
Local Syskem
Local Syskem
Local Svstem
Metwork 5.

2} Services (Local) Mame = | Description | Skatus | Skartup Type | Log on As | ﬂ
Gk Oracle PROTECT WSS Writer Ser. ., Aukornatic Local System
Lk oracledobSchedulerPROTECT Aukornatic Local Systern
5k OradeMTSRecoveryService Aubornatic Local System
Ll oracetrabbl 1g_homel ClrAgent Manual Local Syskem
&k OracleOrabbl 1g_home1 THSList. .. Aukomatic Local System
@OracleServicePROTECT Skarted Aukornatic Local System
£} Performance Counter DLL Host Enables re... Plarual Local Service
&k Performance Logs & Alerts Performan, .. rarual Local Service
{C4Plug and Play Enables ac... Started Automatic Local Syskem

I
=



Data Loss Prevention Backup Guide

Copying the database files to the backup location on
Windows

The database files that should be backed up include the files in the \protect
directory and the database password file.

To copy the database files to the backup location

1. Make sure that the Oracle services are stopped.

If the Oracle services are not stopped, the backup files may be corrupt and

unusable.

2. On the computer that hosts the database, copy the files from the list that you

Collected in the procedure collecting a list of files to be backed up to the

computer that hosts the backup files.

Copy the protect directory into the c:\Symantec_DLP_Backup_Files\Database

directory of the computer that hosts the backup files.

3. On the computer that hosts the database, select the

%ORACLE_HOME%\database\PWDprotect.ora file and copy it into the

c:\Backup_Files\Database directory of the computer that hosts the backup files.
OR

Run the Database_Files_Backup.bat From Attachment to Backup All the Files.

Modify .bat File if required.
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I Database s 3 || I protect (o]

G\j}v‘ - SymantecDLP_Backup_Files = Database ~ |23 [ seerch Database G\j)v‘ _ ~ Local Disk (D) = oratle = oradata ~ protect 23 [[search protect
Organize *  Open  Mew falder = - @ Organize *  Includeinlfibrary v Sharewth v Mew Folder = - O @
i Favorles Name - | Dt modified | Tvpe | | Hame - | pate modied | Tvme |
B Desktop TR CILFie P Deskiop | conmroLos.cTL 31-03-2016 17:30 CTL File
_3 Dawnloads NTR CTLFile .” Dowirloads || CONTROLDZ.CTL 31-03-2016 17:30 CTLFile
il Recent Flaces CTLFile =l Rerent Plarss || COMTROLOZ.CTL 31-03-2016 17:30 CTL File:
;—J Libraries 53 Libraries || DRSYS01.DEF 31-03-2016 17:30 DBF Filg
3 Documents 3 Documents || LOBO1.DEF 31-03-2016 17:30 DEF File
o Music &' Music || LOBD2.DEF 31-03-2016 17:30 DEF File
= Pictures BN k| Fictures || LOBO3.DEF 31-03-2016 17:30 DBF File
8 videos || reEDODL 31-03-2016 17:30 Text Document
0 Computor General |Dgta\|§| || REDGOZ 31-03-2016 17:30 Text Document
|| rEDOD3 31-03-2016 17:30 Text Document

&2, Local Disk (C:)
s Lacal Disk (D3}

17 Files, 0 Folders | S¥SAUID1.DBF

|| SYSTEMOL.DEF

€ Metwork Type: HMultiple Types || TEMPO1.DBF
Location:  Allin CySymankecDLP_Backup_Flles\Database || UNDOTESD1.DEF
Sizes 133 GB (1,43, 17,46,41,152 bytes) L USERS01.DBF

|| USERSD2.DEF
|| USERS03.DBF

Sice on disk: 133 GB (1,43,17,46,51,904 bytes)

Attributes ™ Read-only Advanced. .

I Hidden

4 |

31-03-2016 17:30
31-03-2016 17:30
31-03-2016 17:30
31-03-2016 17:30
31-03-2016 17:30
31-03-2016 17:30
31-03-2016 17:30

DEF File
DEF File
DEF Fils
DEF File
DEF File
DEF File
DEF File

17 iterns selected
Show more details. .

= WCIENS

Restarting the system on Windows
To restart the system

=> Start all of the Oracle services:
OracleServiceDATABASENAME

18:16

A [P 032016 =

=> On the computer that hosts the Enforce Server, start the Vontu Notifier service

before starting other Symantec Data Loss Prevention services.

=> Start the remaining Symantec Data Loss Prevention services, which might

include the following:

Vontu Manager

Vontu Monitor

Vontu Incident Persister
Vontu Update

Vontu Monitor Controller
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Backing up the server configuration files on Windows

To back up the server configuration files
1. Select the \SymantecDLP\Protect\config directory.
Copy it to the

\SymantecDLP_Backup_Files\Server_Configuration_Files Directory on the
computer that hosts the backup files.

OR

Run the Config_Files_Backup.bat as Administrator to Backup All Files in One Shot.
You Can Modify This File According to your Environment.

Backing up files stored on the file system on Windows

Some files that are stored on the file system for the Enforce Server and detection
servers should be backed up whenever they are changed. These files include:

=> Custom configuration changes
=> System logs
=> Keystore file

Copy All Files and Folders from Following location and store it to
\SymantecDLP_Backup_Files\File_System

\SymantecDLP\Protect\plugins\
\SymantecDLP\Protect\logs\
\SymantecDLP\Protect\tomcat\conf\.keystore

OR
Run the File_System_Backup.bat as Administrator to Backup All Files in One Shot.
You Can Modify This File According to your Environment.
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The Windows recovery information worksheet

Modify Recovery Information Worksheet According to your setup.

Recovery Information Worksheet

Backup file information

Example and locations

Name of the computer that hosts
backup files

Backup_Server1l_Gurgaon

Directory containing backup files

C:\SymantecDLP_Backup_Files

Subdirectory containing file
system backup files

C:\SymantecDLP_Backup_Files\ File_System

Subdirectory containing
Enforce and detection server
configuration backup files

C:\SymantecDLP_Backup_Files\
Server_Configuration_Files

Subdirectory containing
database backup files

C:\SymantecDLP_Backup_Files\Database

Subdirectory containing
Database Recovery Aid files

C:\SymantecDLP_Backup_Files\Recovery_Aid

=> Print this page containing the Recovery Information Worksheet.

=> Store this worksheet in a secure location because it contains sensitive data.
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