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Changes in the Threat Landscape

Symantec Endpoint Protection 12

Unrivaled Security

Blazing Performance

Built For Virtual Environments




Malware Authors Have Switched Tactics

From:

A mass distribution — one
worm hits millions of PCs

= Storm made its way onto millions
of machines across the globe

75% of malware infect less than
50 machines

To:
A micro distribution model.

= Hacked web site builds a trojan
for each visiter

= The average Harakit variant is
distributed to 1.6 users!
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The Problem

e So imagine that we know:

B a EEEEEERERENEEE

— about every file in the world today...

— and how many copies of each exist

— and which files are good and which are bad
e Now let’s order them by prevalence with

— Bad on left
— Good on the right

Reputation-Based Security fsyma ntec. n



The Problem
No Existing Protection Addresses the “Long Tail”

Unfortunately neither technique
works well for the tens of millions of
files with low prevalence.

(But this is precisely where the
majority of today’s malware falls)

Blacklisting works For this long tail a new Whitelisting works
well here. technique is needed. well here.
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What’s New in SEP 12

Unrivaled
Security

* Powered by Insight
* Real Time Behavior
Monitoring with

SONAR

Blazing
Performance

* Up to 70% reduction
in scan overhead

* Smarter Updates

* Faster Management

Built for Virtual
Environments

» Tested and optimized
for virtual
environments

* Higher VM densities

v Symantec. n



What is SEP 12? Single Agent, Single Console

Windows, Mac & Linux

N

Network
Access Antispyware
Control

Intrusion

Control Prevention Unrivaled

Security
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Powered by
Insight

Proactive protection against new, mutating threats

» Puts files in context, using their age, frequency, location and
more to expose threats otherwise missed

* Using community-based security ratings

* Derived from Symantec's more than 175 million endpoints

BAD GOOD LOW

Reputation Prevalence

v Symantec.



©

Unrivaled

How Insight Works

Check the DB
% during scans

-

_2 2.5 billion
files

¢

175
million
PCs

Rl

s it new? '

Bad reputation?

' Prevalence

Age

Look for Source

associations Behavior
Associations

\chymantec..
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Reputation

Unrivaled
Security

We then built a massively-parallel analysis algorithm

Uses the collected data to

x ‘ ‘ ‘ determine safety reputation
Q0

Opt in program to collect N .
anonymous data ‘ ‘ &
et Scur i -rfmm rity 208

Message( 7} (u

| checkke;
pert ¢ ] { res. 1§no

r
B |
= &

LY
m O

— 2.5B unique app files across all versions and languages
— It has data on all files: EXEs, drivers, DLLs, plug-ins
— Provides reputation, prevalence, discovery date of every file

— Leveraged in Download Insight, SONAR, and ScanLess

v Symantec.



Unrivaled
Security

Download Insight

e Download Insight is a technology that checks the reputation of
binaries being downloaded and blocks them if they are “Bad”.

e Download Insight scans files when they are downloaded using
what we term a portal application (IE. Firefox, IE)

e T e e Client Management Settings 1
Virus and Spyware Download Protection _.

Download Advisor

General | Tamper Protection | Livellpdate | Submissions |

ZRoky, Download Advisor | Actions | Not|
Overview
. Configure the types of files that Download
Use the Actions tab to change how Downig @ A threat has been detected. Submissions help Symantec address threats.
Schedule Scans:
Rt or i iied oane T~ 337: :owf:load xfso:m det ﬁ . [#]5ubrmit infarmation about detections ta Symantec Security Respan:
© what s file reputation? X ; . ;
- ielzbant] BadFileName.exe Select additional types of information to submit:
i iotous i i Downloaded from:
Auto-Protect Speciy the malicious file sensit q .
S T Spety the mefcious fle sensg www.gui.com/index.html/index.html/index.html/index.html/BadFileName.exe fle reputation
Download Protection Select L;ll(e':‘ ; Antivirus detections
=t aximum;

SONARSEAS L s Remove this file from my system [#] Antivirus advanced heuristic detections
m 7 COMAR detections

Internet Email Auto-Protect

i ; —6 (High) [#]SCMAR heuristic
Microsoft Outiook Auto-Protect %
oo S es ANk [0 {Typlcal) Allow this application anyway /. If you disable any submission types, you prevent Symantec Endpoint Protection from
-4 providing the best protection Far your client computers,

Advance Options: 3

Global Scan Options =

Quarartine [~ 1 (Minimum) Allow reputation queries For threat detection (recommended)

Miscellaneous

1 7~ I you disable this option, you prevent Download Advisor from detecting threats on your dient
dise e et as mideas o 2 Unproven: +# Not Many Users: |  Not Mature: computers, You also imit the protection that is provided by virus and spyware scans and SONAR
s B A scans, The rate of False positives might increase,

[V Files with fewer than: - 5o
There is not enough informa- Less than 500 users in the This file was released |
I Files known by users for| tion about this file to recom- Symantec community have than 7 days ago
mend it used this file
U ¥ Automatically trust any file
Mor:

E [ Ok H Cancel H Help

v Symantec.

v Symantec.




A Weapon Against False Positives

Reputation reduces false positives in two important ways:

{'CAN | PHONE A FRIEND?">

Our back-end systems check Our endpoint products consult
the reputation of every file with reputation before removing
sent to our labs suspicious software

Filters legitimate files so that analysts Greatly reduces the risk of a high

don’t inadvertently fingerprint these prevalence FP

Reputation-Based Security fsyma ntec. -



Behaviour Analysis and System Heuristics

e Symantec Online Network for Advanced Response (SONAR)

— Suspicious Behavior Detection
— System Change detections

e Hosts file and DNS change detections.

— Tamper Protection (SymProtect)

e [t’s the next generation heuristics engine
e Unlike SEP 11, SONAR Provides real time protection
e Able to convict on process launch.

— Behaviors of applications are assessed as they happen, in real time.

e Improved with new support for File and Registry protection.
e Updateable through LiveUpdate

v Symantec.
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Unrivaled
Security

This information enables three new features

v Symantec.



Symantec Endpoint Protection

SONAR

©

Unrivaled
Security

Symantec Endpoint Protection

SONAR

Q A potential threat has been detected on your computer

Suspicious activity has been detected.

Lacation:
chprogram fileshadobehacrord32 exe

High rizk detection

Block this file or behavior (recommended)

Allow this file

More Info

v Symantec.

@ A potential threat has been detected on your computer

An attempted Hostfile change has been detected.

Location:
chwindowshapstem32homd exne

Block this file or behavior (recormmended)

Allowe this file

v Symantec.

Detect:
Suspicious Behavior

Detect:
System Changes
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Blocked Blocked
June 2010 Since Launch

standalone [ 1.17M }[ 6.7M }
| 192000 2.2M
R enatation [ 1.29M }[ 14.6M J

And this is just the beginning!

v Symantec. -



SymProtect

e SymProtect (Tamper Protection) has been changed from Log-only by
default to Block and Log.

e SEP 12.1 also made the addition of file and registry protection.

e Process protection — only processes backed by files in the SEP silo
— Migrations will keep legacy settings.

— May affect custom tools that try to modify SEP resources:
e Registry
e Files
e Named objects
e Processes (Only processes backed by files in the SEP silo are protected).

e By default, only Symantec signed applications are not affected by
Tamper Protection

— Administrators may create authorizations within SEPM

v Symantec.



Unrivaled

Updated Firewall/IDS/Browser Heuristics

(@) Firewall Policy x|
Firewall Rules | Maximize Winciow
Palicy —_—
) Rules | Notifications |
Croatviesy

NDIS5/NDIS6 Support

Firewall Rules
U
Buit-in Rul Firesvall rules allow, block and log netvwork traffic. vou can add higher priority rules in the table below. . re a e S a n e
e Firewall Rules can b

Protection and Steatth [T Inherit Firewesll Rules from Parert Grougp | . d I P 6 T ff-
indowrs Integration NolEn...] Name | Action | Application [ Host |s a p p I e t O V ra I C

1 [~ Block PG 15 Block 9 &ny & any

2 | [# Block IPG aver IPv4 (Teredol 30 Block |4 &ny b

3 | [ Block IPvE over IPvd (ISATAP) @ Block | # Any b . D e CO u p | e d FW

4 | [ Al fragmerted packets o) Mo | Any A Ay . .

5 | [7 low wireless EAPOL 3 Bllar |9 s S aru D d th

| ¢ ilow Local File Sharing to local compters - Eiiescushbinla LS e p e n e n C I e S W I

Smantee : AV/DC/IDS

|- Client Affected

Firewall Windows Integration it naserpusi T ——

Blacked far this application: 'DEVICEHARDDISKY OLUMET

Paolicy PORTLISTEMER/PORTLISTENER EXE ® I m p rove d Wi n d OWS
Attack Type: Intrusion Prevertion

Overview Windows Firewall Event Time: 010712011 13.57:35
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA Remote Host IP: 1921681911 F . | | | t t.
4
Rules Disable Windows Firewall: Disable Once Only [« |atere 1 I re w a N e g r a | O N
= — Begin Time: o107 201 1317:48
Buitt-in Rules At startup, disable the Windows Firew|No Action E:: :t:nm:':hme_ EL me 13:17:48

Firewvall will be re-enabled when Symapisaple Once Only Severity: Critical

Pratection and Stealth Disable Always S ® I m p rove d I D S

A Windows Firewall Di g isabled Hardware Key: SDICFEEETEEIET AABREEN 97 TESERF 78
Windows Integration o Re'siore If D - | Hetwork pr::m:: TR 1
Suppress notification message at startup it Windows Firewall i| 1rame irection: Inound e p O r I n g a n r ro r
Send SHMP trap: 1

.
Remote Host Hame: e
Hack Type: o a I l I I I
Application Hame: DEYICEHARDDISKY OLUMET PORTLISTENER/PORTLISTENER EXE

|- Risk Detected

Domain Hame: Defaut
Site Name: My Stts . .
Server Hame: hereules .
rowser Heuristics
Signature ID: 20038
Signature Hame: Remote BinLogin BO 2
Signature Sub ID: 63975
Intrusion URL: hais,
Intrusion Payload URL: s,
Local Port: 513
Remote Port: 53166
Computer Hame
Current: alototskiXPEvl
{| wmen event occurrea: alototskiKPE1 -
[P Address
Current: 192168191128
when event occurred: 192.168.191.128 -

v Symantec. B



Role-based Access Control

{1} Add Administrator E3
General | Access Rights | Authentication |

" System Administrator A system administrator has full access and permiszions to all areas
of Symantec Protection Center.

™ mdministrator An administrator has full sccess and permizsions within a single
comain.

| Reporting Rights... I Site Rights... ||

~ Limited Administrator ™ limited administrator can be granted access rights to perform
tasks within & single domain.

Limited Administrator Access Rights

[ wiewy reports | Reporting Right= ... |
| Marage groups | Group Rights.. |
O Femately run commands | Command Right=... |
M site right= | Site Rights... |
"] maneoe policies Specify the administrator's access rights for esch command,

Command Rights

Specify the palicy types that the administrator car ¥ Ecan

¥ Update Contert

= 7
7 Hirus and SAEE [ Restart Client Computers

v Firewall
Hlaee ¥ Enshle Auto-Protect

¥ Irtrusion Prevertion i
¥ Enable Firewall
I Application and Device Contral
[¥ Disable Firewal
¥ Livelpdate

¥ Enable Intrusion Prevention
W cCentralized Exceptions

¥ Disable Intrusion Prevertion

I Ok ] | Cancel J |: [¥ Delete Fram Quarartine

(804 ” Cancel H Help

©

Unrivaled
Security

e Limit the rights of
administrators based on
administrative role

e Allow administrators to view
policies by assigning them
read-only access

e Restrict what commands
admins can do based on their
need

e Assign policy rights based on
admin expertise

v Symantec. B



Unrivaled
Security

Advanced Security Policies

Application Control

Application ControlRule Sets e Upgraded Default Polices
Application Control restricts what an application is permitted to do Tu n ed fo r TOd ay’S Th reat

Application Control has many purposes, including preventing malw Locabg fumrsness & :
confidential data from inadvertently being removed from your comy CDhawems";""S"g'"‘éwa‘ Locat|0n Awa reness La n d Sca pe
Decision Logic

Revision 1.2
Dec 19, 2007

Only advanced administrators should create Application Control ru

Enabled Rule Sets N ICMP Tri f
- ; e New rigger for
|| Block applications from running [AC2] .
X 4 Are the conditions in the = Lot .
v Block programs from running from removable driv<_curentiocaion stiitue?_>—*| e e =ane LOC a t 10N AW areness
Make all removable drives read-only [AC4]
[ Block writing to USB drives [ACS]
[ Log files written to USB drives [ACS]
[ Block modifications to hosts file [AC7]
< S the locatio Do ther
r Block access to scripts [ACS] with ol dofned el . locationmatch e >0, Apply the ane
5 match the condition? condition? lotzon
[ Stop software installers [AC9]
W Block access to Autorun.inf [AC10] @ Add Location Wizard Xl
[ Block Password Rest Tool [AC11] Specify a Condition
[ Block File Shares [AC12] e oot o Locaondl e e Y5 | pomutiocaioll S€lECH the condition that applies to this location.
s Ul el sau ccaliy
i Prevent changes to Windows shell load points (If ecetnerc # e curert oot ocatoy e ot
[ Prevent changes to system using Internet Explon If you want to have the client automatically switch from another location to
r_ Prevent madification of System fles (IPS) [AC1 5] this one, select one of the following conditions for this location:
vent modificati ystem fi
; . : ; ; {iohesl ordared ICMP Request(Ping)
| Prevent registration of new Browser Helper Obje A theremore hah o | Locationwith o il .]
z . o h
O Prevent registration of new Toolbars (IPS) [AC17 Grnsetinsg ] bt . ’
2 5 Type: P Address
| Prevent SEP services from being stopped [AC18] o P 2]
IP Address
Host Name
% . Yes | Default location Host Group
criteria designated
Ticnionss i Example: 192.168.0.10
IP Address:
Highest ordered
location with no
m‘e;'::;s;:: * Change locations hased on receiving ICMP ping reply.

fSymantec.. n



Defense in Depth

y =

File

Vo

17b053e6352ad233

85c59%efcbac2490b

Website/
Domain/
IP address

1

Network-based
Protection

Stops malware as it
travels over the network
and tries to take up
residence on a system

= Protocol aware IPS
= Browser Protection

File-based
Protection

Looks for and
eradicates malware
that has already taken
up residence on a
system

= Antivirus Engine
= Auto Protect
= Malheur

©

Unrivaled
Security

Behavioral

Establishes information
about entities e.g.
websites, files, IP
addresses to be used in
effective security

Behavioral-based
Protection

Looks at processes as
they execute and uses
malicious behaviors to
indicate the presence
of malware

» SONAR
= Behavioral Signatures

v Symantec. B



Blocked Blocked
June 2010 Since Launch

standalone [ 1.17M }[ 6.7M }
| 192000 2.2M
R enatation [ 1.29M }[ 14.6M J

And this is just the beginning!

v Symantec. -



More Effective in Real World Test AV‘TEST

Magdeburg Germany

m Blocked = Partial ® Infected
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AVTEST

More Effective in Remediation

The Independent IT-Security Institute
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Blazing Performance with Reputation

Optimized Scanning

oy g
my | (g
oy (g
oy (g
oy (g

applications can be skipped!

Skips any file we are sure is good,

On a typical system, 80% of active

oy (g (my iy

oy [y [y )

[y [y iy
VA A A4

iy ()

leading to much faster scan times

Has to scan every file

v Symantec. n
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Benefits of ScanLess

Full Scan of SEP 12.1 vs 11.0 RU5
e Faster: SEP 12.1 15t scans are -

15% faster than that of SEP 11.0 1o
RU5

500

e Faster: Subsequent scans shows

amazing improvement with Jade (RUS) m Scaness: FullScan ()
Amber (12.1 B3995) ) ]

ScanLeSS enabled [0 1st Full Scan: Scan Time (s)

ActiveScan SEP 12.1 vs 11.0 RU5
30

20

10

Jade (RUS5) [l ScanlLess: Active Scan Time (s)

Amber (12.1 . .
B3995) @ Active ScanTime (s)

SEP 12.1 Advanced Troubleshooting - Performance




Improved LiveUpdate

@ LiveUpdate Status

LivelUpdate Status

Skatus of the current Livelpdal

ldle Detection

v Delay scheduled Livelpdate until the computer is idle. Overdue sessions will run unconditionally

“"‘ = Symantec whitelist
Initializing. .. iti i
CnoInI:;ZcTiag to liveupdate. sym Additional Dmluns
Cormected bo Livelpdate sapyf] 77T T T T T T TTTmTmTomToommooommoosomonmenes
Downinading catalog file (1 of Select the condition to automatically run Livelpdste at the nest scheduled freguency . If you select both conditions, cliert
Downloading catalog fils (2 of camputer must meet one or both conditions.
Download!ng catalog F!Ie (3of
Bﬁxﬂlﬁzﬂiﬂg E:E:IES E::Z EZ EE ¥ “irus and Spywvare definitions on client computers are alder than:
Dawnloading catalag file (6 of
Downloading catalog file {7 of
Downloading catalog Ffile (5 of 2 £ hours = days
corsns e 0 v
Downloading catalog file {10 al
‘/Symantec. Eiif:LilTjndastl;nsn:‘;rs&i;nﬂisugg;tjz(ts ¥ & client computer iz dizconnected from Symantec Endpoint Protection Manager server for mare than:
i ' minutes = hours
Size (MB)|Time (s)|CPU (%) |Write Count 12.1 content was the same size

12.1 b3860

29

12.1 update time was 65% faster

40 28

11.0 RU5

82

12.1 CPU usage was7% lower

43 12.1 disk writes were 95% less

538

v Symantec.




Results:

Symantec Endpoint Protection Scans:
3.5X faster than McAfee
2X faster than Microsoft

Ranked 15t in overall Performance!

160 -

140

120 +
100
80
60 -
40 +
20 A

0

Symantec Kaspersky  Trend Micro  Microsoft Sophos McAfee Average

PassMark™ Software, Feb., 2011 - http://www.passmark.com/AVReport
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Results:

180.0 -
160.0 -
140.0 A
120.0 A
100.0 A
80.0 -
60.0 -
40.0 A

20.0 -

0.0

all I |

Symantec

Kaspersky Trend McAfee Sophos Microsoft  Average
Micro

PassMark™ Software, Feb., 2011 - http://www.passmark.com/AVReport

Memory Usage

Symantec Endpoint Protection uses:

66% less memory than McAfee

76% less memory than Microsoft

33
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Blazing

Simple Management Server Installation

® LI m I te d u S e r I n p u t re q u I re d vanagement Server and Console Installation Summary

@ The Installation Wizard has successfully installed Symantec Endpoint Pratection

M M Manager. Click Mext ko begin the configuration wizard.
e [nstalls in minutes

Install the management server and console

e Reduced product dependencies i
for streamlined installation T

Install clients

Click Mext to configure the management server,

— No dependencies on |IS O ey

— Built-in or remote database

- B u i |t_i n We b Se rve r i@ Symantec Endpoint Protection Manager

Installing Symantec Endpoint Protection Manager

The program Features vou selected are being installed.

— Built-in Java runtime

Status:

° Increased platform Support for CID:V::nlE:‘:‘:slllllllllllllllllllllllll
better compatibility

— Windows XP, 2003, 2008, 7

v Symantec. n



Blazing

Client Deployment Wizard

Install Symantec Endpoint Protection to Remote Computers ,q-mantec. [ ) LeSS paCkage management by
S auto detecting 32bit/64bit
s clients

Creates a clientir @Elient Deployment Wizard

& Remote Push Select Group and Protection Types \/Symantec.
. .
- e Immediat tect b
?g?:;if;;“em i Available P " [ B windows - Symantec Endpairt Protection version 12.1.204.3950 =] e I a e ro e C I O n

This selection includes: . . . .
WWING4EIT: YWindows - Symartec Encipoint Protection version 12.1 2043950 (2011-01-06) I n C u I n g a te St p O I C I e S a n

‘@ Erenating far | WINZZEIT: Windows - Symantec Endpoirt Protection version 12.1 2043950 (2011-01-06)

" Save Package Group My CompanyDefault Group | Browse CO nte nt i nto th e pa C ka ges

Wl Reporting - Deployment Report

Symantec Endpoint Protection

e Flexible deployment options to
i ) (o (o] meet different requirements of
This report summarizes the state of installations and deployments. C u St O m e rS :

Deployment Report

Inztalled, restart nesdsd (0) — R e m Ot e P u S h

Successfully installed (1)
Rollbacks (0)

Incompstible operating system (0) ‘ - W e b Li n k o r E m a i |

Errors (0) |

— Export for 3rd Party Distribution

Inztalled, restart nesded

Successfully installedd

e e e Visibility into deployment
= ——— status via the client
M eros
deployment report

v Symantec. B




Blazing

Product Notifications

* Mobile friendly notifications

[)) Symantec™ Endpoint Protection Manager

Refresh
. . L ol .
- e Built-in notifications:
@ ‘ v | Logs ‘ C Status ‘ i i | (]
Home |Motification Conditions Tell
== Back
.
@ 9B sdd &2 et (3% Delete Shaw notification type: | &1 - VI ru S O Ut b re a k
tdonitors:
Hotification Hame Type I Add Notification Condition (Licensing issue) C I . . h f d d f- o, .
‘ — Clients with out-of-date definitions
Risk Outhreak Risk outhreak
[ Paid License lssue Linensing issue What settings would you like for this notification?
. .
Trigl License Expiration Licensing issue —_— L
Server Health Server health Licensing type: Faid license expiration .y I C e n S I n g
Bolicies

Paidl license expiration
Over deployment
Trial license expiration

.
Client List Changed Client list changed ¥ Log the notification - C I I e nt C h a n g e S

Zrver Deployment lssue Licensing issue
Mewy Client Software Newy software package [7 Run the batch or executable file:
Add the batch or executable file in <drives:. \Symantec Endpoint Protection Managerbin folder

W send email to svystem administrators . S e rve r H e a I t h

[~ =end email to fcomma separated or semicolon separsted): ‘

& o= = — New software updates

virus Defintions Out-of-date | virus defintions out-of-¢| What should happen when this

o r
T

s E@

@

Y %
I

1=
=
El
5

e Automated actions via the
execute of scripts for
notifications

v Symantec. B



Blazing

Scalable Server Architecture

e 80,000 clients per server

8 . .
MI N e Multi-server architecture for
o \!@\ larger client support

[J/Q% e Multi-site architecture to
@ reduced bandwidth by clients

EUROPE

SOUTH AMERICA

e Fast user interface through
efficient database management:

— Automatic database maintenance

— Smart database memory caching

e Content distribution via ‘delta’
files for reduced network traffic

HON
EE g

v Symantec.



Improved LiveUpdate

vvvvvv Y

@) Liveupdate Settings policy

((1}) leeUpdate Server Settings

Blazing
Performance

Livellpdate Server | Proxy Server

Internal or External LiveUpdate Server

e Improved Performance ===
e |dle Time Update S

e Centrally Configure
Proxy Settings

e Separate Mac and
Windows LiveUpdate
Settings in a Single
Policy

Internal Testing

Size (MB)|Time (s)|CPU (%) |Write Count

12.1 b3860 1
11.0 RU5 1

29
82

40
43

28
538

Select the source server that will be used by this policy to retrieve
LivelUpdste server are selected, the client computer will retrieve

[ Use the defautt managemert server

updstes. If both the defsult management server and 3
updstes from both servers,

W Use 3 Livelpdate server
it Somantec | ival Indate career
. leeUpdate Status x|
LiveUpdate Status
SO O Status of the current Livellpdate session is lisked below
? = Symantec Whitelist ;I
Initializing.. .
Connecting to liveupdate. symantecliveupdate. com. ..
-\—7 Connected to Livelpdate server successfully,
Group U "
ot I Cownloading catalag file (1 of 10} Finished.
oup
i 3

Zelect the condition to automsatically run Livellpdate at the next scheduled frequer
conditions, cliert computer must meet one or both conditions.

¥ wirus and Spyweare definitions on client computers are older than:

¥ & client computer iz dizconnected from Symantec Endpoint Protection Mans

" hours g days

™ minutes & hours

12.1 content was the same size
12.1 update time was 65% faster
12.1 CPU usage was7% lower
12.1 disk writes were 95% less

v Symantec. n



Powerful Reporting
Advanced Reporting & Analysis with IT Analytics™

e Advanced ad-hoc data-mining
e Graphical dashboards and easy reporting

e Leverages OLAP Cubes for reporting & multi-dimensional data
exploration

e User friendly custom reports

e Export to multiple formats

SQL 2005

Reporting Services|

e Pivot tables and charts

Analysis Services

v Symantec. B



Integration into Symantec Protection Center

Central Management Console

Control
Compliance

Suite @

Data Loss
Prevention Suite &

Encryption v

Symantec MSS &

Symantec.cloud

Symantec
Protection Suite

Symantec
Protection Center

VeriSign Identity &
Authenticatio 0
IT Management
Suite
@

Intelligence

\l
J

Prioritize tasks based
on role, context and
severity

Priority

|(
-

fSymantec.. n



/= YMITAVISION Symantec Management Console - Windows Internet Explorer — |EI|£|

GT—_;: L I@ http: f localhast/Altiris /Console/

S Favorites | 5 @) VMITAVISION SymantecMa... L] Suggested Sites = £ Get More Add-ons ~

@ VMITAVISION Symantec Management Console | |

j || XK IﬁGc-c-gle Felbs

ﬁ" M '_'léAv Page = Safety » Tools - @v

Software Purchases Cube

S0L Servers Cube

Symantec Endpoint Protection Access Rights Cube
Symantec Endpoint Protection Agent Behavior Events Cube
Symantec Endpoint Protection Agent Security Events Cube
Symantec Endpoint Protection Agent System Events Cube
Symantec Endpoint Protection Agent Traffic Events Cube
Symantec Endpoint Protection Alerts Cube

Symantec Endpoint Protection AntiVirus Policies Cube
Symantec Endpoint Protection Application and Device Control
Symantec Endpoint Protection Clients Cube

Symantec Endpoint Protection Exception Policdes Cube
Symantec Endpoint Protection Firewsll Policies Cube
Symantec Endpoint Protection Host Integrity Events Cube
Symantec Endpoint Protection Host Integrity Policies Cube
Symantec Endpoint Protection Insight Detections Cube
Symantec Endpoint Protection Intrusion Prevention Polidies C
Symantec Endpoint Protection Livellpdate Policies Cube
Symantec Endpoint Protection Policies Cube

Symantec Endpoint Protection Scans Cube

Symantec Endpoint Protection Server Admin Events Cube
Symantec Endpoint Protection Server System Events Cube
Symantec Endpoint Protection SOMAR Detections Cube
Tasks Cube

PO e deddedddeddeved

Dashboards b
| 3

— —
Symantec = e s — E—
Management ﬁ e @ IE e 2 v Symantec. . P )
Console Home Manage Actions Reports Settings Help - i
S (= open [g]sSave W Delete | 52 New KPI | 7™ Table |i Chart
Software License Compliance Cube = Symantec Endpoint Protection Exception Policies Cube

O B [ 20 2 [F B> B @ % |
Drop Filter Fields Here
Drop Column Fields Here

EEmE || BEal®

Drop Totals or Detail Fields Here

Drop Row Fields Here

This cube was last processed: 4/27/2011 9:49 BM

T [ [ [ [ [ [@iocalintranet | Protected Mode: Off %8 - [Rw00% - 4
2011 WORLDWIDE SALES & MARKETING CONFERENCE fSymantec..



ITA — Reports and Dashboards

= ] Dashboards = ] Reports
'_H] Altiris Agent Dashboard [ Add Remove Programs
ﬂ Asset Control Dashboard [ Application Metering
[l computer Inventory Dashboard (] Asset
[ili DLP Incident Dashboard ] Computer
'_H] Event Console Alerts Dashboard ("] Data Loss Prevention
ﬂ IT Analytics Usage Dashboard (1 Event Console
'_H] Monitar Alerts Dashboard 1 Installed Files
ﬂ Patch Management Dashboard (] IT Analytics Events
[ili serviceDesk Change Trend Dashboard (1 Monitor
[illi serviceDesk Incident Trend Dashboard (] Patch Management
'_H] ServiceDesk Problem Trend Dashboard [ ServiceDesk
ﬂ Software Compliance Dashboard (] Software Delivery
[ili software Delivery Dashboard (1] Software License
ﬂ Software Installs Dashboard = [ Symantec Endpaint Protection

Client Version Details
Host Integrity Event Details
Insight Detection Details

Intrusion Prevention Signature Details

'_H] Symantec Endpoint Protection Client Dashboard

ﬂ Symantec Endpoint Protection Host Integrity Event Dashboard
'_H] Symantec Endpoint Protection Insight Detection Dashboard
ﬂ Symantec Endpoint Protection Risk Dashboard

'_H] Symantec Endpoint Protection SOMAR. Detection Dashboard
ﬂ Vista Readiness Dashboard

'_H] Windows 7 Readiness Dashboard

Scan Trend

SOMAR. Detection Details

Virus Alert Details

Virus Alert Trend

Virus Definition Distribution Details

2011 WORLDWIDE SALES & MARKETING CONFERENCE \/f Symantec.



The Problem

2009: 7m physical servers
7m+ virtual servers

60% of production VM’s willk
less secure then their physica
counterparts

The Scan Storm

100
90
80
70
60
50
40
30
20
10

e Virtualization solves problems

— Flexibility

2005 2006 2007 2008 2009 2010 2011 2012

(V' Symantec.




Virtualization Features

Environmen ts

Virtual Client Virtual Image Shared Insight
Tagging Exception Cache

Offline Image Resource
Scanning Leveling

Together — up to 90% reduction in disk 10

v Symantec. n



Virtual Image Exception — £
Avoids Unnecessary Scanning sltfor Vi

@ Symantec™ Endpoint Protection Manager Befwh  tse ol |

2 o [REIEE — — e Set exclusions for files in

Virus and Sgyware Protection polcy Recommended pocy for most envranments, provisng  good balince between se 2
Virus and Spyware Protection poscy - High Secury  High securdy polcy that may affect the performance of other sppications Crested o
Virus and Spyware Protection pojcy - High Performance Higher performance policy, but wih reduced securty. Redes on Fil System Auto-Pr °

virtual environments

®Uirus and Spyware Protection policy - Balanced [ x]

g Virus and Spyware Protection Miscellaneous L A bi I ity to tu rn O n a n d Off

Poli
o Miscellaneous | Log Handling | Notifications | Virtual Images

CVErVIEw

.
= Windows S S papallimages Il I Iage Exceptlons
<

Admiristrator-Defines Scans ™ Enable irtual Imsge Exception for Auto-Protect

™ Enable virtual Image Exception for Administrator-Defined Scans L3 L4
SHE e Options for silent an

Download Protection

B — automated operation

Internet Email Auto-Protect

Q

Xl Micrasoft Outiook Auto-Pratect

Latus Maotes uto-Protect

Advanced Options:

Giobal Scan Options

Guaranting

Miscellaneous
E  Mac i
Scheduled Scans:

Administrator-Defined Scans

Protection Technology:

Auto-Protect

Advanced Options:

Miscellaneous

 emens

v Symantec. B



File Hash | DetVer | Resut

Shared Insight Cache - High Level ae32p.. 2011.1.. clean

: B923E.. 2011.1.. Cl
Shared Insight ean
Cache Server B F9123.. 2011.1.. Clean

(S|C) C3FDA... 2010.2... Clean
7 11NN
First SEP client needs to scan a file. Subsequent SEP clients need to scan the same file. They
Queries SIC and finds no record. query the cache server and find the file has already been
SEP scans the file and sends the scanned with the same version of defs and the file is clean.
results to the SIC. SEP client skips scanning the file.

v Symantec. -



Virtual Client Tagging —

Simplifies Endpoint Management

it Properties for —tes!
[Genera | K : s
General ®5earch Clients =

Hardware Key:

Operating System Langusage:
Total Disk Space:

Group Update Provider:
Deployment status:
Deploymert message:
Deploymert target version:
Deployment running version:
Last deployment time:

Wirtualization Platfarm:

Query

Find: |Computers B In Grougp: |h.-1y CompanyiDefault Group | | Browvse...

[ Search subgroups

Search Criteria:

Search Field | Comparison Operator | Value
irtualization Platform [Fie, ]
e Pefs
[ o ||Microso it
| Search | Stop cirix
Query Results
| Expoart... ” Clear All | | = Previous | |_| | et = |
Hame | Operating System | Domain bescrip_tiud
| | Hep
| |
| |
| |
| |
[t |

Built for Virtual
Environments

e Ability to determine if the client
is running in a Virtual
Environment

e The tagging is built into the SEP
client

e Works with VMware ESX/i,
Microsoft Hyper-V, Citrix Xen

e Client runs the check and
reports the information back to
the manager

e \/irtual Environment Status is in
reports, client properties and is
searchable

v Symantec.



Offline Image Scanner —
Detects Malware in VM Images

I' Symantec Offline Image Scanner x|

—Folde

Scan |
Avd
Exclu
Scan
Blooe

ﬁ Select the options you want to use for this scan

A Symantec.
x|

AV Definitions

™ Use AV definitions from this location

I C:\PROGRA~3\Symantec\DEFINI~1WIRUSD ~1420101202.002  Browse |

— Compressed files options

¥ Scan files inside compressed files

MNumber of levels to expand if there are compressed files within I 3 :"
compressed files: =

r~File Exdlusion —
™ Exdude t

—

—Heuristic Scanni

[v Enable Blo

Select de
8
o
r

rTelemetry ——
W send usac

™ Indu

Help |

Scan Progress

Scanning C: Wsers\aflaviani\Desktop\Server ... \SEPM - 2008-c1-000001.vmdk

C:\Users\aflaviani\Desktop\Server 2008 ;l
Log file: C:\Wsers\aflaviani\Documents 5015 _2010-12-03.xml
Scanning C: \Users\aflaviani\Desktop\Server 2003\5EPM - 2008-c11-00000 1. wmdk -
< | »
Date and Time | Risk | Filename | riskType | vmDK
Abort Scan | View Log Close |
Files scanned: 0 [Risks found: 0 [Elapsed time: 00:00:02

Built for Virtual
Environments

Avoids spinning up virtual
machines with latent infections

No dependency on other
Symantec solutions (beyond AV
definitions)

Doesn’t require a traditional
install

Able to scan FAT32 and NTFS
file-systems in the guest OS

Options for silent and
automated operation

Detailed logging/reporting
capabilities

v Symantec. n



Scan Randomization - Prevents AV Storms

e Choose when scheduled scans
will run:

— Daily —up to 23 hours
— Weekly —up to 167 hours
— Monthly —up to 671 Hours
e Minimizes concurrent scans

across entire pools of virtual
machines

Built for Virtual
Environments

Scan Details | Schedule [ Actions ] Notifications ]

Scanning Schedule

Scan:

At:

C paily € Weekly

02: 00 PM

Fs
e

v
L

Scan Duration

Specify how often the scan should run.

& Morthly

" Scan until finished (recommended to optimize scan performance)

% Scan for upto: | 671 E hours

V' Randomize scan start time within this period (recommended in YMs)

Specify the retry interval in case the computer is off or unable to start the scan at the
scheduled time.

I Retry the scan within: l 11 ‘E" days

| ok || cancet || Hen |

v Symantec. n



The Result:

SEP 12.1 Performance Expectations o Vi
Tl scan 0 performance improvement

12.1vs. 11 60% reduction in total disk 10

12.1 Shared Insight Cache vs. 12.1 50-80% reduction in total disk 10*

without

12.1 with Virtual Image Exception 50-80% reduction in total disk 10*

vs.12.1 without
* Expected results, final numbers are still pending

The total benefit to a customer running SEP 12.1 with the
virtualization features is an estimated 80%-90% reduction in disk

|O for full scans as compared to 11.x.

v Symantec. n



TEST

SEP 12 Performance in Virtual Environments REPORT

Results: TO"Q

v' On-access scan: 20% less disk bandwidth compared to Trend Micro’s agentless
DeepSecurity

v On-demand scan: 50% less time, 49% less disk bandwidth

On-access Anti-malware Test VMware ESX 4.1 Host Disk Activity ~ On-demand Antl-malware Scan Average Per-VM Disk Actlvity
As reported by vCenter (Lower numbers are better) As reported by vCenter (Lower numbers are better)
~ 15,000 2 8,000
=9 m
m x
= o
@ 11,250 2 6,000
& B
7] o
=2 X
= 0
g 7,500 a 4,000
° =
= >
o [
o 3,750 a 2,000
< (]
['F]
B Baseline Symantec Endpoint Protection 12 B Trend Micro OfficeScan 10.5
W Trend Micro Deep Security 7.5 W McAfee MOVE for VDI 1.6 Patchi W McAfee MOVE + HIPS + SiteAdvisor
Note: McAfee's performance suffered when the Vs were left powered on for more than a day, as denoted by the additional graph. For the on-
demand scans on each VM, SEP completed the scan in12 - 13 minutes; Trend Micro products required 23 - 24 minutes to complete the scan.
McAfee MOVE for VDI does not offer on-demand scanning.
Source: Tolly, June 2011 Figure 1
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Virtualization Summary:
SEP 12 Delivers What Matters

* Full Security * Easier Management
* Higher Density * No Additional Cost
* Avoid “AV-Storms” ¢ Hypervisor Agnostic

v Symantec. -
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