                                              Kerberos V5 Support HTTP Plug-in for CEM
This document describes the deployment and working of the HTTP Plug-in written for CEM TIM appliance to support Kerberos V5 Authentication of end customers.  CEM out of the box does not have an ability to decode Kerberos tokes itself (example NTLM / Basic Authentication) or communicate with the KDC server via a custom agent to decode the tokens (example CEM-Siteminder Plug-in) it receives on each request going from the customer to the WebApp server.
1. Deployment Instructions

This is a self-contained java plug-in deployed on the TIM appliance. No changes are required to the Kerberos KDC Server. 
1.1 TIM Changes
1.1.1 Kerberos Communication

First of all, we will need to configure the TIM to communicate with the Kerberos server. This is necessary as the plug-in that we deploy, will parse all the traffic, extract the Kerberos Service key from the Request Header and then try to authenticate the key against the KDC server.

The TIM already has a Kerberos 5 module installed. However it is a default module and not configured/customized.  Below are the steps to be performed for configuring the TIM to talk to the KDC server using Kerberos V5.
1) Run the command “kinit zwlskrbpro@CUSTOMER.LOCAL”. This tries to initiate a TCP connection to the KDC server. Following is the command input and the expected output from the TIM. As the TIM is not configured yet, you should be getting a KDC server not found error message.

[root@cemtim2 ~]# kinit zwlskrbpro@CUSTOMER.LOCAL

kinit(v5): Cannot find KDC for requested realm while getting initial credentials

2) To configure the TIMs, open the krb5.conf file under /etc directory using the vi editor and make the following changes
Original krb5.conf

[logging]

 default = FILE:/var/log/krb5libs.log

 kdc = FILE:/var/log/krb5kdc.log

 admin_server = FILE:/var/log/kadmind.log

[libdefaults]

 default_realm = EXAMPLE.COM

 dns_lookup_realm = false

 dns_lookup_kdc = false

[realms]

 EXAMPLE.COM = {

  kdc = kerberos.example.com:88

  admin_server = kerberos.example.com:749

  default_domain = example.com

 }

[domain_realm]

 .example.com = EXAMPLE.COM
example.com=EXAMPLE.COM

[kdc]

Profile=/var/Kerberos/krb5kdc/kdc.conf

[appdefaults]

pam={

  debug=false

  ticket_lifetime=36000

  renew_lifetime=36000

  forwardable=true

  kbr4_convert=false

}

Command to type to change the configuration file:  [root@cemtim2 etc]# vi /etc/krb5.conf
New krb5.conf file
[logging]

 default = FILE:/var/log/krb5libs.log

 kdc = FILE:/var/log/krb5kdc.log

 admin_server = FILE:/var/log/kadmind.log

[libdefaults]

 default_realm = CUSTOMER.LOCAL 

 dns_lookup_realm = true 

 dns_lookup_kdc = true

 udp_preference_limit =1 

[realms]

  CUSTOMER.LOCAL = {

  kdc = KDC.CUSTOMER.LOCAL:88

  admin_server = KDC.CUSTOMER.LOCAL:749

  default_domain = CUSTOMER.LOCAL 

 }

[domain_realm]

 .Customer.local = CUSTOMER.LOCAL 

 Customer.local = CUSTOMER.LOCAL 

[kdc]

 profile = /var/kerberos/krb5kdc/kdc.conf

[appdefaults]

 pam = {

   debug = false

   ticket_lifetime = 36000

   renew_lifetime = 36000

   forwardable = true

   krb4_convert = false

}

Basically we will be replacing all the EXAMPLE.COM realm with the CUSTOMER.LOCAL realm. Also we are replacing the Kerberos.example.com server name with the hostname of the actual KDC server in CUSTOMER – i.e. KDC.CUSTOMER.LOCAL
Make sure that the domain / realm names are always in “Uppercase” as Kerberos doesn’t like “Lowercase” domain/realm names.
Also setting “udp_preference_limit =1”, forces TIM to use a TCP connection instead of an UPD connection. UDP connections have a restricted size buffer to handle the response, so TCP give much more flexibility and UDP falls back to TCP if the response from KDC is too big for it to handle.

3) To validate if your KDC server likes lower-case realm/domain names or not, you can try the kinit command again for the Application Server, using lowercase “Customer.local”. This should spawn the error message in red below
[root@cemtim2 etc]# kinit zwlskrbpro@Customer.local

Password for zwlskrbpro@Customer.local:

kinit (v5): KDC reply did not match expectations while getting initial credentials

4) Then try the same command with the realm name in UpperCase :

kinit zwlskrbpro@CUSTOMER.LOCAL

Password for zwlskrbpro@CUSTOMER.LOCAL:

[root@cemtim2 etc]# ls

5) The krb5.conf file in turn references the /etc/krb.conf file. We will need to make similar changes to match the Realm name in Uppercase in this configuration file for Kerberos.
Original krb.conf
EXAMPLE.COM

EXAMPLE.COM
kerberos.example.com:88

EXAMPLE.COM
kerberos.example.com:749 admin server

Modified krb.conf
CUSTOMER.LOCAL

CUSTOMER.LOCAL
KDC.CUSTOMER.LOCAL:88

CUSTOMER.LOCAL
KDC.CUSTOMER.LOCAL:749 admin server
1.1.2 TIM - Plug-in setup
 The following changes will be needed to be done on the TIM.
a. Login into a TIM appliance using the root account

b. Create a directory under /etc/wily/cem/tim called as “kerberos” using the  “mkdir kerberos” command. Grant “read/write/execute” writes to all the files under this directory by using the “chmod 755 –R kerberos” command
c. ftp or secure copy the following files to this newly created “/etc/wily/cem/tim/kerberos” folder
a. jaas.conf
b. zwlskrbpro.keytab
c. server.properties
d. The jaas.conf file contains the module parameters to login into the KDC server and should have the following “Server” entry with corresponding realm names in uppercase. It also contains the location of the keytab file used to decrypt the Kerberos Service Tickets along with the principal / server name for which the tickets were issued.
       Server {

            com.sun.security.auth.module.Krb5LoginModule required

               useKeyTab=true

               keyTab="etc/wily/cem/tim/kerberos/zwlskrbpro.keytab"

               storeKey=true

               useTicketCache=false

              principal="zwlskrbpro@CUSTOMER.LOCAL";

               };

The server.properties file contains the host name of the KDC server and connection password. Again make sure that the realm names are in Uppercase.
        realm=CUSTOMER.LOCAL

        kdc=KDC.CUSTOMER.LOCAL

        service.password=xxxxx

The keytab file is an encrypted file and should be copied from the IIS Web-Server which holds this store to all the individual TIM servers.
Following is a snapshot of the Kerberos folder from the TIM
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1.1.3 TIM – Patch setup
CEM version 4.5.4 has a bug for HTTP Plugin handler in the TIM. This bug causes the TIM core process to restart whenever an JVM exception occurs. Usually JVM can handle their own exceptions and the HTTP Plugin can be written to handle code exceptions like “Null Pointer Exception” thrown back by the KDC server. However even with this implementation, what happens is that the TIM upon getting a JVM exception, does not use the JVM code logic to handle it, rather issues a Termination Signal to the process and this in turn reboots the TIM server as well as the JVM thread.

The fix is available as a patch or in service pack version “4.5.6”. This patch consists of 2 parts:

1. Changing the order of exception handling

· Open “/etc/wily/cem/tim/bin/runtim” script file

· Add the below entry to the same line as the LD_LIBRARY_PATH entry.
· LD_PRELOAD=/etc/jdk/jre/lib/i386/libjsig.so

                            Example of the complete line in the /etc/wily/cem/tim/bin/runtime:   LD_PRELOAD=/etc/jdk/jre/lib/i386/libjsig.so LD_LIBRARY_PATH="$dir/../lib:/opt/nfast/toolkits/hwcrhk" exec "$dir/tim" "$@"          

If you want to add it in a separate line, just use – “export LD_PRELOAD=/etc/jdk/jre/lib/i386/libjsig.so“

· Attached is a snapshot of the runtime file
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· Restart the TIM.

2. Change to the Plugin API or SDK of the TIM.

Replace the file “javapluginwrapper.jar” under the /etc/wily/cem/tim/jars/ directory with the jar file provided to you and restart the TIM
1.2 TESS - HTTP Plugin Setup
The Kerberos HTTP Plug-in is actually deployed using the TESS console and finally gets pushed out to all the connected TIM appliances. After the development process, which we will be detailing later in this document, the generated deployment file for the plug-in will be called as “CemJavaPlugin.jar”. This file must not be renamed as CEM is expecting the plug-in as well as the main class within the plug-in to be called “CemJavaPlugin”
To setup the plugin in TESS, you will need to login to the TESS console and navigate to the Setup ( Plug-ins(CA Wily CEM HTTP Analyzer and click on the “new” button. This should bring you to the plug-in deployment screen, where you can provide the name & description of the plug-in as well as provide the filter criteria for the Plug-in to work on. The Plug-in will only be applied to the segment of the traffic, which meets the filter criteria on each TIM.
This filtering is very important as we don’t want the Plugin to put unnecessary overhead on the TIM CPU by matching each and every request and analyzing/parsing it to extract the needed information. The filtering can either be done using “destination IP Address of the servers for which we are analyzing traffic for” OR “URL path/s of the application or Business Transactions for which we are analyzing traffic for” OR a combination of both these rules.
For the URL path we can specify either a literal value of the path or use a PERL5 Regular Expression do provide multiple/complex URLs. Finally the path to the CemJavaPlugin.jar file will needed to be provided. Upon Saving, this will apply the filtering rules and deploy the Plug-in file directly to each connected TIM server.
In case of CUSTOMER, we will introduce filtering based on the IP Address of the Intranet Web Servers namely 10.9.241.1 and 10.9.241.2. Additionally the Kerberos plugin should be applied only to those applications which actually authenticate using Kerberos example : XAC, XAD, SGED, etc on the intranet side. The same applications hosted on the Extranet site and having external users are not using Kerberos to maintain Single Sign On, but rather have other means of authentication using an LDAP or a Datastore. Therefore, we use the explicit URLs of these applications in scope “Example : /acces/control/fr/main” in combination with the IP Address of the Internal facing server.
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Finally the plug-in has to be enabled to start working. When the “Enable” button is hit or “Save” is clicked with the “Enable HTTP Plug-in” checkbox selected, the plugin configuration and components are pushed out to each connected TIM server.
To see where these components finally get deployed you can ssh/sftp into the TIM machines and find them under “/usr/local/wily/cem/tim/config/javaplugins”. The jar file is the same one which you uploaded from the TESS console. Also the compiled classes from the jar are extracted and shown under “/usr/local/wily/cem/tim/config/javaplugins/xxxxxxxx_files”. Additionally the configuration information about the plugin is stored under “/usr/local/wily/cem/tim/config/javapluginconfigs/xxxxxxxx.xml”
1.3 TESS - Application Definition Changes
The TIM Http Plugin for Kerberos is going to decode the Kerberos token sent in each HTTP Request Header and extract out the user information. It is going to populate a parameter of type “Plug-in” named “USER_ID”. Hence the application definition whose Biz Transactions are using Kerberos SSO, should be setup to use this Plug-in generated component.
Below is an example of the Internal SGED application. The authentication type to be selected has to be “Application Specific” as Kerberos Authentication doesn’t fall under any of “Basic Authentication”, “NTLM Authentication” or “Siteminder Authentication”
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The “User Identification” criteria should be setup for this application by selecting “New” and then in the dropdown selecting the parameter type as “Plug-in”. The name of the plug-in should be provided as “USER_ID”
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Similarly “session identifiers” should be setup so that this Plugin generated user identifier can bind successfully with it. In case of SGED internal, we see that it has 3 different session identifiers in use. This should be clarified with the developers of SGED, as to what is the true session identifier or are all 3 of them in use ? 

Based on the output of this discussion, you can retain all 3 or 2 or just 1 session identifier
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******************************************************************************************************************************************************************************************
2. Plug-in Validation
With these values configured, you will be able to see the results of the Kerberos HTTP Analyzer plug-in. 
In the first figure below (which is a snapshot of the TIM log) you will see that the java plugin component called “Kerberos_V1” is started successfully and it maps to a particular xml file deployed on the TIM.
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In the second figure below you see the TIM logs which are showing the HTTP Parameters and components. You will need to turn on this level of granularity from the “Configure TIM Trace Options” menu in the system console of the TIM and selecting “Show HTTP Components” and “Show HTTP Parameters”. You can see the parameter of type “Plugin” and with the name “USER_ID” being generated for the SGED application URL
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Similarly you can also see the User IDs being created for the XAD application.
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Additionally you can see these users show up on the defects and Incidents on the TESS console, where we wanted to see them eventually.
You can see that the username was only setup for the “Login Good” page transaction….as the user only has the “Negotiate” request header field for the login transaction…however because the session ID is bound to the login ID, you will see the user-id identification working for all the transactions following the login request.
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3. Working Logic
The plugin makes use of GSS API to talk with the KDC as well as decode the ticket. Here are the key highlights of this plug-in:

1.
Users don’t enter login Ids/passwords. So TIM doesn’t see any…When the end user opens the browser and keys in the URL, it talks with the Kerberos KDC over SPNEGO protocol using a service ticket. If the application URL /Service Principal is in the Secure Trust and the User is authorized for it, he/she is let through. Note Kerberos has already pre-authenticated the user during his Login into the NT domain from Desktop/Laptop.

2.
TIM plug-in scans each request going to the Web-App Server.

3.
It extracts the Authorization parameter from the Request Header

4.
This parameter is usually “Negotiate” and has a base 64 encoded Service Ticket.

5.
The plug-in writes this service ticket to the TIM Disk.

6.
Then the plug-in connects to the KDC server to get the “TGT” or Ticket Granting Ticket for the Service Principal/URL of the hosting Web-App Server.

7.
It uses this TGT to decode the Service Ticket, we wrote to the TIM disk.

8.
It extracts the “Client Principal” name from the Service Ticket and populates the USER_ID field for the type “Plugin” on the TIM. This is used for User Identification. The session identifier is passed with Kerberos V5…so no need to extract that out

Authenticating the User from a Service Ticket

Authenticating the user from a service ticket involves the following steps:

1. Create a class that implements PrivilegedExceptionAction 

2. Implement the GSSAPI operations to decode the service ticket within the PrivilegedExceptionAction 

3. Acquire the service’s credentials as a Subject 

4. Construct the PrivilegedExceptionAction with the service ticket byte[] from the client 

5. Call the PrivilegedExceptionAction using the Subject.doAs() operation 

Step 1) involves the creation of a PrivilegedExceptionAction, which is analogous to the PrivilegedExceptionAction that created the service ticket on the client side. In the case of decoding a service ticket, however, the AccessController will actually be called by a Subject which provides the credentials of the service. The credentials of the service are simply the service principal name and the password associated with it (see Service Principal Name (SPN) Configuration and Keytab Configuration). The service ticket is created by the Active Directory domain controller and encrypted using the service principal’s password, so decoding it requires a Subject with the service’s credentials.

Step 2) involves implementing GSSAPI operations within the PrivilegedExceptionAction. GSSAPI is the API that the Java runtime provides for creating and decrypting service tickets. The following code example shows how to decode a Kerberos service ticket with GSSAPI, and the comments in the code relate the generic GSSAPI operations to specific elements of Kerberos security.

Example Java code (PrivilegedExceptionAction to decode a Kerberos service ticket)

public class ServiceTicketDecoder implements PrivilegedExceptionAction

{


protected byte[] serviceTicket;


public ServiceTicketDecoder(byte[] serviceTicket)


{



// the run() method does not support any arguments, so we pass the service ticket in via the constructor



this.serviceTicket = serviceTicket;


}


public Object run() throws Exception


{



try



{




// GSSAPI is generic, but if you give it the following Object ID,




// it will decode Kerberos 5 service tickets




Oid kerberos5Oid = new Oid("1.2.840.113554.1.2.2");




// create a GSSManager, which will do the work




GSSManager gssManager = GSSManager.getInstance();




// tell the GSSManager the Kerberos name of the service (substitute your appropriate names here)




GSSName serviceName = gssManager.createName("service/server.domain.com@DOMAIN.COM", GSSName.NT_USER_NAME);




// get the service's credentials. note that this run() method was called by Subject.doAs(),




// so the service's credentials (Service Principal Name and password) are already available in the Subject




GSSCredential serviceCredentials = gssManager.createCredential(serviceName, GSSCredential.INDEFINITE_LIFETIME, kerberos5Oid, GSSCredential.ACCEPT_ONLY);




// create a security context for decrypting the service ticket




GSSContext gssContext = gssManager.createContext(serviceCredentials);




// decrypt the service ticket




gssContext.acceptSecContext(this.serviceTicket, 0, this.serviceTicket.length);




// get the client name from the decrypted service ticket




// note that Active Directory created the service ticket, so we can trust it




String clientName = gssContext.getSrcName().toString();




// clean up the context




gssContext.dispose();




// return the authenticated client name




return clientName;



}



catch (Exception ex)



{




throw new PrivilegedActionException(ex);



}


}

}

Now that you have a class that can decode a service ticket, you need the service’s credentials to invoke the decoder (step 3). The simplest and most common way to get service credentials is to use a keytab. See Keytab Configuration for details of creating a Subject with the service’s credentials.

Example Java code

      // create a LoginContext based on the entry in the login.conf file

      LoginContext lc = new LoginContext("ServicePrincipalLoginContext");

      // login (effectively populating the Subject)

      lc.login();

      // get the Subject that represents the service

      Subject serviceSubject = lc.getSubject();

In Step 4), the service ticket byte[] is passed into the constructor of the PrivilegedExcepionAction. Since the run() method of the PrivilegedExceptionAction does not take any arguments, the service ticket must be passed in through the constructor and accessed as a class member variable within the run() method. Note that this implementation (using GSSAPI) does not specify the transport mechanism of the service ticket - it is left to the Java programmer to decide how to transport the service ticket between the client and the service. (The standards-based mechanism for passing Kerberos service tickets between client and service is SASL (Simple Authentication and Security Layer), which is also supported by Java, but out of the scope of this discussion.)

Example Java code

byte[] serviceTicket = (transport it from client to service somehow);

ServiceTicketDecoder decoder = new ServiceTicketDecoder(serviceTicket);

Step 5) is the final step, where the service ticket is actually decoded. Using the service Subject obtained in step 3), make the following call:

Example Java code

String clientName = (String) Subject.doAs(serviceSubject, decoder);

The resulting String contains the authenticated client’s name.

