Symantec DLP User Group: Detailed Notes for 5-25-11

User Group Schedule:

· 1.   1:00 PM: Introductions and Group Interests

· 2.   1:30 PM: Presentations by Fabio Recine of Computershare and Eric Grossman, New York Life
· 3.   2:30 PM:  Symantec Presentation by Rich Dandliker, Director of DLP Management

· 4.   3:30 PM:  Discussion Q/A

· 5.   4:00 PM: Planning + 

1. Introductions and Group Interests

· Web Prevent

· Upgrade Path from 10.x to 11

· SSL / TCP Mentoring
· Proprietary Trading and Financial IP and High Frequency Source Code 

· DAR (Discovery) Classification

HartFord
· Key Success Story: Remediation with line of businesses.
· Data Insight 2.0 with NAS Filers and network shares

· Email Blocking - SSNs only

· 30K Endpoints

· Discover scan daily on NetApp filers

· ICAP with IronPort
· Interests: Upgrade paths to 11.1, Integrating Data with ArcSight, Redhat, Upgrade Oracle 10 to Oracle 11, hardware platforms.

Aetna
· DLP since 2008

· DIM: Monitor, Prevent for Web, Network, and SMTP

· Endpoint and Discover added last year

· Endpoint: Critix environment, Zen Apps

· DLP used for Broken processes, IP Data Leakage, EDM implementation
· Issues: Remediation for both DIM and DAR

· New areas: Protect IP for healthcare related apps
CitiGroup

· Operational Team: Email monitoring

· Email blocking this year
· Out of process remediation

· Success stories: Showing where the business leaks are to mgmt and business affected.

· 2 million hits from DAR

· NAS Filers Scanning or attempting to scan 19 Petabytes
· 350K endpoints – largest endpoint  deployment

 Goals for this year: 

· Non-virtualized to virtualized, 32-bit to 64-bit OS, Windows to Linux, Oracle 10g to 11g

Further Details:

· User traffic and separate application traffic (out of band monitoring)

· 40 virtualized scanners located in the same data centers

NYC Dept of Education

· Products: SIM, DLP
· Deployed Network monitor, prevent, and endpoint

· Upgraded to version 11

· Upgraded Oracle 10g 32-bit to Oracle 11g 64-bit

· Interests: remediation

· Success Stories: 
· Endpoints deployed to most of the schools for PII Leakage Prevention
· DLP Education for teachers and students

· Awareness Program: Use DLP to get the top hitters to follow-up and monitor progress 

· PII: SSN, First, Last, Grade information, Historical information

Heath Organization:
· Currently on version 10.5 and using all the products

· Web prevent integrated with WebSense

· Endpoint Deployment:  8K nodes and currently upgrading to 10.5

· DIM: integrate with Email 

· CCS product with integration with DLP

· EDM Success

· AD Integration

· Interests:
· Controls with version 11

· Mobile devices with endpoint

· Remediation

· Need more granular HIPAA policies

Goldman Sachs
· Network monitor 2007 for Email

· Currently at version 10.5

· Looking at Web Prevent but only in monitor mode

· Deploying Discover

· Interests: 

· Large deployments using one Enforce

· Network load balancing for email monitoring

· Every email server has one network monitor -> want to use a farm of network monitors

HSBC

· Network Discover and Monitor: not inline and not preventing

· Well structured for remediation with business contacts for follow-up 

· Success: 
· Heightening user policies and user controls to manage information; 1 year ago there were not a good understanding of user controls

· Interests:
· Internal monitoring

· IM monitoring

Wyndham Worldwide

· Currently deploying DLP

· Interests:

· Success and nightmare stories

JPMChase

· Endpoint and Email monitor deployed
· Email Prevent enabled about 2 weeks ago

· POC of Network Discover 

· Interests:

· BlueCoat with ICAP 

· Quarantining process with DLP

· Agent Consolidation: PGP and DLP agent integration for simplifying encryption

Morgan Stanley

· -Deployment of DLP suite with heavy emphasis on Email monitoring 

· Implementation of the termination policy and monitor traffic for real-time basis to empower the business

· Looking at DLP 11

· QA for DLP policies to validate policies and prevent downstream issues

· Interests:

· Policy migration from QA to Prod - currently a manual process

HBO

· DLP in December, DLP 11 implemented several weeks ago
· Interests:
· Prevent architecture; 
· Remediation processes: what are other people doing?
2. Presentations: Fabio Recine
High-level Overview of Computershare
· Using DLP since 2008

· DLP POC 2008

· All the data that Computershare protects is client data (e.g. employee stock ownership, etc)

· Email Prevent, network discover and endpoint currently deployed.

· Client notified Computershare of confidentially information (leakage)

Initial Drivers:
· Client Assessments

· New contract obligations

Email Prevent Deployment:
· NA July 2008

· EMEA Feb 2009

· Oceania June 2009

Endpoint Deployment:
· NA Sept 2008

· EMEA July 2009

· Oceania - August 2009

DAR Deployment:
· North America, November 2008

· EMEA Jan 2011 - Restriction on Germany and also major archiving side.

· Oceania JAN 2011

Question: Single Enforce for the environment?

Response: Yes, single Enforce with all the discovers and prevents distributed across enterprise.
Question: How do you keep the false positives low?

Response: Generally there are low false positives on the endpoints.  Also you need to do follow-up analysis to keep the false positive down.
Challenges: Cusip numbers (stock transfer number) is detected by SSN policies.
Note:  EDM for Endpoint only with the process on the Endpoint Server.
Observations:
- Used separate policies for Endpoint vs. Email due to issues between endpoint and email activity.
- Data from the endpoint has a lower volume but different data than email.
- Different responses, remediation for Endpoint and Email.
- Different blocking rules and generally more rules on Email and there are different process flows between Endpoint and Email.
Additional Drivers:
· Acquisitions
· Migrations

· Fraud

Value Adds: 
· Acquisition:  Network Prevent boxes are the biggest win since Prevent servers can be readily deployed and can track user behavior
· Ability to place Network Prevent for email for monitoring

· Ability to discover data before migrations

· Ability to track user behavior and address business processes in less time

Technology

· Email Faxing (Monitoring the email flow with network prevent)

Question: Can you get attributes such as phone numbers, etc

Response (FR): Yes, phone numbers and other attributes can be leveraged.
Note: Not yet preventing faxes.
Other areas:
· DMZ, Other areas

· Unified Communications

· HR Enforcement: Acceptable Use

· Compliance: Client Assessments, Government Regulations, Privacy

Big Wins:
· Using ArcSight to correlate events that are not yet native within DLP

· Monitor Usage Behavior:  Trying to send data email, faxing, etc.
Question: For DIM, are you looking at inbound outbound?

Response (FR): No, we are only looking at outbound external content.
Computershare Environment:

· Centralized Enforce in NA

· Currently on 10.5 with endpoints that are older than version 10.   The Endpoint agents need to be upgraded before upgrading to version 11.
· Prevent and Discover in 3 regions

· Email Prevent ( 13), Endpoint Prevent 7 (in DMZ), Network Discover (16)
· 16K Endpoints Registered

DLP Policies:

· Regional polices total 160
· In some cases, policies are country specific (ex Germany)

· Independent polices for Endpoint, Email, and Discover

DLP Upgrade to Version 11:
· Upgrade to 11.1
· UAT 11.0 did not go well.
· The new "MP" release is need for the upgrade process to have better change at succeeding

· Need to revalidate
Eric Grossman Presentation
Initially started with DLP in 2005 and originally running Oracle 9 which was later upgraded to version 10g and eventually 11g)
Upgrader for Version 11:

· Changes the Oracle tables first

· If the upgrader fails, it does not roll back the tables changes

· Solution was to uninstall 10.5 and re-installed version 11

· Needed to upgrade all the detection servers

· Used the enhanced upgrader,  MP1
· Support to the credit followed through with upgrade process. 

· A support ticket in was opened in advance (e.g. 2nd level support, with name of support personnel)

· Eric G, Fabio R, Al C: Support has been lacking recently and needs to be augmented.    Rich DandLiker indicated the Symantec is bolstering support for the upgrade process to better assist client.
· DLP MP1 Upgrader should be the upgrade installer to use.

Root Cause of Upgrader Issue: 

· Permissions in the environment were identified as the most likely result of the upgrade issues.  
Note: The permission issue is inherent to the previous DLP configuration and not an inherent problem with the DLP 11 upgrade.

Recommendations for Upgrade to DLP 11:

- Better error logging and messages in the product.
- Get the MP1 Upgrader and post fixes.
- Longer term Solution: Double the number of people in the upgrade team.

Question: Did you hire Professional Services for the upgrade?
Response (EG): Yes, professional service was used for the upgrade.
Metrics and Vontu (Slide 1):
We want metrics to show:

· How much work we do

· How much "risk" we have / we have reduced.

· Ways of telling where risk is e.g. who messing up in a measurable way

· Justify investment in DLP
Identify Value for Deploying DLP:
· Showing Value: block SSN which costs X to remediate, PII, 

· Report gross numbers: number of emails sent to AOL and costs per email

Note: Traditionally block using EDM with 1 incident except where already remediated (e.g. TLS).
Metrics and Vontu (Slide 3):
DIM - SMTP

Events per 100K for the enterprise per quarter:
1. How bad are we all together?  The goal is less than 35 incidents per 100K emails.
2. Events per 100K by department

3. Number and size of events by department

Additional Notes:

Each policy is 14 rules deep.

Metrics and Vontu (Slide 4):
· DIM SMTP events by Department

· Gather stats by department (high, medium, low)

· DLP is about compliance and control and not about detection fraud.

Metrics and Vontu (Slide 5):
· Other protocols (HTTP, FTP)

· Very low incidents on http, ftp 

· No in-house credit card business

Metrics and Vontu (Slide 7):
DAR

· Not all data is exposed and not all data is scanned.  There are lots of different ways to describing "risk" which may be needed.

· What we will be reporting Q2 of 2011:
· % of files with events = total number of files found / (files scanned + files skipped) per quarter

· % of files owned by a department* per quarter

· Number of GIG scanned per quarter

· Number of gig scanned per target / per quarter

· Number of records / shares 
· Records / gig
Note:   Not sure that these are the right metrics but it is a start. 
Question: Do you have exceptions deployment of the endpoint agents for machines that are used for trading?

Response (EG): No, will have endpoint agents pointing to specific endpoint servers with tailored policies.
Additional New York Life Deployment Specifics:

· DIM, DAR,  has AD integration to do automated lookups

· Corporate LDAP will have additional attributes

· Flat file lookups potentially in the future

3. DLP Strategy and Roadmap Update
Rich Dandliker, Director, Product Management

IT Megatrends, Slide 1

· Mobile/ Tablet
· Cloud

· Virtualization

· Advanced Persistent Threat

· Data Explosion

Information Protection (DLP + Encryption), Slide 2

· Content aware DLP
· Non-content aware DLP (encryption)

· Identity management

· Enterprise Rights Management

· SPC Symantec Protection Center

· IT analytics Q311

· Tablet Support (Time Period Removed) 
· MAC OS Support (Time Period Removed)
Expanded DLP

1. MAC
2. Tablet
3. Basic DLP / DLP Express

4. DLP in the cloud (DLP delivered via cloud services)
5. DLP for the Cloud - DLP for customers using cloud infrastructure (BPOS)

6. Exceptions and Eventually Rules as common shared components

Core Product Enhancements - Strategic
1. Reduce Time to Value; speed up hardware acquisition /deployment, productize best practices and customer maturity growth

2. Identity Centric DLP - common identity visibility and nomenclature, allow customers to see act across individuals and groups, easily pull identity info w/o services

3. Malicious Insider Protection - see and take action on repeat offenders, forensic investigation support, and user risk scoring (repeat offender policy)

4. Symantec Cross-product Integration – encrypt for full visibility (PGP), Improving / Expanding API, integrated mail quarantine (Symantec Brightmail)

5. IPV6 - support for detecting on IPv6 traffic, installation of DLP on ipv6 network

6. Classification and Tagging - expand EV coverage / support, broader API for other products, options for user-driven classification

Core Product Enhancements - Strategic
· Malicious insider protection

Phase 1 - Stop Repeat Offenders, harden DLP defenses; repeat offender policies, expanded case management, enhanced endpoint tamper-proofing; significant changes to underlying incident model.

Phase 2 - Unified view of user based-risk; user-based "DLP-Risk" score; requires groundwork from universal identity project

Phase 3 - Greater accuracy in finding malicious actors; behavioral modeling for malicious profiles, 3rd party data resources for risk scoring; potential sensitivities with HR, Legal, EMEA privacy bodies

Question: Is there data inputs from other systems into DLP (Fabio Recine)?  
Response: Data Insight use case into DLP is one example however most use cases have data feeds out of DLP into another system.

Core Product Enhancements - Strategic

· Symantec Integrations

Symantec Cross-platform Integration - encryption for full visibility (PGP), improving / expanding API, Integrated mail quarantine (Symantec Brightmail), actionable threat visibility (SPC)
Classification Engine is not investing as big strategic initiative.

Core Product Enhancements - Tactical 
1. Endpoint - Connection-less communication architecture, load balancing, and servers in the DMZ; Group based configuration for the agent, improved agent tampering proofing

2. Storage - Support for exchange 2010, scan management usability improvements, auto discovery of network shares

3. Detection - Endpoint IDM, etc
4 Network - Windows 64-bit Endace NICs, network prevent support for Microsoft Threat Management Gateway 2010

5 Enforce- Data cube reporting module (IT analytics), initial phase of federated Enforce
6. Platform - 64-bit OS improvements, FIPS Certification
4. Discussions Q/A

Question: Will there be improvements with archiving data out of Oracle?

Response: Yes…
Question: How about single, unified agents deployments (e.g. DLP, PGP, SEP, etc)?

Response: 
The reasons are for minimizing agents footprint are listed below.   Which one is the most important?   [This point an impromptu poll taken at this point, and the winner appears to option 2]

1. Endpoint resources, reduce database and infrastructure servers, etc.

2. Command management / upgrade process 

3. Reduce agent management 

4. Better QA for integrated agents implementations

5. Planning

· Volunteer to Host

· 2 Volunteers for hosting the next DLP User Group

· Potential Next Presentation:  ArcSight Integration with Vontu

· Next User Group Meeting:  Wednesday, December 7
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