Overview
The below table lists the OOTB passwords that are used by the different components of the CA Identity Suite Virtual Appliance.
	Product/Service
	Username
	Password
	Port/Service
	High level procedure to change

	IDM Management Console
	admin
	CAIMAG1
	8080
	See section “CA Identity Manager Management Console Security Considerations” of document "CA Identity Suite - Virtual Appliance".

	IDM User Console
	imadmin
	test
	8080 (http port),
8009 (ajp port)
	· Change password in User Store using Reset User Password task in the IM User Console
· Update credentials in Identity Manager's Wildfly
· Update CAIM connector credentials in Identity Portal

	IDM User Store
	cn=dsaadmin,ou=im,ou=ca,o=com
	test
	10101 (instance port),
19289 (router port)
	· Change password in User Store using JXplorer.
· Use pwdtools.sh to generate new encrypted password
· Update the Credentials entry in the Provider section in UserStore.XML

	Portal Admin Console	
	sigma
	CAIMAG1!	
	8081
	See section “Modify Admin Credentials in CA Identity Portal Management Console” of document "CA Identity Suite - Virtual Appliance".

	Portal User Console
	imadmin
	test
	8081 (http port),
8010 (ajp port)
	This is updated when updating “IDM User Console”

	Identity Governance Portal	
	AD1\Eadmin
	N/A	
	8082 (http port)
 8011 (ajp port)
	· Update passwords in Identity Governance Portal
· Restart Identity Governance Service
· Update CAIG connectors credentials in Identity Portal
· Import Smart Provisioning role definition to Identity Manager
· Update CA RCM connection credentials in Identity Manager

	Oracle 11g Express Edition
	system
	CAIMAG1
	1521 (SID: XE)
	N/A - only used in Demo and Sandbox environments – so not an issue…

	Connector Server Console
	admin
	CAIMAG1
	20080
	· Update password in the Connector Server using Connector Xpress
· Restart JCS
· Update the VAPP_LINUX_<hostname> Connector Server config definition in the Provisioning Directory using Connector Xpress

NOTE: For Remote Connector Servers that are installed you can specify a custom password during installation. This password should also be used during the registration process in the vApp Web UI. 

	Provisioning Server - RAW
	eTdsaContainername=DSAs,eTnamespacename=CommonObjects,DC=etadb
	CAIMAG1
	20394
	· Update the password using the pwdmgr tool

	Provisioning Server – router
	eTGlobalUserName=etaadmin,eTGlobalUserContainerName=Global Users,eTNamespaceName=CommonObjects,dc=im,dc=eta
	CAIMAG1
	20389
	· Change password in Prov Store using Provisioning Manager.
· Use pwdtools.sh to generate new encrypted password
· Update the Credentials entry in the Provider section in ProvStore.XML

	Provisioning Manager
	etaadmin
	CAIMAG1
	20389
	This is updated when updating “Provisioning Server – router”
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