
BRZ	Settings

Menu CEM	System	
Administrator

CEM	Security	
Administrator

CEM	Configuration	
Administrator	*

CEM	Analyst	* CEM	Incident	Analyst	*

System Yes No No No No
Security No Yes No No No
Setup Yes No No No No
Administration No No Yes No No
Script	recorder No No Yes No No
CEM No No Yes	-	no	http	defect	

information
Yes	-	no	http	defect	

information
Yes	-	all	pages



Wily	CEM	access	policy Description Resource	Class/Action Granted	to	these	security	
user	group/s

System
System	Administrative	Settings	
write

Tab	System:	Database	
Settings,	Email	Settings,	
Events

System	Administrative	
Settings/write

CEM	System	
Administrator

Security
System	Security	Settings Tab	Security:	Private	

Parameters,	FIPS	settings
System	Security	
Settings/write

CEM	Security	
Administrator

System	Configuration	Settings	
capture	comprehensive	defect	
details

Tab	Setup:	Domain,	
Option	Capture	
Comprehensive	Defect	
Details

System	Configuration	
Settings/capture	
comprehensive	defect	
details

CEM	Security	
Administrator

Access	Policy	All	Permissions Tab	Security:	Access	
Policies

Access	Policy/read,	write CEM	Security	
Administrator

Administration
System	Configuration	Settings	
write

Tab	Setup:	*,	Tab	Tools:	
Script	Recorder

System	Configuration	
Settings/write

CEM	Configuration	
Administrator,	CEM	
Security	Administrator

Business	Application	write Tab	Administration:	
Business	Applications

Business	Application/write CEM	Configuration	
Administrator

Business	Service	read	and	write Tab	Administration:	
Business	Services

Business	Service/read,	
write

CEM	Configuration	
Administrator

Business	Service	All	Permissions Tab	Administration:	
Business	Services,	CEM:	
Defects

Business	Service/read,	
write,	read	sensitive	data

Deaktiviert

UserGroup	write Tab	Administration:	User	
Groups

UserGroup/write CEM	Configuration	
Administrator



Wily	CEM	access	policy Description Resource	Class/Action Granted	to	these	security	
user	group/s

CEM
Business	Service	read	sensitive	
data

Tab	CEM:	Defects Business	Service/read	
sensitive	data

CEM	Incident	Analyst

Business	Service	read Tab	CEM Business	Service/read CEM	Analyst,	CEM	
Incident	Analyst

Report	write Tab	CEM:	Reports Report/write CEM	Analyst,	CEM	
Incident	Analyst

Incident	write Tab	CEM:	Incident	
Management

Incident/write CEM	Analyst,	CEM	
Incident	Analyst

WebService	allow Access	to	all	information	
from	the	Webservice	API

WebService/allow CEM	Incident	Analyst

Domain
Super	Domain	Admin SuperDomain full CEM	Configuration	

Administrator
Super	Domain	Read SuperDomain read CEM	Analyst,	CEM	

Incident	Analyst
Server
Server	Admin Server	start full CEM	Configuration	

Administrator

Permissions	for	particluar	Business	Services	can	only	be	assigned	by	members	of	the	CEM	Security	Administrator	
group	in	the	Tab	Security:	Access	Policies


