Time Over Threshold
Time Over Threshold (TOT) is an event processing rule that allows you to reduce the number of alarms that are generated when threshold violation events occur. You can use Time Over Threshold to filter out data spikes and monitor problematic metrics over a set period. Instead of sending an alarm immediately after a threshold violation has occurred, Time Over Threshold:
· Monitors the events that occur during a user-defined sliding time window.
· Tracks the length of time that the metric is at each alarm severity.
· Raises an alarm if the cumulative time the metric is in violation during the sliding window reaches the set Time Over Threshold.

Example: Time Over Threshold in a Consecutive Block
This example uses the following settings:
· Sliding Window: 30 minutes.
· Time Over Threshold: 10 minutes.
· Auto-Clear: Not set.
· Alarm Severities: Clear, Information, Warning, Minor, Major, and Critical alarm thresholds are set in the probe GUI.
[bookmark: _GoBack][image: tot30]

The Time Over Threshold does not have to occur consecutively within a sliding time window. All of the time in a sliding window is counted toward the Time Over Threshold.
Example: Time Over Threshold in a Nonconsecutive Block
This example uses the following settings:
· Sliding Window: 30 minutes.
· Time Over Threshold: 10 minutes.
· Auto-Clear: Not set.
· Alarm Severities Set: Clear, Information, Warning, Minor, and Major alarm thresholds are set in the probe GUI.
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Time Over Threshold Workflow
[image: bediagram]
1. The baseline_engine probe evaluates QoS metrics from probes against static and dynamic threshold definitions.
2. The baseline_engine probe generates threshold violation messages when thresholds are crossed.
3. The nas probe implements the Time Over Threshold event processing rule to filter out data spikes. This event processing produces a more accurate reflection of threshold violation behavior.

Alarm Suppression During Time Over Threshold
After a metric reaches a Time Over Threshold state, an alarm is generated for each additional threshold violation. By default, these duplicate alarms will increase the suppression count for the alarm, but will otherwise not be visible. If suppression is turned off, the duplicate alarms are treated as new alarms and will be visible in USM or the nas GUI.

Alarm Clear Conditions Using Time Over Threshold
Auto-clear is an optional setting that clears a Time Over Threshold alarm when there are no new threshold violation events for the defined time period. If auto-clear is turned on, a timer begins after a clear event is received. If no subsequent threshold violation events arrive in the auto-clear window after the clear event is received, the alarm is automatically cleared (set to level 0). The arrival of a threshold violation event resets the clear rule, which waits for the next clear event to arrive before the timer starts again.
An auto-cleared Time Over Threshold alarm can be automatically acknowledged (and closed) using the Accept automatic 'acknowledgment' of alarm option in the nas probe GUI, which is enabled by default. If this option has been disabled, alarms will remain in the alarm history with Clear (green) Severity and must be manually acknowledged.
Note: Auto-clear times are retained when the alarm_enrichment probe is not active. If the alarm_enrichment probe stops and is then reactivated, any running Auto-clear timers are restarted with either:
· The time of the original Auto-clear, if it is still in the future.
· One-minute, if the original Auto-clear time is in the past.
Example: Time Over Threshold Using Auto-Clear
This example uses the following settings:
· Sliding Window: 30 minutes.
· Time Over Threshold: 10 minutes.
· Auto-Clear: 5 minutes
· Alarm Severities: Clear, Information, Warning, Minor, and Major alarm thresholds are set in the probe GUI.
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Alarm Severity Changes During Time Over Threshold
Time Over Threshold is evaluated at each user-defined event severity. This means that a metric must be at an elevated alarm severity for the defined Time Over Threshold before the severity changes. The new alarm severity level is then set to match cumulative event severity in the Time Over Threshold Window.
Each time a threshold violation event arrives, the Time Over Threshold alarm severity is determined as follows:
1. The cumulative time of the threshold violation events within the sliding window with Critical severity is calculated. If that time exceeds the defined Time Over Threshold, the alarm severity is set to Critical and rule processing is complete.
2. The cumulative time of threshold violation events within the sliding window with a severity that is Major or greater is calculated. If that time exceeds the defined Time Over Threshold, the alarm severity is set to Major and rule processing is complete.
3. The cumulative time of threshold violation events within the sliding window with a severity that is Minor or greater is calculated. If that time exceeds the defined Time Over Threshold, the alarm severity is set to Minor and rule processing is complete. Otherwise, the algorithm continues in this pattern for the remaining severity levels.
Example: Time Over Threshold with Increasing Severity
This example uses the following settings:
· Sliding Window: 20 minutes.
· Time Over Threshold: 10 minutes.
· Auto-Clear: Not set.
· Alarm Severities: Clear, Information, Warning, Minor, and Major alarm thresholds are set in the probe GUI.
· Alarm Suppression: On.
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In this example:
1. Time 20 - A Time Over Threshold alarm is raised after ten minutes of Time Over Threshold event time is accumulated. The alarm severity is set to 1, because the first Time Over Threshold rule condition that matches is 'event severity is 1 or greater'.
2. Time 25 - The severity is elevated to 2 because the Time Over Threshold rule condition 'event severity is 2 or greater' is now true
3. Time 30 - The severity is elevated to 3 because the Time Over Threshold rule condition 'event severity is 3 or greater' is now true.
Note: Time Over Threshold only evaluates on alarm severity levels that are set in the probe configuration GUI.
Example: Time Over Threshold with Two Set Severities
This example uses the following settings:
· Sliding Window: 30 minutes.
· Time Over Threshold: 10 minutes.
· Auto-Clear: Not set.
· Alarm Severities: Minor and Major alarm thresholds are set in the probe GUI.
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In this example:
1. Time 30 - A Time Over Threshold alarm is raised after ten minutes of Time Over Threshold event time is accumulated. The Time Over Threshold alarm severity is set to 3, because the first Time Over Threshold rule condition that matches is 'event severity is 3 or greater'.
Example: Time Over Threshold With Multiple Severities
This example uses the following settings:
· Sliding Window: 8 minutes.
· Time Over Threshold: 4 minutes.
· Auto-Clear: 4 minutes.
· Alarm Severities: Clear, Information, Warning, Minor, and Major alarm thresholds are set in the probe GUI.
· Alarm Suppression: On.
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In this example:
1. Time 8 - A Time Over Threshold alarm is raised after four minutes of Time Over Threshold event time is accumulated. The alarm severity is set to 1, because the first Time Over Threshold rule condition that matches is 'event severity is 1 or greater'.
2. Time 10 - The severity is elevated to 2 because the TOT rule condition ‘event severity is 2 or greater’ is now true.
3. Time 16 - The severity is elevated to 3 because the TOT rule condition ‘event severity is 3 or greater’ is now true.
4. Time 21 - The alarm severity decreases to 2 because there are no longer 4 minutes or more of severity 3 or greater within the 8-minute sliding window, but there are 4 minutes or more of severity 2 or greater
5. Time 25 - The alarm severity decreases to 1 because there are no longer 4 minutes or more of severity 2 or greater within the 8-minute sliding window, but there are 4 minutes or more of severity 1 or greater
6. Time 30 - The alarm is cleared because no new violations occur for four-minutes and the auto-clear condition is met.

Supported Threshold Types
The following threshold limit types are currently supported with Time Over Threshold:
Static -No alarms are sent until sufficient alarms meeting the time requirements have exceeded the threshold.
Note: A static threshold is effectively a high pass filter with extra averaging.
Dynamic- A dynamic threshold is calculated on variance from the calculated static baseline with no averaging. Variances can be set to one of the following algorithms:
· Scalar - A set value past the calculated baseline.
· Percent - A set percent past the baseline.
· Standard Deviation -A set standard deviation past the baseline.

Additional Time Over Threshold Scenarios
The following examples show extra Time Over Threshold scenarios using specific probe metrics.
Example: URL_response Probe Metric Time to First Byte
This example uses the following settings:
· Sliding Window: 5 minutes.
· Time Over Threshold: 3 minutes.
· Auto-Clear: Not set.
· Alarm Severities:
· Alarm Severity 2 is set to 100 ms.
· Alarm Severity 3 is set to 300 ms.
· Alarm Severity 4 is set to 700 ms.
· Alarm Severity 5 is set to 1,000 ms.
· Alarm Suppression: On.
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In this example:
1. Time 8 -Three-minutes of time to first byte of 100 ms or greater is observed in the sliding window and an alarm of severity 2 is sent.
2. Time 14 - Three-minutes of time to first byte of 300 ms or greater is observed. The alarm increases to severity 3.
3. Time 20 - Three-minutes of time to first byte of 700 ms or greater is observed. The alarm increases to severity 4.
4. Time 25 - Three-minutes of time to first byte of 1000 ms or greater occurs. The alarm increases to severity 5.
Example: CDM Probe Metric Disk Usage
This example uses the following settings:
· Sliding Window: 45 minutes.
· Time Over Threshold: 5 minutes.
· Auto-Clear: Not set.
· Alarm Severities: The Critical alarm threshold is set to 80% in the probe GUI.
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In this example:
1. Time Over Threshold only occurs for four-minutes and no alarm is sent.
Example: CDM Probe Metric Disk Usage (Modified to Send a Time Over Threshold Alarm)
This example uses the following settings:
· Sliding Window: 15 minutes.
· Time Over Threshold: 5 minutes.
· Auto-Clear: 5 minutes.
· Alarm Severities: The Critical alarm threshold is set to 80% in the probe GUI.
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 Time 15 -Five-minutes of disk usage at 80% or greater is observed in the sliding window and an alarm of severity 5 is sent.
 Time 21 - The alarm is cleared after five-minutes of time below the set severity level.

Best Practices for Time Over Threshold
Observe the following best practices when using Time Over Threshold:
· Set Time Over Threshold only if you need an averaged or leveled-out alarm state, in which case you will see fewer alarms. If you must see every alarm coming from a system, do not activate Time Over Threshold for that monitored system.
· Be aware that Time Over Threshold can hide the sudden transition of alarms states (alarm spikes).
· Set the Auto-clear window to a longer interval than the Time Over Threshold. Setting a smaller Auto-clear window results in an excessive number of alarms due to rapid Auto-clears.
· Set the Time Over Threshold to a longer interval than the sample period for the QoS metric. Setting a smaller Time Over Threshold produces the same results as leaving the Time Over Threshold rule disabled.
· Evaluate your monitored system and determine the appropriate values for both the sliding window and Time Over Threshold. Values that are too large for your system can result in the suppression of alarms you may need to be aware of.
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