1. [bookmark: _GoBack]If you have the Root and Intermediate certificates corresponding to the certificate on the smart card you can skip to the next step.  If not, you will have to look at the certificate to get that information.  If you have the certificate on your PC you can look at it with the Crypto Shell Extension program.  If you don’t have it on your PC you will first have to download it from the card.  This can be done with Activclient, but other programs may work as well.  In Crypto Shell Extension go to the Certification Path tab.  Here you will see the certificates in the Chain of Trust.  Go to the Details tab and find the reference to the CRL Distribution Points.  Click on that and you will see details on required CRLs at the bottom of the page.  The entries will contain URLs, which you can use in a browser to retrieve the CRLs.  
2. Once you have all the necessary certificates and CRLs you can upload them into PAM on the Config  Security page.  Load the CRLs first, so you don’t have to worry about any dependencies.  Load the root certificate as a bundle and the Intermediate certificates as Intermediate.  If your certificates use OCSP instead you must first set Use OCSP in the CRL options section.
3. With all the certificates and CRLs loaded you are ready to configure the PKI Options.  Check the boxes to Enable PKI/CAC User Login and Enable PKI login button.  Click update and you are ready to have your users login.
4. With the smartcard inserted the user can attempt to login, using either a browser or the PAM client.  Click the PKI button and supply the card’s pin.  This login will fail, as approval is required.
5. As a PAM Admin, go to Users  Approve CAC User.  Here you will see all the users for whom approval is pending.  Select the one(s) you want to approve and click Approve.
6. Have your users attempt to login using the PKI button again.  If it does not work take a look at the Session Log to see if there are any messages that explain why.  

If this procedure does not work 1open a ticket with Support.  We will help you figure out the problem.
