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Background

e Challenge:

* Low cost, available performance testing tools for the IM solution are usually limited to the low end spectrum of functionality
* CLI (Command Line)
* Bulk Loader Client (blc) for top tier (Web Application) testing of create, modify, delete user objects only.
* etautil / Idapsearch (imps version) for the mid-tier (Provisioning Server) testing of create, modify, reset passwords, delete, to the GU and endpoint accounts.
* High cost performance testing tools for projects typically required customers to own or purchase HP Loadrunner or similar vendor tools.
* Usually owned and executed by specialized business units at customer site
* Required future scheduling to occur. Limited ad-hoc testing

* No proactive testing available or limited.

* Proposal: Apache Jmeter is an amazing testing suite that provide non-invasive benchmark & performance testing
* Benefits:
* Open Source License
* No install required; just extract and run from workstation/desktop [zip or tar]
* Low learning curve [less than 2 hours to learn & use]

* No agents required to be deployed for majority of test plans
*  May use the included “PerfMon” Server Agent to view disk I/O CPU, Network utilization
* Easy to share test plans.

*  May copy-n-paste sections. Note: Passwords are stored in clear-text

* Use of a built-in HTTP proxy recorder to auto-build test plans. This can NOT be emphasized enough. Jmeter will auto-build 95% of your test plan for HTTP(S).

This deck focus on the use of Jmeter and HTTP(S) protocol used by the upper-tier component of IM.
* Upper-Tier: The Web Server (Apache + SSO Agent) & Web Application Server (JBOSS + IM Application)

The SSO Auth Bind, IM Create User, IM Reset User Password, IM Delete User operations have been defined in the example labs. These operations were captured using the
built-in HTTP proxy recorder; and adjusted for use with SSO (Siteminder) integration with cookies & IM Cross Site Request Forgery (OWASP_CSRFTOKEN) session token.



Acknowledgements

General Education. Jump start knowledge with Apache Jmeter and use of HTTP protocol & test plans
* Performance Testing with Jmeter 2.9 by Bayo Erinle , Packt Publishing Open Source, 2013

* Recommended: This is a quick read with excellent labs to follow along with. Includes PerfMon

* https://www.packtpub.com/application-development/performance-testing-jmeter-29  [$5.00]

Excellent examples how to setup the Jmeter built-in HTTP(S) Recorder to auto-build a test plan:
* https://imeter.apache.org/usermanual/ijmeter proxy step by step.pdf [Peter Lin]

* https://www.digitalocean.com/community/tutorials/how-to-use-jmeter-to-record-test-scenarios

*  Recommend using the default exclusions to avoid non-useful “bloat” returned from standard HTTP GET operations.
* These returned objects are NOT needed for a test plan; and can be deleted. To view: Leave off default exclusions and view the many objects returned to understand.

*  Suggest using FireFox as go-to browser to switch to proxy use for HTTP/HTTPS; however may use any browser from desktop to communicate to the Jmeter HTTP Proxy

CA Support Site Tech Note #TEC478754: Using Jmeter to test Siteminder performance, 11/28/2012

e http://www.ca.com/us/support/ca-support-online/product-content/knowledgebase-articles/tec478754.aspx

* Excellent notes on using the HTTP(S) operations; use of select Jmeter functions to manage Siteminder Cookies

* Includes a note that SM Authentication schema must NOT be BASIC, but HTML FORM to allow use of Jmeter with Siteminder Protected Apps.
e Use SM Ul (WAMUI or FSSUI) to update the default IM IMS Realm to use HTML FORM. May need to define the HTML FORM first.
* Note: Jmeter Cookie Handler must use Cookie Policy: rfc2109 & Implementation: HC3CookieHandler [IM:SM uses IPv4 & FQDN]

Management of the Identity Manager Built-In Cross Site Request Forgery Token Process [OWASP_CSRFTOKEN]

* http://hxtpoe.github.io/performanceTests/testing-login-using-imeter.html| [CSS/Jquery example]

* https://blazemeter.com/blog/how-load-test-csrf-protected-web-sites [CSS/Jquery, RegEx, & Xpath Examples] by Dmitri Tikhanski

JMeter How to Run Performance tests - CA IG 1.1 by Ricky Gloden, CA Sr. Architect

* Excellent examples of HTTP Labs and use the Jmeter PerfMon tool to monitor disk 1/0, CPU & Network Utilization

* Important Note: Update the default HTTPS protocol from SSLv3 to TLSv1 in the Jmeter properties files to use HTTPS protocol.
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High Level Example of Jmeter in Use

* The following two (2) slides display using IM VST & Jmeter, the ability of Imeter to
emulate an administrative user to:

Read a CSV files of 100 user objects

e Userid, first_name, last_name, full_name, password, new password
Bind (authenticate) to the IM User Console protected via SSO (SiteMinder)
Create a new User [for all 100 user objects]
Find and then Reset the password for that new user [for all 100 user objects]
Find and delete that User [for all 100 user objects]

* Perform the above steps for the same 100 accounts, ten times.

* With a ramp-up time of 100 accounts (threads) over one (1) minute.

* Note: If the ramp time is “shorten”, then more memory must be allocated to the JVM of the application
to hold the data, to avoid overwhelming a single server. Or ensure that Load Balancing is enabled that
the data may switch between the peer servers.
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# |Delete User task, User bugsbunny040
# |Delete User task, User bugsbunny049
# |Delete User task, User bugsbunny024
# |Delete User task, User bugsbunny028
# |Delete User task, User bugsbunny053
# |Delete User task, User bugsbunny056
# |Delete User task, User bugsbunny033
# |Reset User Password task, User bugsbunny063
# |Reset User Password task, User bugsbunny071
# |Delete User task, User bugsbunny035
# |Reset User Password task, User bugsbunny057
# |Delete User task, User bugsbunny046
# |Reset User Password task, User bugsbunny050
# |Reset User Password task, User bugsbunny051
# |Reset User Password task, User bugsbunny058
# |Reset User Password task, User bugsbunny060
# Delete User task, User bugsbunny021
# |Delete User task, User bugsbunny034
# |Delete User task, User bugsbunny039
# |Reset User Password task, User bugsbunny098
# Delete User task, User bugsbunny013
# |Delete User task, User bugsbunny019
# |Delete User task, User bugsbunny029
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# |Reset User Password task, User bugsbunny043
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Example of 100 Accounts Created, Updated, Deleted via Jmeter in IM
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™ http_recorder_example_v501_Working_Clean_Up.jmx (C\Users\Administrator\Downloads\apache-jmeter-2.13\apache-jmeter-2.13\http_recorder_example_v501_Working_Clean_Up.jmx) - Apache JMeter (2.13r.. — 8 —

B Cxample of 100 Accounts Created, Updated, Deleted via Jmeter x10 times

E A 00100 T
9 & TestPlan-1M
$#8¢ CsV Data Set Config for IM Login Aggregate Report
-3 E‘ Testing Loop for IM Name: |Aggregate Report
488§ HTTP Cookie Manager for I Comments:
HTTP Authorization M for M
Eend whorizaton Tanager 1ot Write results to file / Read from file
4888 HTTP Request Defaults for I ) )
w HTTP Header Manager for I Filename | | | Browse. .. Log/Display Only: [ | Errors [ ] Successes
U} Gaussian Random Timer for I
t; aussian rancom fimer for : Label #Samples | Average | Median | 90%Line | 95%Line | 99%Line | Min Max | Eror% | Throughput| KBisec
¥ 12 01-SH AUTHENTICATION VIA HTTP AUTH FORM FOR IN :|01a- SWAUTH VIA LOGIN.FCC & PARAMETERS 1000 650 529 1340 1648 2154 44 2818 0.00% 2.1/sec 202.3
/’ 01a - SW AUTH VIA LOGIN FCC & PARAMETERS “(01b - IM LANDING PAGE 1000 158 128 313 396 618 17 1186)  0.00% 2 1/sec 195.4]
f{' 01b - IM LANDING PAGE “{01-5M AUTHENTICATION VIA HTTP AUTH FORM FOR IM 1000 817 G958 1502 1805 2347 117 3207 0.00% 21/sec 3972
[ !'/ 02 - LAUNCH CREATE USER TASK :|02a-Launch Create User Task 1000 459 414 825 974 1288 24 2131 0.00% 21/sec 185.8
47 t2a-Launch Crete sorTask T — 000 a0l azel gadl 103 1a7al il 710l Oo0%  2imed 164s
P ) . ;|02 - 1st Page Loade X isec J
777 02a- CoSUQueny Bxtractor - FullThe OWASE_CSRFTOKEN | 654~ Search on OU Placement 1000 995 023 1651 1960 2391 43 3770 000%  2isec 190.3
#% 02a - Regular Expression Extractor - Pull The OWASP_CSRAF] “J02e - Submit OL Placement for Default OU 1000 302 254 552 728 1033 27 1467 0.00% 21/sec 2741
#% 02a - XPath Extractor - Pul The OWASP_CSRFTOKEN from u 2|02 - LAUMCH CREATE USER TASK 1000 3786 3691 5655 G248 7521 309 8510 0.00% 2.0/sec 1104.3
f' 02b - Select NEW User to be Created :|03a - Submit Create User Task & UPDATE OWASP_CSRFTOKEN PARAMETER 1000 1036 967 1642 1833 2491 150 3528 0.00% 21/sec 176.1
#* 12¢ -5t Page Loaded :|03b - Confirm Submitto Create User & UPDATE OWASP_CSRFTOKEN PARAMETER 1000 8837 2166 17887 18372[ 19222 71| 20769 0.00% 2.1/sec 2267
f 02d - Search on OU Placement 2|03 - CREATE USER 1000 9873 3802 19104 19796 20907 256 22556 0.00% 21/sec 402.3
. “|04a - Launch Reset User Password Task 1000 437 385 769 a00 1468 23 2128 0.00% 2 lsec 183.2
. #¥ 02e - Submit O Piacement for Defauit OU J04-LAUNCH RESET USER PASSWORD TASK 1000 437 385 769 900 1468 23 2128  0.00% 2 1lsec 183.1
? .Jr' 03 - CREATE USER “|05a- UPDATE OWASP_CSRFTOKEM & OTHER PARAMETERS 1000 899 818 1580 1848 2396 38 4065 0.00% 21/sec 186.3
f"' 03a - Submit Create User Task & UPDATE OWASP_CSRFTOKEN | 5J05b - UPDATE OWASP_CSRFTOKEN & OTHER PARAMETERS 1000 643 555 1405 1684 2299 17 2028 0.00% 21sec 1831
f 03b - Confirm Submit to Create User & UPDATE OWASP_CSRFT( 05-FIND USER 1000 1542 1427 2691 3088 3995 83 5849 0.00% 2lsec 369.0
? !r/ 04-LAUNCH RESET USER PASSWORD TASK |06a - CHANGE TO NEW PASSWORD & UPDATE OWASP_CSRFTOKEM & OTHER PARAMETERS 1000 414 322 907 1128 1571 16 2064] 0.00% 21/sec 176.2
) {, :|06b - Submit Password Change & UPDATE OWASP_CSRFTOKEN PARAMETER 1000 10746 16606 18483 18987 19655 44| 20803 0.00% 21/sec 175.9
? #" 04a-Launch Reset User Password Task :|0B-RESET PASSWORD FOR USER 1000 11161 16992 19221 10806| 20042 90| 21894 0.00% 2 1lsec 3517
#% C35iJQuery Extractor - Pull The OWASP_CSRFTOKEN from | 1073 - [ aunch Delete User Task 1000 431 a73 775 a74 1360 24 1795 0.00% 2 1isec 185.1
#% Regular Expression Extractor - Pull The DWASP_CSRFTOKEN |07k - Find User to Delete & UPDATE OWASP_CSRFTOKEN PARAMETER 1000 821 763 1366 1618 2247 38 3055 0.00% 21/sec 187.8
/2 XPath Extractor - Pull The OWASP_CSRFTOKEN from user_g -|07¢ - Selected User to Delete 1000 143 110 311 413 638 16 1014 0.00% 2 1lsec 1838
? ./r, 05-FIND USER :|07d - Submit Delete User Task & UPDATE OWASP_CSRFTOKEN PARAMETER 1000 279 206 642 797 1129 16 1680 0.00% 21/sec 181.2
- . :|07e - Confirm Submit Delete User Task & UPDATE OWASP_CSRFTOKEN PARAMETER 1000 9176 15506 17039 17365 18142 45 18667 0.00% 21/sec 177.2
’f’ 05a - UFDATE OWASF_CSRFTOKEN & OTHER PARANETERS |07 - DELETE USER 1000 10857 16175 19364 19845 21248 232 22118 0.00% 2 1isec| 9122
B #* 050 - UPDATE OWASP_CSRFTOKEN & OTHER PARAWETERS :|TOTAL 26000 2959 702 16511 17889 19413 16 22556  0.00% 52 8isec 73470
o= l} 05-RESET PASSWORD FOR USER o
¢ (& 07 - DELETE USER FEIGE : userssy - Excel
f 07a - Launch Delete User Task HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW DEVELOPER
{' 07b - Find User to Delete & UPDATE OWASP_CSRFTOKEN PARA| M4 - S
£ 07c - Selected Userto Delete : A B c o £ ; c “
#?* 074 - Submit Delete User Task & UPDATE OWASP_CSRFTOKEN 1 1|bugsbunny001 [Bugs |Bunny001 |BugsBunny001 |Password101 |Password201
f 07& - Confirm Submit Delete User Task & UPDATE OWASP_CSRF| 2 2|k L y002 |Bugs |Bunny002 |Bugs Bunny002 |Password101 |Password201
o= 0s. rH VIE 5 3 3 |bugst y003 |Bugs |Bunny003 |BugsBunny003 |Password101 |Password201
T . a4 | 4k I y004 |Bugs |Bunny004 |Bugs Bunny004 |Password101 |Password201
o 0 5 5|bugsbunny005 |Bugs |Bunny005 |BugsBunny005 |Password101 |Password201
o= 0 6 6 bugst y006 |Bugs |Bunny006 |BugsBunny006 |Password101 |Password201
View Results Tree 7 7 |bugst y007 |Bugs |Bunny007 |Bugs Bunny007 |Password101 |Password201
8 y008 |Bugs |Bunny008 |BugsBunny008 |Passwordl01 |Password201
Graph Results 9 bugsbunny009 |Bugs |Bunny009 |Bugs Bunny00S Password101 |Password201
10/bugsbunny010 |Bugs |Bunny010 |Bugs Bunny010 |Password101 |Password201
Agoregats Graph 11k yO11 |Bugs |Bunny011 |BugsBunnyOl1l |Password101 |Password201
" 12|bugsbunny012 |Bugs |Bunny012 |BugsBunny012 |Password101 |Password201
? .a.u'urkBenc:h 13 |bugst y013 |Bugs |Bunny013 |Bugs BunnyOl3 |Password101 Password201
T g HTTP(S) Test Script Recorder for IM 14 |bugst y014 |Bugs |Bunny014 |Bugs Bunny0l4 |Password101 |Password201
“iew Results Tree 15/bugsbunny015 |Bugs |Bunny015 |BugsBunny015 |Password101 |Password201
16|bugst y016 |Bugs |Bunny0l6 |Bugs Bunny016 |Password101 |Password201 clude group name in label? Save Table Data Save Table Header
F] | Il | 17|bugst y017 |Bugs |Bunny017 |BugsBunny0l7 |Password101 |Password201
18]t y018 |Bugs |Bunny018 |BugsBunny018 Password101l |Password201

: b y019 |Bugs |Bunny019 |BugsBunny0l1l9 |Passwordl01 |Password201
20 bugsbunny020 |Bugs |Bunny020 |Bugs Bunny020 |Password101 |Password201




Outline of Slides

* The following slides will review the current test plan, to allow users to immediate
jump into the use of the current plan, to use AS-IS or adjust as needed.

* Next, slides will review where to download Jmeter and any plugin option
packages.

* Other slides will follow this section that outline how the initial test plan was built
& how the IM Token was identified and corrected for.

* Lastly, a view of using the Jmeter Server Agent will be presented.
* It has value to help identify disk I/0, CPU and Network utilization.

* A preferred and robust alternative solution is the CA APM (Application Performance
Management) if available.



Current Jmeter Test Plan for IMWA

* Use of the Jmeter HTTP Recorder was used to capture / record the
steps perform manually via the IM User Console.

 After the steps / operations were recorded, selected POST operations
were updated for any variable that would be pulled from the CSV file
or needed to be managed as an extra Session token.

* This is a good starting point to use for testing with OOTB IM tasks.

* This or a new test plan can be created for your own IM tasks.
* No limit on which tasks to use.

* This process provide extended testing functionality over ALL possible IM
tasks.



Pre-Step01: Jmeter Test Plan for IMWA: Properties Files

» After extracting Jmeter, navigate to the JIMETER_HOME\bin folder &
adjust one SSL/TLS setting in jmeter.properties & system.properties:

£y TextPad - C\Users\Administrator\Downloads\apache-jmeter-2.13\apache-jmeter-2.13\bin\jmeter.properties

=,

;Eile Edit Search View Tools Macros Configure ndow Help

Wi
NSEHASRE § Rz =2 75 450 Tl ene ’

4 Update Jmeter from default of SSLv3 to TLSv

jmeter.properties >

# Default HTTPS protocol level:

fhttps.default.protocol=TLS

https.default.protocol=TLSvl

# This may need to be changed here (or in user.properties) to:
fthttps.default.protocol=SSLv3

E TextPad - C\Users\Administrator\Downloads\apache-jmeter-2.13\apache-jmeter-2.13\bin\system.properties *

EEiIe Edit Search View Tools Macros Configure Window Help
NEH EERBE Y EBR D= T D R Tt ens ) .

i Find incrementally [ 4L ii [ Match case -

e e
i
# SSL properties (moved from jmeter.properties)
i
# See http://download.oracle.com/javase/1.5.0/docs/guide/se
# for information on the javax.ssl system properties
https.default.protocol=TLSvl

=
=]
=

il
I[]




Pre-Step 02: Jmeter Test Plan for IMWA: Outline

TgstPIadn f_ Vedry 'f)op; Jmcleltgr is hieir%rlcf}al suchlthat £ P LN LT O s

object defined above will be available for any line items g Q V. . % | [+«=

below. y e @) °d 4 LB G |+ =% |P|® % d dl| % = H

. . . . 9 & [TestPlan-m :

- Have defined & included common variables that will 38 Notes for I Test Plan || TestPlan

be used by other line items 4 csv Data Set Config for IM Login Name: |TestF'Ian—Ih-1

- All fields will be clear text. i Testing Loop for i Comments:Ensure HTML Auth is used with IM:SM integration. Create HTIML Auth and assign to IMS Realm
View Results Tree B

Notes — Hijacked use of this item “user defined Graph Resuls User Defined Variables

variables” to “hold” useful notes. Aggregate Report : Name: Value
Aggregate Graph | [IWA_HOSTNANE sandbox01.1ab.dom

CSV Data Set — For IM, used this item to query a 4l Notes for CPU DISK & Network Performance | f [IMWA_URL hitps:/15(IMWA_HOSTNAME).443/iam/im/cam/ui7/indexjsp

predefined csv file with user object fields, e.g userID, ip@gc - Perflon Matrics Collector | M_SERVICEID idmadmin

FN, LN, etc. ip@gc - Response Times vs Threads i [IM_SERVICE_ID_PWD Password01

jp@aqc - Transactions per Second
jp@gc - JIMXMon Samples Collector
WorkBench

Testing Loop — The “container” of all testing
objectives/lines. - [

Tree / Graph — Output Refoorts (aka Listeners) that will
collect and report high value reports

Jmeter is very flexible and open design. To provide clarity, | have created
this methodology/outline for the Jmeter Test Plan for CA IM Web App

Notes — Hijacked use of this item “user defined
variables” to “hold” useful notes about PerfMon “Server
Agent” for disk 1/O, CPU & memory utilization.

ip@gc — PerfMon Collectors; PerfMon Metrics
Collectors requires ServerAgent be deployed and
updated with a service account. These reports are
ONLY available with the extended Jmeter Plug-in

tgsf:tli(r?ges' NOT Required for benchmark/performance | — || — || Add from Clipboard || — || up || — |
WorkBench — The Jmeter section to allow a HTTP proxy [ ] Run Thread Groups consecutively {i.e. run groups one at a time)
Server to be used + any Other customization. [] Run tearDown Thread Groups after shutdown of main threads

[] Functional Test Mode {i.e. save Response Data and Sampler Data)

Selecting Functional Test Mode may adversely affect performance.

Add directory or jar to classpath Browse... || Delete || Clear |

Library




Step 01: Jmeter Test Plan for IMWA: TestPlan

& |!e.5t Flan - I

488 Notes for IM Test Plan

:,,ﬁ_ﬁ C3Y Data Set Config for IM Login
o= Ef‘ Testing Loop for IM

View Resulis Tree

Graph Resulis

Aggregate Report

Aggregate Graph

Test Plan

Name: |TestF'Ian—Iru1

Comments:Ensure HTML Auth is used with IM:3M integration. Create HTML Auth and assign to IM3 Healm

User Defined Variables

Mame:

Yalue

IMWA_HOSTHMAME

sandbox01.lab.dom

IMWA_URL

hitps IB(IMWA_HOSTHAME) 44 3iamfimicamiui7findex. jsp

IM_SERVICE_ID

idmadmin

IM_SERVICE_ID_PWD

Passwordd

JMETER_TEMP

ctempijmeter

The top level.

Define a name & variables to be used.
Jmeter Variables are referenced by S{NAME}




Step 02: Jmeter Test Plan for IMWA: Notes

9 & TestPlan-M

8

1_555 C5V Data Set Config for IM Login

o [Er Testing Loop for

View Results Tree

Graph Results

Aggregate Report

Aggregate Graph

1_555 Notes for CPU DISK & Network Performance
jp@gc - Perfon Metrics Collector
jp@gc - Response Times vs Threads
jpi@gc - Trangactions per Second
jp@gc - JMXMon Samples Collector
WorkBench

User Defined Variables

Name: |Nutes for IM Test Plan

Comments:

User Defined Variables

Name:

Value

Description

Maote1: SM_JMETER_NOTES_URL

hitp:fwww.ca.comius/supportica-support-online/product-contentknowledgebase-articlesftecd 78754 aspx

Mote2: SM_JMETER_MNOTES_URLZ2

hitps: bz apache. org/bugzilla/show_bug.cgi®id=33796

Mote3d: CSRF ERROR_MESSAGE

Potential Cross Site Request Forgery Attack by performing task ResetUserPassword’. The required token is missing!

Moted: 2nd_CSRF_ERROR MSG

FPotential Cross Site Request Forgery Attack by performing task ‘ResetUserPassword’. The token in the request does not match the one in the session!

Motef: Useful Example of Jmeter Proxy

hitps:lijmeter apache orglusermanualjmeter_proxy_step by_step pdf

Mote6: Another Example of Jmeter Proxy

hitps:fwww digitalocean com/communitytutorials/how-to-us e-jmeter-to-record-test-scenarios

Mote7: CSRF Management Motes

hitp:finstpoe github io/performanceTeststesting-login-using-jmeter html

Mote8: CSRF Management Motes

hitps:liblazemeter comiblog/how-load-test-csrf-protected-web-sites

This “User Defined Variables” item was “re-purposed” to hold useful
notes. Has no other input or value to the test plan.

Included notes or URL examples that were found to have value




Step 03: Jmeter Test Plan for IMWA: CSV File

T

7 4m TestPlan-IM
4 notes for IM Test Plan C3V Data Set Config

:_;,!;|CSV Data Set Config for IM Login Name: |CS‘-,f Data Set Config for IM Login

o & Testing Loop for I Comments:Create CSV File with userlD, Password, accountlD under JMETER_HOME\Wsers.csv

> Vi Reszultz T
Ee Resls Tee Configure the C5V Data Source

Graph Results .
Filemame: |users.csy

Aggregate Report ] i
File encoding:

Aggregate Graph
Variable Names (comma-delimited): |Account_ID_Field User_ID_Field, User_FMN_Field User_LMN_Field User_FullMame_Field Password_Field Mew_Password_Field

‘:m‘!; Motes for CPU DISK & Metwork Performance

jp@gc - Perfion Metrice Collector Delimiter (use t' for tab): |,

jp@ge - Response Times vs Threads Allow quoted data?: False
ip@gc - Transactions per Second Recycle on EOF 2:|True
jpEge - JMXMon Samples Collector B

Stop thread on EOF 7 |False
WorkBench

Sharing mode; | All threads

This “CSV Data Set Config” is Jmeter method to introduce multiple inputs. -
M4 - fi

1 1|bugsbunny001 |Bugs |Bunny001 Bugs BunnyO01 |Password101 |Password201
2 Z_bugsbunnvcoz _Bugs Bunny002 _Bugs Bunny002 _Passwordlﬁl Password201
“ fil d head ith 3
A “users.csv file was created (no header), with 100 rows. & [ ugbunmy00 [5ugs [Bunm004 [ougs B0 [Password 1 Passwordzod
5 5_bugsbunnv005 _Bugs Bunny005 _Bugs Bunny005 _Passwordlul Password201
h h d d f_ d . h 7i . bI ” d, . Id 6 6|bugsbunny006 |Bugs [Bunny006 |Bugs BunnyOO6 |Passwordl01 |Password201
T t V Nam Edit F z
e ea ers are e Ine In e arla e a es I Ie * 8 8|bugsbunny008 |Bugs |BunnyOO8 |Bugs Bunny0D08 |Password101 |Password201
9 9|bugsbunny009 |Bugs |BunnyO09 |Bugs Bunny0D09 |Password101 |Password201
UA” d d R I EOF S h d EOF 10 | 10 bugsbunny010 |Bugs |Bunny010 |Bugs Bunny010 |Password101 |Password201
Accepted the defaults of “Allow quoted data, Recycle on , Stop thread on || i i oo it oo summois [pamserdiot raedzo
V24
Sha red |||Ode 13 | 13|bugsbunny013 |Bugs |Bunny013 |Bugs Bunny013 |Password101 |Password201
14 | 14|bugsbunny014 |Bugs [Bunny014 |BugsBunny0l4 |Password101 |Password201
15 15/bugsbunny015 |Bugs |Bunny0l5 |Bugs BunnyOl5 |Passwordl01 |Password201
17 | 17|bugsbunny017 |Bugs [Bunny017 |Bugs Bunny017 |Password101 [Password201
18 | 18|bugsbunny018 |Bugs |Bunny018 |Bugs Bunny018 |Password101 |Password201
19| 18/bugsbunny019 |Bugs |Bunny019 |Bugs Bunny019 |Password101 |Password201

3|bugsbunny003 |Bugs |Bunny003 |Bugs Bunny003 |Passwordl101 |Password201
7|bugsbunny007 |Bugs |Bunny0O7 |Bugs Bunny0O7 |Password101 |Password201
12| 12|bugsbunny012 |Bugs |Bunny0l2 |BugsBunnyOl12 |Password101 |Password201
16 16|bugsbunny016 |Bugs [Bunny0l6 |Bugs Bunny0l6 |Password101 [Password201
20 20|bugsbunny020 |Bugs |Bunny020 |BugsBunny020 |Password101 (Password201




Step 04: Jmeter Test Plan for IMWA: Thread Group (Loop)

[ - TS0 T IaIT — Tl
4i# Motes for IM Test Plan : Thread Group
;ﬁ_ﬁ CSV Data Set Config for IM Login Hame: |Testing Loop for IM
¥ E Comments:Ensure the users.csv file has same number of users (threads=rows). Bump up ramp up period from 1 second to 10 second or higher to avoid overwhelming the JMS buffer
(Y Gaussian Random Timer for IM ‘|~ Action to be taken after a Sampler error

;ﬂ_ﬁ HTTP Cookie Manager for IM
;ﬁ_ﬁ HTTP Authorization Manager for IM
;ﬂ_ﬁ HTTP Request Defaults for IM

® Continue (' Start Next Thread Loop (' Stop Thread (' StopTest (' Stop Test Now

Thread Properties

48 HTTP Header Manager for IM
e Humber of Threads (users); |1EIEI

o~ ) 01-SM AUTHENTICATION VIA HTTP AUTH FQ

o ) 02 - LAUNCH CREATE USER TASK :| |Ramp-Up Period (in seconds): |60

T ‘ 03 - CREATE USER ‘| |Loop Count: []Forever |1

o~ () 04-LAUNCH RESET USER PASSWORD TASK

o= l' 05-FIND USER [ | Delay Thread creation until needed
o 8 06-RESET PASSWORD FOR USER [ Scheduler

o ) 07 - DELETE USER

| ¢ ¢

A Jmeter Test Plan is managed by a Thread Group “container”.
The Thread Group will define how the test is executed and how many threads & loops.

This “Thread Group” for IM testing uses the following as a peak of the excepted use-cases.
100 (threads=users), ramped up over 60 seconds, for 1 iteration.




Step 05: Jmeter Test Plan for IMWA: Timer

& TestPlan- M : i

448 Notes for IM Test Plan : Gaussian Random Timer

4 csV Data Set Config for IM Login Hame: |Gaussian Random Timer for IM
¢ E Testing Loop for IM e

t}_? |Gaussian Random Timer for IM
48 HTTP Cookie Manager for IM
fm‘!_ﬂ HTTP Authorization Manager for IM
4l HTTP Request Defaults for IM
48 HTTP Header Manager for IM
- ‘ 01-5K AUTHENTICATION W1& HTTP AUTH FORK FOR IM

Thread Delay Properties
Deviation (in milliseconds): |1EIEI.IZI

Constant Delay Offset (in milliseconds): |2EIEI

A Jmeter Test Plan will execute as RAPIDLY as possible.

To slow down this process & emulate what a user(s) may perform, Jmeter offers several different “Timer”
operations.

Jmeter is managed hierarchal, such that objected defined prior, are available to all subsequent operations.

The Gaussian Random Timer was chosen with a constant delay of 200 milliseconds & attached immediately
after the Jmeter Thread Group was defined.

This timer may be temporarily disabled by “right click” on the operation, and select DISABLE




Step 06: Jmeter Test Plan for IMWA: Cookie Manager

? & TestPlan-M
4l Notes for IM Test Plan
;ﬂ_ﬁ CSW Data Set Config for IM Login
T Ef‘ Testing Loop for IM
t‘f Gaussian Random Timer for IM
i |H'ITF' Cookie Manager for IM
;ﬂ_ﬁ HTTP Authorization Manager for I
488§ HTTP Request Defaults for I
4 HTTP Header Manager for IM
o= l' 01-SK AUTHENTICATION V14 HTTP AUTH FORM FOR I
o= f 02 - LAUNCH CREATE USER TASK
o= l' 03 - CREATE USER
o
o

) 04-LAUNCH RESET USER PASSWORD TASK
& 05-FIND USER

HTTP Cookie Manager

Name: |H'I‘I'F' Cookie Manager for IM

Comments:Use only one HTTP Cookie Manager; with WM ensure HTTP Auth Form is used and NOT BASIC AL
Options

Clear cookies each iteration?

Cookie Policy: |rfc2109 w | Implementation: |HC3CookieHandler |+

User-Defined Cookies

Mame: | Value |

To manage web session cookie for IM and SiteMinder, a Jmeter HTTP Cookie Manager is added to the Thread

Group.

SiteMinder Session Cookies require use of the following:
Jmeter Cookie policy: rfc2109 & Implementation of HC3CookieHandler.

SiteMinder follows RFC2109 standards for session cookies & uses IPv4.

HC3CookieHander = IPv4 HC4CookieHandler = IPv6




: Jmeter Test Plan for IMWA: Auth Manager

Test Plan - IM
48 Motes for IM Test Plan
;‘9‘5 CSW Data Set Config for IM Login
T E‘ Testing Loop for IM
Lk’ Gaussian Random Timer for IM
488 HTTP Cookie Manager for IM
;ﬁ_ﬁ HTTP Authorization Manager for IM
4§ HTTP Request Defautts for IM
48 HTTP Header Manager for IM
o @ 01 cuanT

H ATI0 HITF
SiteMinder Realm Dialog

v a

Realm Properties HELP

Diescription:

"Mame:

cam_ims_realm |
Resource | Session | Advanced |

Resaurce

Lookup. ..

lidmembedded
{ Web Agent )

*Agent:

Resource Filter; |/iam/im/cam/

Effective Resource:
idmembeddedimwans Lim. dam) fiamfimfcamf

Althentication scheme Default Resource Protection

HTML Form I Protected

(2] Unpratected

For better look and integration

| NOT Default. Changed from Basicto HTML |

HTTP Authorization Manager

Name: |H'I‘I'F' Authorization Manager for IM

Comments:

Options
Clear auth on each iteration?

Authorizations Stored in the Authorization Manager

Base URL Lsername Password Domain Realm Mechanizm
hitps ME{IMWA_HOSTHNAMENiamiimicam  (idmadmin TITIITIIT BASIC MTHGFST |
BASIC_DIGEST
KERBEROS

To manage HTTP authentication for IM and SiteMinder, a
Jmeter HTTP Authorization Manager is added to the Thread

Group.

Jmeter requires SiteMinder Authentication to be HTML Form
based. Update the IM IMS Realm from default of BASIC to
HTML Form using SSO Ul (SM WAMUI or SM FSSUI)



Step 08: Jmeter Test Plan for IMWA: Request Defaults

9 Test Plan - M

448 Notes for IM Test Plan HTTP Request Defaults
48 csV Data Set Config for IM Login Name: |HTFF' Request Defaults for IM
¢ E‘ Testing Loop for IM Comments:

{T Gaussian Random Timer for IM :
\_) Gaussian Random Timer for + Web Server Timeouts (milliseconds)
48 HTTP Cookie Manager for IM ]
i o 2 | Server HName or IP: |$r{lru1‘.".f.-'R_HGSTNAru1E} |Port Number: |44-3 Connect: | | Response:
4§ HTTP Authorization Manager for I : ——————
i### HTTP Request Defautts for IN :| [HTTP Request
48 HTTP Header Manager for IM ) I:Izl )
o Implementation: Protocol [hitp]: (hitps Content encoding:

o= ‘ 01-5M AUTHENTICATION V1A HTTP AUTH FORM FOR IM . http] M d | |

o~ (@ 02 - LAUNCH CREATE USER TASK | ' path: |

o ‘) 03- CREATE USER | Parameters

o M} 04-LAUNCH RESET USER PASSWORD TASK ;
- ‘ 05-FIND USER Send Parameters With the Request:

o ) 06-RESET PASSWORD FOR USER Name: | Ll
o i} 07 - DELETE USER :

Encode? | Include Equa

To manage any possible unique parameter for a test plan; a Jmeter
HTTP Request Defaults operation is added to the Thread Group.

No changes other than definition of the Web Server’s Server Name to a
variable and the Port Number, were required or needed.




Step 09: Jmeter Test Plan for IMWA: Header Manager

& & TestPlan- M
4i# Notes for M Test Plan | HTTP Header Manager

‘:m‘!_ﬁ C3V Data Set Config for IM Login

Hame: |H'I‘I'F' Header Manager for IM

? Ef‘ Testing Loop for IM Comments:
Tt ) ) P : -
\Y) Gaussian Random Timer for IN ‘| rHeaders Stored in the Header Manager
;ﬂ_ﬁ HTTP Cockie Manager for I MName: Value

fm‘*_ﬂ HTTP Authorization Manager for IM
488§ HTTP Request Defaults for IM
:_ﬂ_ﬂH'ITF' Header Manager for IM
o= .r 01-5M AUTHENTICATION V1& HTTP AUTH FORK FOR IM

To manage any possible unigue header parameter for a test plan; a
Jmeter HTTP Header Manager operation is added to the Thread Group.

No changes required to be defined.




Step 10: Jmeter Test Plan for IMWA: Transaction Controller

? & TestPlan - IM 55 .
4 Notes for IM Test Plan ;| Transaction Controller

;ﬁ_ﬂ CS\ Data Set Config for IM Login Mame: |I:I‘1-Sh-1 AUTHENTICATION VIAHTTP AUTH FORM FOR IM
v E‘ Testing Loop for IM '

t_}_’ Gaussian Random Timer for I 3
;‘;‘_{_5 HTTP Cookie Manager for IM D Generate parent sample
;‘9‘5 HTTP Authorization Manager for IM :
488 HTTP Reguest Defaults for IM
4888 HTTP Header Manager for IM
T l' |EI1-5M AUTHENTICATION V14 HTTP AUTH FORM FOR IM
£ 01a-SMAUTH VIA LOGIN.FCC & PARAMETERS
*4{' 01k - IM LANDING PAGE
o= l' 02 - LAUNCH CREATE USER TASK

|| [comments:

[|Include duration of timer and pre-post processors in generated sample

The first of the HTTP operations to be managed.
A Jmeter Transaction Controller was created by the Jmeter HTTP Recorder.
This Transaction Controller was re-labeled to clarify the operation being performed.

This section will manage the initial BIND operation.

No changes to be defined on this item




Step 11: Jmeter Test Plan for IMWA: HTTP Request

est Hlan - [

4#¢ notes for IM Test Plan i HTTP Request
4§ CSV Data Set Config for IM Login Name: |01a - SM AUTH VIA LOGIN.FCC & PARAMETERS
B Testing Loop for I i| |comments:Detected the start of a redirect chain
L) Gaussian Random Timer for IM H

L aussian Random Himer for E Web Server Timeouts (milliseconds)
4 HTTP Cookie Manager for IM H
e o i | Server Name or IP: |$<{II'u'I‘.".ﬂA_HOSTNAru1E} |P0rl Humber: Connect: Response:
‘_u‘i; HTTP Autherization Manager for IM i
3§ HTTP Request Defautts for I :| [HTTP Request

HTTP Header M for IM :
Fiii ] eader Manager for Implementation: |HttpClient4 = Protocol [http]: Method: |POST = Content encoding: |ise-88559-1

T ‘ 01-SM AUTHEMTICATION W& HTTP AUTH FORM FOR IM

f'/" 01a - SMAUTH VIA LOGIN.FCC & PARAMETERS Path: [/siteminderagentforms/ogin.fec?

,{" 01 - IM LANDING PAGE :
- : [] Redirect Automatically Follow Redirects Use KeepAlive [ ] Use multipartform-data for POST [] Browser-compatible headers

o~ {8 02 - LAUNCH CREATE USER TASK :

o i 03 - CREATE USER f Parameters | Body Data |

o~ {8 04-LAUNCH RESET USER PASSWORD TASK i i

= Send Parameters With the Request:

o= () 05-FIND USER :

o () 06-RESET PASSWORD FOR USER Mame: Value Encede? | Include Equals?

o- i 07 - DELETE UsER || ||EMERG = = L

& - SMLOCALE US-EN L é
USER H{IM_SERVICE_ID} L Ld

- PASSWORD ${IM_SERVICE_ID_PWD} [ v

- i |[target https- /S {IMWA_HOSTMNAME iamfimicam! vl v

View Results Tree i ||smauerydata L [v]

Graph Results || |[smauthreason 0 L L4

Agaregate Report postpresernvationdata L Ll

Aggregatc Graph | Detail || ada || acafromcipoara || petete || up || Down |

The first of the HTTP Request
This was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.

The title was re-labeled to clarify the operation being performed.

Any static values related to session cookies were removed. The USER & PASSWORD fields were auto-populated by Jmeter with the Jmeter variables.
This item will manage the initial BIND operation.

No other changes to be defined on this item




Step 12: Jmeter Test Plan for IMWA: HTTP Request

? & TestPlan-IM

4 Notes for IM Test Plan HTTP Request
:_;;_5 CSV Data Set Config for IM Login Hame: |E|1b - IM LAMDING PAGE
9 E‘:I’e:%ting Loop for IM T
Ve ian Random Ti for IM :
\>) Gaussian Random Timer for i rWeb Server Timeouts (milliseconds)
448 HTTP Cookie Manager for IM :
T o : | Server Name or IP; |${Ir-p1‘.".fA_HOSTNAI'\-1E} |Port Humber: Connect: Response:
;ﬁ_ﬁ HTTP Authorization Manager for IM :
3 HTTP Request Defaults for I i| [HTTP Request
448 HTTP Header Manager for IM ) _ -
i Implementation: |HttpClientd Protocol [http]: Method: Content encoding: |UTF-8
T ‘ 01-5M AUTHENTICATION W& HTTP AUTH FORM FOR IM > pC H [http] Q H .
;&" 01a - SM AUTH V1A LOGIN.FCC & PARAKMETERS Path: |J'iam;’im;’cams’ui?!index.jsp

#* [p1b - m LaNDING PAGE

[ ] Redirect Automatically Follow Redirects Use Keepalive [ | Use multipartform-data for POST [] Browser-compatible headers

o {8 02 - LAUNCH CREATE USER TASK :
o= ‘ 03 - CREATE USER l/ Parameters |/ Body Data |
o= ‘ 04-LAUNCH RESET USER PASSWORD TASK B Send P " With the R t
- end Parameters Wi e Request:
o i) 05-FIND USER :
& .* 06-RESET PASSWORD FOR USER Mame: | Value Encode? | Include Equals?
o i 07 - DELETE USER :
=
=
o | Detail ‘ ‘ Add ‘ ‘ Add from Clipboard | Up || Down ‘
View Results Tree L
Graph Results : Send Files With the Request:

This was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.
The title was re-labeled to clarify the operation being performed.

This is a GET operation is likely is NOT required for the test plan. It was left for clarity where
SiteMinder was referred from. ion.

No other changes to be defined on this item




Step 13: Jmeter Test Plan for IMWA: Transaction Controller

- & TestPian-IM : -
3 Notes for IM Test Plan .| Transaction Controller

48 CsV Data Set Config for IM Login Name: |EIE - LAUMNCH CREATE USER TASK
T Ef‘ Testing Loop for IM '

?“}_* Gaussian Random Timer for IM g
‘_ﬁ_s HTTP Coockie Manager for IM D Generate parent sample
fm‘!_ﬂ HTTP Authorization Manager for I :
4l HTTP Request Defaults for IM
488 HTTP Header Manager for IM
o ‘ 01-5M AUTHENTICATION W14 HTTP AUTH FORM FOR IM
¢ ) 02 - LAUNCH CREATE USER TASK
o= ;{' 0Za-Launch Create User Task
..(’ 02b - Select NEW User to be Created

Comments:

[ | Include duration of timer and pre-post processors in generated sample

The 2"? of the HTTP operations to be managed.

This Jmeter Transaction Controller was created by the Jmeter HTTP Recorder.
This Transaction Controller was re-labeled to clarify the operation being performed.

This section will manage the IM Create User Task operation.

No changes to be defined on this item




Step 14: Jmeter Test Plan for IMWA: HTTP Request

9 & TestPan- -]
3 Notes for IM Test Plan : HTTP Request
48 CSV Data Set Config for IM Login Name: |UEa—Launch Create User Task |

T E‘ Testing Loop for IM

N Comments:
LUs ian Random Timer for IM i
;Eg H::iﬁnk.ﬁ:1 om |m:r -lzlrr1 Web Server Timeouts (milliseconds)
QOKIE Manager Tor I b3
‘;g,!-g P Authurizatiungnanager for I i| | Server Name or IP: |${Ir-p1‘.".fA_HOSTNAI'u1E} |Port Humber: Connect: Response:
4l HTTP Request Defautts for IM ;| [HTTP Request

A8 HTTP Header Manager for IM . - )
: Implementation: |HttpClient4 = Protocol [http]: Method: = Content encoding:
o= ‘ 01-5M AUTHENTICATION W& HTTP AUTH FORM FOR IM i Q
¢ 8 02 - LAUNCH CREATE USER TASK :
T f’ |DZa—Launch Create User Task

Path: |Iiam!im!cam!ui?a’index.jsp |

Eé | cally [ rects [2 | | g -compati

/% 02a - CS5/1Query Extractor - Pull The DWASP_CSRFTOKEN from user_console jar after authentication : [[] Redirect Automatically Follow Redirects Use KeepAlive [ ] Use multipartform-data for POST [] Browser-compatible headers

Jo!€> 02a - Regular Expression Extracter - Pull The OWASP_CSRFTOKEN from user_console.jar after authentica 1/ Parameters |/ Body Data |

J+‘=:> 02a - XPath Extractor - Pull The OWASP_CSRFTOKEN from user_console jar after authentication )

i i Send Parameters With the Request:

f’ 02b - Select NEW User to be Created :
'{0 02c - 'st Page Loaded MName: Value Encode? | Include Equals?
f' 02d - Search on OU Placement tasktag CreateUser — Ld
;,' ) =|: console.cat3  [Manage+Users L 4
r 02e - Submit OU Placement for Default OU

o~ ) 03- CREATE USER
o~ ) 04-LAUNCH RESET USER PASSWORD TASK
o ‘8 05-FIND USER

‘ Detail || Add H Add from Clipboard H Delete H Up H Down |

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.
The title was re-labeled to clarify the operation being performed.

This HTTP GET operation is NEEDED, as it will launch the IM CreateUser Task & execute the security
process to protect the IM solution from Cross Site Request Forgery.

No changes required for this operation




Step 15a: Jmeter Test Plan for IMWA: CSS/Jquery

b pey Test Plan - IM
48 Notes for IM Test Plan
ﬁﬁ CSV Data Set Config for IM Login
' Ef‘ Testing Loop for IM
Q’ Gaussian Random Timer for IM
4l HTTP Cookis Manager for IM
;ﬂ_ﬁ HTTP Authorization Manager for [N
4} HTTP Reguest Defaults for IM
44 HTTP Header Manager for IM
o= ‘ 01-5KM AUTHENTICATION V1A HTTP AUTH FORM FOR IM
T ‘ 02 - LAUNCH CREATE USER TASK
' /’ 02a-Launch Create User Task
,ogb |EI-2& - C55/)Query Extractor - Pull The OWASP_CSRFTOKEM from user_console.jar after authentication
,ogﬂ 02a - Regular Expression Extractor - Pull The OWASP_CSRFTOKEN from user_console.jar after authentical
,ogb 02a - ¥Path Extractor - Pull The OWASP_CSRFTOKEMN from user_console.jar after authentication
{’ 02k - Select NEW User to be Created

CS85/JQuery Extractor
Hame; |El2a - C35/Qwery Extractor - Pull The OWASP_CSRFTOKERN from user_console jar after authentication

Comments:
Apply to;
i) Main sample and sub-samples ® Main sample only ' Sub-samples only ' JMeter Variable

C55/JQuery Extractor Implementation

C55/JQuery Extractor Implementation

Reference Name: CS55_OWASP_CSRF_TOKEN

C35/Query expression: |inputiname=0WASP_CSRFTOKEM]
Attribute: value

Match No. (0 for Random): [$15
Default Value: MOT_FOUMD_VIA_IMETER_CSS_EXTRACTOR

This operation was NOT captured by the Jmeter HTTP Recorder.

and needed to be addressed.

1) CSS/Jquery Extractor 2) Regular Express 3) Xpath Extractor
The example LAB uses the CSS / Jquery Extractor

section is disabled.

During validation of the original test plan, it was observed that an error message would occur and state that a Cross Site Request Forgery was occurring,

To ensure this CSRF Token is auto-generated and capture in a variable, one of three (3) methods may be used:

This process is copied to every IM task operation, to allow a test administrator to disable parts of the lab, but not lose this functionality, if this one

Every IM task that has a HTTP POST and this OWASP_CSRFTOKEN parameter defined, will be updated with the S{CSS_OWASP_CSRF_TOKEN} variable.




Step 15b: Jmeter Test Plan for IMWA: RegEx

¢ &b TestPlan- I IE: .
& Notes for M Test Plan : Regular Expression Extractor
4§ CsV Data Set Config for IM Login Name: |E|2:a - Regular Expression Extractor - Pull The OWASP_CSRFTOKEN from user_console jar after authentication
¢ E‘ Testing Loop for IM Comments:
Q’ Gaussian Random Timer for IM Apply to:

:-55 HTTP Cookie Manager for Il i Main sample and sub-samples ® Main sample only ' Sub-samples only ' JMeter Variable

:_,!i_& HTTP Authorization Manager for IM

8¢ HTTP Request Defaults for IM Field to check

ﬂi& HTTP Header Manager for M ® Body (_ Body(unescaped) ‘ BodyasaDocument () Response Headers ¢ RequestHeaders ' URL ¢ ResponseCode () Resp
0= ‘ 01-SM AUTHENTICATION V1& HTTP AUTH FORK FOR IM
¢ {8 02- LAUNCH CREATE USER TASK ;| Reference Name: REGEX_OWASP_CSRF_TOKEN
# ﬁ;’ 02a-Launch Create User Tazk Regular Expression: =input type="hidden’ name="0WASP_CSRFTOKEN' value="{.+7?) /=
A% 02a - CSSiQuery Extractor - Pull The OWASP_CSRFTOKEN from user_consele jar after authentication Template: 515
P |023 - Regular Expression Extractor - Pull The OWASP_CSRFTOKEN from user_console jar after authentical Match No. (0 for Random):
#% 02a - XPath Extractor - Pull The OWASP_CSRFTOKEN from user_console.jar after authentication Default Value: NOT_FOUMD_VIA_JMETER_REGEX_EXTRACTOR

AT 07h . Selact MEW llser tn he Created

This operation was NOT captured by the Jmeter HTTP Recorder.

During validation of the original test plan, it was observed that an error message would occur and state that a Cross Site Request Forgery was occurring,
and needed to be addressed.

To ensure this CSRF Token is auto-generated and capture in a variable, one of three (3) methods may be used:
1) CSS/Jquery Extractor 2) Regular Express 3) Xpath Extractor
The example LAB uses the CSS / Jquery Extractor

This process is copied to every IM task operation, to allow a test administrator to disable parts of the lab, but not lose this functionality, if this one
section is disabled.

Every IM task that has a HTTP POST and this OWASP_CSRFTOKEN parameter defined, will be updated with the S{CSS_OWASP_CSRF_TOKEN} variable.




Step 15c: Jmeter Test Plan for IMWA: Xpath Extractor

? Test Plan - IM =]
4### Notes for IM Test Plan : XPath Extractor
48 C5V Data Set Config for IM Login Hame: |023 - XPath Extractor - Pull The OWASP_CSRFTOKEM from user_console jar after authentication
? E“;re’s.ting Loop for IM Comments:
(Y) Gaussian Random Timer for I Apply to:

488 HTTP Cookie Manager for I i) Main sample and sub-samples ® Main sample only ' Sub-samples only ) JMeter Variable |

‘_;.;;_5 HTTP Authorization Manager for IM

44## HTTP Regquest Defautts for IM L HE I TIE

155 HTTP Header Manager for IM Use Tidy (tolerant parser} [v] Quiet [ | Reporterrors [ | Show warnings
L ‘ 01-5M AUTHENTICATION W& HTTP AUTH FORM FOR IM
¢ 8 02 - LAUNCH CREATE USER TASK O O O O

? ;(’ 0Za-Launch Create User Task

. . S
/% 023 - CS5/JQuery Extractor - Pull The OWASP_CSRFTOKEN from user_console. jar after authentication [] Return entire XPath fragment instead of text content?

#% 02a - Regular Expression Extractor - Pull The OWASP_CSRFTOKEN from user_console.jar after authentica Reference Name:xPATH_OWASP_CSRF_TOKEN
2 [02a - XPath Extractor - Pull The OWASP_CSRFTOKEN from user_console jar after authentication ;| XPathquery:  iinputi@name="OWASP_CSRFTOKENTJ@value
#* 020 - Select NEW User to be Created ¢| DefaultValue: |NOT_FOUND_VIA_JMETER_XPATH_EXTRACTOR

‘{, 02c - 'st Page Loaded

This operation was NOT captured by the Jmeter HTTP Recorder.

During validation of the original test plan, it was observed that an error message would occur and state that a Cross Site Request Forgery was occurring,
and needed to be addressed.

To ensure this CSRF Token is auto-generated and capture in a variable, one of three (3) methods may be used:
1) CSS/Jquery Extractor 2) Regular Express 3) Xpath Extractor
The example LAB uses the CSS / Jquery Extractor

This process is copied to every IM task operation, to allow a test administrator to disable parts of the lab, but not lose this functionality, if this one
section is disabled.

Every IM task that has a HTTP POST and this OWASP_CSRFTOKEN parameter defined, will be updated with the S{CSS_OWASP_CSRF_TOKEN} variable.




Step 16: Jmeter Test Plan for IMWA: HTTP Request

[ Test Plan - IM

##8¢ Notes for IM Test Plan : HTTP Request
48 CSV Data Set Config for IM Login Hame: |02b - Select NEW User to be Created
¢ E‘ Testing Loop for IM Comments:
] Gaussian Random Timer for IM :
E‘—’ Web Server Timeouts (milliseconds)

448 HTTP Cookie Manager for IM
e :| | Server Name or IP: |${Iru1‘.".fA_HOSTNAI'u1E} |P0rt Humber: Connect: Response:

;_ﬁ; HTTP Authorization Manager for IM

4 HTTP Request Defautts for I || [HTTP Request

448 HTTP Header Manager for IM ) _ ,

e i Implementation: |HttpClientd Protocol [hitp]: Method: |POST Content encoding: |UTF-8
o~ (&) 01-SM AUTHENTICATION VIA HTTP AUTH FORM FOR IM | 2 oC = mip:| | = <
¢ ) 02 - LAUNCH CREATE USER TASK Path: |J'iamfims'cam.n'ui?.n'index.jsp?faces‘u'iewld:Iappfpages'screem’standard_search.jsp

o f’ 0Za-Launch Create User Task
f’ |02h- Select NEW User to be Created g
/7 02c- st Page Loaded || | Parameters | Body Data |

[] Redirect Automatically Follow Redirects Use Keepalive [ Use multipartform-data for POST [ Browser-compatible headers

f’ 02d - Search on OU Placement X
i Send Parameters With the Request:
f’ 02e - Submit OU Placement for Default OU g
o= ) 03 - CREATE USER gi Name: Value Encode? | Include Equals?
b .r J4-LAUNCH RESET USER PASEVWORD TASK ] OWASP_CSRFTOKEN B{CSS_OWASP_CSRF_TOKEN} Ll 4
o ) 05.FIND USER ScrollPosX 0 L Ll
U | |scroliPosy 0 L] v]
o= (&) 06-RESET PASSWORD FOR USER i ClientTimezane 5 L] [v]
o~ ) 07 - DELETE USER i |[createType new [] v]
-5 3 standardsearch_andLower L] [v]
o Filter.0.Field YUSER_ID% v] v]
L Filter.0.0p EQUALS L] v
2| |[Filter.0.Value = L] [v]
View Results Tree Filter.gfrows 1 [] [v]
Graph Results i| |[main_susmiT 1 L] [v]
Aggregate Report §§ action.standardsearch.select 1 L] [v]
Aggregate Graph :
| Detail | | Add | | Add from Clipboard | | Delete | | Up | | Down |

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.
The title was re-labeled to clarify the operation being performed.

Note the “createType” = “new” parameter
Only the OWASP_CSRFTOKEN parameter was updated with the S{CSS_OWASP_CSRF_TOKEN}




Step 17: Jmeter Test Plan for IMWA: HTTP Request

9 TestPlan-M i
48 Notes for IM Test Plan i HTTP Request
:_;;_5 CSV Data Set Config for IM Login Name: |U2c— Ist Page Loaded |
T E‘ Testing Loop for IM Comments:

Q’ Gaussian Random Timer for IM

Web Server Timeouts (milliseconds)
448 HTTP Cookie Manager for IM
o o Server Name or IP: |${II‘u1WA_HOSTNAru1E} |Port Number: | | Connect: | | Response:
:_;;_5 HTTP Authorization Manager for IM B
4§ HTTP Request Defautts for IM :| [HTTP Request
448 HTTP Header Manager for IM : _ ,
= Implementation: |HttpClientd Protocol [http]: Method: |POST Content encoding: |UTF-8
o ‘ 01-5M AUTHENTICATION V14 HTTP AUTH FORM FOR IM > pC = Inttp 4 = .
¢ 1) 02- LAUNCH CREATE USER TASK Path: |J’iams’im!cams’ui?s’index.jsp'?facesViewId:J’app!page!proﬂle:’proﬂle.jsp

o= #{' 02a-Launch Create User Task . . . . . "
*{, 02b - Select NEW Usar o be Created [] Redirect Automatically Follow Redirects Use KeepAlive [ Use multipartform-data for POST [] Browser-compatible headers

*{' l/Parameters r Body Data |

{' 02d - Search on OU Placement .
*{, i Send Parameters With the Request:
F 02e - Submit OU Placement for Default OU 5
o (@ 03 - CREATE USER Name: Value Encode? | Include Equals?
o ‘ 04-LAUNCH RESET USER PASSWORD TASK OWASP_CSRFTOKEN HCS5_OWASP_CSRF_TOKEM} L 4 -
o G 05-FIND USER ScrollPosx 0 L ] =
T A |lscroliPosy 0 [] v]
o~ ) 06-RESET PASSWORD FOR USER i |lactivetab.index 0 B vl
o ) 07 - DELETE USER :| ||action_BrowseORG_MEMBERS... [Browse L] [v]
- | |luseEr_ID L] v]
o PASSWORD ] v
o passwordConfirm L] [v]
:; enable true L] [v]
View Results Tree FIRST_MNAME L] ]
Graph Resutts | ||casT_NamE L] v
Aggregate Report FULL_MNAME ; Z -
Aggregate Graph B ER121 v
| Detail | | Add | | Add from Clipboard | | Delete | | Up | | Down |

Send Files With the Request:

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.
The title was re-labeled to clarify the operation being performed.

Note the “enable” = “true” parameter. The entire IM Create User Screen was loaded but only this
attribute was pre-define on this page

The OWASP_CSRFTOKEN parameter was updated with the S{CSS_ OWASP_CSRF_TOKEN}




Step 18: Jmeter Test Plan for IMWA: HTTP Request

9 ; Test Plan - IM
4i8¢ notes for M Test Plan
1_555 CSW Data Set Config for IM Login
T E‘ Testing Loop for IM
Q’ Gaussian Random Timer for IM
4488 HTTP Cookie Manager for IM
‘_‘;;g HTTP Authorization Manager for I
48 HTTP Request Defautts for I
4488 HTTP Header Manager for I
o ‘ 01-5M AUTHENTICATION V1A HTTP AUTH FORM FOR IM
T ‘ 02 - LAUNCH CREATE USER TASK
o= f' 0Za-Launch Create User Task
p’" 02Zb - Select NEW User to be Created
'f' 02c - 'st Page Loaded
f'|02d- Search on OU Placement
p” 02e - Submit OU Placement for Default QU
03 - CREATE USER
‘ 04-LAUNCH RESET USER PASSWORD TASK
& 05-FND USER
‘ 05-RESET PASSWORD FOR USER
‘% 07 - DELETE USER

YT YT YTYTY

?

Wiew Results Tree
Graph Results
Aggregate Report
Aggregate Graph

HTTP Request

Name: |U2d - Search on OU Placement

Comments:

Web Server

Timeouts (milliseconds)

Server Name or IP: |${II'\-1‘.".".*\_HOSTNAME}

HTTP Request

implementation: [HttpClientd = Protocol [http]: Method: |POST = Content encoding: [UTF-8

|Port Humber: Connect: Response:

Path: |fiam!im!cam!ui?.findex.jsp?faces‘ufiewld:!app!pagerscreem’standard_search.jsp

[] Redirect Automatically Follow Redirects Use Keepalive [ ] Use multipartform-data for POST ] Browser-compatible headers

r Parameters r Body Data |

Send Parameters With the Request:

Mame: Value Encode? | Include Equals?
OWASP_CSRFTOKEN H{CS5_OWASP_CSRF_TOKEN} L] v]
ScrollPosX 0 L] v
ScrollPosY 0 L] v
activetab.index 0 L] v
standardsearch_andLower L] v]
Filter.0.Field %ORG_MNAMES: v] v]
Filter.0.0p EQUALS L] v
Filter.0.Value * L] v
Filter.afrows 1 ] v]
main_SUBMIT 1 O v]
action.standardsearch.search 0 L] v

| Detail | | Add | | Add from Clipboard | | Delete | | Up | | Down |

experience.

The OWASP_CSRFTOKEN parameter was updated with the S{CSS_ OWASP_CSRF_TOKEN}

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.
The title was re-labeled to clarify the operation being performed.

The initial search on user’s OU may NOT be necessary, but was retained to emulate the user’s




Step 19: Jmeter Test Plan for IMWA: HTTP Request

& TestPlan -
488 Notes for IM Test Plan
:_,!i; CSW Data Set Config for IM Login
LS E‘ Testing Loop for IM
tlf Gaussian Random Timer for IM
48 HTTP Cookie Manager for I
:_555 HTTP Authorization Manager for [N
4 HTTP Request Defautts for IM
48 HTTP Header Manager for IM
0= ‘ 01-SM AUTHENTICATION V1A HTTP AUTH FORM FOR 1M
T ‘ 02 - LAUNCH CREATE USER TASK
o= r‘" 02a-Launch Create User Task
f' 02b - Select NEW User to be Created
r‘" 0Zc - 'st Page Loaded
f' 02d - Search on OU Placement
P"’ |E|-23 - Submit OU Placement for Default OU
' 03 - CREATE USER
‘ 04-LAUNCH RESET USER PASSWORD TASK
& 05-FIND USER
‘ 05-RESET PASSWORD FOR USER
{#® 07 - DELETE USER

TYY T YTYY

.
View Results Tree
Graph Results
Aggregate Report
Aggregate Graph

HTTP Request

Name: |E|2e - Submit OU Placement for Default OU

Comments:

Web Server Timeouts (milliseconds)

Server Name or IP: |${Iru1‘."."A_HOSTNAru1 E} |P0rt Number: Connect: Response:

HTTP Request

Implementation: | HttpClientd ﬂ Protocol [http]: Method: |POST = Content encoding: |UTF-8

Path: |Iiamfimh:amfui?findex.jsp?facesViewld:fappipagersu:reem'standard_search.jsp

[] Redirect Automatically Follow Redirects Use KeepAlive [ ] Use multipartform-data for POST [] Browser-compatible headers

f Parameters r Body Data |

Send Parameters With the Request:

Mame: Value Encode? | Include Equals?
OWASP_CSRFTOKEN H{C55_0OWASP_CSRF_TOKENM} [ ] v]
ScrollPosX 0 [] v]
ScrollPosY 0 [] v]
activetab.index 0 [] v]
standardsearch_andLower [] v]
Filter.0.Field %ORG_MAME: v] v]
Filter.0.0p EQUALS [] v]
Filter.0.Value * [] v]
Filter.gfrows 1 [] v]
DefaultOrganizationSearch__sel 1 [] v]
main_SUBMIT 1 [] v]
action.standardsearch.select 1 [] v]

‘ Detail | | Add ‘ ‘ Add from Clipboard ‘ ‘ Delete ‘ ‘ Up | ‘ Down ‘

The title was re-labeled to clarify the operation being performed.
Note “DefaultOrganizationSearch__sel” = “1”
The OWASP_CSRFTOKEN parameter was updated with the S{CSS_OWASP_CSRF_TOKEN} value.

This step was captured by thé Jmeter HTTP Recorder, when executed via manually in a browser.




Step 20: Jmeter Test Plan for IMWA: Transaction Controller

P g TestPlan- M : .
i Notes for I Test Plan : Transaction Controller
;ﬁ_& CS\ Data Set Config for IM Login Hame: |EIS - CREATE USER

¢ B Testing Loop for IM
u»_’ Gaussian Random Timer for IM g
;‘;_ﬁ HTTP Cookie Manager for IM D Generate parent sample
ﬁ HTTP Authorization Manager for IM :
4l HTTP Regquest Defaults for IM
488 HTTP Header Manager for IM
o= l' 01-5K AUTHENTICATION V14 HTTP AUTH FORM FOR I
o l' 02 - LAUNCH CREATE USER TASK
¢ & o3 - CREATE USER :
03a - Submit Create User Task & UPDATE OWASP_CSRFTOKEN PAR
é" 03b - Confirm Submit to Create User & UPDATE OWASP_CSRFTOKE
o l' 04-LAUNCH RESET USER PASSWORD TASK :

The 3" of the HTTP operations to be managed

This Jmeter Transaction Controller was created by the Jmeter HTTP Recorder.
This Transaction Controller was re-labeled to clarify the operation being performed.

Comments:

[ ] Include duration of timer and pre-post processors in generated sample

This section will manage the submission of the IM Create User Task operation.

No changes to be defined on this item




Step 21: Jmeter Test Plan for IMWA: HTTP Request

Test Plan - IM

i8¢ Notes for IM Test Plan

;,‘i; CSY Data Set Config for IM Login
e EF Testing Loop for IM

* &

| HTTP Request
| |Mame: [03a - Submit Create User Task & UPDATE OWASP_CSRFTOKEN PARAMETER |

Comments:

Q’ Gaussian Random Timer for IM
48§ HTTP Cookie Manager for I
‘_,.;;5 HTTP Authorization Manager for IM
J#8¢ HTTP Request Defaults for IM
48 HTTP Header Manager for IM
o= ‘ 01-SM AUTHENTICATION W& HTTP AUTH FORM FOR IM
o ‘ 02 - LAUNCH CREATE USER TASK
¢ M8} 03 - CREATE USER
'{. ||}33 - Submit Create User Task & UPDATE OWASP_CSRFTOKEN PARAMETER
'{. 03b - Confirm Submit to Create User & UPDATE OWASP_CSRFTOKEN PARAMETER

Web Server

Server Name or IP: |B{IMWA_HOSTNAME]Port Number: Connect: Response:;

HTTP Request

Timeouts (milliseconds)

Implementation: [HtipClient4 = Protocol [http]: Method: |[POST = Content encoding: (UTF-8

Path: |.fiamIimIcam!ui?!index.j5p?faces‘ufiewldza’app:’page!screenfstandard_search.jsp

[ | Redirect sutomatically Follow Redirects Use KeepAlive [ | Use multipartform-data for POST [ ] Browser-compatible headers

| Parameters | Body Data |

o= ‘ 04-LAUNCH RESET USER PASSWORD TASK i

o ) 05-FIND USER Send Parameters With the Request:

o B 06-RESET PASSWORD FOR USER MName: Value Encode? | Include Equals?

& .r 07 - DELETE USER g:;":;\”sPF'O_S?(SRI—‘I'OKEN ﬁ{cSS_OWASF'_CSRF_TGKEN} L % :

T ScrollPosY 0 O] v |

- activetab.index i ] ]

o USER_ID 5{User_ID_Field} L ¥

View Resultz Tree PASSWORD ${Password_Field} L 4

Graph Results Zigi:a:ord(:onﬂrm ﬁiassword_Field} Ll %

Aggregate Report FIRST_NAME S{User_FN_Field} O v

Aggregate Graph LAST_MAME ${User_LN_Field} O] ]
FULL_MAME HUser_FullMame_Field} 4 4 |
ER1AL v hal

| Detail | | Add | | Add from Clipboard | | Delete | | Up | | Down |

This step was captured by the Jmeter HTTP. Recorder, when executed via manually in a browser.
The title was re-labeled to clarify the operation being performed.

The following minimal required parameters were updated to use the CSV variables:

USER_ID = S{User_ID_Field}, PASSWORD = ${Password_Field},passwordConfirm = S{Password_Field}, FIRST _NAME = S{User_FN_Field},
LAST _NAME = ${User_LN_Field}, FULL_NAME = ${User_FullName_Field}, & OWASP_CSRFTOKEN = ${CSS_OWASP_CSRF_TOKEN}




Step 22: Jmeter Test Plan for IMWA: HTTP Request

P &a TestPlan-m

$i8¢ Notes for IM Test Plan s HTTP Request
4#8§ csv Data Set Config for IM Login Name: |03b - Confirm Submit to Create User & UPDATE OWASP_CSRFTOKEM PARAMETER |
? Ef‘ Testing Loop for IM Comments:
L} Gaussian Random Timer for M :
?\- AUSSIAN Fancom fimer for Web Server Timeouts (milliseconds)

448 HTTP Cookie Manager for IM
e i Server Name or IP: |B{Iru1‘.“.fA_HOSTNAru1E}|Port Humber: Connect: Response:

jji; HTTP Authorization Manager for IM

4 HTTP Request Defaults for IW -| [HTTP Request
48 HTTP Header Manager for IM ) _ .
P i Implementation: |HttpClientd Protocol [http]: Method: |POST Content encoding: (UTF-8
o= ‘ 01-5M AUTHENTICATION W& HTTP AUTH FORM FOR IM > nC = [http] Q = .
6~ (&) 02 - LAUNCH CREATE USER TASK Path: |Iiam;'imh:ams’ui?findex.jsp‘?fau:es‘-!iewld:fappa'page;’screem’standard_search.jsp |

¢ (8 03 - CREATE USER
#* 03a - Submit Create User Task & UPDATE OWASP_CSRFTOKEN PARAMETER :
#* 030 - Confirm Submit to Create User & UPDATE OWASP_CSRFTOKEN PARAMETER| | - ["Parameters | Body Data |
o~ (8} 04LAUNCH RESET USER PASSVWORD TASK :
o {8 05-FIND USER

[ ] Redirect Automatically Follow Redirects Use KeepAlive [ ]| Use multipartform-data for POST [ | Browser-compatible headers

Send Parameters With the Request:

-2 ‘ 05-RESET PASSWORD FOR USER Mame: Value EnEEde'? Include_EquaIs?'

& @ 07 - DELETE USER :| ||owasSP_CSRFTOKEN ${CSS_OWASP_CSRF_TOKEN} O G

- ScrollPosX 0 [ v
ScrollFosY 0 [] v]

T i |[laction.submit.confirm yes [ ] v

- i |[main_suBmiT 1 O v

View Results Tree action.submit.confirm 0 L] V]

Graph Results :

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.
The title was re-labeled to clarify the operation being performed.

Note “action.submit.confirm” = “yes”

The OWASP_CSRFTOKEN parameter was updated with the S{CSS_OWASP_CSRF_TOKEN} value.




Step 23: Jmeter Test Plan for IMWA: Transaction Controller

P & TestPlan-IM : .
44 Notes for IM Test Plan : Transaction Controller

fm‘*_ﬂ C3W Data Set Config for IM Login
% B Testing Loop for IM
t‘}_’ Gaussian Random Timer for IM g
4 HTTP Cookie Manager for I [] Generate parent sample
jm‘!_ﬁ HTTP Authorization Manager for IM :
4l HTTP Regquest Defaults for I
48 HTTP Header Manager for IM
o= l' 01-5M AUTHENTICATION V1A HTTP AUTH FORK FOR 1M
o= f 02 - LAUNCH CREATE USER TASK
o= f 03 - CREATE USER
¢ l' |I34-LAUNCH RESET USER PASSWORD TASK
T ;{' (4a - Launch Reset User Password Task
,ﬁﬁ* CsSQuery Extractor - Pull The OWASP_CSRFTOKEN from user_console jar after authentication
;‘55 Regular Expression Extractor - Pull The OWASP_CSRFTOKEMN from user_conscle jar after authentication
,»${> XPath Extractor - Pull The OWASP_CSRFTOKEN from user_con=sole jar after authentication

The 4t of the HTTP operations to be managed.

Hame: |EIa1~—I_ALJNCH RESET USER PASSWORD TASK
Comments:

[ | Include duration of timer and pre-post processors in generated sample

This Jmeter Transaction Controller was created by the Jmeter HTTP Recorder.

This Transaction Controller was re-labeled to clarify the operation being performed.

This section will manage the launch of the IM Reset a User Password operation. This section assumes the
users’ accounts exist or were created prior.

No changes to be defined on this item




Step 24: Jmeter Test Plan for IMWA:

HTTP Request

Test Plan - IM
48 Motes for IM Test Plan
‘_‘,53_5 CSV Data Set Config for IM Login
¢ | Testing Loop for IM
u’ Gaussian Random Timer for IM
48 HTTP Cookie Manager for IM
;5,!_5 HTTP Authorization Manager for IM
48 HTTP Request Defautts for IM
48 HTTP Header Manager for IM
o= ‘ 01-SKM AUTHENTICATION V14 HTTP AUTH FORM FOR IM
o ‘ 02 - LAUNCH CREATE USER TASK
o= ‘ 03 - CREATE USER
e ‘ 04-LAUNCH RESET USER PASSWORD TASK
T !'|U4a - Launch Reset User Password Task
,ot€> C35/)Query Extractor - Pull The OWASP_CSRFTOKEN from user_conscle jar after authentication

? &

,9‘59 Regular Expression Extractor - Pull The OWASP_CSRFTOKEN from user_console jar after authentication

,°$:> XPath Extractor - Pull The OWASP_CSRFTOKEN from user_coensole jar after authentication
9 05-FIND USER
‘ 08-RESET PASSWORD FOR USER
o () 07 _DFLETE LISER

?

?

HTTP Request

Name: |U4a -Launch Reset User Password Task

Comments:

Web Server Timeouts (milliseconds)
Server Name or IP: |${Ir\-1‘.".f.-°«_HOSTNAr\-1E} |Port Number: Connect: Response:
HTTP Request

Implementation: |HttpClient4 = Protocol [hitp]: Method: = Content encoding: |UTF-8

Path: |Iiam!im!cama’ui?ﬂndex.jsp

[ ] Redirect Automatically Follow Redirects Use KeepAlive [ | Use multipartform-data for POST [ ] Browser-compatible headers

l/Parameters r Body Data |

Send Parameters With the Request:

MName: Walue
ResetUserPassword
Manage Users

Encode? | Include Equals?

task.tag
console cat3

=]
=0

No changes required for this operation

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.
The title was re-labeled to clarify the operation being performed.

This HTTP GET operation is NEEDED, as it will launch the IM ResetUserPassword Task & execute the security
process to protect the IM solution from Cross Site Request Forgery (if it was NOT already performed)




Step 25a: JImeter Test Plan for IMWA: CSS/JQuery

& TestPlan - IM
4 Notes for IM Test Plan 2 CS SIJQUEW Extractor
:_,!;; CSV Data Set Config for IM Login Hame: |CSSLI[1uer§.r Extractar - Pull The OWASP_CSREFTOKEM from user_console jar after authentication
' Ef‘ Testing Loop for IM Comments:
?;'f Gaussian Random Timer for M Apply to:
48§ HTTP Cookie Manager for IM {_) Main sample and sub-samples ® Main sample only ' Sub-samples only ' JMeter Variable ’_

;:,!; HTTP Authorization Manager for IM
;ﬂ; HTTP Request Defaults for IM
4l HTTP Header Manager for IM

C55/JQuery Extractor Implementation

C55/JQuery Extractor Implementation

o ) 01-SM AUTHENTICATION VIA HTTP AUTH FORM FOR IM Reference Name: CS5_0OWASP_CSRF_TOKEM
o !' 02 - LAUNCH CREATE USER TASK C55JQuery expression: |inputiname=0WASP_CSRFTOKEN]
o~ {#) 03 - CREATE USER || Attribute: value
¢ & 04-LAUNCH RESET USER PASSWORD TASK Match No. (0 for Random): 515
# #* 04a - Launch Reset User Password Task || Default Value: NOT_FOUND_VIA_JMETER_CSS_EXTRACTOR

,ﬁb |CSS.I'JCLuer'_.r Extractor - Pull The OWASP_CSRFTOKEN from user_console.jar after authentication
,a‘g-'> Regular Expression Extractor - Pull The OWASP_CSRFTOKEMN from user_console jar after authentication
,ﬁb XPath Extractor - Pull The OWASP_CSRFTOKEN from user_console jar after authentication

o~ ) 05-FIND USER

This operation was NOT captured by the Jmeter HTTP Recorder.

During validation of the original test plan, it was observed that an error message would occur and state that a Cross Site Request Forgery was occurring, and needed to be addressed.
To ensure this CSRF Token is auto-generated and capture in a variable, one of three (3) methods may be used:

1) CSS/Jquery Extractor 2) Regular Express 3) Xpath Extractor

The example LAB uses the CSS / Jquery Extractor

This process is copied to every IM task operation, to allow a test administrator to disable parts of the lab, but not lose this functionality, if this one section is disabled.

Every IM task that has a HTTP POST and this OWASP_CSRFTOKEN parameter defined, will be updated with the ${CSS_OWASP_CSRF_TOKEN} variable.




Step 25b: Jmeter Test Plan for IMWA: RegEx

& Test Plan - I .
4t Notes for 1M Test Plan Regular Expression Extractor
4l csv Data Set Config for IM Login Name: |Regu|ar Expression Extractor - Pull The OWASP_CSRFTOKEN from user_consaole jar after authentication
- E‘:I’e’sting Loop for IM Comments:
(X Gaussian Random Timer for IM Apply to:
:_;;_5 HTTP Cookie Manager for IM ) Main sample and sub-samples ® Main sample only ' Sub-samples only ' JMeter Variable

;ﬂ_ﬂ HTTP Authorization Manager for IM

:_;i_ﬁ HTTP Request Defaults for IM :

$i§ HTTP Header Manager for IM ® Body (' Body (unescaped) ' BodyasaDocument ' Response Headers (' RequestHeaders O URL
o= ) 01-SM AUTHENTICATION V14 HTTP AUTH FORM FOR IM 3

Field to check

o i 02 - LAUNCH CREATE USER TASK | Reference Name: REGEX_OWASP_CSRF_TOKEN
o~ (@) 03- CREATE USER || Regular Expression: =input type="hidden’ name="0WASP_CSRFTOKEN value="(+?)' I=
o 8 04-LAUNCH RESET USER PASSWORD TASK || Template: 515
¢ ;{' 04a - Launch Reset User Password Task Match No. (0 for Random):
#% CS5/Query Extractor - Pull The OWASP_CSRFTOKEN from user_console jar after authentication || Defauit Value: NOT_FOUND_VIA_JMETER_REGEX_EXTRACTOR

,o'5€> |Regular Expression Extractor - Pull The OVWASP_CSRFTOKEN from user_console jar after authentication
J°'5€> XPath Extractor - Pull The OWASP_CSRFTOKEN from user_console jar after authentication
o B 05-FIND USER

This operation was NOT captured by the Jmeter HTTP Recorder.

During validation of the original test plan, it was observed that an error message would occur and state that a Cross Site Request Forgery was occurring,
and needed to be addressed.

To ensure this CSRF Token is auto-generated and capture in a variable, one of three (3) methods may be used:
1) CSS/Jquery Extractor 2) Regular Express 3) Xpath Extractor
The example LAB uses the CSS / Jquery Extractor

This process is copied to every IM task operation, to allow a test administrator to disable parts of the lab, but not lose this functionality, if this one
section is disabled.

Every IM task that has a HTTP POST and this OWASP_CSRFTOKEN parameter defined, will be updated with the S{CSS_OWASP_CSRF_TOKEN} variable.




Step 25c: Imeter Test Plan for IMWA: Xpath Extractor

& TestPlan- M
4i8% Notes for IM Test Plan
:_;;__5 CSV Data Set Config for IM Login
e E‘ Testing Loop for IM
Q} Gaussian Random Timer for I
48 HTTP Cookie Manager for IM
:_5;__5 HTTP Authorization Manager for IM
48 HTTP Request Defautlts for IM
i8¢ HTTP Header Manager for IM
o= ‘ 01-SK AUTHENTICATION VIA HTTP AUTH FORM FOR IM
o= ‘ 02 - LAUNCH CREATE USER TASK
o ‘ 03 - CREATE USER
T ‘ 04-LAUNCH RESET USER PASSWORD TASK
T ;{, 04a - Launch Reset User Password Task
,o‘3€> CSS/Query Extractor - Pull The OWASP_CSRFTOKEN from user_console.jar after authentication
,o3€> Regular Expression Extractor - Pull The OWASP_CSRFTOKEN from user_censole. jar after authentication

,939 b(Path Extractor - Pull The OWASP_CSRFTOKEMN from user_console jar after authentication
[= 3 ‘- NS FIIOIISFD

XPath query:

XPath Extractor

Hame: |}<F'ath Extractor - Pull The OWASP_CSRFTOKEN from user_console jar after authentication

Comments:
Apply to:

i Main sample and sub-samples ® Main sample only _ Sub-samples only ' JMeter Variable |

XML Parsing Options
Use Tidy (tolerant parser) [v| Quiet [ | Reporterrors [ | Show wamings
O O O O

[ ] Return entire XPath fragment instead of text content?

Reference NameixPATH_OWASP_CSRF_TOKEN

Mnputli@name="0WASP_CSRFTOKEN")@value

Default Value:

NOT_FOUND_VIA_IMETER_XPATH_EXTRACTOR

This operation was NOT captured by the Jmeter HTTP Recorder.

and needed to be addressed.

1) CSS/Jquery Extractor 2) Regular Express 3) Xpath Extractor
The example LAB uses the CSS / Jquery Extractor

section is disabled.

During validation of the original test plan, it was observed that an error message would occur and state that a Cross Site Request Forgery was occurring,

To ensure this CSRF Token is auto-generated and capture in a variable, one of three (3) methods may be used:

This process is copied to every IM task operation, to allow a test administrator to disable parts of the lab, but not lose this functionality, if this one

Every IM task that has a HTTP POST and this OWASP_CSRFTOKEN parameter defined, will be updated with the S{CSS_OWASP_CSRF_TOKEN} variable.




Step 26: Jmeter Test Plan for IMWA: Transaction Controller

P 4@ TestPlan- M : .
i Notes for IM Test Plan 3 Transaction Controller
‘:m‘!_ﬁ CSW Data Set Config for IM Login Hame: |DE-FIND LISER
¢ Er Testing Loop for IM :
q(‘}_r Gaussian Random Timer for IM i
4#$ HTTP Cookie Manager for I L
:_,‘!;_ﬂ HTTP Authorization Manager for I :
44 HTTP Request Defaults for I
488§ HTTP Header Manager for IM
o= .r 01-5M AUTHENTICATION WIA HTTP AUTH FORM FOR IM
o= ‘ 02 - LAUNCH CREATE USER TASK
o @} 03 - CREATE USER
o
?

Comments:

[ ] Include duration of timer and pre-post processors in generated sample

‘ 04-LAUNCH RESET USER PASSWORD TASK

& p5-FIND USER
/¥ 05a- UPDATE OWASP_CSRFTOKEN & OTHER PARAMETERS

Ly
*4(, 05b - UPDATE OWASP_CSRFTOKEN & OTHER PARAMETERS
o= .r 08-RESET PASSWORD FOR USER

The 5% of the HTTP operations to be managed.

This Jmeter Transaction Controller was created by the Jmeter HTTP Recorder.

This Transaction Controller was re-labeled to clarify the operation being performed.

This section will manage the search operation for IM Reset a User Password operation. This section assumes
the users’ accounts exist or were created prior.

No changes to be defined on this item




Step 27: Jmeter Test Plan for IMWA: HTTP Request

=

i & Test Plan - IM
4 Motes for IM Test Plan
jﬂg CSV Data Set Config for IM Login
- E‘ Testing Loop for IM
’Q* Gaussian Randem Timer for IM
48§ HTTP Cookie Manager for I
zﬂs HTTP Authorization Manager for IM
4l HTTP Request Defaults for IM
48 HTTP Header Manager for IM
‘ 01-5M AUTHENTICATION W14 HTTP AUTH FORM FOR IM
‘ 02 - LAUNCH CREATE USER TASK
' 03 CREATE USER
‘ 04-LAUNCH RESET USER PASSWORD TASK
8 05-FIND USER
f" |EISﬂ - UPDATE OWASP_CSRFTOKEN & OTHER PARAMETERS
f 05b - UPDATE OWASP_CSRFTOKEN & OTHER PARAMETERS
‘ 08-RESET PASSWORD FOR USER
{# 07 - DELETE USER

I A

L

7

Wiew Results Tree
Graph Results
Aggregate Report
Aggregate Graph

o

HTTP Request

Name: |DSa - UPDATE OWASP_CSRFTOKEN & OTHER PARAMETERS

Comments:

Timeouts (milliseconds)

|Porl Number: Connect: Response:

Web Server
Server Name or IP: |${Ir-p1‘.".fA_HOSTN.J\I'u1E}

HTTP Request

Implementation: |HttpClient4 ﬂ Protocol [httpl: Method: |POST = Content encoding: |UTF-3

Path: |J'iamfims'camfui?Iindex.jsp?faces\-fiewldzfapp:’pagea’screenistandard_search.jsp

[[] Redirect Automatically Follow Redirects Use KeepAlive [ ] Use multipartform-data for POST [] Browser-compatible headers

1/ Parameters r Body Data |

Send Parameters With the Request:
MName: Value Encode? | Include Equals?

SerollPosX 0 L] v]
ScrollPosY 0 [] v]
ClientTimezone -G ] v]
standardsearch_andLower \s [] v]
Filter.0.Field %USER_ID% v] V]
Filter.0.0p EQUALS L] v
Filter.0.Value %{User_|D_Field! [] v]
Filter.gfrows 1 L] v]
main_SUBMIT 1 [] v]
action.standardsearch.search 0 ] V]
OWASP_CSRFTOKEN B{C35_OWASP_CSRF_TOKEMN} [ ] v]

'WASP_CSRFTOKEN_REGEX S{REGEX_OWASP_CSRF_TOKEN} [] V]
DWASP_CSRFTOKEN_XPATH SIXPATH_OWASP_CSRF_TOKEN} L v

| Detail | | Add | | Add from Clipboard | | Delete | | Up | | Down

The following parameter values were updated:

“Filter.0.Value” = “${User_ID_Field}, “OWASP_CSRFTOKEN” = “${CSS_OWASP_CSRF_TOKEN}.

This step was captured by the Jmeter HTTP Recorder, when executed via manu

The title was re-labeled to clarify the operation being performed.

The two (2) other CSRF tokens were added as a TEST ONLY Not required.

ally in a browser.




Step 28: Jmeter Test Plan for IMWA: HTTP Request

Test Plan - IM
488 Notes for IM Test Plan
‘_,,555 C5V Data Set Config for IM Login
¢ " Testing Loop for M
Q* Gaussian Random Timer for IM
448 HTTP Cookie Manager for IM
,_,_‘4.55 HTTP Autherization Manager for IM
48§ HTTP Request Defaults for IM
48§ HTTP Header Manager for I
‘ 01-5M AUTHENTICATION V1& HTTP AUTH FORM FOR IM
‘ 02 - LAUNCH CREATE USER TASK
' 03 - CREATE USER
‘ 0&4-LAUNCH RESET USER PASSWORD TASK
& 05-FIND USER
f" 05a - UPDATE OWASP_CSRFTOKEN & OTHER PARAMETERS
f" |U'5b - UPDATE OWASP_CSRFTOKEMN & OTHER PARAMETERS
‘ 08-RESET PASSWORD FOR USER
' 07 _DELETE USER

R R

YT

o
View Results Tres
Graph Results
Aggregate Report
Aggregate Graph

HTTP Request

Name: |05b - UPDATE OWASP_CSRFTOKEN & OTHER PARAMETERS

Comments:

Web Server Timeouts (milliseconds)

Server Name or IP: |${Il'u1‘.".fA_HOSTNAru1E} |Port Number; Connect: Response;

HTTP Request

Implementation: |HttpClient4 = Protocol [http]: Method: |POST = Content encoding: |UTF-5

Path: |!iam!im!c:am!ui?s‘index.jsp'?faces\fiewld:s'apps‘pages’screem’standard_search.jsp

[ | Redirect Automatically Follow Redirects Use Keepalive [ ] Use multipartform-data for POST [ Browser-compatible headers

J/ Parameters r Body Data |

Send Parameters With the Request:
Mame: Yalue Encode? | Include Equals?

ScrollPosk 0 [ ] v]
ScrollPosY 0 [] [v]
standardsearch_andLower Y [] v]
Filter.0 Field %IUSER_ID% ] v]
Filter.0.0p EQUALS [] [v]
Filter.0.Value SUser_ID_Field} [] v]
Filter.qfrows 1 [] v]
DefaultUserSearch__sel 0 [] [v]
main_SUBMIT 1 [] v]
action.standardsearch.select 1 [] v]

WASP_CSRFTOKEN BCSS_OWASP_CSRF_TOKENM} [] [v]
OWASP_CSRFTOKEN_REGEX HREGEX_OWASP_CSRF_TOKEMN} ] v]
OWASP_CSRFTOKEN_XPATH BXPATH_OWASP_CSRF_TOKEM} [] v]

| Detail | | Add | | Add from Clinboard | | Delete | | Up | | Down

The title was re-labeled to clarify the operation being performed.

The following parameter values were updated:

“Filter.0.Value” = “S{User_ID_Field}, “OWASP_CSRFTOKEN” = “S{CSS_OWASP_CSRF_TOKEN}.
The two (2) other CSRF tokens were added as a TEST ONLY Not required.

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.




Step 29: Jmeter Test Plan for IMWA: Transaction Controller

& TestPian- M : .
34 Notes for I Test Plan .| Transaction Controller

fm‘*_ﬁ CSW Data Set Config for IM Login Hame: |EIE—RESET PASSWORD FOR USER
T E" Testing Loop for IM :

q(‘}_r Gaussian Random Timer for I i
4##t HTTP Cookie Manager for I || D
:_,‘!;_ﬁ HTTP Authorization Manager for IM :
488 HTTP Request Defaults for IM
4l HTTP Header Manager for IM
o= ' 1-5KM AUTHENTICATION VI& HTTP AUTH FORKM FOR IM
L ‘ 02 - LAUNCH CREATE USER TASK
o {8 03 - CREATE USER
o
o

Comments:

[ ] Include duration of timer and pre_post processors in generated sample

) 04-LAUNCH RESET USER PASSWORD TASK
‘@ 05-FIND USER

¢ & |06-RESET PASSWORD FOR USER :

#" 06a- CHANGE TO NEW PASSWORD & UPDATE OWASP_CSRFTOKEN & OT|

#* 06b - Submit Password Change & UPDATE OWASP_CSRFTOKEN PARAMET -

The 6t of the HTTP operations to be managed.
This Jmeter Transaction Controller was created by the Jmeter HTTP Recorder.

This Transaction Controller was re-labeled to clarify the operation being performed.

This section will manage the actual change operation for IM Reset a User Password task. This section assumes
the users’ accounts exist or were created prior.

No changes to be defined on this item




Step 30: Jmeter Test Plan for IMWA: HTTP Request

&, TestPlan- M
488¢ Motes for IM Test Plan i HTTP Request
:_;;_; C5W Data Set Config for IM Login Name: |DEa - CHANGE TO MEW PASSWORD & UPDATE OWASP_CSRFTOKEM & OTHER PARAMETERS
¢ E‘ 'I'_e’sting Loop for IM Comments:
e ian Random Timer for IM :
E“ aussian Fandom Hmer for ¥ Web Server Timeouts (milliseconds)
4488 HTTP Cookie Manager for IM i
T o 2| | Server Name or IP: |${Il'u1‘.“.fA_HOSTN.Arv1E} |Port Number: Connect: Response:
:_5;_; HTTP Authorization Manager for IM B
4l HTTP Request Defaults for IM i| [HTTP Request
448 HTTP Header Manager for IM i _ )
= B Implementation: |HttpClientd Protocol [hitp]: Method: |POST Content encoding: |UTF-8
o= ‘ 01-5K AUTHENTICATION V14 HTTP AUTH FORK FOR 1M P ul = Inttp} J = g
' ‘ 02 - LAUNCH CREATE USER TASK Path: [iam/im/cam/ui7/index jsp?facesViewld=/app/page/profileiprofile jsp
o~ & 03 - CREATE USER : _ . ' . : i
o~ {8 04-LAUNCH RESET USER PASSWORD TASK : [ ] Redirect Automatically Follow Redirects Use KeepAlive [ ] Use multipartform-data for POST [_] Browser-compatible headers
o @ 05-FND USER || | [ Parameters | Body Data |
¢ B 05-RESET PASSWORD FOR USER : '
" i Send Parameters With the Request:
p" ||JBE. - CHANGE TO NEW PASSWORD & UPDATE OWASP_CSRFTOKEMN & OT|
#7065 - Submit Password Change & UPDATE OWASP_CSRFTOKEN PARAMET| - Name: Value Encode? | Include Equals?
o ) 07 - DELETE USER i |[EcroliPasX 0 = v
I ScrollPosY 0 L Ld
activetab.index 0 || 4
' i [[PASSWORD ${MNew_Password_Field} L] [v]
o- i ||passwordConfirm ${MNew_Password_Field} L] v
View Results Tree i ||main_SUBMIT 1 L Ld
Graph Results i| |[=ction.submit 0 — Ld
- i ORG_MEMBERSHIP people L L
Agoregate Report || |luser_ID ${User_ID_Field} L] v
Aggregate Graph i| |[forcePasswordReset false L] [v]
3 OWASP_CSRFTOKEN HCSS_OWASP_CSRF_TOKEMN} L] [v]
OWASP_CSRFTOKEN_REGEX HREGEX_OWASP_CSRF_TOKEN} L] v
OWASP_CSRFTOKEN_XPATH BXPATH_OWASP_CSRF_TOKEN} [] [v]
e | | | —— | —e— | ——| -

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.
The title was re-labeled to clarify the operation being performed.
The following parameter values were updated:

“USER_ID” = “S{User_ID_Field}”, “PASSWORD” = “S{New_Password_Field}”, “passwordConfirm” = “S{New_Password_Field}”, “ORG_MEMBERSHIP” =
“people”, “OWASP_CSRFTOKEN” = “S{CSS_OWASP_CSRF_TOKEN}.

The two (2) other CSRF tokens were added as a TEST ONLY Not required.




Step 31: Jmeter Test Plan for IMWA: HTTP Request

& TestPlan -
488¢ Notes for IM Test Plan
;ﬁ; C35V Data Set Config for IM Login
¢ | Testing Loop for I
t'f Gaussian Random Timer for IM
488 HTTP Cookie Manager for IM
j__,‘!;; HTTP Authorization Manager for IM
4§ HTTP Request Defautts for IM
488 HTTP Header Manager for IM
‘ 01-5M AUTHENTICATION WIA HTTP AUTH FORM FOR IM
‘ 02 - LAUNCH CREATE USER TASK
(@ 03 CREATE USER
‘ 04-LAUNCH RESET USER PASSWORD TASK
) 05-FIND USER
‘ 05-RESET PASSWORD FOR USER

YT Y YT

p’ 06a - CHANGE TO NEW PASSWORD & UPDATE OWASP_CSRFTOKEN & OT]|
f 06b - Submit Password Change & UPDATE OWASP_CSRFTOKEN PARAMET,

8 07 - DELETE USER

Wiew Results Tree
Graph Results
Aggregate Report

Aggregate Graph

HTTP Request
Name: |06k - Submit Password Change & UPDATE OWASP_CSRFTOKEN PARAMETER

Comments:
Timeouts (milliseconds)

|Porl Humber: Connect: Response;

Web Server
Server Name or IP; |${Ir-p1‘.".fA_HOSTNAru1E}

HTTP Request

Implementation: |HttpClient4 ﬂ Protocol [http]: Method: |POST ﬂ Content encoding: |UTF-5

Path: "‘iam!im!cam!ui?.n'index.jsp'?faceSViewId=Iapp!pageipmﬂle!proﬂle.jsp

[ ] Redirect Automatically Follow Redirects Use KeepAlive [ ] Use multipartform-data for POST [ | Browser-compatible headers

fParameters r Body Data |

Send Parameters With the Request:

Mame: Value Encode? | Include Equals?

ScrollPosX 0 L] [v]
ScrollPosY 0 W [v]
action.submit.confirm yes L] [v]
main_SUBMIT 1 L] [v]
action.submit.confirm 0 L] [v]
OWASP_CSRFTOKEN BCS5_0OWASP_CSRF_TOKEM} L] v
OWASP_CSRFTOKEMN_REGEX HREGEX_OWASP_CSRF_TOKEMN} ] v

WASP_CSRFTOKEN_XPATH SEXPATH_OWASP_CSRF_TOKEN} [] [v]

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.

The title was re-labeled to clarify the operation being performed.

Note “action.submit.confirm” = “yes”

The following parameter values were updated: “OWASP_CSRFTOKEN” = “S{CSS_OWASP_CSRF_TOKEN}.
The two (2) other CSRF tokens were added as a TEST ONLY Not required.




Step 32: Jmeter Test Plan for IMWA: Transaction Controller

Test Plan - IM i .
58 Notes for i Test Plan :| Transaction Controller
4i#¢ C5V Data Set Config for IM Login Name: |I.'.I? - DELETE USER
9 E‘:re;v.ting Loop for I Comments:
(L) Gaussian Random Timer for IM
4# HTTP Cookie Manager for I | LI Generate parent sample
44 HTTP Authorization Manager for IM [ ] Include duration of timer and pre-post processors in generated sample

4i# HTTP Reguest Defaults for IM

48§ HTTP Header Manager for IM

o~ {8 01-SM AUTHENTICATION VIA HTTP AUTH FORM FOR IM
o~ {8 02- LAUNCH CREATE USER TASK

o J 03 - CREATE USER

o~ ) D4LAUNCH RESET USER PASSWORD TASK

o ) 05FIND USER

o~ ' 05-RESET PASSWORD FOR USER

?

& |07 - DELETE USER
o= F 07a - Launch Delete User Task

;(’ 07b - Find User to Delete & UPDATE OWASP_CSRFTOKEN PARAMETER
;{, 07c - Selected User to Delete B
;(’ 07d - Submit Delete User Task & UPDATE OWASP_CSRFTOKEN PARAMETE
*(’ 07e - Confirm Submit Delete User Task & UPDATE OWASP_CSRFTOKEN PA

The 7t of the HTTP operations to be managed.
This Jmeter Transaction Controller was created by the Jmeter HTTP Recorder.
This Transaction Controller was re-labeled to clarify the operation being performed.

This section will manage IM Delete User task. This section assumes the users’ accounts exist or were created
prior.

No changes to be defined on this item




Step 33: Jmeter Test Plan for IMWA: HTTP Request

¢ 4 TestPlan-m

8¢ Notes for IM Test Plan

:__ﬁ; CSW Data Set Config for IM Login

¢~ " Testing Loop for M

?\f Gaussian Random Timer for IM
8¢ HTTP Cockie Manager for IM
:__ﬁ; HTTP Authorization Manager for IM
4§ HTTP Reguest Defaults for IM
8¢ HTTP Header Manager for I
‘ 01-5M AUTHENTICATION Y& HTTP AUTH FORM FOR IM
‘ 02 - LAUNCH CREATE USER TASK
# 03 - CREATE USER
‘ 04-LAUNCH RESET USER PASSWORD TASK
# 05-FIND USER
‘ 06-RESET PASSWORD FOR USER
# 07 -DELETE USER
e 'f' |I}?a - Launch Delete User Task

A

#* 070 -Find User to Delete & UPDATE OWASP_CSRFTOKEN PARAMETER
47 07c - Selected User to Delete
/% 07d - Submit Delete User Task & UPDATE OWASP_CSRFTOKEN PARAMETER

,oﬁb 07a - CSS/)Query Extractor - Pull The OWASP_CSRFTOKEN from user_consol
,ﬁb 07a - Regular Expression Extractor - Pull The OVWASP_CSRFTOKEN from user |
,«5‘& 07a - XPath Extractor - Pull The OWASP_CSRFTOKEN from user_console.jar a

,f' 07e - Confirm Submit Delete User Task & UPDATE OWASP_CSRFTOKEN PARAMET]

HTTP Request

Name: |El?"a - Launch Delete User Task

Comments:

Web Server Timeouts (milliseconds)

Server Name or IP: [5{MWA_HOSTNAME]Port Number: |

| Connect: | | Response: |

HTTP Request

Implementation: |HttpClientd = Protocol [hitp]: Method: = Content encoding: |UTF—8 |

Path: |iiamiimh:amfui?findex.jsp

[[] Redirect Automatically Follow Redirects Use KeepAlive [ ] Use multipartform-data for POST [ ] Browser-compatible headers

fParameters r Body Data |

Send Parameters With the Request:

Mame: Value Encode? | Include Equals?

tasktag Deletel)ser

=]
[=]=

console.cat3 Manage Users

Request Forgery (if it was NOT already performed)

No changes required for this operation

This step was captured by the JImeter HTTP Recorder, when executed via manually in a browser.

The title was re-labeled to clarify the operation being performed.

This HTTP GET operation is NEEDED, as it will launch the IM DeleteUser Task & execute the security process to protect the IM solution from Cross Site

[See prior examples for 07a, 07b, 07c]




Step 34: Jmeter Test Plan for IMWA: HTTP Request

P 4@ TestPlan-IM
488¢ Notes for IM Test Plan
‘_,.;;; CSV Data Set Config for IM Login
T E‘ Testing Loop for IM
’Q* Gaussian Random Timer for IM
48 HTTP Cookie Manager for IM
‘_;.;;5 HTTP Autherization Manager for I
4 HTTP Request Defaults for I
48 HTTP Header Manager for IM
‘ 01-SM AUTHENTICATION VIA HTTP AUTH FORK FOR I
l' 02 - LAUNCH CREATE USER TASK
& 03 CREATE USER
' 04-LAUNCH RESET USER PASSWORD TASK
@) 05-FIND USER
‘ 06-RESET PASSWORD FOR USER
' 07 - DELETE USER
o= p"’ 07a - Launch Delete User Task
?/‘ |D?h - Find User to Delete & UPDATE OWASP_CSRFTOKEN PARAMETER
07c - Selected User to Delete
f’ 07d - Submit Delete User Task & UPDATE OWASP_CSRFTOKEN PARAMETER

D S S S S 4

O=
[
[

Wiew Results Tree

‘{" 07e - Confirm Submit Delete User Task & UPDATE OWASP_CSRFTOKEN PARAMET]

Graph Results

HTTP Request

Name: |EI7"I:] -Find Userto Delete & UPDATE OWASP_CSRFTOKEN PARAMETER

Comments:

Web Server Timeouts {(milliseconds)

Server Name or IP: |B{Iru1‘.".fA_HOSTNAr\-1E}|Port Number: | | Connect: | | Response: |

HTTP Request

implementation: |HttpClient4 |~ | Protocol [http: Method: |POST ~| content encoding: [UTF-2 |

Path: |J'iams'im:‘cams’ui?!index.jsp?face sViewld=lapp/pagelscreenistandard_search.jsp

[] Redirect Automatically Follow Redirects Use Keepalive [ ] Use multipartform-data for POST [_] Browser-compatible headers

l/Parameters r Body Data |

Send Parameters With the Request:

Mame: Yalue Encode? | Include Equals?
OWASP_CSRFTOKEM |§{CS5_OWASP_CSREF_TOKEM} [] v
ScrollPosi 0 L] v
ScrollPosy 0 [ ] V]
standardsearch_and... ] v
Filter 0.Field %USER_ID% v v
Filter.0.Op EQIUALS [] v
Filter.0.Value $User_|D_Field} L] v
Filter.qfrows 1 [ ] V]
main_SUBMIT 1 ] v
action.standardsearc...|0 L] V]

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.

The title was re-labeled to clarify the operation being performed.

The following parameter values were updated: “Filter.0.Value” = “S{User_ID_Field}”, “OWASP_CSRFTOKEN” = “S{CSS_OWASP_CSRF_TOKEN}.




Step 35: Jmeter Test Plan for IMWA: HTTP Request

9 Test Plan - IM

488¢ Motes for IM Test Plan : HTTI REqUESt
4 csV Data Set Config for M Login :| Mame: |07c- Selected Userto Delete |
T EP Testing Loop for IM Comments:
] Gaussian Random Timer for IM :
E“ Web Server Timeouts (milliseconds)

448 HTTP Cookie Manager for IM
o i | Server Name or IP: |B<{II'u1‘.".fA_HOSTNAI'-p1E}|Pon Humber: Connect: Response:

‘_‘,5_,!; HTTP Authorization Manager for IM i
4 HTTP Request Defaults for IM :| [HTTP Request

HTTP Header M for IM |
g HTTP Header Manager for | | implementation: |HttpCiienta |+ | Protocol mttpy Method: |POST ~| Contentencoding: [UTF-8

o ' 01-5M AUTHENTICATION V14 HTTP AUTH FORM FOR IM

'y ' 02 - LAUNCH CREATE USER TASK Path: |fiam/im/cam/ui7/index jsp?facesViewld=/app/page/screen/standard_search jsp |
o~ {8 03 - CREATE USER i
o~ B 04-LAUNCH RESET USER PASSWORD TASK
o=
o=
?

[ ] Redirect Automatically Follow Redirects Use Keepalive [ ] Use multipartform-data for POST [] Browser-compatible headers

{#® 05-FIND USER [ Parameters | Body Data |

‘ 06-RESET PASSWORD FOR USER ;
s Send Parameters With the Request:
% 07 - DELETE USER g
o P/" 07a - Launch Delete User Task MName: Value Enu:ﬂde'? InE:Ilee_EquaIS'?
" \! 1
P/" 07b - Find User to Delete & UPDATE OWASP_CSRFTOKEN PARAMETER i OWASP_CSRFTOKEN H{C55_OWASP_CSRF_TOKEN} = é
#7 07c - Selected User to Delet | [[EeEesX : = z
£-=EE Serin Delele i |[scroliPosY 0 [ ] [v]
07d - Submit Delete User Task & UPDATE OWASP_CSRFTOKEN PARAMETER standardsearch andLower [] ]
f' 07e - Confirm Submit Delete User Task & UPDATE OWASP_CSRFTOKEN PARAMET] Filter.0.Field WNUSER_ID% [v] v]
o A ||Filter.0.0p EQUALS [] V|
o B Filter.0 Value B{User_ID_Field} ; z
N Filter.gfrows 1 L | Ld
i DefaultUserSearchSelect_0 1 [ ] [v]
View Results Tree main SUBMIT 1 [] ™
Graph Resultz action.standardsearch select 1 [] ]
Aggregate Report '_

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.
The title was re-labeled to clarify the operation being performed.
Note “DefaultUserSearchSelect 0" = “1”

The following parameter values were updated: “Filter.0.Value” = “S{User_ID_Field}”, “OWASP_CSRFTOKEN” = “S{CSS_OWASP_CSRF_TOKEN}.




Step 36: Jmeter Test Plan for IMWA: HTTP Request

[ Test Plan - IM

4i8¢ Motes for IM Test Plan HTTI REQUESt
j_;;g CSV Data Set Config for IM Login Hame: |DTd - Submit Delete User Task & UPDATE OWASP_CSRFTOKEM PARAMETER
e E‘ T_e}sting Loop for IM Comments:
UG ian Random Ti for IM
t“ EUSSian random fimer for Web Server Timeouts (milliseconds)
A4 HTTP Cookie Manager for IM
T o Server Name or IP: |B{Iru1‘."J.A_HOSTNAME}|POH Number: Connect: Response:
;ﬁ; HTTP Authorization Manager for IM
4 HTTP Request Defaults for IM HTTP Request
A4 HTTP Header Manager for IM ) _ )
Implementation: |HttpClientd = Protocol [http]: Method: |POST = Content encoding: (UTF-8
o= ‘ 01-5M AUTHENTICATION V1A HTTP AUTH FORK FOR IM 3 nC [http] J -
' ‘ U2 - LAUNCH CREATE USER TASK Path: |fiam/im/camiui7findex jsp?facesViewld=/app/page/screen/standard_search.jsp |
o &) 03 - CREATE USER _ _ . _ _ .
o @) 04 AUNCH RESET USER PASSWORD TASK [ ] Redirect Automatically Follow Redirects Use Keepalive [ ] Use multipartform-data for POST [] Browser-compatible headers
o= ‘ 05-FIND USER fParameters r Body Data |
o~ ' (5-RESET PASSWORD FOR USER i
. Send Parameters With the Request:
¢ % 07 - DELETE USER
o {' 07a - Launch Delete User Task Name: Value Encede? | Include Equals?
{' 07hb - Find User to Delete & UPDATE OWASP_CSRFTOKEN PARAMETER WASP_CSRFTOKEN ${CSS_OWASP_CSRF_TOKEN} = v
{'D? Selected User to Delet ScrollPosX 0 | | ¥
©- seleried Tserlo JeEle ScrollPosY 0 ] [v]
I{' |u?d - Submit Delete User Task & UPDATE OWASP_CSRFTOKEN PARAMETER : main_ SUBMIT 1 - Wl
#* 07e - Confirm Submit Delete User Task & UPDATE OWASP_CSRFTOKEN PARAMET| | | [action.standardsearch.confirmYes |1 L] v
0=
[

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.

The title was re-labeled to clarify the operation being performed.

The following parameter values were updated: “OWASP_CSRFTOKEN” = “S{CSS_OWASP_CSRF_TOKEN}.




Step 37: Jmeter Test Plan for IMWA: HTTP Request

? Test Plan - IM
488¢ Notes for IM Test Plan : HTTI Requeat
488¢ CSV Data Set Config for IM Login | name: |El?e - Confirm Submit Delete User Task & UFDATE OWASP_CSRFTOKENM PARAMETER
[ E“ T_e*sting Loop for IM Comments:
L) Gaussian Random Timer for IM :
E“ AUSSIaN Random Hmer for Web Server Timeouts (milliseconds)
48 HTTP Cookie Manager for I
i o Server Name or IP: |B{Iru1‘.".fA_HGSTNAME}|POH Number: | | Connect: | | Response: | |
48 HTTP Authorization Manager for IM :
4 HTTP Request Defautts for IM :| [HTTP Request
8% HTTP Header Manager for IM ) _ )
t Implementation: |HttpClientd = Protocol [http]: Method: [POST = Content encoding: |UTF-8
o ‘ 01-SM AUTHENTICATION V14 HTTP AUTH FORM FOR W 2 pC Iittp) 4 g | |
- ‘ U2 - LAUNCH CREATE USER TASK Path: |J'iams’imicamiui?:‘index.jsp?facesViewId:J'apps’page!screem’standard_search.jsp |
o~ 8 03 - CREATE USER s . _ _ _ _ _
o ) 04 AUNCH RESET USER PASSWORD TASK :: [] Redirect Automatically Follow Redirects Use Keepalive [_] Use multipartform-data for POST [ Browser-compatible headers
o @ 05-FIND USER || |[ Parameters | Body Data |
o~ &) 06 RESET PASSWORD FOR USER | _
- Send Parameters With the Request:
¢ ‘ 07 - DELETE USER 3
& f’ 07a - Launch Delete User Task MName: Value Encﬂde? Include_EquaIs?
I 1 1
DJ" 07b - Find User to Delete & UPDATE OWASP_CSRFTOKEN PARAMETER OWASP_CSRFTOKEN ${CSS8_OWASF_CSRF_TOKEN} — v
ScrollPosi ] L | Ld
#? 07c - selected User to Delete | |ScroliPosy 5 = ™
/’ 07d - Submit Delete User Task & UPDATE OWASP_CSRFTOKEN PARAMETER i |laction.submit confirm ves T ]
#* o7& - Confirm Submit Delete User Task & UPDATE OWASP_CSRFTOKEN PARAMET | || main_SUBMIT 1 L] [v]
o i ||action.submit confirm 0 ] v]
&=

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.
The title was re-labeled to clarify the operation being performed.
Note “action.submit.confirm” = “1”

The following parameter values were updated: “OWASP_CSRFTOKEN” = “S{CSS_OWASP_CSRF_TOKEN}.




Step 38: Jmeter Test Plan for IMWA: Transaction Controller

? 4 TestPlan- M

38 Notes for IM Test Plan || Transaction Controller
4## csv Data Set Config for IM Login || |Mame: [08-LAUNCH VIEW SUBMITTED TASKS
T E‘:re;;-;ting Loop for IM Comments:
(\) Gaussian Random Timer for IM
4§ HTTP Cookie Manager for IM : [] Generate parent sample

j_,‘!;_ﬁ HTTP Authorization Manager for IM

48 HTTP Request Defaults for IM

488§ HTTP Header Manager for IM

‘ 01-5M AUTHENTICATION V14 HTTP AUTH FORK FOR IM
‘ 02 - LAUNCH CREATE USER TASK

) 03 - CREATE USER

.r 04-LAUNCH RESET USER PASSWORD TASK

& 05-FIND USER

‘ 06-RESET PASSWORD FOR USER

‘& 07 - DELETE USER

[ ] Include duration of timer and pre-post processors in generated sample

Y YT T YT YTy

The 8t of the HTTP operations to be managed.

This Jmeter Transaction Controller was created by the Jmeter HTTP Recorder.

This Transaction Controller was re-labeled to clarify the operation being performed.
This section will manage the launch of the IM View Submitted Task.

No changes to be defined on this item. Itis currently DISABLED (right click).




Step 39: Jmeter Test Plan for IMWA: HTTP Request

¢ & TestPan-
4## Motes for IM Test Plan : HTTP Request
;_;;_g CSV Data Set Config for IM Login Name: |USEI - Launch V8T
[ E‘ Testing Loop for IM Comments:
10 aussian Random Timer for IM :
:&5 H::?ﬂnk.ﬂ; o Im:r Tr: i Web Server Timeouts (milliseconds)
ooKie Manager 1or IN o
e o ¢ 2| | Server Name or IP: |${IM‘."."A_HGSTNAME} |Port Humber: Connect: Response:
‘_,;{_5 HTTP Authorization Manager for IM B -]
4§ HTTP Request Defautts for IM :| [HTTP Request
448t HTTP Header Manager for IM ' _ :
i Implementation: |HttpClientd = Protocol [hitp]: Method: ﬂ Content encoding: |UTF-8
o ) 01-SM AUTHENTICATION V1A HTTP AUTH FORK FOR IM i . e [http] 4 d
¢~ () 02- LAUNCH CREATE USER TASK | | path: [iamim/camiui7iindexjsp
o= (&) 03- CREATE USER : _ _ _ _ _ _
o (il 04-LAUNCH RESET USER PASSWORD TASK : [[] Redirect Automatically Follow Redirects Use Keepalive [ | Use multipartform-data for POST [_] Browser-compatible headers
o ‘ 05-FIND USER l/Parameters r Body Data |
o ) 05-RESET PASSWORD FOR USER :
= Send Parameters With the Request:
o~ ) 07 - DELETE USER :
¢ §§ Mame: Walue Encode? | Include Equals?
".4 task.tag ViewSubmittedTasks |
=

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.

The title was re-labeled to clarify the operation being performed.

This HTTP GET operation is NEEDED, as it will launch the IM View Submitted Task & execute the security process to
protect the IM solution from Cross Site Request Forgery (if it was NOT already performed)

No changes required for this operation [See prior examples for 07a, 07b, 07c]




Step 40: Jmeter Test Plan for IMWA: Transaction Controller

9 & TestPlan-IM

3§ Notes for M Test Plan || Transaction Controller

;ﬂ_ﬁ CSW Data Set Config for IM Login Hame: |EIEI—SUEIF-.-1I'I_I'ED W3T
? E‘Je?ting Loop for IM Comments:
Q_ Gaussian Random Timer for IM
48§ HTTP Cookie Manager for IM : [] Generate parent sample

;ﬂ_ﬁ HTTP Authorization Manager for IM

4l HTTP Request Defautts for IM

4} HTTP Header Manager for IM

‘ 01-5KM AUTHENTICATION VWi& HTTP AUTH FORKM FOR 1M
‘ 02 - LAUNCH CREATE USER TASK

% 03 - CREATE USER

‘ 04-LAUNCH RESET USER PASSWORD TASK

4 05-FIND USER

‘ 06-RESET PASSWORD FOR USER

) 07 - DELETE USER

;{' 0%a - Submit VST & UPDATE OWASP_CSRFTOKEN

[ ] Include duration of timer and pre-post processors in generated sample

I S S R R

o=

] Visw Becilte Tres

The 9t of the HTTP operations to be managed.

This Jmeter Transaction Controller was created by the Jmeter HTTP Recorder.
This Transaction Controller was re-labeled to clarify the operation being performed.
This section will manage the submission of the IM View Submitted Task.

No changes to be defined on this item. Itis currently DISABLED (right click).




Step 41: Jmeter Test Plan for IMWA: HTTP Request

Test Plan - IM

$88¢ Notes for IM Test Plan

‘_‘,,‘95 CSV Data Set Config for IM Login

T E‘ Testing Loop for IM

Q’ Gaussian Random Timer for IM
$8§ HTTP Cookie Manager for I

:_;;; HTTP Autherization Manager for IM
48§ HTTP Request Defautts for I

48§ HTTP Header Manager for IM

v &

Wiew Results Tree
Graph Results
Aggregate Report
Aggregate Graph

: WorkBench

HTTP Request

Name: |UQa - Submit VST & UPDATE OWASP_CSRFTOKEN

Comments:

Web Server Timeouts {milliseconds)

|Port Number: Connect: Response:

Server Name or IP: |${II‘u1WA_HOSTNAru1E}
HTTP Request

Implementation: |HttpClient4 = Protocol [hitp]: Method: |POST = Content encoding: |UTF-8

searchuserfilter

o ‘ 01-SM AUTHENTICATION VIA HTTP AUTH FORM FOR IM
- ‘ 02 - LAUNCH CREATE USER TASK Path: |J’iams'ims’cam!ui?s’index.jsp?facesViewId:J’app!page!specials’submitted_tasks.jsp
o ‘ 03 - CREATE USER . . N - i i
o 4} 041 AUNCH RESET USER PASSWORD TASK [[] Redirect Automatically Follow Redirects Use KeepAlive [ Use multipartform-data for POST [_] Browser-compatible headers
o ) 05-FIND USER [ Parameters | Body Data |
o ‘ 05-RESET PASSWORD FOR USER -
L Send Parameters With the Request:
o ‘ 07 - DELETE USER
o Mame: Value Encode? | Include Equals?
¢ ScrollPosX 0 [v]
: ScrollPosY 0

f’ |UBE - Submit VST & UPDATE OWASP_CSRFTOKEN activetab.index i

o

searchapproverfilter

searchtaskMNameOperator EQUALS

searchtasknamefilter

searchtaskstatus

searchtaskpriority 2
applysearchdaterangefilter 1
searchstartdatefilter 12/2915
searchenddatefilter 12/3015
searchmaxrows 1000
action.submittedtasks.search Search
main_SUBMIT 1

OWASP_CSRFTOKEN 5{CSS_OWASP_CSRF_TOKEN]

OO O O=E=EOCOOOOEE,eE

EEEEEFEEEEEEEEEE

| Detail || Add || Add from Clipboard || Delete || Up || Down |

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.
The title was re-labeled to clarify the operation being performed.
The following parameter values were updated: “OWASP_CSRFTOKEN” = “S{CSS_OWASP_CSRF_TOKEN}.

Other fields that may be updated: “searchstartdatefilter” = “S{__time(dd/MM/yyyy,)}’, searchenddatefilter =
“S{__time(dd/MM/yyyy,)}"

Ref: http://jmeter.apache.org/usermanual/functions.html#__time




Step 42: Jmeter Test Plan for IMWA: Transaction Controller

9 & TestPlan- M : .
4§ Notes for IM Test Pan | Transaction Controller
4l CSV Data Set Config for IM Login Name: |‘1|.'.I -LOG OUT OF IM
e E‘ Testing Loop for IM Comments:

t_l-_’ Gaussian Random Timer for IM

4 HTTP Cookie Manager for IN [] Generate parent sample

4l HTTP Authorization Manager for IM [] Include duration of timer and pre-post processors in generated sample
:_5;__5 HTTP Request Defaults for IM -

48 HTTP Header Manager for I
0= .r 01-5M AUTHENTICATION Vi& HTTP AUTH FORM FOR IM
o= .r 02 - LAUNCH CREATE USER TASK
o ) 03- CREATE USER
o= .r 04-LAUNCH RESET USER PASSWORD TASK
o () 05-FIND USER
o= ‘ 05-RESET PASSWORD FOR USER
o~ ) 07 DELETE USER
o
o
?

*E 10a - Launch Leg Out Parameter

View Results Tree

The 10t of the HTTP operations to be managed.

This Jmeter Transaction Controller was created by the Jmeter HTTP Recorder.

This Transaction Controller was re-labeled to clarify the operation being performed.
This section will manage the submission of the IM Log Out Event.

No changes to be defined on this item. Itis currently DISABLED (right click).




Step 43: Jmeter Test Plan for IMWA: HTTP Request

9 & TestPlan-IM

448 Notes for IM Test Plan HTTP Request
ﬁﬂ CSV Data Set Config for IM Login Hame: |1Da - Launch Log Out Parameter
? E":re’sting Loop for IM Comments:Detected the start of a redirect chain
(Y) Gaussian Random Timer for IM : Web Server Timeouts (milliseconds)

‘_‘53_5 HTTP Cookie Manager for IM

Server Hame or IP: |${Irv1‘."J.A_HOSTNAME} |Port Humber: Connect: Response:

‘_;,!,!_s HTTP Authorization Manager for IM

4 HTTP Request Defaults for IM || [HTTP Request

448 HTTP Header Manager for IM ) _ I— ,

i Implementation: |HttpClientd Protocol [http]: Method: Content encoding: |UTF-28
o (@) 01-SM AUTHENTICATION V1A HTTP AUTH FORM FOR I : P - = metpl:| | = g
o= () 02- LAUNCH CREATE USER TASK | |Path: [iamimicamiui7iindexjsp

o () 03 - CREATE USER

o () 04-LAUNCH RESET USER PASSWORD TASK i
o @ 05-FIND USER || |[ Parameters | Body Data |
o (i} 06-RESET PASSWORD FOR USER :

o f 07 - DELETE USER :
o= g@ | Mame: Value Encode? | Include Equals?
o logout q [

b 4

[] Redirect Automatically Follow Redirects Use KeepAlive [ ] Use multipartform-data for POST [ ] Browser-compatible headers

Send Parameters With the Request:

‘{’ |1lJa - Launch Log Out Parameter

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.

The title was re-labeled to clarify the operation being performed.

This HTTP GET operation is NEEDED, as it will launch the IM Log Out Event

No changes required for this operation




Step 44: Jmeter Test Plan for IMWA: HTTP Request

% & TestPan-m
44# Notes for IM Test Pian : HTTP Request
4i# c5v Data Set Config for M Login /| |Name: [10b - Launch Log Out URL for IME |

¢ I Testing Loop for I Comments:Detected a redirect from the previous sample

Y
L) Gaussian Random Timer for IM
o Web Server Timeouts (milliseconds)

448 HTTP Cookie Manager for IM
-~ :| | Server Name or IP: |${Ir\-1‘.".fA_HOSTNAI'\-1E} |P0rl Number: Connect: Response:

:_ﬁ_ﬂ HTTP Authorization Manager for IM

4i## HTTP Request Defautts for IM || [HTTP Request

448t HTTP Header Manager for IM : _ .

i Implementation: |HttpClientd = Protocol [hitp]: Method: H Content encoding: |UTF-8
o= ‘ 01-5M AUTHENTICATION WIA HTTP AUTH FORM FOR IM P = L J
o~ (@) 02 - LAUNCH CREATE USER TASK | |path: [iamfimfogout jsp

o ‘) 03 - CREATE USER

o= @) 04-LAUNCH RESET USER PASSWORD TASK i
o (@ 05-FND USER | | Parameters | Body Data |
o~ ) 06-RESET PASSWORD FOR USER :

o= ‘ 07 - DELETE USER :
o= g@ Mame: Value Encode? | Include Equals?
i |lenvalias cam L]

[ ] Redirect Automatically Follow Redirects Use KeepAlive [ ] Use multipartform-data for POST [_] Browser-compatible headers

Send Parameters With the Request:

[
?
f’ 10a - Launch Leg Qut Parameter

115 a] B T

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.

The title was re-labeled to clarify the operation being performed.

This HTTP GET operation is NEEDED, as it will execute the IM Log Out Event for the selected IME

No changes required for this operation




Step 45: Imeter Test Plan for IMWA: Listeners/Reports

¢ & TestPlan- M | .
3 Notes for M Test Plan e el e
,_.-;;_g CS\ Data Set Config for IM Login Hame: |‘-.fiew Results Tree
T E Testing Loop for IM Comments:

15’ Gaussian Random Timer for IM
48 HTTP Cookie Manager for I
‘_,;,!;t HTTP Authorization Manager for IM
48 HTTP Request Defautts for IM
48 HTTP Header Manager for IM
o~ ) 01-SM AUTHENTICATION VIA HTTP AUTH FORM FOR IM
4 02 - LAUNCH CREATE USER TASK
‘@ 03 - CREATE USER
@ 04-LAUNCH RESET USER PASSWORD TASK
@ 05-FIND USER
) 05-RESET PASSWORD FOR USER
{® 07 - DELETE USER

VWrite results to file | Read from file
Filename| | | Browse... | Log/Display Only: [ | Errors [ | Successes Cor

Text - Sampler result

YT T YT YTYY

iew Resultz Tree

Graph Resultz
Aggregate Report :
Aggregate Graph

Four (4) Listeners / Reports / Graphs were added to this test plan.

The View Results Tree is a very common report to add, and provide immediate view to the execution of the steps of
the test plan.

If data is to be retained, a filename may be created to capture the data to a temporary folder.




Step 46: Imeter Test Plan for IMWA: Listeners/Reports

9 & TestPlan-M
4l Notes for M Test Plan i
4l CSV Data Set Config for IM Login Hame: |Graph Results

Q E‘ Testing Loop for IM Comments:

b
L) Gaussian Random Timer for IM :
E.ﬂHTI'PC. ki M _— Write results to file | Read from file
LT cokie Manager for IM

4t HTTP Authorization Manager for I Filename| | | Browse. .. ‘ Log/Display Only: [ | Errors [ | Successes

HTTP Request Defaults for IM i
ﬁi — Heqd y or I 3 Graphs to Display [ | Data [v] Average [ |Median [ | Deviation [v] Throughput
7458 eader Manager for IN :

) 01-5M AUTHENTICATION VIA HTTP AUTH FORM FORIM | - ms
8 02 - LAUNCH CREATE USER TASK :
‘) 03 - CREATE USER

‘) 04-LAUNCH RESET USER PASSWORD TASK
‘# 05-FIND USER

%) 06-RESET PASSWORD FOR USER

4 07 - DELETE USER

Graph Results

YT Y YT YYTY

?

View Results Tree
Graph Resultz
Aggregate Report
Aggregate Graph

«

-

-

Four (4) Listeners / Reports / Graphs were added to this test plan.

The Graph Results provide an immediate view to the time aspect of the steps of the test plan. Suggest only “Average”
and “Throughput” be used, to avoid excessive clutter of this graph. If data is to be retained, a filename may be

created to capture the data to a temporary folder.




Step 47: JImeter Test Plan for IMWA: Listeners/Reports

? & TestPan- M :
4### Notes for IM Test Plan : Aggregate Report
4l SV Data Set Config for IM Login Hame: |Aggregate Report

¢ Testing Loop for IM 4 1
Eﬁ‘ . § P i Comments:
(X} Gaussian Random Timer for IM g
j_ﬂ_ﬁ HTTP Cookie Manager for IM
j_ﬂ_ﬁ HTTP Authorization Manager for [N
HTTP Request Defautts for IM : _ _ _ _ _
;ﬁ_ﬁ e i Label |#Samp..| Average | Median |90% Line| 95% Line| 99% Line Min Max Error % | Throug...| KBlsec

48§ HTTP Header Manager for IM |roTal 0 0 0 0 0 0(922337. [ -92233 | 000%| Omour 0
‘ 01-5KM AUTHENTICATION V1& HTTP AUTH FORM FOR IN 3

) 02 - LAUNCH CREATE USER TASK

& 03 - CREATE USER

) 04 AUNCH RESET USER PASSWORD TASK
& 05-FIND USER

@) 06-RESET PASSWORD FOR USER

‘@ 07 - DELETE USER

Write results to file / Read from file
Filename| | | Browse. .. Log/Display Only: [ | Errors [ | Successes Configure

YT YT YTYYY

?

Yiew Results Tree
Graph Results

i ggregate Report

Aggregate Graph

Four (4) Listeners / Reports / Graphs were added to this test plan.

The Aggregate Report provide an view to monitor the iteration of each step; allow a view to bottleneck of any
operation and any errors.




Step 48: Imeter Test Plan for IMWA: Listeners/Reports

¢ & TestPlan-IM g
T 488 Notes for IM Test Plan Aggregate Graph
;ﬂg CSW Data Set Config for IM Login Name: |Aggregate Graph
'S E‘Testing Loop for IM Comments:
£ i ) i
(& Gaussian Random Timer for I :| write resuits to file  Read from file
48§ HTTP Cookie Manager for IM
48§ HTTP Authorization Manager for I : Filename | | | Srowes
4§ HTTP Request Defauks for I | Label #Samples |  Average Median 90%Line | 95%Line | 99% Line Min
48 HTTP Header Manager for IM ‘FroTal 0 D 0 0 0 ol @2233770
L ‘ 01-5M AUTHENTICATION W14 HTTP AUTH FORM FOR IM :
o= ‘ 02 - LAUNCH CREATE USER TASK
o~ {8 03 - CREATE USER
o= ‘ 04-LAUNCH RESET USER PASSWORD TASK
o~ ) 05-FIND USER i
o- {#) 06-RESET PASSWORD FOR USER | DT R TR
o~ & 07 - DELETE USER l/ Settings | Graph |
0= o
D= : )
N _ | Display Graph | I:
View Results Tree Column settings
Graph Results | | Columns todisplay: [¥] Average WESEM [ ] Median MENEM [ ] 90% Line MMM [ ] 95% Line [ []99% Line
Aggregate Report 2
Value font: |Sans Serif |V| Size: |1U |V| Style: |N0rma| |v| Draw outlines bar? Show number grouping? ||

Four (4) Listeners / Reports / Graphs were added to this test plan.

The Aggregate Graph provide an visual view to monitor the iteration of each step; allow a view to bottleneck of any
operation and any errors.

Other listeners may be added to the Test Plan




Step 49: OPTIONAL for IMWA: Notes for Expansion Kit

? & TestPlan-M .
48 Motes for IM Test Plan g User Defined Variables
gﬂ; C3W Data Set Config for IM Login Hame; |Nntes for CPU DISK & Metwork Performance
o [ Testing Loop for I ‘| |comments:Must install ServerAgent on remote server; download and exira extra libraries for Jmeter
Wiew Results Tree +
Graph Results User Defined Variables
Aggregate Report Mame: Walue
Aggregate Graph Mote Disable any jp@ac Listners if ServerAgent.sh is not being used
i |Mote2 loptiCA/medialisol3rdjmeter/Serverdgent-2.2 1/startdgent. sh —loglevel debug —sysinfo
Moted Perflon example of JMX for JBOSS would fail with COM PermGen error messages upon restart of Java for JBOSS
Moted Lse JM3Mon Samples for JBOSS Management Port 89999 senvice jmcremoting-jrmcMSIMWA_HOSTHNAME} 9999
Motes JBOSS Management Port must be configured with userlD & password via add-user.sh first & then bounced
il |Moteg IDM_OPTS="8IDM_OPTS -Djboss. bind.address. management=0.0.0.0" added to standalone.sh
jp@gc - JMXNon Samples Collector §§ Mote? JMETER PLUGIM STANDARD SET: hitp:fjmeter-plugins. orgfwiki/StandardSet!
o WorkBench Moted JMETER PLUGIN EXTRA SET: http:iijmeter-plugins.orgiwikiiExtras Set/
A |Mote8 AWK Manitoring Examples with JBOSS: hitps:/planet jboss org/postimex_connections_to_jboss_as
Mote10 Jconsole JMX via JBOSS version: hitpiwww. mastertheboss comijboss-serverjboss-maonitoring/using-jconsole-to-monitar-a-remote-wil dfly-server
Mote11 Heap Memory Info. hitps.dpubs vmware. comifabrics2iindexjsp?topic=/comymware vfabric.emd]. 1.2/emd4j/iconf-heap-management.html

To monitor disk I/O, CPU & Network utilization, Thread Counts, there are additional Jmeter Libraries that need to be
added to the base Jmeter solution: http://imeter-plugins.org/

STANDARD SET: http://jmeter-plugins.org/wiki/StandardSet/ [Required for PerfMon]
EXTRA SET: http://imeter-plugins.org/wiki/ExtrasSet/  [Required for monitoring JBOSS JMX]



http://jmeter-plugins.org/
http://jmeter-plugins.org/wiki/StandardSet/
http://jmeter-plugins.org/wiki/ExtrasSet/

Step 50: OPTIONAL for IMWA: Notes for Expansion Kit

% & TestPlan-M

4 Notes for IM Test Plan ip@gc - PerfMon Metrics Collector e
4i## csv Data Set Config for IM Login Name: |jp@gc— FerfMon Metrics Collector |
¢ " Testing Loop for IM i
‘l’\f Gaussian Random Timer for IM @ Help on this plugin g
4### HTTP Cookie Manager for IM : _
i HTTP Authorization Manager for IV Servers to Monitor {ServerAgent must be started, see help)
;;;_g HTTP Request Defaults for IM Host/IP Port Metric to collect Metric parameter (see help)
4## HTTP Header Manager for IM HIMWA_HOSTNAME]} 4444 CPU combined a
™ H IMWA_HOSTNAME 4444 Memo usedperc
: : E;'f’&ﬁ:lfgﬂuugiizg AUTHF ?{II‘M‘."JAZHOSTNAIﬂE% 4444 Disks |?0 queuZ:TS:mpt i
- i [H{IMWA_HOSTNAME} 4444 Network /10 bytesrecy —
o= " 03 - CREATE USER TOARMIALS HORTRIAREL AAAA TP actah x
o ‘ 04-LAUNCH RESET USER PASSWORD TASH ‘ Add Row Copy Row | Delete Row |
o (&) 05-FIND USER :
o 'r 06-RESET PASSWORD FOR USER Write results to file | Read from file
o~ i 07 - DELETE USER Filename | | | Browse.. | Log/Display Only: [ ]| Errors [ ] Successes
o= ol -
- [Charl % Rows ﬁ Settings
o= H

Wiew Results Tree
Graph Results
Aggregate Report
Aggregate Graph

To monitor disk I/O, CPU & Network utilization, requires three (3) steps:
1) Update existing Jmeter lib folder with the STANDARD SET PLUG-IN libraries

2) Download, copy, & run the standalone JMETER PERFMON SERVER on the Server to be monitored.
a.  http://imeter-plugins.org/downloads/file/ServerAgent-2.2.1.zip

3) Add & configure the “jp@gc - PerfMon Metric Collector” Listener to your test plan.
a. Use default TCP port of 4444; & add CPU, Memory, Disk /0, Network I/O, TCP.

This report will populate during an execution of the test lab.



http://jmeter-plugins.org/downloads/file/ServerAgent-2.2.1.zip

Step 51: OPTIONAL for IMWA: Notes for Expansion Kit

? & TestPlan-

44§ Notes for 11 Test Plan jp@gc - Response Times vs Threads
mﬁ CSW Data Set Config for IM Login Name: |jp@gc—Resp0nse Times vs Threads |
¢ EJ&}ting Loop for IM Comments:
(LX) Gaussian Random Timer for IM @ Help on this plugin 131

:_;;_5 HTTP Cookie Manager for IM 5
44 HTTP Authorization Manager for I :| Write results to file / Read from file

:_;;_5 HTTP Reguest Defaults for IM Filename| | | Browse... Log/Display Only: [_|Errors [ | Successes

48 HTTP Header Manager for IM : —

o 8 01-SW AUTHENTICATION VIA HTTP AUTH F( l/ Chart (% Rows ( g Settings
o~ @) 02 - LAUNCH CREATE UISER TASK

o @ 03- CREATE USER |
o (i 04-LAUNCH RESET USER PASSWORD TASH -
o @} 05-FIND USER ;
-
-
-
-

#) 06-RESET PASSWORD FOR USER
& 07 - DELETE USER

o
View Results Tree
Graph Results
Aggregate Report
Aggregate Graph

The “jp@gc - Response Time vs Threads” is an excellent report to identify when expansion of the solution should be adjusted, e.g. #
of connection pools, horizontal scaling of the solution with load balancers, or increase of JVM memory.

This report will populate during an execution of the test lab.




Step 52: OPTIONAL for IMWA: Notes for Expansion Kit

% & TestPlan-IM E IR . 4
48t Motes for M Test Plan el UEL sl Bl sl =
;;;;t C3V Data Set Config for IM Login Name: |MQC—Transadions per Second |
9 E“Te’sting Loop for IM Comments:
(L) Gaussian Random Timer for IM " @ Help on this plugin 131

‘_‘55_5 HTTP Cookie Manager for IM ]
4 HTTP Authorization Manager for IM ;| Write results to file / Read from file

‘_‘;;_5 HTTP Reguest Defaults for IM Filename| | | Browse... Log/Display Only: [ | Errors [ | Successes

448 HTTP Header Manager for I 4 —

) 01-SW AUTHENTICATION V14 HTTP AUTH Fi l/ Chart (% Rows ( g Settings
) 02 - LAUNCH CREATE USER TASK

‘) 0z - CREATE USER :
) 04-LAUNCH RESET USER PASSWORD TASH :
# 0s-FND USER :
) 06-RESET PASSWORD FOR USER
) 07 - DELETE UsER

YT YT T YR

?

View Results Tree
Graph Results
Aggregate Report
Aggregate Graph

The “jp@gc - Transactions per Second” is an report to identify how quickly the solution is managing various operations.

This report will populate during an execution of the test lab.




Step 53: OPTIONAL for IMWA: Notes for Expansion Kit

T & TestPan-TH He .
i Notes for I Test Plan jp@gc - JMXMon Samples Collector

4##¢ CSV Data Set Config for IM Login Name: |jp@gu:-Jr\-1>(I'v1on Samples Collector |
¥ E Testing Loop for IM Comments:Ensure Firewall Port on Server is open; otherwise test plan will fail to run with error msg: Operation failed with status WAITING; Ignore false error msg: Service URL must start with service:jmex
View Results Tree : @ Help on this plugin 1.3.1
Graph Rezults i
Aggregate Report JMX Samplers
Aggregate Graph Label LIRL LUsername Password Object Mame Aftribute Key DEIta
i [JBOSS [service:jmxremoting-jrxdSIMWA_HOSTNAME}: 9999 jmeter jmeter{23! javalangtype=Me.. |HeapMemoryUsage used [ ]
hp@gc =L IS, 20 B SET ‘ Add Row Copy Row | Delete Row ‘
% [i£] WorkBench : -
¢ B HTTR(S) Test Script Recorder for IN Write results to file / Read from file
View Results Tree Filename |${JMETER_TEMF'}‘njboss_imx_u:olledor.log | | Browse... | Log/Display Only: [ | Errors [ | Successes
: (Chart % Rows ﬁ Settings Label: JBOSS
URL: service:jmx:remoting-jmx://S{IMWA_HOSTNAME}:9999
P . . . . . Username: jmeter
The “jp@gc - IMXMon Samples Collector” is an report to pull J2EE data directly; using the J2EE Administrative Password: jmeter123!
Console. Object Name: java.lang:type=Memory

Attribute: HeapMemoryUsage

Requires the following: Key (for composite JMX values): used

1) Ensure the current jboss-cli-client.jar is copied to Jmeter lib folder

2) JBOSS Administrative Console be accessible remotely; [Update standalone.sh/bat with IDM_OPTS="SIDM_OPTS -

Djboss.bind.address.management=0.0.0.0“] Ref: http://imeter-
plugins.org/wiki/JMXMon/?utm_source=jmeter&utm medium=helplink
3) JBOSS userID/password is defined in the Admin Console for access to J2EE stats. [Execute add-user.sh/bat & &utm_campaign=JMXMon

create management user with password]
https://planet.jboss.org/post/jmx connections to jboss as

. . . . http://imeter-plugins.org/wiki/JMXMon/
This report will populate during an execution of the test lab. https://github.com/undera/imeter-

plugins/blob/master/extras/src/kg/apc/imeter/imxmon/JMXMonCollect
or.java



http://jmeter-plugins.org/wiki/JMXMon/?utm_source=jmeter&utm_medium=helplink&utm_campaign=JMXMon
https://planet.jboss.org/post/jmx_connections_to_jboss_as
http://jmeter-plugins.org/wiki/JMXMon/
https://github.com/undera/jmeter-plugins/blob/master/extras/src/kg/apc/jmeter/jmxmon/JMXMonCollector.java

Step 53b OPTIONAL for IMWA: Notes for Expansion Kit

I= Java Monitoring & Management Console - E Java Monitoring & Management Console - oIEl
Connection Window Help |2 JConsole: Qutput = O n Connection Window Help
Jan 03, 2016 12:56:12 AM org.xnio.Xnio <clinit> ) ‘| ES) JBoss CLI/ sandbox01 =
INFO: XNIO Version 3.0.7.GA-redhat-1 [~ = 1
D JConsole: New Connection B B Jan 03, 2016 12:56:12 AM org.xnio.nio.NioXnio <clinit> IS Memory [ Threads | Classes | VM Summary [ MEeans | Joss CUI/ sandbacdll | 4@
INFO: XNIO NIO Implementation Yersion 3.0.7.GA-redhat-1 Time Range: |All —
Jan 03, 2016 12:56:12 AM org.jboss.remoting3.EndpointInpl <clinit> -
INFO: JBoss Remoting version 3.2.18.GA-redhat-1 Heap Memory Usage Threads
: {1 s00Mb 300
}l New Connection - »
4 535.783.856 - - R
Label: JBOSS sooMph |\ ————T -
URL: service:jmx:remoting-jmx://${IMWA_HOSTNAME}:9999 2l
Local Process: Username: jmeter
Password: jmeter123! 400 Mb
— N_ame | EE — l Object Name: java.lang:type=Memory fean 2l
sun.tools. jconsole. JConsole 8709 Attribute: HeapMemoryUsage e 0057
thUg-_;-rr..:..j|_j|e-_;_]ar =-mp ,fnm;'[_}.‘.‘,rjtjggg,fim_r)z ib26 Key (for composite IMX values): used Used: 535.8 Mb Committed: 1.6 Gb 7 R
jboss-modules. jar -mp Jopt/CAfjhoss/im_01 3625 Max: 2.8 Gb Live: 276 Peale 339 Totak 1,035
Classes CPU Usage
30,000 40%
Ref: http://imeter- S
® Remote Process: plugins.org/wiki/JMXMon/?utm source=jmeter&utm medium=helplink&utm ¢ B
service: jmcremoting-jme: /192, 168.92.12 9:999¢ ampaign=JMXMon 25,000 T 20%
Usage: <hosthame = <port>> QR service:jmx:<protocol=:<sap:> J EEEEH 108
https://planet.jboss.org/post/imx_connections to jboss as ° s
sage
Username: |jmeter Password: [+sseessses | 20,000 0% ‘0%
00:57 00:57
[ Loaded: 23,553 Unloaded: 109 Total 23,662 CPU Usage: 0.7%
Validate REMOTE JMX for JBOSS with JBOSS Java Jconsole
Requires the following:
1) X-Ming or similar X-Window on desktop for remote execution. Putty enabled with X11 Redirect & Linux environment variable DISPLAY=IP:0.0
2) Execute JBOSS_HOME\bin\jconsole.sh [Should appear in X-Window]
3) JBOSS userlD/password is defined in the Admin Console for access to J2EE stats. [Execute add-user.sh/bat & create management user with password]
2 root@sandbox01:~ — 0

This report will populate during an execution of the test lab.



http://jmeter-plugins.org/wiki/JMXMon/?utm_source=jmeter&utm_medium=helplink&utm_campaign=JMXMon
https://planet.jboss.org/post/jmx_connections_to_jboss_as

Step 53c OPTIONAL for IMWA: Notes for Expansion Kit

|2 Java Monitoring & Management Console = B P A . .
[is Secure connection failed. Retry
Connection Window Help insecurel\ﬂ
r 1 i 2
E4 JBoss CLI / sandbox01 D{IZN IE I:I;lgosnsnl:!ﬂlﬂﬂ to 3625 could not be made
Overview | Memory | Threads | Classes VM Summary | MBeans | JBoss CLI / sandbox01 & Would you like to try without SSL?
) Username and password will be sent in plain
Time Range: |All - text)
[7] JConsole: New Connection B o
Heap Memory Usage Threads
2.0 Cb 300 Insecure Cancel
S — .
o N New Connection
s Used . .
e 4 1264555072 250 http://docs.oracle.com/javase/7/docs/technotes/guides/management/agent.html
1.0Gb @® Local Process:
Name PID
0.5 Gb 200 jhoss-modules. jar -mp jopt/CAJjboss/im_02.. 3626
—_—— _ sun.tools. jeonsole. |Console 833232
00:45  00:46  00:47 00:45 jboss-modules. jar -mp Jopt/CA/jboss/im_01.. 3625
Used: 1.3 Gb Committed: 1.6 Gb Max 2.8 Gb Live: 276 P
Classes CPU Usage () Remote Process:
30,000 60% ‘
o '\ Usage: <hosthame>:<port> OR servicerjmx:<protocol>=:<sap:
50%
40% Username: Password: |
25,000 30%
Loaded e :
« 23,330 20% | Connect Capxcal
o 1% \ T o root@sandbox01:/opt/CA/jdk/jdk1.7.0_71_x64/bin -1
20,000 O% 4 A

Validate LOCAL JMX for JBOSS with JBOSS Java Jconsole

Requires the following:

1) X-Ming or similar X-Window on desktop for remote execution. Putty enabled with X11 Redirect & Linux environment variable DISPLAY=IP:0.0
2) Execute JBOSS_HOME\bin\jconsole.sh [Should appear in X-Window]

3) No authentication required.

This report will populate during an execution of the test lab.



Step 53d OPTIONAL for IMWA: Notes for Expansion Kit

N\ http_recorder_example v505 Working.jmx (C:\Users\Administrator\Desktop\References\jmeter\apache-jmeter-2.13\apache-jmeter-2.13\http_recorder example v.. — 5
File Edit Search Rum Options Help
d | S| [ O U — M=
e a6 LB A |+ Lal % d Wl &% = H s oroo
2 & TestPlan-1 A . -
i Notes for I Test Plan jp@gc - JMXMon Samples Collector e u
‘_‘,,‘!_5 CSV Data Set Config for IM Login Name: |MQC—JM)(Mon Samples Collector |
s E Testing Loop for I Comments:Ensure Firewall Port on Server is open; otherwise test plan will fail to run with error msg: Operation failed with status WAITING; Ignore false error msg: Service URL must start with service:jmzx
View Reszults Tree . .
Help on this plugin 1.3.1
Graph Results ©7
Aggregate Report JNX Samplers
Aggregate Graph Label URL | Username Password Object Name Aftribute Key Delta
JBOSS senvice;jmxremoting-jm/AEIMWA_HOSTNAME} 9999 |jmeter jmeter123! java.lang:type=Memory HeapMemoryllsage used [}

[
jp@gc - JMXMon Samples Collector | Add Row | Copy Row | Delete Row |
WorkBench

Write results to file / Read from file
: Filename |${JMETER_TEI'\-1F'}\jbosstx_colledor.log | | Browse... | Log/Display Only: [_|Errors [ | Successes
H l/cnan ’/% Rows ’/ @ Settings
W JBOSS
2000000000
1 800 000 000
1 600 000000
1 400 000 000 4 7 .-"'| i A
/ A , A /] A il /1
| | 4 | A [ 1\ {1\
g |4 S ) P SED RS/ o SRR & ¢ SR S 4 SN 4 8
f I I\ i / | A / | f 1 / | | i i \ /
@ | | | | | | | | | ,-' | | | |
£ 1000 000 000 | -\ JA L) [\ oS ) \ L
5 | |I / | A \ |/ \ /| /o / |I |I \ /1 | /
=] f / /
G 300000000 III / = Vot | / R S \-ofee / {bocf { { { |/ | /
I| f I| I' I.l"ll \ ,u-"r \ / \ / | II| af \ / Ill / |||f I I|| \ / I',l"
/ | \ Yy / | v | / ¥ ¥
£00 000 000 |/ I'|/ V / Y I'|/ '| .II f y V
\/
400 000 000 4 ' 4 v V
200 000 000
0
00:00:00 00:00:06 00:00:12 00:00:18 00:00:25 00:00:32 00:00:38 00:00:44 00:00:51 00:00:57 00:01:04
Elapsed time (granuiarity: 1 sec)




Step 53e OPTIONAL for IMWA: Notes for Expansion Kit

Triage Map Metric Browser |
& port
(& Java version
@ Launch Time
ProcessiD H H
@ e Example of CA APM (Introscope) — Robust Monitoring
3 agent stets
G cru
Q) Fie system
Ea Frontends
=B Apps
2 By
Average Response Time (ms)
Concurrert Invocations
Errors Per Interval
Reszponses Per Interval
Stall Count
ER T
+ EE Defaut
= fgecHes
Q Bytes In Use
Q Bytes Total
=-EQ) 6¢ Monitor
B ac paicy
@ sem Type
{3 Percentage of Java Heap Used
(@ percentage of Tine Spert in GC during last 15 minutes
=] sa Garbage Colectors
= 53 Ps Marksweep
(B oc agorthm
(B ¢ kwocation Tetal Count
[9 GC kwvocations Per Interval Count
GC Time Per Interval (ms)
[Q Percentage of Time Spent in GC during last 15 miretes
Total GC Time (ms)
® 53 PS Scavenge
B

@335
3]

= -a PS Edlen Space
Amount of Space Us=d (bytes)
Current Capacity (bytes)
Growth Rate (bytesizecond) over psst 1 minute
M=oamum Capacity (bytes)
Memory Type
Percentage of Maximum Capacity Currently Used
53PS Old Gen
# :a PS Perm Gen
53 PS Survivor Space
3 Hewristics
B Host
B ams
8 oo
Bno
3 servias
[E} Sockels
LB Threads
Buwe

&

g--&8-8-&--&8--8--8




Step 54: Jmeter Test Plan for IMWA: Workbench

? & TestPlan- M
488§ notes for IM Test Plan
;ﬂ_ﬂ CSV Data Set Config for IM Login
o= E‘ Testing Loop for IM
View Rezults Tree
Graph Results
Aggregate Report
Aggregate Graph

jpi@gc - JMXMon Samples Collector

'

T l' HTTP{S) Test Script Recorder for IM
Wiew Results Tree

WorkBench

Name: |‘."'.furkElen|:h

Comments:

Save WorkBench

The JMETER WORKBENCH allows temporary components / steps to be used.

This section is where the JMETER HTTP Recorder will be attached for later use.

This is STANDARD with JMETER

No changes required for this operation




Step 55: Jmeter Test Plan for IMWA: HTTP Test Recorder

=

Test Plan - IM B

ik Notes for I Test Plan HT |P(S] Test Scrlpt Recorder Root CA certificate: Apache)MeterTemporaryRootCA created in JMeter bin directory

48 cSV Data Set Config for IM Login | name: |H'I'I'P[Sj: Test Script Recorder for IM @ Root CA heJMeterTemporaryRootCA created in JMeter bin directory

- 0 You can install it following instructions in Component Reference documentation (see Installing the JMeter CA certificate for HTTPS recording paragraph)
L E‘ esting Loop for IM il lcomments: Please check the details below when installing the certificate in the browser

View Results Tree : i ‘CN=_DO NOT INSTALL unl thi rtificate (JMet: t CA), OU=U! : C=us

Graph Resuts Global Settings Flgori(SHAT) 84020 6200 1200 202 20T ST BBE aE

Port: (3888 HTTPS Domains : |lab.dom | Created: Wed Dec 30 00:02:31 CST 2015

<*| Aggregate Report

Agaregate Graph Test plan content
. Target Controller: |Test Plan - IM > Testing Loop for IM |v |
Grouping: |Put each group in a new transaction controller | - | [[] capture HTTP Headers [ | Add Assertions Regex matching Connection Settings
HTTP Sampler settings Configure Proxies to Access the Internet

- jp@ac - JMXMon Samples Collector
VorkBench

Type: |HthIient4 | v| ["] Redirect Automatically Follow Redirects Use KeepAlive [ | Retrieve All Embedded Resources () No proxy

¢ .r HTTR(S) Test Script Recorder for I Content_type filter () Auto-detect proxy settings for this network

View Results Tree

() Use system proxy settings
Include:| | Exclude:| > LR ] J

'E-“Manual proxy configuration:

URL Patterns to Include

HTTP Proxy: | localhost Port: 8888~
URL Patterns to Include

Use this proxy server for all protocols

SSL Proxy:  localhost Port: 8888 :
| Add | | Delete | | Add from Clipboard EPiesE  lowllivs: Port: 88387
SOCKS Host:  localhost Port: 8888 :

URL Patterns to Exclude

SOCKSv4 (@ SOCKSy5 [ ] Remote DNS
URL Patterns to Exclude

No Proxy for:
localhost, 127.0.0.1

Mu(bmpl|csslis|giflicoljpe?glpnaglswilwoff)

| Add || Delete || Add from Clipboard || Add suggested Excludes

. . . Example: .mozilla.org, .net.nz, 192.168.1.0/24
Notify Child Listeners of filtered samplers _ ) ) .
) Automatic proxy configuration URL:

Notify Child Listeners of filtered samplers

-]

i [T] Do not prompt for authentication if password is saved
[ M [1el:
The HTTP Test Script Recorder was added manually to capture ALL web traffic to the IM User Console. Cancel Help
The Proxy Port was defined as 8888. And the HTTPS SSL Domain was defined as lab.dom
o] Administrator: Command Prompt

The Test Plan Content was setup to use a Targeted Controller. This is where ALL operations will be placed, under this “folder”

C:\>hetstat -an | findstr 8888

Added URL Patterns to Exclude. These “images” and other static information will not be displayed to avoid clutter. Tep 9.0.0.9-8888 9.0.0.0:0 LISTENING

TCP [::]:8888 [::]:0 LISTENING

When READY, click START. This will cause the IMETER to monitor ALL HTTP(S) Traffic.

- Atemporary SSL CA Cert will be created for use with any HTTPS URLs.  Update the browser Network configurations for a Proxy, to localhost port 8888.




Step 56: Jmeter Test Plan for IMWA:

HTTP Test Recorder

& TestPlan-1M

4l Notes for IM Test Plan

j_,‘!;_ﬁ CSW Data Set Config for IM Login
o= E“ Testing Loop for IM

View Results Tree

Graph Results

Aggregate Report

Aggregate Graph

jp@gc - JMXMon Samples Collector
:‘;’ WorkBench

T .' HTTP{5) Test Script Recorder for IM

View Results Tree

Name: |‘-Iiew Results Tree

Comments:

Write results to file /| Read from file

Filename Browse... Log/Display Only: [ | Errors [ | Successes Configure
Text - l/ Sampler result

This is the END of the current TEST PLAN.

The View Results Tree Listener was added to view data as is was being collected.







Examples of Using Jmeter HTTP Recorder




Jmeter Configurations — HTTP Recorder

WHY? HIGH VALUE METHOD TO CREATE IM USE-CASE AUTOMATED TEST PLANS FOR EXECUTE

USE a HTTP Recorder Proxy to build the test plans to 90-95% completion.

HOW? Simple Steps

1) Configure Jmeter to run as a local proxy on port 8888

2) Configure local browser (IE/FF/Chrome) to use local proxy on port 8888

3) Launch browser and execute IM use-cases, e.g. authentication, change a user’s password, create a user.
4) Monitor Jmeter for its information that it captured.

5) Add in SSL Certificates with TLSv1 support to allow use of HTTPS, to Jmeter



Jmeter Configurations — HTTP Recorder

1. Create “Test Plan” for HTTP

2. Right click on the “Test Plan” and add a new thread group: Add > Threads (Users) > Thread Group
3. Select the Thread Group

4. Right click on Thread Group: “Add -> Config Element -> HTTP Request Defaults”

5. In the new HTTP Request Defaults element set the variables for:

Server name: S{IMWAO001}

Port: 8888



Jmeter Configurations — HTTP Recorder

1. WorkBench. Click checkbox, “Save WorkBench”

2. Right click on WorkBench and add the recorder: Add -> Non-Test Elements -> HTTP(S) Test Script Recorder

3. On HTTP(S) Test Script Recorder configuration pane, click the “Add” button in “URL Patterns to Include”. Enter “.*\.html” or “*”.

4. Right click on “HTTP(S) Test Script Recorder” and add a listener: Add -> Listener -> View Results Tree [See results].

5. Return to HTTP(S) Test Script Recorder, and click the “Start” button at the bottom. [JMeter proxy server proxies to port 8888.]

A file called ApacheJMeterTemporaryRootCA.crt will be generated in jmeter/bin folder. Install this certificate in your browser if you are using
https. http://jmeter.apache.org/usermanual/component_reference.htmI#HTTP%285%29 Test_Script_Recorder

Configure your browser to use the JMeter Proxy, at this point, JMeter's proxy is running.

13. Start IE 11, but do not close JMeter. 14. Open the browser options.

IE11: Tools > Internet Options > Connections > Lan Settings

FireFox: Edit -> Preferences -> Advanced -> Network -> Settings On the new pop-up, FireFox: check “Manual proxy configuration”.

IE11: check “Use a proxy server ...” The address and port fields should be enabled now.

18. Address — enter “localhost” or the IP address of your system 19. Port — enter “8888".

20. Check “Use this proxy server for all protocols”, Click “OK” button to save the settings & Click “OK” button again. This should return you to
the browser



Jmeter HTTP Traffic Recorder

* High Value

* Don’t Guess. Let Jmeter capture your browsing & execution of use-cases.

Quick Example by Peter Lin

o

Adobe Agobat
Document

https://jmeter.apache.org/usermanual/jmeter_proxy_step_ by step.pdf




~

File Edit Search Run

)& @24

traffic-recorder.jmx (

Options Help

K| DB *]= % P

? & IIest Plan

¢ B Recorder

‘ Recording Controller

iZ| WorkBench

T l' HTTP(S) Test Script Recorder
Wiew Results Tree

Test Plan

Hame: |TestF'Ian

Comments:

Create a Jmeter Test Plan that will
record all web traffic over HTTP/S

Loop Count: [_| Forever |1

[ | Delay Thread creation until needed

[ ] Scheduler

e &\ s

~ traffic-recorder.jmx (C:\Users\Administrator\Desktop\References
File Edit Search Run Options Help
. ﬂ 0 —_ A J d -
D8 & ° 8|4 & | BB+ AL % i |l ™
? & TestPlan
o E Thread Group
' Recording Controller Name: |Recnrder
b'i :" WorkBench Comments:
¢ & HTTP(S) Test Script Recorder Action to be taken after a Sampler error
View Rezults Tree
® Continue
Thread Properties
Number of Threads (users). |‘1 ‘ traffi deri
Ramp-Up Period (in seconds): |1 LSR5 82 EF.JTTIJ{
File Edit Search Run Options Help

LB [+]|=% P

e ; Tes=t Plan
T E" Recorder
l' |Fteu:nrding Cnntrnller|
: WorkBench
T ‘ HTTP(S) Test Script Recorder
View Results Tree

Recording Controller

Hame: |Recnrding Cantroller

Comments:




N

File Edit Search Run Options Help

mCVHEIEN]

“[&|elal[+|-]

traffic-recorder,jmx (C\Users\Administrator\Desktop\References\jmeter\jmeter-scripts\traffic-recorder.jmx) - Apache JMeter (2.13 r1665067)

CIES N

P
L

Ly

0/ [b]%]*

k|

04 0i0 [

? & TestPan
L' E‘ Recorder
‘8 Recording Controller
4 WorkBench
¢ ‘@ HTTP(S) Test Script Recorder
El Wiew Results Tree

HTTP(3) Test Script Recorder

Name: |H'|_|'F'(S) Test Script Recorder

(o

Global Settings
’VPort: 4888 HTTPS Domains :

Test plan tent

Target Controller: |Use Recording Controller

"|

Grouping: |Put each group in a new transaction controller

‘ v| Capture HTTP Headers [ | Add Assertions Regex matching

HTTP Sampler settings
[Type: |

|v ‘ [] Redirect Automatically Follow Redirects Use KeepAlive [] Retrieve All Embedded Resources

Content-type filter
’VIncInde: |

Exclude:

r URL Patterns to Include

URL Patterns to Include

N\

File Edit Search Run

Options Help

)& @

=

A

traffic-recorder.jmx

& (BB |+ =5 P

? & TestPlan

‘ Add H Delete H Add i

r URL Patterns to Exclude

T E‘ Recorder

URL Patterns to Excl

7i).4\.(bmp|css|js|aiflico|jpe?: |5

(?0) "\ (bmplcsslis|giflicoljpe?glpnglswiwofi?].*

? [ MoriBench
A4

;;_':.J Recording Controller

;;_,J HTTP(S) Test Script Recorder
View Results Tree

WorkBench
Name: |WnrkEle nch

Comments:

Save WorkBench

| Add || Delete H Add from Clipboard || Add suggested Excludes

r Notify Child Listeners of filtered 5

Notify Child Listeners of filtered samplers

| Start || Stop || Restart




N

File Edit Search Run Options Help

AR

traffic-recorder.jmx |

K

& |08 |+ =% P

? 4 TestPian

T E‘ Recorder

I_:' Recording Controller

L WaorkBench

T ._;z HTTR(S} Test Script Recorder
View Results Tree

View Results Tree

Name: |‘-Iiew Results Tree

Comments:

VWrite results to file /| Read from file

Filename

ITauf |'|| Samnl

View Results Tree

Browse.. | Log/Display Only: [ | Errors [ | Successes Configure

hY Sample Result Save Configuration
Save Field Names [C5V) [] save As XML Save Sample and Error Counts
Save Success [] save Connect Time [ ] save Data Type

Save Time Stamp [ ] save Encoding Save Response Code

Save Elapsed Time [] save Response Filename Save Active Thread Counts

Save Thread Hame Save Latency [ ] save Idle Time

Save Assertion Results (XML) Save Label [ ] save Sub Results {XML)

Save byte count [] save Sampler Data (XML} Save Hostname

[ | save Response Data (XML} [] save URL Save Response Message

[ | save Response Headers (XML) [ | Save Reguest Headers (XML)

Save Assertion Failure Message

Done




~ im-traffic-recorder.jmx (C:\Users\Administrator\Downloads\apache-jmeter-2.13\apache-jmeter-2.13\im-traffic-recorder jmx) - Apache JMeter (2.13 r1665067) - a n
File Edit Search Run Options Help
0e a &4 K|BIE| |+ =] p® % i)l | ] LEN o o V) o
- To on the Listener
¢ T Recorder HTTP(S) Test Script Recorder ’
& Recording Controller Name: |HTTP(S) Test Script Recorder ]
¢ [ workaench

(Comments:

@
? HTTP(S) Test Script Recorder Global Settings

el = Il to have Jmeter listen for web
traffic on port 8888. &
e Il Update Proxy in Browser (FF)

Target Controller: ‘me Recording Controller |v|

Grouping: [Put each group in a new transaction controller [ ] I capture HTTP Headers (] Add Assertions ] Regex matching

HTTP Sampler settings

Type: ‘ ‘v‘ [] Redirect Automatically (] Follow Redirects [ Use KeepAlive [] Retrieve Al Embedded Resources

URL Patterns to Include 1
oo Administrator: Command Prompt
0S0 do e on 6 9600
B 050 orporatio A g eserved
e Ad e a c d 3888
P 0.0 0.0.0.0:0
URL Patterns to Exclude
URL Patterns to Exclude
(7i).%
(7i)." N>
Connection Settings ﬂ
Configure Proxies to Access the Internet
() No proxy
‘ Delete H Add from Clipboard H Add suggested Excludes . .
(_) Auto-detect proxy settings for this network
Notify Child Listeners of filtered samplers
[¥] Notify Child Listeners of filtered samplers Use system proxy settings
(®) Manual proxy configuration:

HTTP Proxy: | localhost Port: 8888/~

] Use this proxy server for all protocols
Root CA certificate: ApacheJMeterTemporaryRootCA created in JMeter bin directory SSLProwy: [localhost Port: | 88837

ETP Proxy: Port: 0%
Root CA certificate: ApacheJMeterTemporaryRootCA created in JMeter bin directory SOCKS Host: Port: o=
— You can install it following instructions in Component Reference documentation (see Installing the JMeter CA certificate for HTTPS recording paragraph) () SOCKSv4 (@ SOCKSv5 [ | Remate DNS

Please check the details below when installing the certificate in the browser No Proxy for:

localhost, 127.0.0.1
CH=_ DO NOT INSTALL unless this is your certificate (JMeter root CA), OU=Username: me, C=U%
Fingerprint{3HA1): a2 c0 3a 20 9e 57 16 04 6T a7 57 32 55 7b 00 9e 76 ba 47 61

Example: .mozilla.org, .net.nz, 192.168.1.0/24
Created: Tue Dec 22 01:28:28 C5T 2015

() Automatic proxy configuration URL:

Ok Reload

[} Do not prompt for authentication if password is saved




File Edit View History

Bookmarks Tools Help

https://sandbo.../cam/indexjsp X # Options X _+

(- Firefox | aboutpreferences#advanced c Q, Search

General
Search
Content
Applications

Privacy

Security

Sync

Advanced

Advanced

General Data Choices Network Update

wBa O 3% 4

Certificates

Connection

Configure how Firefox connects to the Internet

Cached Web Content

Your web content cache is currently using 40.9 MB of disk
Override automatic cache management

Limit cache to 350 MB of space

Offline Web Content and User Data

Your application cache is currently using 0 bytes of disk s

v | Tell me when a website asks to store data for offline

The following websites are allowed to store data for offlin

Connection Settings

Configure Proxies to Access the Internet
() No proxy
() Auto-detect proxy settings for this network

() Use system proxy settings

‘O‘ Manual proxy configuration:

HTTP Proxy: | localhost Port: 8888/~

Use this proxy server for all protocols
SSL Proxy: | localhost Port: 8888 =
ETP Proxy:  localhost Port: 8888
SOCKS Host:  localhost Port: 8888 :

SOCKSv4 (@ SOCKSvS [ | Remote DNS
Mo Proxy for:
localhost, 127.0.0.1

Example: .mozilla.org, .net.nz, 192.168.1.0/24
() Automatic proxy configuration URL:

Reload

[ Do not prompt for authentication if password is saved

S- © =

Settings...

Clear Now

Clear Now

Exceptions...



This PC » Downloads » apache-jmeter-2.13 » apache-jmeter-2.13 » bin

SN |Nstall Jmeter Temporary Root CA Cert

& ApachelMeterTemporaryRootCA.crt 12/22/2015 1:28 A..  Secd

ApachelMeterTemporaryRootCA.usr 12/22/2015 1:28 A..  USR

oR Certificate

= Certificate Import Wizard

General | Details | Certification Path

Welcome to the Certificate Import Wizard
ks Certificate Information

This wizard helps you copy certificates, ce
This CA Root certificate is not trusted. To enable trust, lists from your disk to a certificate store.
nstal thls certlﬁcate in the Trllsted Root cEr']ﬁCﬂ']()ll (&) - Cernﬁcate |mpor‘t W|Zard
Authorities store. )

A certificate, which is issued by a certificat]
and contains information used to protect d
connections, A certificate store is the systy

Store Location Certificate Store

() current User Certificate stores are system areas where certificates are kept.

Issued to: _ DO NOT INSTALL unless this is your certificate

Windows can automatically select a certificate store, or you can spedfy a location for
To continue, dick Next.
(IMeter root CA)

the certificate.

) Automatically select the certificate store based on the type of certificate
Issued by: _ DO NOT INSTALL unless this is your certificate

®) Place all certificates in the following store
(IJMeter root CA)
Certificate store:

valid from 12,|" 22‘{.213 15 to 12,;29!,20 15 Trusted Root Certification Authorities

Certificate Import Wizard

Install Certificate... ssuer Statement

Issuer Stateme o The import was successful.

: _ : Next . Cancel
<. Jmeter-server.bat 2122015 1:49 PM Win '




Ensure hostname is in DNS or host files

B TextPad - C\Windows\System32\drivers\etc\HOSTS - B
File Edit Search View Tools Macros Configure Window Help
NS BESRE ¥ EEm == a0 DY i Eet T e » o
Find incrementally [ 4} i [J Match case -
HOSTS * v X

127.0.0.1 localhost

192.168.92.132 smps0l.im.dom

192.168.92.128 casandbox0l.im.dom casandbox0lim eta server
192.168.92.129 sandbox01l sandbox0l.lab.dom sandbox02.lab.dom sandbox02
192.168.92.250 casandbox0l.l7tech.com casandbox01l sde.l7tech.com sde
192.168.92.133 1mwalOOl.im.dom

Search Results

REEGEIINE ™ Tool Output

For Help, press F1



Must use FQDN with SSL for proper redirect from Web Servers to J2EE Servers

File Edit View History Bookmarks Tools Help — 08
“. 403 Forbidden X\ +
€ ) @  hittps//192.168.92.129/iam/im/cam/inde: Search w8 9 3 & 48 © © = |- =

Forbidden

You don't have permission to access /iam/im/cam/index.jsp on this server.

File Edit View History Bookmarks Tools Help
. 403 Forbidden X\ + - _
C:\Users\Administrator>ping sandbox®1.lab.dom
é 8  https;//sandbax01/iam/im/cam/index Search W Pinging sandbox®1 [192.168.92.129] with 32 bytes of data:
192.168.92.129: bytes=32 time<{ims TTL=64
192.168.92.129: bytes=32 time<ims TTL=64
Forbidden 192.168.92.129: bytes=32 time<ims TTL:=64
192.168.92.129: bytes=32 time<ims TTL=64
Ping statistics for 192.168.92.129:
You don't have permission to access /iam/im/cam/index.jsp on this server. Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms




& TextPad - C\Users\Administrator\Downloads\apache-jmeter-2.13\apache-jmeter-2.13\bin\jmeter.properties
§£ile Edit Search View Tools Macros Configure Window Help

DNEEHAESRE § R O = T DY AN Bt ene ) .

Find incrementally | J1 1 [ Match case -

# Default HTTPS protocol level: Update Jmeter from default of SSLv3 to TLSv1
#https.default.protocol=TLS

https.default.protocol=TLSvl

# This may need to be changed here (or 1n user.properties) to:
fhttps.default.protocol=SSLv3

& TextPad - C\Users\Administrator\Downloads\apache-jmeter-2.13\apache-jmeter-2.13\bin\system.properties *
EEiIe Edit Search View Tools Macros Configure Window Help

N B&SRE L ERO == 29 DU LN B ene ) .

Find incrementally | 11 1i I Match case .

et 000000000
#
# SSL properties (moved from jmeter.properties)
#
# See http://download.oracle.com/javase/1.5.0/docs/guide/se
# for information on the javax.ssl system properties
https.default.protocol=TLSv1







Test Jmeter Capture with sample web site

File Edit View History Bookmarks Tools Help

ﬂ Success! SpaceX lands roc.. X | %% Options X | +

€)> |

money.cnn.com/2015/12/21/news/companies/spacex-launch-rocket-landing/index.htm E1| C || Q Search

Business Markets Tech Media Personal Finance Small Biz

T4 )94

STAGE 2 SPACEX

LAUNCH: ORRCOMM 2

[1] || 00:09/01:15 ] W o5

Cheers erupt as SpaceX successfully lands rocket

SpaceX finally guided a reusable rocket safely back to Earth after
liftoff on Monday.

Traditionally, rockets are disposed of after they detach from the spacecraft. The ability to recycle
them marks a big step toward making space travel cheaper.

Steve Harvey

W nistakenly crowns
} the wrong Miss

Universe 2015

Donald Trump: Make
Miss Colombia and
Miss Philippines
‘co-winners'

Travel fur-cast just
got less stressftul:
United Airlines adds
comfort dogs

Millions of job openings!
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File Edit Search Run Options Help
Dlslaelaa = egoja+ -« [rneo |

7 & footren-u View Results Tree

L E‘ Recorder

o= \‘.} Recording Controler

LS WorkBench

LS \‘.," HTTP{S) Test Script Recorder

*
T

584 o011 C

Name: |View Results Tree

ICe 1t

Write results to file | Read from file

Filename | | | Bowse.. | Log/Display Only: [ Errors [ ] Successes
Text Sampler result |

“ 11

&2

£ [7 #1.css]

i 110 1.aM1 229 0fjsicnn-video-api.min js]

£ [15 favicon.ied.ico]

“ [ /a1 229 0lcssipagesipage css]

“ [5/.aM.229.0/css/pagesipage-blessed.css]

£ [31.a1.229.0/css/global.css]

“ [8 /.aM.229.0/js/cnn-header-first. min.js]

i 113 1.aM1 229 0fjsiendoriusabilla.min js]

i 114 1.aM1.229 0fjsicnn-analytics.min js]

“ [4 /.aM.229.0/css/pages/page-blessed?.css]

£ [11 fanalytics/cnnexpanfismd.min js]

& 19121 229 0fjs/cnn-header-second.min js]

£ [12 1.2/1.229.0/js/enn-footer-lib.min js]

“ [18 1.aM.228.0/assetsllogo_cnn_nav_bottom.png]

L 124 taglisigptjs]

£ [22 1.11.229 0/assetslogo_cnn_arabic.png]

“ [17 l.aM.229.0/assets/logo_cnn_espaniol.png]

L [16 fennl elementimgl4. 0flogosimenu_paolitics.png]

& 121 fenni elementimgi4. 0flogos/menu_bleacher.png]

£ [20 fennl elementimgid.0flogosimenu_money.png]

£ [19 fenni elementfimald Oflogosimenu_style pna]

i 123 1 affonts/cnni2.3.0/990dea59-fedd-461d-863d-3517e48e8ed0.w

£ [251.a1.229 0/assetslogo_cnn_badge_2up.pna]

£ [26 1.a1.229 0/ass ets/s prite-s1dced3ff2b.png]

“ 32 /datalocs/sectionfindex html:homepage2-zone-1hiewsizonesi/ca

“ 38 /datalocs/sectionfindex html:homepaged-zone-Shiewsizones/ca

“ 39 /datalocs/sectionfindex html:homepage4-zone-Giviews/zones/co

£ 33 idatalocs/sectionfindex html:homepage3-zone-1hiews/izones/co

“ 36 /datalocs/sectionfindex html:homepaged-zone-3viewsizones/ca

& [30 L.afontsicnni2.3.0/146081-326 d-4dae-b7 78-d7afab6 1667c.wofl

£ [27 1affontsficons/2.0.12/cnn-icons.woff]

“ 35 /datal/ocs/sectionfindex html:homepaged-zone-2hviewsizones/ca

£ 40 idatalocs/section/index html:homepaged4-zone-Thiews/zones/ca

“ 37 /datalocs/sectionfindex html:homepage4-zone-diviews/zones/co

L 34 idatalocs/sectionfindex html:homepage4-zone-1hiews/zones/co

i 43 Mmisplimm.dat

“ [41 Jcnnnextidamiassets/151221213052-heroin-in-america-new-ha

£i [31 1 afontsicnni2 3.0/2c056 da8-4920-4e20-8c69-8afh315458a9 o

& 128 1 affonts/cnni2.3.0/60be5c39-863e-40chb-9434-6ebafbi2ab2b.w

£ [29 L.affontsicnni2 3.0/530dee22-e3c1-4e9f-bf62-c31d510d9656.w

L [45 lennnextidam/as s ets151218062231-cnnmoney-george-zimmel

i 146 fennnestidamias sets151221213052-heroin-in-america-new-ha

L 142 fennnextidamias sets151221180421-isis-marching-overlay-tea
<] i | I

[] Scroll automatically?

Raw l Parsed
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9 & TestPlan-m

T E‘ Recorder

o '!'.' Recording Controller

T WorkBench

} HTTP(S) Test Script Recorder
View Results Tree

View Results Tree

Name: |View Results Tree

Comments:

Write results to file / Read from file

Filename|

|| Browse.. | Log/Display Only: [|Errors [ ] Successes

Text

||| sampler result | Reguest | Response data

Ak [221.aM.229.0/assets/logo_cnn_arabic.png]

A&k [17 1.aM.229.0/assets/logo_cnn_espaniol.pnal

A& [16 fenni.elementima/d.0flogos/menu_politics.pnag]
A& [21 lenni.elementima/d.0flogos/menu_bleacher.png]
A& [20 Jfenni.elementima/d.0flogos/menu_money.pna)
A& [19 /enni.elementima/d.0llogos/menu_style. pna]

&k [23 | affontsicnni2.3.0/990deas9-fedd-461d-863d-3517 e48e8ed0w| |

A&k [251.aM.229.0/assets/logo_cnn_badge_2up.png]

Ak [26 1.2M1.229.0/assets/sprite-s1dced3f2b.pna)

&b 32 datalocs/sectionfindex.html:homepageZ-zone-1iviews/zones/co
A& 38 /datalocs/sectionfindex.html:homepaged-zone-Siviews/zones/co
& 39 /datalocs/sectionfindex. html:homepaged-zone-Giiews/zones/co
A& 33 /datalocs/sectionfindex.html:homepage3-zone-1iviews/zones/co
A 36 /datalocs/sectionfindex.html:homepaged-zone-3iviews/zones/co
A& [30 Laffonts/cnn/2.3.0/14f6081-326 d-4dae-b778-d7 afaGi166fc.wof]
A&k [27 laffontsiicons/2.0.12/cnn-icons. woff]

A 35 /datalocs/sectionfindex.html:homepaged-zone-2iviews/zones/co
& 40 /datalocs/sectionfindex html:homepaged-zone-7hviews/zones/co
A& 37 /datalocs/sectionfindex.html:homepaged-zone-4iviews/zones/co
A 34 /datalocs/sectionfindex.html:homepaged-zone-1iviews/zones/co
&b 43 Mmisplimm.dat

A&k [41 lennnextidamiassets/151221213052-heroin-in-america-new-h
A& [31 Laffonts/cnn/2.3.0/2c056da8-4920-4e20-8c69-8a6b315458a9.y
&b [28 /.affonts/cnn/2.3.0/60be5c39-863e-40cb-9434-6ebafbb2ab2b.w
Ak [29 lafonts/cnn/2.3.0/530dee22-e3c1-4e9-bi62-c31d510d9656.w
A& [45 lcnnnext/damiassets/ 15121806223 1-cnnmoney-george-zimme
A&k [46 lcnnnextidamiassets/151221213052-heroin-in-america-new-h
A 142 icnnnextidamiassets/ 1512211804 21-isis-marching-overlay-tea
Ak [44 [ affonts/cnn/2.3.0/8e8ee020337-4113-3d6c-969d6d6536c8.w
4 (47 icnnnextidam/iassets/151218152240-10-emerging-destinationg
A 148 icnnnext/damiassets/151111165556-symmetry-1-large-tease j
&b 150 icnnnextidamiassets/ 1512211257 02-slow-mo-guys-fire-breatin
A 149 icnnnext/dam/assets/ 15070706582 3-restricted-amanda-peters
&b 151 icnnnextidamiassets/151218152240-10-emerging-destinations
A 152 icnnnext/damiassets/151111165556-symmetry-1-medium-teas
&k [53 lennnextidam/iassets/150707065823-restricted-amanda-peters|
&b 154 icnnnext/damiassets/ 1512211257 02-slow-mo-guys-fire-breatin
A& [57 lennnextidamiassets/150227093938-amy-schumer-fat-shamin
A& [55 lcnnnext/damiassets/ 15101716233 1-sea-snake-washes-asho
A& [56 lcnnnextidamiassets/151218014423-32000-accidentally-left-ap
A&k [58 lennnext/damiassets/ 15031017 1255-future-of-airliners-4-small
& (59 iecnnnestidamiassets/150423212044-maglev-train-2-large-169.
& 160 icnnnext/dam/assets/151220193858-indonesian-prodigy-gram

ey [B‘I lennnext/damiassetsi151221215453-space-x-rocket-launch-lan

4 163 icnnnext/dam/assets/ 15122007364 1-snl-republican-de bate-ori| = |

(]

1 | [»]

[] Scroll automatically?

Search:

| | Find ||:| Case sensitive I:‘ Regular exp.
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File Edit Search Run Options Help

2 [ o o _ = = - n= .
HLIEIEEC “| 0O |+ A % d dl | ot = H 04 00T
9 & TestPlan - =ik .
¢ B Recorder il Transaction Controller
? ‘ Recording Controller Hame; |35.‘-"12015.?12I21Inews!companiess’spacex—launch-rocket—landing!index.html
ik BV ‘| |comments:
¢ A .
4k HTTP Header Manager 3 [ ] Generate parent sample
¢ ) 2/ :

> {" [ ] Include duration of timer and pre-post processors in generated sample
o= 21

o= f’ 32 /data/ocs/sectionfindex htmlhomepage2-zone-
o= f’ 38 /dataloce/section/index html:homepaged-zone-
o= f’ 39 Matal/oce/section/index. htmlhomepaged-zone4
o= f’ 33 /datalocs/section/index. himl:homepage3-zone-
0= I{’ 35 /dataloca/section/index. himl:homepage4-zone- :
0= f’ 3E Matalocs/section/index. htmlhomepaged-zone-1=
o f’ 40) /data/ocs/section/index.htmlhomepaged-zone- i
o f’ 37 /data/ocs/section/index.htmlhomepaged-zone-
o I{’ 34 /data/ocs/section/index.htmlhomepaged-zone-
o #* 43 Mmisplimm.dat

L BE CREATED UNDER THE RECORDING CONTROLLER UNDER
o f’ 145 / element'widget/video/videcapilapilatesticon TH E TEST P LA N

o #* 145 utisiget
o #® 153 iutisiget
o= {‘ 152 inanoWidget/3rd/comScore/comScore. htm
o #* 154 iutisiget
o #* 160 iutis/get :
o #* 161 iutisiget —
o 4 162 iutisiget i
o= ‘ 163 201512721 /newsicompaniesi/spacex-launch-rock
‘ 310 fmoney/bigihechnology/2015/M2/22/2pacex-launch
" 350 japipostEventibatch
o 4 350 fapilpostEventibatc
‘@ 351 japipostEventibatch
{# 356 /apipostEventibatch
.. 355 /imeoney/bigitechnology/2015/1 1/24/jefi-bezos-blue
.. |35? 120151 2/21/news/companiesispacex-launch-rock
) 493 1utis/get
‘) 1497 tapiipostEventibatch

WHEN JMETER HTTP RECORDER IS STOPPED, OBJECTS WILL

T

-

YT T YTY

T
&
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O &l | | BIE F| =% P ® vy ol % =B 04 0/0

¢ & TestPan-m = L
% B Recorder ;| HTTP Authorization Manager

? !') Recording Controller Name: |H'I'I'F' Authorization Manager
o B 511 famim/camvindex jsp 1 lcomments:
¢ # 511 ramimcamindex jsp :
48 HTTP Header Manager
¢ #* 512 famimicamindex jsp
48 HTTP Header Manager i
? {' 513 Siam/im'cam/index jsp ~Authorizations Stored in the Authorization Manager
48 HTTP Header Manager Base URL Username Password Domain Realm Mechanism
? 9 514 fiamim/camindex.jsp https:/1192.168.92 129amfim/cam/index jsp idmadmin ssssssnene BASIC_DIGEST
e f’ 514 fiamfim/camfindex.jsp §§ hitps:l=andbox0ifiamimicamiindex. jsp idmadmin IIITTITTY] BASIC_DIGEST

mH'ITPHeaderManager §§ hitps AMSIMWA_HOSTHNAMENiamiimicam/ui7iindex jsp idmadmin sssssssens BASIC_DIGEST
: hitps:IE{IMWA_HOSTHNAMEYiamfim/cam/ui7icalcssica. cas idmadmin sesssennne BASIC_DIGEST

~ Options
[] Clear auth on each iteration?

36 HIIEESere o hitps /IS{MWA_HOSTNAME}iam/im/cam/ui7/cafimagesicalogo.png idmadmin sescessses BASIC_DIGEST

¢ 1 fam/im/camindex jsp https #S{MWA_HOSTNAMEYiamimicamiui7icalimages/helpicon.gif idmadmin [— BASIC_DIGEST
o= f' 1 fiamfimicamfindex jsp §§ https IS{IMWA_HOSTHMAMENiamfim/cam/ui7icalimages/head_icon.gif idmadmin sasssasane BASIC_DIGEST
o {f'zﬂarrﬂmfcarrﬂndex,}s.p §§ hitps MSIMWA_HOSTHNAMENiam/iim/icam/ui¥icalimagesiarrow_normal.gif idmadmin sssssssses BASIC_DIGEST
S f’ 3 fiamfimicamiindex jsp i ||https:#SAMWA_HOSTNAMEMiam/im/camiui7/calimagesiarrow.png idmadmin LI L) BASIC_DIGEST
&~ fp“ﬂamwcam_ldm}sp i hitps IB{IMWA_HOSTHNAMEiam/im/cam/ui7icalimagesiGradient.gif idmadmin IIITTITTY] BASIC_DIGEST

o #* 5 famimicamindex jsp ;
@ & flamimicamindex jsp i
@ 10 fiamfim/cam/index jsp :
@ 12 fiamim/cam/index jsp

) 16 fam/im/cam/index jsp

@ 21 famim/camiindex jsp

W 24 famiim/cam/uiT/index jsp

o #* 24 famiimicamiuiTfindex jsp

o= f'25ﬁarru"ln'l.ruil’skinﬁdrnfstylesheetl'castyles—uverride.
o= f'26ﬂarnﬂn'ﬂuifskinﬂdrnrstylesheeﬁ‘task.css

o #* 29 iamimuisscriptsigiobal js

o= f’z&rcastylesrs.1.1rcssfcastyles.css

o= f' 31 fiamim/uilext-jz/resourcesices/ext-all.cas

o #* 30 famiimiuilscriptsttootips js

o #® 34 famimiuilext-calcssica-all css

o= f' 36 fiamim/uifext-js/examples/ux/ux-all js

o #* 32 famimuirca-cssicssica-all.css

o £ 35 famimiuiextisiext-alljs

o= &7 33 fiamim/uilext-js/adapter/extiext-base.j :
4 s iE [ ada ][ poote || sona ][ sove |

I S A S A

- Sﬂﬁamﬂmmmrmm.auﬂ_m_L :
4 Il [»] |:
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File Edit Search Run Options Help

De @ °dl I |+=]|=]% P L4 o | % | E 04 010 T

9 & TestPlan-m B
? E‘ Recorder HTTP Request
? !,l Recording Controller Hame: |‘1 fiamfim/camiindex jsp |
¢ 511 flamim/camfindex jsp 1 |comments:
T f; ::En:s:;:n:z-f I:::r ~Web Server Timeouts (milliseconds)
¢ /p 512ﬂamwcam”du;p Server Name or IP: |sandb0x01.im.dom |Port Humber: (443 "Connect: Response:
4i## HTTP Header Manager " HTTP Request

488§ HTTP Header Manager
o ® 514 famim/cam/index.jsp
¢ #* 514 famfim/camvindex jsp
4l HTTP Header Manager 5
” HTTP Authorization Manager l/ Parameters r Body Data |
o ) 1 famimicamiindex jsp i

Send Parameters With the Request:
¢t famimcamindex.jsp| ! -

488# HTTP Header Manager ; Mame: Value Encode? | Include Equals?

o /* 2 flamimicam/index jsp
o #* 3 famimicamindex jsp
o A 4 ramimicamingex jsp ;
o #* 5 famimicamindex jsp =l
W s famim/camiindex jsp
& 10 amimicamindex jsp | Detail | ‘ Add ‘ ‘ Add from Clipboard ‘ ‘ Delete ‘ ‘ Up ‘ | Down |
%) 12 iamfimicamvindex jsp i

8 16 fiamimicamindex. jsp Send Files With the Request:

W 21 famimcamindex jsp 5
) 24 famimicamiuiindex jsp

o #* 24 fiamiimicamiuiTfindex jsp

o fZS fiamiimiui'skinfidm/stylesheet/castyles-override
L /’ 26 fiamfimiui'skinfidm/stylesheettask.cas

o #* 29 famimiuilscripts/global js :
o= {, 28 jcastylesrS. 1. 1/ces/castyles ces - Proxy Server
- f 3 fiamfimiullext-js/resources/ces/ext-al.ces Server Mame or IP: [Part Number: Username | | Password
o /* 30 ramimuiscriptsitootips js i

o #* 34 famiimiuilext-calcssica-allcss

513 fiamfim/cam/index. £
? /’ iamim/camindex.jsp : Implementaﬁon:l:lzl Protocol [http]: [hitps Method: = Content encoding:

Path: |f| amiimicamfindex jsp

[] Redirect Automatically Follow Redirects Use KeepAlive [ ] Use multipartform-data for POST [] Browser-compatible headers

File Path: Parameter Name: | MIME Type:

B O A A

‘ Add H Browse... H Delete ‘

r Embedded Resources from HTML Files

o f 38 fiamfimiuiext-js/examples/ux/ux-all js [] Retrieve All Embedded Resources [ | Use concurrent pool. Size: URLs must match:
o #* 32 famiimiuica-cssicssica-all.css
o #* 35 famimiulextislext-alljs i| [ Source address Optional Tasks
| o 2 33narnﬁru£ul:x&ﬂa.dan1ﬂrzmmzbne.is_ |'P“’H‘"5“"a""E | '| | | ’VD Use as Monitor [] Save response as MDS hash?
q Il []
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File Edit Search Run Options Help

e &l - 4 &I BB *F|=|% P® 4 oW (e % = E 04 010

% &b TestPlan- M =k
¢ [ Recorder | HTTP Header Manager
? Q Recording Controller Hame: |HTI'P Header Manager
9 & 511 famfimicamiindex.jsp BT T T
? f" 511 fiamfim/cam/index jsp ~Headers Stored in the Header Manager
48 HTTP Header Manager Name Value
? f" 512 fiamfimicam/index jsp i| ||Accept-Language en-US en:g=0.5
$#§ HTTP Header Manager i ||Cache-Contral max-age=0
¢ /,F 513 fiamfim/camfindex jsp §§ Accept-Encoding gzip, deflate
i HTTP Header Manager §§ User-Agent Mozilla/s.0 (Windows NT 6.3; WOWE4, nv43.0) Gecko/20100101 Firefoxid3.0
A ||Accept textihtml, applicationfthtmi+xml, applicationfoml;q=0.9 */*,q=0.8

o W 514 famimicamvindex jsp
¢ /7 514 lamimicam/index jsp
$# HTTP Header Manager
m HTTP Autherization Manager
¢ W 1 famim/cam/index jsp
¢ A 1 hamimicaminex jsp
i A P Header Manager
o /2 hamiimicamindex jsp
o #* 3 famimicamindex jsp
o A 4 amiimicamiinex jsp :
o A 5 amiimicamindex jsp b
o W & flamim/camindex jsp :
o W 10 famimicam/index jsp
o ) 12 flamfimicamindex jsp
(-
O

' 18 flamim/camvindex.jsp
' 21 fiamim/cam/index jsp
o B 24 famimicam/uiTiindex.jsp
o /* 24 famiimicamiuiT/index jsp
o= f"25ﬂarn.ﬁrru‘ui.rskin.ﬁdn'l.rstylesheeﬂcastyles—uverride.
o= /"26ﬂarru’lmfuifskinﬂdn‘#stylesheeﬂtask.c&s
o /% 29 famimiuilscripts/global js
o= fzsrcastylesr&mﬂcss.fcastyles.c&s
o= /" 31 fiam/imfui'ext-js/resources/ces/ext-all.ces
o /% 30 famimiuirscriptsitoottips js
o #* 34 flamfimiuilext-calcssica-all.css
o= {" 36 fiamfimiuilext-jis/examplesfuxiux-all j=
o #* 32 famimiulca-cssicssica-all.css
o #* 35 flamfimiuiext-jslext-alljs

& : g . z ‘ Add H Add from Clipboard H Delete H Load H Save ‘
L] Il (] |
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] e (| [ O = 2 14 ; g = 9 )
D6l a % - &38|+ LdlL S d W et 2 E o4 00T
% & TestPlan-M H R t
T E‘ Recorder s
¢ ,__‘j Recording Controller Hame: |24 fiamiimicamiuiviindex jsp
¢ & s11 famimicamindex jsp BT
511 fiamfim/camiindex
b /"” ,.::Tlecad InMEX}F-D ~Web Server Timeouts (milliseconds)
eader Manager
_g Server Name or IP: |${IMWA_HDSTNAME} |Port Number: 443 [Connect Response:
¢ #* 512 fiamimicamiindex jsp

48 HTTP Header Manager
¢ #7513 famimicamiindex jsp
4#8¢ HTTP Header Manager
¢ W 514 flamim/camindex jsp
¢ #* 514 fiemimcamindex jsp
48 HTTP Header Manager
ﬂ HTTP Autherization Manager
¢ B 1 famimicamvindex jsp
¢ A* 1 lamimicamindex jsp
i8¢ HTTP Header Manager
¢ A* 2 famimicamindex jsp
48 HTTP Header Manager
o #* 3 hamimicamindex jsp
o #* 4 famimicamindex jsp
o #* 5 famimicamindex jsp
o 8 6 famimcamvindex jsp
o (8 10 fiamim/camindex jsp
o ) 12 fiamim/camindex jsp
o (B 16 flamim/camindex jsp
o B 21 jamim/camindex.jsp
¢ B 24 famim/camiuit/index jsp
¢ /7 4 ramimicamiuiindex jsp|
48 HTTP Header Manager
o= /’25ﬂarruﬁrnfuifskinﬁdn‘l.fstylesheet.l'c&styles—werride.
o= f"26ﬂarnﬁrnfuifskinﬂdnﬂstylesheeb‘task.css
o #* 29 famimiuitscripts/globaljs
o= l/'25!castyle5r5.1.1rcs.s.rcastyles.css
o= f” 31 Niamiimiui'ext-jsfresources/cesl/ext-all.cas
o #* 30 famimiuitscriptsitootips s
o /® 34 famimiuiext-cacssica-all.css

0= l{f' 38 liamiimiuilext-js/examples/ux/ux-all js

o - ¥
1 I

L]

~HTTP Request

Implementation: I:E Protocol [http]: |hitps Method: H Content encoding:

Path: |ﬂamﬂ micamiui7iindex. jsp

[ ] Redirect Automatically Follow Redirects Use KeepAlive [ Use multipartform-data for POST [_| Browser-compatible headers

l’ Parameters |/ Body Data |

Send Parameters With the Request:

Mame:; Value

Encode? | Include Equals?

‘ Detail || Add H Add from Clipboard H Delete || Up H Down |

Send Files With the Request:

File Path:

Parameter Mame: | MIME Type:

‘ Add || Browse... H Delete |

r Proxy Server

|F'0r‘[ Mumber: Username |

Server Mame or IP:

Password

r Embedded Resources from HTML Files

[] Retrieve All Embedded Resources [_] Use concurrent pool. Size: URLs must match:

[JUse as Monitor [_] Save response as MD5 hash?
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¢ & 511 iamimicamiindex jsp T
? {’ 511 flamiim/cam/index. jsp i| rHeaders Stored in the Header Manager
48 HTTP Header Manager MName: Value
e ,{’ 512 flamfim/cam/index. jsp Accept-Language en-Us,en;g=0.5
48§ HTTP Header Manager §§ Cache-Control max-age=0
9 {f 513 fiamim'camfindex.jsp i| ||Accept-Encoding gzip, deflate
4ii§ HTTP Header Manager i ||User-Agent Mozilla/D.0 (Windows NT 6.3, WOWE4; rv43.0) Gecko/20100101 Firefox/43.0
! .!') 514 fiamfinfcamindex jsp L ¥ Accept text’html, applicationfhtml+xml,applicationfml;g=0.9,*,q=0.8

¢ /7 514 famiimicamindex jsp
4##¢ HTTP Header Manager
m HTTP Authorization Manager

¢ 8 1 famimcamindex jsp
¢ A 1 famimicam/index jsp

4i## HTTP Header Manager
¢ 4 2 ramimicamindex jsp

48E HTTP Header Manager
o /7 3 famimicam/index jsp
o /7 4 famimicamindex jsp
o #* 5 famimicamindex jsp
# & famimcamindex jsp
# 10 famim/canVindex.jsp
' 12 famim/canvindex. jsp
' 16 famfimcamyindex jsp
#® 21 famlim/camVindex.jsp
) 24 famim/camiuiTfindex jsp
¢ 4 24 fiamimicamiuifindex jsp

o
o= f' 25 fiamfimfui'skinfidmistylesheet/castyles-override,
o= {,26ﬁarruﬁn'tfuifskinﬂdrnfstylesheeﬂtask.css
o /% 29 famimiuiiscripts/giobal js
o f' 28 icastylesr5.1.1/ces/castylez.cas
o= {, 31 fiamfimiuifext-jsiresourcesices/ext-all.ces
o /% 30 fam/miuiiscriptsitootiips js
o #* 34 flamimiuilext-calcssica-all.css
o= f' 35 fiamfimiuilext-js/examples/uxiux-all j
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? !:' T3 fiamfim/camiuit/calimages/arrow _asc_bk.png

[ »

Name: |T4 fiamim/cam/ui7findexjsp |

Comments:
s {’ T3 fiamfimicamiuit/calimages/arrow _asc_bk.png 5
4# HTTP Header Manager i rWeb Server Timeouts (milliseconds)
? {)’ |74 M‘Tm_isp| Server Name or IP: |${IMW}\_H OSTHNAME} |Port Number: |443 [ﬁonne{:t: Response:
48 HTTP Header Manager ~HTTP Request

-3 i i B

N g:ﬁ;ﬁ’;ﬁf;,;ﬁiﬁif"“ Implementation: |:E Protocol [http]: |https | Method: Content encoding: [UTF-8 |
o= /" 79 fiamiimiuilext-js/ext-all js

o /’?3 fiam/imiui'ext-js/adapter/ext/ext-base js i
o f' 75 fiamfimiuilscripts/global js [ | Redirect Automatically Follow Redirects Use Keepélive [ | Use multipartform-data for POST [] Browser-compatible headers
o= #* 80 fiamimiuiiext-jsiexamples/uxiux-all js :
o #* 81 famimiuitext-calca-al js ;
& {:F 82 flamfimiuifext-jslsrcilocalelext-lang-en.js Send Parameters With the Request:

o ,{’53 fiamfimiuifimages/favicon.ico Mame: Value Encode? |Include Equals?
o= /’ B4 fiamfimiui'skinfidmimage/tasks/add png taskiag ResetlserPassword L] [b]
o f' 35 fiamfim/uilskinfidmimageftasks/subtract png o| ||consale.catd Manage Users

o= /’BBﬁarn.ﬁrnfuifca—cssﬂmages.fwinduwﬂeﬁ-curners.|:| :
o /’BBﬁarn.ﬂrnruirca—css.ﬁmages.fwindnwﬂup—hnﬂum.pn
o /’3?ﬁamﬁrnfuifca—cs&ﬁmages.fwinduw!right—curner&
o= /’BBﬁarn.ﬁrnfuifca—cssﬂmages.fwinduwﬂeﬁ-right.png
o /’Ql} famfimfui'ext-jsiresourcesiimages/defaultigtip/by i
o {’ 51 fiam/imiui'ext-jsiresourcesiimages/default/progr Send Files With the Request:
o= /’92ﬁarn.ﬁrnfuifext—}siresuurcesﬂmages.rdefaulﬂshare 3
o= {’93 fiamfimiuifext-jsiresources/images/default/shad
o {’94ﬁﬂrn.ﬂrnruirex‘[-jsfresuurcesﬂmﬂgesrdefﬂulﬂshacl
0= {’95 fiamfimiuifext-jz/resourcesdfimages/default/zhad
o= {’EIBﬁarn.ﬂrnrcarnruﬁﬂndex.}sp?faces\.?iewldﬂappipa
o #* 58 fiemimiuitscripts/global js

o= #* o0 famimiuiiscriptstootiips. js Proxy Server

L . . ii
f’ 101 fiamfimiuiiext-js/examplesiuxi-al s i| | semver Name or IP: |Port Number: Username | Password

o /’9? Icastylesrs 1 1/javascript/alljz B
. /’ 100 fiamfim/ul'ext-js/adapter/extiext-base js r Embedded Resources from HTML Files
o A* 102 famimiuiiext-casca-alljs :
o {’ 103 fiamfim/uiext-js/srcflocale/ext-lang-en.js i
0= f' 104 fiamiim/ui'ext-js/ext-al. js r Source address Optional Tasks
o= {’ 105 fiamfim/cam/ui7/calimages/ascending.png : {D Use as Monitor [_| Save response as MDS hash?

Path: |ﬁamﬂmfcam!ui?ﬂndex.jsp

f Parameters |/ Body Data |

=]
==

‘ Detail H Add H Add from Clipboard H Delete || Up H Down |

= File Path: Parameter Mame: | MIME Type:

| Add H Browse... H Delete |

L3 [] Retrieve All Embedded Resources [ ] Use concurrent pool. Size: URLs must match:
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48 HTTP Header Manager HTTP Request

T {’ T8 fiam/im/ui'scripts/global js :

488 HTTP Header Manager

[ »

Name: |96 fiamfimicamiui7findex jsp?facesViewld=/app/pagelscreen/standard_search jsp |

I ) Comments:
s {’ 20 fiam/im/uifext-js/examples/uxiux-all js :
44 HTTP Header Manager i rWeb Server Timeouts (milliseconds)
¢ /’ 21 fiamimiuilext-calca-alljs Server Name or IP: |${IMW}\_HDSTNAM E} |Port Number: (443 [Connect: Response:
4888 HTTP Header Manager ~HTTP Request

{’ 22 fiam/imluilext-js/sroilocale/ext-lang-en.js
i HTTP Header anager | | impiementation: I:E Protocol [http]: |https Method: Content encoding: |UTF-3
{’ 23 fiam/im/uifimages/favicon.ico :
4 HTTP Header Manager :
;(1' 34 famimuilskin/idm/image/tasks/add_png [] Redirect Automatically Follow Redirects Use Keepalive [ ]| Use multipartform-data for POST [] Browser-compatible headers
48 HTTP Header Manager :

-

-0

Path: |ﬂamﬂmfcamfu iThindex jsp?facesViewld=/app/page/screeni/standard_search jsp

-

[ Parameters | Body Data |

T {’ 85 fiamfim/uiskin/idm/image/tasks/subtract. png 3
* HTTP Header Manager Send Parameters With the Request:
- {’ 26 fiamfim/uica-ces/images/window/left-corners.g Mame: Value Encode? |Include Equals?
48 HTTP Header Manager DWASP_CSRFTOKEN 7CIA-PTIO-2IDA-SVEV-CEZ0-F194-13KA-BHTU || v
? {’ 28 fiamim/uiica-css/images/window/top-bottom.pn ScrollPosX 0 ; Z
4 HTTP Header Manager : SC.m”P.USY 0 = L
ClienfTimezaone -6 [ ] v]
s {’ 27 fiam/im/uifca-ces/images/window/right-corners. : standardsearch_andLower : Z
48 HTTP Header Manager Filter.0.Field % USER_ID% v v
? {’ 89 flamim/uica-css/images/window/left-right png | | | |[|Filter.0.0p EQUALS [ ] [v]
4 HTTP Header Manager Filter.0.Value i ; z
¢ #” 90 famimuilext-jsiresources/images/defauligtip/ty | /[ | [FILeraTows 1 L L4
main_SUBMIT 1 v
448§ HTTP Header Manager actior?stan dardsearch.search 0 f E
T {’ 91 fiamfim/uifext-jsiresources/images/default/progr 3
4 HTTP Header Manager | Detail ‘ ‘ Add ‘ ‘ Add from Clipboard | | Delete ‘ ‘ Up ‘ ‘ Down ‘
s {’ 92 fiamfim/uilext-jsiresources/images/defaultisharg |
3li# HTTP Header Manager Send Files With the Request:
? {’ 93 fiamfim/uifext-jsiresources/images/de fautt/shad File Path: Parameter Mame: | MIME Type:

4 HTTP Header Manager
T {’ 84 fiamfim/uilext-jsiresources/images/de fault/shad
448 HTTP Header Manager
{’ 95 fiamfim/uifext-jsiresources/images/default/shad
4l HTTP Header Manager :
#* |86 fiamiim/camiuiffindex jsp?facesViewid=jappips, | | [ PTOXy Server
444 HTTP Header Manager Server Name or IP: |Port Number: Username | Password
o #* 98 flamimuiscripts/giobaljs
o #* 98 famiimiuiscriptsitootiips js B}
o {)’ 101 fiamfimiuiext-slexamplesivoux-al js [[] Retrieve All Embedded Resources [ ] Use concurrent pool. Size: URLs must match:
o #* o7 icastylesrS. 1. 1fjavascriptialljs :
o= {’ 100 famimiuiext-jis/adapter/extiext-base jz

PR ST aT

-0

‘ Add || Browse... || Delete ‘

-0

r Embedded Resources from HTML Files

|IP.l’HostnamE | v| | []Use as Monitor [ ] Save response as MD5 hash?
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HTTP Request
4i#¢ HTTP Header Manager :
? {f 93 fiam/imiuilext-jsiresources/imagesidefault/shad Name: |1 08 fiamfim/cam/ui7lindex jsp?facesViewld=/appipageiscreenistandard_search jsp |
48 HTTP Header Manager Comments:
T f’ 94 fiamiim/uilext-jsirezources/images/de fault/’zhad ~Web Server Timeouts (milliseconds)
i HTTP Header Manager || | server Hame or IP: [{IMWA_HOSTNAME] |Port Number: [443 [Connect: Response:
T f’ 95 fiamfim/uilext-jsirezources/images/de fault/’zhad i
Z| rHTTP Request
4i8¢ HTTP Header Manager i
¢ " 96 famimicamiuiTindex jsp?facesviewld=/appipa | | | implementation: :E Protacol [http]: |hitps Method: Content encoding: [UTF-5
4i8¢ HTTP Header Manager
? ;’ 98 fiam/im/uilscripts/global js Path: |f| amfim/camiui7/index jsp?facesViewld=/app/page/screenistandard_search.jsp
{ii§ HTTP Header Manager [] Redirect Automatically Follow Redirects Use KeepAlive [ ] Use multipartform-data for POST [] Browser-compatible headers
T f’ 99 fiamfim/ui'scripts/tooltips.js ¥
4i8¢ HTTP Header Manager r Parameters |/ Body Data |
P /’ 101 fiamimiuiiext-jslexamplesiuxiux-all js : Send Parameters With the Request:
4i8¢ HTTP Header Manager
/’ R MName: Value Encode? |Include Equals?
¥ 11 g | ||owAsP_CSRFTOKEN 7CIA-PT7I0-2IDA-SVEV-CBZ0-F194-13KA-BHTU ] v]
488¢ HTTP Header Manager | ||seroliPosx 0 L] [¥]
e f’ 100 fiamimiuiext-js/adapter/ext/ext-base js SecrollPosY 0 [] [v]
448¢ HTTP Header Manager i ||standardsearch_andLower L] [v]
¢ A7 102 famimiuiiext-caica-al s ;| |[Fiter.0.Field %USER_ID% [¥] [¥]
448¢ HTTP Header Manager : F! lter.0.0p EQUALS = L4
o _ Filter.0.Value * L] ¥
T f’ 103 flamiimiuifext-js/sro/localel/ext-lang-en.js ; Filter.qfrows 1 : z
448¢ HTTP Header Manager il ||DefaultUserSearch__sel 0 L] v
? / 104 famfimiuilext-js/ext-all js | |main_SUBMIT 9 L] [v]
it HTTP Header Manager i| ||action.standardsearch.select 1 [] [v]
s /’ 105 fiamfim/cam/ui7/calimages/ascending.png : N N
| Detail || Add || Add from Clipboard || Delete || Up || Down |
448¢ HTTP Header Manager
s /’ 108 fiamfim/icam/ui7/calimages/unsorted. png Send Files With the Request:
48 HTTP Header Manager — = i T WIME Troe:
? /’ 107 fiamiimiuifimages/favicon.ico e Fath: arameter Name. Ype.
3% HTTP Header Manager [
L Q 108 fiamim/cam/ui7/index jsp?facesView|d=/app/paged
? ﬁ(’ [108 fiamimicamiuiiindex jsp?facesViewld=lappip
48 HTTP Header Manager | Add | | Browse... | | Delete |
o= f, 108 /castylesrS.1.1/javascript/all js - Proxy Server
T /’ 110 flamimiuiscripts/global Server Name or IP: |F’0r’[ Mumber: Username | Password
o= f, 111 fiam/imiuiscripts/toottips js :
[ /}' 113 flamfimiuilext-is/adapter/ext/ext-base js rEmbedded Resources from HTML Files
' f, 12 famfimiuiiext-jsfexamples/uxiux-all js | | ] Retrieve All Embedded Resources [ ] Use concurrent pool. Size: URLs must match:
0= /’ 114 fiam/imfuifext-js/ext-all.j= LY :
o /’ 115 fiamimiuilext-calca-all js r Source address Optional Tasks
o /* 116 famiimiuitext-js/sreflocalelext-lang-en js ||PfHesmame |v| | | [D Use as Monitor [] Save response as MDS hash?
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~HTTP Request

[] Redirect Automatically Follow Redirects Use Keepalive [ ] Use multipartform-data for POST [ ] Browser-compatible headers

¢ #7114 famfimiuiext-jsiext-al js [ Parameters | Body Data |
4§ HTTP Header Manager Send Parameters With the Request:
T ﬁ(, 115 fiamfimiuifext-calca-all js B
HTTP Header If Name: Value Encode? |Include Equals?
Hy sager ianager i |[owasP_CSRFTOKEN 7CIA-PTI0-2IDA-SVEV-CEZ0-F194-13KABHTU L V]
e f’ 116 fiam/imfuifext-js/src/locale/ext-lang-en.js ScrollPosi 0 ] o]
48 HTTP Header Manager ScrollPosY ] [] [v]
? /’ 117 fiamiimfuifimages/ favicon.ico §§ activetab.index 0 L] é
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L {’ 122 fiamfimiui'scriptsi/glebal js
L ﬁ(, 121 fiamfimiuiscriptzitoottips. js B R
o , | Detail H Add H Add from Clipboard H Delete H Up H Down |
o ﬁ(’ 124 fiamimiuilext-js/ext-all js
o= f’ 123 fiam/imfuifext-js/adapter/ext/ext-base.js Send Files With the Request:
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L {, 115 fiamfimiuifext-calca-all j
o= f’ 127 fiam/imiuiimages/favicon.ico
o= f’ 128 fiam/im/cam/uiT/index jsp?facesViewld=/app/p
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L {’ 125 fiam/imiuifext-jslexamples/ux/ux-all.js - Proxy Server
g /’ 131 fcastylesrs.1. Mjavascriptalljs L Server Mame or IP: |F'0r1 Mumber: Username | Password
L ﬁ(, 133 fiamfimiuiscriptsi/glebal js :
o= ;’ 134 fiam/imiuilext-js/fadapter/ext/ext-base js r Embedded Resources from HTML Files
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48 HTTP Header Manager ~Web Server Timeouts (milliseconds)
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LS f’ 113 fiam/imiuifext-js/adapter/ext'ext-baze js
4l HTTP Header Manager Path: |f| amfim/camiuiTiindex jsp?facesViewld=/app/page/profile/profile jsp
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48 HTTP Header Manager
LS {’120Icastylesr5.1.1I]ﬂva.scripﬂall.js
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4l HTTP Header Manager :
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4% HTTP Header Manager 3
¢ #7124 famimiuiiext-js/ext-alljs :
4#8¢ HTTP Header Manager -
T 5{’ 123 fiamfimiuifext-jis/adapter/ext/ext-base.jz i
48 HTTP Header Manager
L /’ 125 fiamiimiuifext-jis/examples/uxiux-all jz
T /’ 126 fiamiimiuifext-ig/sro/locale’ext-lang-en.js - Proxy Server

3 HTTP Header Manager Server Name or IP: |F'0r1 Mumber: Username | Password

T {’ 118 fiam/imfuilext-calca-all js :
4 HTTP Header Manager :| rEmbedded Resources from HTML Files

~HTTP Request

[] Redirect Automatically Follow Redirects Use KeepAlive [_] Use multipartform-data for POST [ Browser-compatible headers
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T f, 128 fiamim/camiuiffindex jsp7faces\iewld=/app/p
“ HTTP Header Manager Path: |ﬂamflma’cama’ui7ﬂndex.jsp'?
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488§ HTTP Header Manager
L2 f’ 137 fiamfimiuifzkin/idm/fimage/ftasks/confirmation_18
488§ HTTP Header Manager
T {, 138 fiamfim/uifimages/favicon.ico
488§ HTTP Header Manager
T ,__'," 138 fiamiim/camiuiffindex jsp?
9 #* 139 raminveamuiingex.jsp7|
488§ HTTP Header Manager
T f,HEI-Icastyleer.‘l.1r]avascri|:|tl'all.js
4## HTTP Header Manager | - Proxy Server
- f, 141 famimfuitscripts/global js Server Mame or IP: [Part Mumber: I— Username | | Password
o= f, 141 fiamiim/uilscripts/tookips.js H
o= f’ 142 fiamfim/uilext-js/adapter/ext/ext-base.js
o= #* 143 famfimiuiext-jsfext-all js
o= {, 144 fiamimiuifext-js/examplesiuxiux-all js

HTTP Request

[ ] Redirect Automatically Follow Redirects Use KeepAlive [ | Use multipartform-data for POST [ | Browser-compatible headers

Send Parameters With the Request:

Mame: WValue Encode? | Include Equals?
action.ackmsg OK |

| Detail H Add H Add from Clipboard H Delete H Up H Down ‘

Send Files With the Request:

File Path: Parameter Mame: | MIME Type:

_ | Add H Browse... H Delete |

r Embedded Resources from HTML Files

[] Retrieve All Embedded Resources [ | Use concurrent pool. Size: URLs must match:

|IP."Hqstr|ame | - | |

o /’ 146 fiamim/uilext-js/sroflocale/ext-lang-en js []Use as Monitor [] Save response as MD5 hash?

o= ;’ 145 fiamfim/uilext-ca/ca-al js ™ r Source address [OpﬁonalTasks

1] Il |







IDENTIFY JMETER CHALLENGE WITH CA IM’S OWASP_CSRFTOKEN

CA IM J2EE Logs display the following information about CSRF Token:

INFO [ims.ui] (http-/0.0.0.0:8080-43) Security provider 'SUN' is being used to
generate the random token.

INFO [ims.ui] (http-/0.0.0.0:8080-43) CSRF Token is generated and inserted
into the new created session.

ERROR [ims.ui] (http-/0.0.0.0:8080-43) Potential Cross Site Request Forgery
Attack by performing task 'ResetUserPassword'. The token in the request
does not match the one in the session!
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CsriPreventionHttpSessionListener.class - Java Decompiler

= :
[»q user_console.jar &2

- META-INF
=8 com.netegrity

[+ imsui.bean

H-H taglib

- webapp
[+t authentication
[+-83 bean
-8 exception
[+ filter
[+ homepage
[+-H3 managedobject.rptinstance
L8 page
[+ selfreg
[+t serviet
-8 util
[+-83 widget
-8 worklist
e8] CsifPreventionHttpSessionListener.class
[H-Tuh SystemInitializer.class
[ fp UlContext.class

OWASP_CSRFTOKEN

b

public void updateToken(HttpSession session)

{

}

IN CA IM user_console.jar

String tokenValue = (String)session.getAttribute("OWASP CSRFTOKEN");
if (tokenValue == null)
{

Provider provider = Security.getProvider("SUN");

String prngProvider;

String prngProvider;

if (provider != null)

{
prngProvider = "SUN";
i
else
{
Provider[] providers = Security.getProviders();
if (providers.length == 0) {
throw new RuntimeException("No security provider is found for generating random token!™);
¥
int index = @;
prngProvider = providers[@].getName();
¥
try
{
UIContext.getlogger().info("Security provider '" + prngProvider + "' is being used to generate the random token.™);
tokenValue = RandomGenerator.generateRandomId(SecureRandom.getInstance("SHAIPRNG", prngProvider), 32);
¥
catch (Exception e)
{
throw new RuntimeException(String.format("unable to generate the random token - %s", new Object[] { e.getlocalizedMessage() }),
¥

session.setAttribute ("OWASP_CSRFTOKEN", tokenValue);
UIContext.getlogger().info("CSRF Token is generated and inserted into the new created session.");
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TaskController.class - Java Decompiler

(g user_console.jar &2

ML L

t

OO O T
AbstractParentPage.class
AbstractProfilePage.class
AbstractScreenConfigPage. class
AbstractSearchPage.class
AbstractTabConfigPage.class
AbstractTabPage.class
ControllerAnalyticsHelper.class
IadminsTab.class

IConfigPage. class

IListPage.class
NestingCallback.class

IPage.class

IParentPage.class

ProfilePage.class
IScreenConfigPage.class
IScreenPage.class
ISearchPage.class
ITabConfigPage.class
ITabPage.class
NestingManager. class
NestingWrapper.class
RequestContext.class
SearchPageContext.class
SimpleCopyTabConfigPage.class
SimpleNonvisualTabConfigPage.class
SimpleVisualTabConfigPage.class
StandardTabControllerConfigPage.class
SubmitConfirmPage.class
SubmitTaskPage.class
SubmittedTasksTabConfigPage.class
TabController.class
TabPageContext.class

» TabSequenceTabController.class

[#-fuh TabSequenceTabControllerConfigPage.class
BT Controlor.class
. @ TaskController
b TaskStatusPage.class
luh WizardTabController.class
selfreg
servlet
util
widget
H-£f worklist
~luh CsrfPreventionHttpSessionListener.class
-@ CsrfPreventionHttpSessionListener
=® PRNG : String
of SUN_PRNG_PROVIDER : String
of TOKEM_LENGTH : int
o TOKEN_NAME : String
@ CsrfPreventionHttpSessionListener()
@ sessionCreated(HttpSessionEvent) : void
© sessionDestroyed(HttpSessionEvent) : void
@ updateToken(HttpSession) : void
F-fub Systemnitializer.class

= JIZ ]

EVEYI

ERREY
EIE
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=
EVEYI
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HEHes
56 6 R R

[HER

£

H-fup UIContext.class

% CsrfPreventionHttpSessionListener.cass52 | [ helptopic.propertiess? | ) BaseHandlerTag.class 52 | fub TaskController. clag

OWASP_CSRFTOKEN

0]

<

private boolean isTokenValid(HttpServletRequest request)
throws Exception

IN CA IM user_console.jar

{

if (UIContext.getUser(request) == null) {
return true;

¥

if (getTaskSession().getAttribute("ExternalTask™) != null) {
return true;

¥

String[] tokenParameterValues = request.getParameterValues("OWASP_CSRETOKEN™);

String taskName = getTaskSession().getTask().getTaskTag();

if ((tokenParameterValues == null) || (tokenParameterValues.length == 0))

{
String errorMsg = "The required token is missing!";
getTaskSession().addErrorObject(new TaskErrorObject(errorMsg, ", ProcessStep.DATAVALIDATE, ErrorlLevel.ERROR, taskName));
UIContext.getlogger().error("Potential Cross Site Request Forgery Attack by performing task '" + taskName + "'. " + errorMsg);
return false;

¥

String requestTokenValue = tokenParameterValues[@];

String sessionTokenValue = (String)request.getSession().getAttribute("OWASP_CSRFTOKEN");

if (lrequestTokenvValue.equals(sessionTokenValue))

{
String errorMsg = "The token in the request does not match the one in the session!";
getTaskSession().addErrorObject(new TaskErrorObject(errorMsg, "", ProcessStep.DATAVALIDATE, ErrorlLevel.ERROR, taskName));
UIContext.getlogger().error("Potential Cross Site Request Forgery Attack by performing task '™ + taskName + "'. " + errorMsg);
return false;

¥

return true;

¥

public void taskSubmit(HttpServletRequest request)

throws Exception
5
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48 HTTP Header Manager
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48 HTTP Header Manager
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48§ HTTP Header Manager

|,»'€=> CSS4Query Extractor - Pull The OWASP_CSRFTO

o= ’(’ 213 fiamfim/uizcriptsftoolttips.js
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View Results Tree

Name: |View Results Tree

Comments:

Write results to file | Read from file

Filename ‘

|| Browse... | Log/Display Only: []Errors [ ] Successes

Text |

-

r Sampler result r Request r Response data |

o Lb SMATUH VIA LOGIN.FCC
Ak 212 fiamiimicam/ui7/index jsp
&k 213 iamiimiuiiscriptsitooltips.js
Ak 214 fiamifimiuifext-calca-all js
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https://blazemeter.com/blog/how-load-test-csrf-protected-web-sites

https://blazemeter.com/blog/how-load-test-csrf-protected-web-sites E1 | C Search 'f,? E

_—TBlazeMeter FEATURES PRICING WHYWEBLAZE BLOG SUPPORT SIGNIN E

So let’s add the View Results Tree listener to our recorded test plan and see the response details of the request

Examples to pull the OWASP_CSRFTOKEN

before login.

Run the Recorded Scenario

From pages returned by the IM JSP

1. Select the request before the actual login attempt (the failed one) in the View Results Tree listener
2. Switch to the “Response Data” tab - as this holds the actual server response
3. Type “csrf” into the “Search” input and click the “Find” button

Voila! We have a hidden input named “csrfmiddlewaretoken” and it looks like its value attribute is holding the
dynamic CSRF token needed for a successful login.

<input type='hidden' name='csrfimiddlewaretoken' value='sTrKh7ggnuKtuNTkbwlyCv45W2sqQaiY"' />
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https://blazemeter.com/blog/how-load-test-csrf-protected-web-sites E1 ¢ Q, Search
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Now, based on the response nature, you can use the:

1. Regular Expression Extractor

2. XPath Extractor

3. CSS/JQuery Extractor

4., JSON Path Extractor (available via JMeter Plugins). Our article on the XPath Extractor covers the JSON Path

as well.
I've listed below examples of the configurations of each of these PostProcessors.

Please note: in all cases, the ‘Reference Name' is the name of the JMeter Variable where the extractor result will
be stored. This name can be anything as long as it’s meaningful. For example: if you set TOKEN' as the Reference
Name, you'll be able to access this variable as ${TOKEN} later on in the script.

1. Regular Expression Extractor:
2. Apply to and Field to check: depends on where you expect the value to appear. In my case it's “Main Sample

Only” and “Body”
3. Reference Name: REGEX_TOKEN

4. Regular Expression:
<input type='hidden' name='csrfimiddlewaretoken' value='(.+?)"' />

. o




stackoverflow.com/guestions/27001134/unauthorized-csrf-validation-faile E1l ¢ ¥ Search ﬁ E

CSRF stands for Cross-site request forgery and you're getting CSRF Validation error due to
missing mandatory dynamic request parameter, usually a Cookie or a Header.

| would suggest executing your scenario in i.e. Firefox Browser with HitpFox or FireBug extension
enabled and inspect request details. CSRF token usually comes as a cookie in server's response
and needs to be passed as a header or request parameter. So it is similar to usual correlation. So
the flow should look as follows:

C L)

1. First HTTP Request: open first page

2. Extract CSRF token from response via one of the following Post Processors
¢ Regular Expression Extractor

o XPath Extractor
¢ CSS5/JQuery Extractor

3. Second HTTP Request: open second page (CSRF-protected). Add the token, extracted in step
2 to one of the following:

e HTTP Request Parameter Dmitri’s Examples to pU” the

e HTTP Header Manager

o HTTP Cookie Manager CS R F TO K E N

Depending on where your server expects the token to live.

For the future, looking at your "localhost” server name - don't run JMeter performance tests on the
same machine where application lives.

share improve this answer answered Nov 19 '14 at 7-46

E% = Dmitri T
. e 138k »1 =7 »15




Three (3) ways to extract data

Regular Expression Extractor:

* Apply to and Field to check: depends on where you expect the value to appear.
* Select “Main Sample Only” and “Body”
* Reference Name: REGEX_OWASP_CSRF_TOKEN
* Regular Expression:
* <input type='hidden' name='"OWASP_CSRFTOKEN' value='(.+?)" />
¢ Template: $1$

e XPath Extractor
* If your response is not XML/XHTML compliant, check Use Tidy box
e Reference Name: XPATH_OWASP_CSRF_TOKEN
* XPath Query:
* //input[@name="OWASP_CSRFTOKEN']/@value

* CSS/JQuery Extractor
* Reference Name: CSS_OWASP_CSRF_TOKEN
* (CSS/JQuery Expression:
* input[name=0OWASP_CSRFTOKEN]
* Attribute: value

http://imeter.apache.org/usermanual/component reference.html#Regular Expression Extractor
https://blazemeter.com/blog/using-xpath-extractor-jmeter-0
http://imeter.apache.org/usermanual/component reference.htmlI#CSS/JQuery Extractor



http://jmeter.apache.org/usermanual/component_reference.html#Regular_Expression_Extractor
https://blazemeter.com/blog/using-xpath-extractor-jmeter-0
http://jmeter.apache.org/usermanual/component_reference.html#CSS/JQuery_Extractor
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Examples to pull the OWASP_CSRFTOKEN

From pages returned by the IM JSP




N\ http_recorder_example_v305 Working_wip.jmx (C:\Users\Administrator\Downloads\apache-jmeter-2.13\apache-jmeter-2.13\http_recorder_example v305 Worki.. — 5
File Edit Search Rum Options Help
L@ &) ° =& L3I0 | =% p® " a W e B E 04 oi10 [
? & TestPlan-m ;

CSS/JQuery Extractor

4l CSV Data Set Config for IM Login
T E‘ Recorder for IM

Hame: |CSSJ'JCLuery Extractor - Pull The OWASP_CSREFTOKEN from user_console jar after authentication |

HTTP Cookie Manager for IM .

4 i [Comments:

48§ HTTP Authorization Manager for IM Apply to:

488§ HTTP Request Defautts for I _» Main sample and sub-samples @& Main sample only ' Sub-samples only ' JMeter Variable |

48§ HTTP Header Manager for IN

@ Gausszian Random Timer for IM C3ShQuery Extractor Implementation

C55/JQuery Extractor Implementation

o AUTHENTICATED AND LAUNCH RESET USER PASSWORD P

- @ FINDUSER ;| Reference Name: CSS_OWASP_CSRF_TOKEN

[~ @ RESETUSER PASSWORD /| cssiwQuery expression: [inputiname=0WASP_CSRFTOKEN]
o= 8 VIEW SUBMITTED TASKS Attribute: value

|~ '@ Locout ‘| match No. (0 for Random): 515
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Supporting Information on Jmeter

* http://imeter.apache.org/usermanual/functions.html

 http://hxtpoe.github.io/performanceTests/extract-information-from-
response.html

* http://blog.wedoga.com/2015/02/handling-csrf-prevention-tokens-
dynamic-data-in-jmeter/

* https://blazemeter.com/blog/using-xpath-extractor-jmeter-0

* https://lincolnloop.com/blog/load-testing-jimeter-part-1-getting-
started/

 https://blazemeter.com/blog/how-load-test-csrf-protected-web-sites



http://jmeter.apache.org/usermanual/functions.html
http://hxtpoe.github.io/performanceTests/extract-information-from-response.html
http://blog.wedoqa.com/2015/02/handling-csrf-prevention-tokens-dynamic-data-in-jmeter/
https://blazemeter.com/blog/using-xpath-extractor-jmeter-0
https://lincolnloop.com/blog/load-testing-jmeter-part-1-getting-started/
https://blazemeter.com/blog/how-load-test-csrf-protected-web-sites




Supporting Slides for CA IM’s Jmeter Test Plan

The following slides are not in any particular order, but were retained
due to useful examples.



Use HC3CookieHandler for IPv4 (IM:SM)

Jjmeter.apache.org/changes_histo Ed | C Search ‘;‘:?.' E Y 3 @ 4‘;" ﬂ »
|

HTTP Cookie Manager (IPv6 support)

Add HTTPClient 4 cookie implementation in JMeter.

Cookie Manager has now the default HC3.1 implementation and a new choice HC4 implementation
(compliant with IPv6 address)

HTTP Cookie Manager

Name: [HTTF Cookie Manager
Comments:
Options

|| Clear cookies each iteration?

Cookie Policy: |[compatibility ‘v Implementation: HC#CunkieHandler-v

HC3CookieHandler
HC4CookieHandler

User-Defined Cookies

Name: Valuea Domain




Use new default of HttpClient4 for IM:SM

HTTP Request: HTTPClient 4 is now the default implementation

HTTPClient 4 is now the default HTTP Request implementation (and for Proxy element
when generating HTTP requests).

Previously the default was the HTTP Java implementation (i.e. the implementation provided
by the JVM)

HTTP Request

Name: HTTP Request

Comments:

Web Server

Server Name or IP: jmeter.apache.org
HTTP Request

Implementation: |HupClient4 | w | Protocol [http]: | |  Method: |GET |v|

HttpClient4
HupClient3.1

| Redirect AutonjJava Redirects v/ Use KeepAlive | | Use multipart/f

ath: -_.'-:han ges htm

Send Parame
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Skip to main content

2 idmadmin | Sign out | @ Help

Description Status Priority Initiated by | ~ Submitted Last Updated Last Operation
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 4:40 AM (12/30/2015 4:40 AM
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 4:40 AM {12/30/2015 4:40 AM
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 4:40 AM (12/30/2015 4:40 AM
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 4:40 AM {12/30/2015 4:40 AM
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 4:40 AM (12/30/2015 4:40 AM
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 4:40 AM [12/30/2015 4:40 AM
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 4:40 AM (12/30/2015 4:40 AM
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 4:40 AM {12/30/2015 4:40 AM
# |Reset User Password task, User bob02|Completed |[Medium idmadmin 12/30/2015 4:40 AM |12/30/2015 4:40 AM
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 4:40 AM {12/30/2015 4:40 AM
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 4:39 AM (12/30/2015 4:39 AM
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 4:38 AM |12/30/2015 4:38 AM
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 4:35 AM (12/30/2015 4:35 AM
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 4:27 AM [12/30/2015 4:27 AM
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 12:35 AM|12/30/2015 12:35 AM
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Description Status Priority Initiated by | * Submitted Last Updated Last Operation
# |Delete User task, User bugsbunny001 |Completed |Medium idmadmin 12/30/2015 5:41 AM|12/30/2015 5:41 AM
# |Create User task, User bugsbunny001 |Completed |[Medium idmadmin 12/30/2015 5:40 AM|12/30/2015 5:40 AM
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 5:11 AM|12/30/2015 5:11 AM
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 5:11 AM|12/30/2015 5:11 AM
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 5:11 AM|12/30/2015 5:11 AM
# |Reset User Password task, User bob02|Completed |[Medium idmadmin 12/30/2015 5:11 AM|12/30/2015 5:11 AM
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 5:11 AM|12/30/2015 5:11 AM
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 5:11 AM|12/30/2015 5:11 AM
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 5:11 AM|12/30/2015 5:11 AM
# |Reset User Password task, User bob02|Completed |[Medium idmadmin 12/30/2015 5:11 AM|12/30/2015 5:11 AM
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 5:11 AM|12/30/2015 5:11 AM
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 5:11 AM|12/30/2015 5:11 AM
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 5:10 AM|12/30/2015 5:10 AM
# |Reset User Password task, User bob02|Completed |[Medium idmadmin 12/30/2015 5:10 AM|12/30/2015 5:10 AM
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 5:10 AM|12/30/2015 5:10 AM
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 5:10 AM|12/30/2015 5:10 AM
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 5:10 AM|12/30/2015 5:10 AM
# |Reset User Password task, User bob02|Completed |[Medium idmadmin 12/30/2015 5:10 AM|12/30/2015 5:10 AM
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 5:10 AM|12/30/2015 5:10 AM
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 5:10 AM|12/30/2015 5:10 AM
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 5:10 AM|12/30/2015 5:10 AM
# |Reset User Password task, User bob02|Completed |[Medium idmadmin 12/30/2015 5:10 AM|12/30/2015 5:10 AM
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 4:58 AM|12/30/2015 4:58 AM
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 4:58 AM|12/30/2015 4:58 AM
# |Reset User Password task, User bob02|Completed |Medium idmadmin 12/30/2015 4:58 AM|12/30/2015 4:58 AM
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* Last Updated

# |Delete User task, User bugsbunny001

Completed |[Medium

idmadmin

12/30/2015 6:09
AM

12/30/2015 6:09
AM

# |Reset User Password task, User bugsbunny001

Completed |Medium

idmadmin

12/30/2015 6:09
AM

12/30/2015 6:09
AM

# |Create User task, User bugsbunny001

Completed |Medium

idmadmin

12/30/2015 6:09
AM

12/30/2015 6:09
AM
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Tasks # |Reset User Password task, User bugsbunny016 Completed |Medium idmadmin 12/30/2015 6:11 AM|12/30/2015 6:11 AM
Home & | |# |Delete User task, User bugsbunny001 Completed [Medium idmadmin 12/30/2015 6:11 AM|12/30/2015 6:11 AM
My Access &= # |Delete User task, User bugsbunny004 Completed Medium idmadmin 12/30/2015 6:11 AM|12/30/2015 6:11 AM
Services - # |Delete User task, User bugsbunny006 Completed [ Medium idmadmin 12/30/2015 6:11 AM|12/30/2015 6:11 AM
Users - # |Reset User Password task, User bugsbunny017 Completed |Medium idmadmin 12/30/2015 6:11 AM|12/30/2015 6:11 AM
Organizations - # |Delete User task, User bugsbunny002 Completed [ Medium idmadmin 12/30/2015 6:11 AM|12/30/2015 6:11 AM
Groups + # |Reset User Password task, User bugsbunny019|Completed [Medium idmadmin 12/30/2015 6:11 AM|12/30/2015 6:11 AM
Roles and Tasks - # |Reset User Password task, User bugsbunny020|Completed |Medium idmadmin 12/30/2015 6:11 AM|12/30/2015 6:11 AM
pe— = # |Delete User task, User bugsbunny007 Completed Medium idmadmin 12/30/2015 6:11 AM|12/30/2015 6:11 AM
# |Reset User Password task, User bugsbunny012 Completed |Medium idmadmin 12/30/2015 6:11 AM|12/30/2015 6:11 AM

Re"_"rts " # |Reset User Password task, User bugsbunny018|Completed |Medium  |idmadmin 12/30/2015 6:11 AM|12/30/2015 6:11 AM
i’é‘#;ﬁ:‘s';'r?t‘fm " | #|Reset User Password task, User bugsbunny010 Completed |Medium idmadmin 12/30/2015 6:11 AM 12/30/2015 6:11 AM
Sreir _ # |Reset User Password task, User bugsbunny013|Completed |Medium idmadmin 12/30/2015 6:11 AM|12/30/2015 6:11 AM
Buk Tasks # |Reset User Password task, User bugsbunny014|Completed |Medium idmadmin 12/30/2015 6:11 AM|12/30/2015 6:11 AM
Emai # |Reset User Password task, User bugsbunny009|Completed |Medium idmadmin 12/30/2015 6:11 AM|12/30/2015 6:11 AM
JDBC Connection Management # |Reset User Password task, User bugsbunny015|Completed |Medium idmadmin 12/30/2015 6:11 AM|12/30/2015 6:11 AM
Logical Attrbutes # |Reset User Password task, User bugsbunny003|Completed |Medium idmadmin 12/30/2015 6:11 AM|12/30/2015 6:11 AM
Select Box Data # |Reset User Password task, User bugsbunny005|Completed |Medium idmadmin 12/30/2015 6:11 AM|12/30/2015 6:11 AM
Web Services # |Reset User Password task, User bugsbunny008|Completed [Medium idmadmin 12/30/2015 6:11 AM|12/30/2015 6:11 AM

: g‘;’:ﬂf’;dsz;mmd . # |Reset User Password task, User bugsbunny006| Completed |Medium idmadmin 12/30/2015 6:11 AM|12/30/2015 6:11 AM
» Configure Global Policy Based Wor # |Reset User Password task, User bugsbunny001|Completed |Medium idmadmin 12/30/2015 6:10 AM|12/30/2015 6:11 AM
» Delete Recurring Tasks # |Reset User Password task, User bugsbunny002|Completed |Medium idmadmin 12/30/2015 6:10 AM|12/30/2015 6:11 AM
» Secret Keys # |Reset User Password task, User bugsbunny007|Completed |Medium idmadmin 12/30/2015 6:10 AM|12/30/2015 6:11 AM
¥ View Submitted Tasks # |Reset User Password task, User bugsbunny004|Completed |Medium idmadmin 12/30/2015 6:10 AM|12/30/2015 6:11 AM
Reporting # |Create User task, User bugsbunny011 Completed |Medium idmadmin 12/30/2015 6:10 AM|12/30/2015 6:11 AM
# |Create User task, User bugsbunny016 Completed [ Medium idmadmin 12/30/2015 6:10 AM|12/30/2015 6:11 AM

# |Create User task, User bugsbunny018 Completed Medium idmadmin 12/30/2015 6:10 AM|12/30/2015 6:11 AM

# |Create User task, User bugsbunny020 Completed [ Medium idmadmin 12/30/2015 6:10 AM|12/30/2015 6:11 AM

# |Create User task, User bugsbunny017 Completed |Medium idmadmin 12/30/2015 6:10 AM|12/30/2015 6:11 AM
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&b 106 fiamiim/camiui7/index jsp
£ 139 fiamfimicamiui7findex jsp?facesViewld=/appipage/screenistar|
& 318 flamfimicam/ui7/index jsp ?facesViewld=/appipage/profile/profi
£ 06-RESET PASSWORD FOR USER

& 139 flamfimicam/ui7findex jsp?facesViewld=/appipage/screenistar
£ 139 fiamfimicamiui7/index jsp?facesViewld=/appipage/screen/star|
£ 117 fiamfimicamiui7lindex jsp?facesViewld=/appipage/screen/star|
& 318 flamfimicam/ui7findex jsp ?facesViewld=/appipage/profile/profi
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£ 128 fiamfimicamiui7lindex jsp?facesViewld=/appipage/screenistar|
&b 128 fiamfimicam/ui7lindex jsp?facesViewld=/app/page/screen/star]
£ 139 fiamfimicamiui7/index jsp?facesViewld=/appipage/screen/star|
£i 139 fiamfimicamiui7lindex jsp?facesViewld=/appipagelscreenistar|
&b 318 fiamiimicam/iui7/index jsp?facesViewld=/appipage/profile/profi
&) 06-RESET PASSWORD FOR USER

&b 150 fiamfimicam/ui7iindex jsp?facesViewld=/appipage/screeni/star]
“ 07 - DELETE USER

& 106 fiamfim/camiui7findex jsp

&b 129 fiamfimicam/ui7lindex jsp?facesViewld=/app/page/screen/star]
& 218 flamfimicam/ui7findex jsp ?facesViewld=/appipage/profile/profi
&) 06-RESET PASSWORD FOR USER

&b 117 fiamfimicam/ui7lindex jspYfacesViewld=/app/page/screen/star]
£ 150 fiamfimicamiui7/index jsp?facesViewld=/appipage/screen/star|
£ 150 fiamfimicamiui7findex jsp?facesViewld=/appipage/screenistar|
&3 128 fiamfimicam/ui7lindex jsp?facesViewld=/app/page/screen/star]
£ 07 - DELETE USER

& 07 - DELETE USER

£ 139 fiamfimicamiui7/index jsp?facesViewld=/appipage/screen/star|
£i 150 fiamiimicamiui7findex jsp?facesViewld=/appipagelscreenistar|
& 07 - DELETE USER

£ 150 fiamfimicamiui7/index jsp?facesViewld=/appipage/screen/star|
&) 07 - DELETE USER

&i 106 fiamfimicam/iui7/index jsp

£ 150 fiamiimicamiui7lindex jsp?faces\Viewld=/appipage/screen/star|
&) 07 - DELETE USER

£ 117 fiamfimicamiui7/index jsp?facesViewld=/appipage/screen/star|
£ 128 fiamfimicamiui7lindex jsp?facesViewld=/appipage/screenistar|
&b 129 fiamfimicam/ui7lindex jspfacesViewld=/appipage/screen/star]

u 150 fiamiimicam/ui7/index jsp?facesViewld=/app/page/screen/star]_ |

&) 07 - DELETE USER

] i | [»]

-

[] Scroll automatically?

Raw
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% & TestPan-m

n]

jﬂ; CS\ Data Set Config for IM Login
< E‘ Recorder for IM
488 HTTP Cookie Manager for IM
jﬂt HTTP Authorization Manager for IM
488 HTTP Request Defaults for IM
48 HTTP Header Manager for IM
[kf. Gaussian Random Timer for IM
s l," 01-5M AUTHENTICATION V1A HTTP AUTH FORM FOR IM
f' SM AUTH VIA LOGIN.FCC & PARAMETERS
f’ 212 fiamfim/cam/ui7findex.jsp
s l} 0Z - LAUNCH CREATE USER TASK
L4 {’ 02a-Launch Create User Task

,‘5& 02a - CS5/JQuery Extractor - Pull The OWASP_CSRFTOKEN from user_console.jar after a
,;"—!& 02a - Reqular Expression Extractor - Pull The OWASP_CSRFTOKEN from user_console jar

,‘3& 02a - XPath Extractor - Pull The OWASP_CSRFTOKEN from user_console jar after authent]
{’ 02b - Select NEW User to be Created
{" 02c - 'st Page Loaded
f’ 02d - Search on OU Placement
{’ 02e - Submit OU Placement for Default OU
¢ 8 03 - CREATE USER
f’ 03a - Submit Create User Task & UPDATE OWASP_CSRFTOKEN PARAMETER
,{’ 03b - Confirm Submit to Create User & UPDATE OWASP_CSRFTOKEN PARAMETER
LS ‘_/ 04-LAUNCH RESET USER PASSWORD TASK
T {’ 04a - Launch Reset User Password Task
,'!& CSS/JQuery Extractor - Pull The OWASP_CSRFTOKEN from user_console jar after authen

;‘3& Regular Expression Extractor - Pull The OWASP_CSRFTOKEN from user_console jar after
,"—!s XPath Extractor - Pull The OWASP_CSRFTOKEN from user_console jar after authentication

¢ 8 05-FIND USER
#7052~ UPDATE OWASP_CSRFTOKEN & OTHER PARAMETERS
#* 05b - UPDATE OWASP_CSRFTOKEN & OTHER PARAMETERS

Aggregate Report

Name: |Aggregate Report

Comments:

Write results to file / Read from file

Filename |

|| Browse.. | Log/Display Only: [ ] Errors [ ] Successes

t Label # Samples Ayerage Median 90% Line 95% Line 99% Line Min Max Error % Throughput KBisec
“|SM AUTH VIA LOGIN.FCC & PARAMETERS 20 1673 1296 4172 4174 4176 106 4176 0.00% 3.8/zec 7T
1212 iamfim/camiui7findex jsp 20 104 22 243 492 510 19 510 0.00% 3.8/sec 362.0
“J01-8M AUTHENTICATION VIAHTTP AUTH FORM ... 20 1778 1321 4192 4195 4417 126 4417 0.00% 3.5/sec) 673.8
“{02a-Launch Create User Task 20 289 47 1084 1171 1184 28 1184 0.00% 3.3/sec 295.6
:|02b - Select NEW User to be Created 20 748 235 1663 1724 1873 86 1873 0.00% 2.Blzec 3478
:{02c- st Page Loaded 20 496 394 835 845 961 176 961 0.00% 2.4/zec 2181
:|02d - Search on OU Placement 20 319 180 833 881 918 57 918 0.00% 2.4/zec 2235
:|02e - Submit OU Placement for Default OU 20 403 236 893 933 1103 <3l 1103 0.00% 2 2/sec] 280.0
#J02 - LAUNCH CREATE USER TASK 20 2257 2321 4288 4410 4604 561 4604 0.00% 1.9/sec] 1029.3
:{03a - Submit Create User Task & UPDATE OWAS... 20 762 759 1547 1565 1676 164 1676 0.00% 2.0/sec 171.8
{03b - Confirm Submit to Create User & UPDATE ... 20 14303 14462 17372 17406 18112 7061 18112 0.00% 45.0/min 63.7
{03 - CREATE USER 20 15066 15623 18132 18919 19677 7233 19677 0.00% 43.9/min 1247
“|04a - Launch Reset User Password Task 20 571 613 849 967 1209 28 1209 0.00% 58.8/min 88.6
#{04-LAUNCH RESET USER PASSWORD TASK 20 571 613 349 967 1209 23 1209 0.00% 59.0/min 874
“J05a- UPDATE OWASP_CSRFTOKEN & OTHER .. 20 180 77 454 504/ 511 41 511 0.00% 1.0/sec) 932
:J05b - UPDATE OWASP_CSRFTOKEN & OTHER ... 20 771 617 1675 1799 1833 124 1833 0.00% 1.0/sec) 891
“|05-FIND USER 20 961 765 1818 1843 1874 231 1874 0.00% 58.2/min 174.5
|0Ga - CHANGE TO NEW PASSWORD & UPDATE ... 20 568 457 990 1486 1492 30 1492 0.00% 59.0/min 84.2
:|08b - Submit Password Change & UPDATE OWA... 20 3160 7783 11613 11865 12547 4305 12547 0.00% 48.3/min 68.7
:|0B-RESET PASSWORD FOR USER 20 3728 8560 11895 12508 13489 4443 13489 0.00% 45.8/min 130.6
“|07a - Launch Delete User Task 20 361 298 706 728 919 28 919 0.00% 1.6/sec) 142.8
070 - Find User to Delete & UPDATE OWASP_CS... 20 167 a9 275 403 429 44 429 0.00% 1.6/sec] 149.1
07c-Appears 2nd Time - Find User to Delete - fia... 20 143 145 269 287 293 19 293 0.00% 1.6/sec] 1423
:J07d - Submit Delete User Task & UPDATE OWAS... 20 209 175 486 492 507 32 507 0.00% 1.6/sec 140.6
:{07e - Confirm Submit Delete User Task & UPDAT... 20 4753 4439 6883 8240 12249 1681 12249 0.00% 1.4/sec 1233
{07 - DELETE USER 20 5636 5354 7301 9093 13119 219 13119 0.00% 1.3/sec 552.3
520 2692 514 9956 14216 17978 19 19677 0.00% 12 5/sec] 17137

H{ToTAL

o= ‘_/ 05-RESET PASSWORD FOR USER
¢ % 07 - DELETE USER
f' 07a - Launch Delete User Task
{’ 07b - Find User to Delete & UPDATE OWASP_CSRFTOKEN PARAMETER
{’ 07c - Appears 2nd Time - Find User to Delete - fiamfim/cam/ui7/index jsp?facesViewld=/app/pi
f’ 07d - Submit Delete User Task & UPDATE OWASP_CSRFTOKEN PARAMETER
f’ 07e - Confirm Submit Delete User Task & UPDATE OWASP_CSRFTOKEN PARAMETER
o 05-LAUNCH VIE BMITTED TASKS
o
o TOF

View Resutts Tree

Graph Results

Aggregate Graph

WorkBench

LS l," HTTP(S) Test Script Recorder for I
View Results Tree

I ]

NOTE THIS TESTING IS ON A SANDBOX SERVER OF CENTOS WITH 2GB JVM MEMORY FOR JBOSS EAP 6.2

[_] Include group name in label? Save Table Data Save Table Header




H ©- -

HOME = INSERT  PAGE LAYOUT
=, 3 Cut Calibri - 114
Paste EE] copy I U - e
- > Format Painter - -

Clipboard P Font
194 - Jr
A B
89 89 bugsbunny089
90 90 bugsbunny090
91 91 bugsbunny091
92 92 bugsbunny092
93 93 bugsbunny093
94 94 bugsbunny094
95 95 bugsbunny095
96 96 bugsbunny096
97 97 bugsbunny097
98 98 bugsbunny098
99 99 bugsbunny099

100 100 bugsbunny100

101

users.csv - Excel

FORMULAS  DATA  REVIEW  VIEW  DEVELOPER
A A T == - E’Wrap Text General - D Normal Bad
H-A- === &=3= S Merge&Center - $ -~ % » % 2 Conditional Format as Good Neutr

Formatting = Table~

& Alignment F Number F Styles

C D E F G
Bugs Bunny089 Bugs Bunny089 Password101 Password201
Bugs Bunny090 Bugs Bunny090 Password101 Password201
Bugs Bunny091 Bugs Bunny091 Password101 Password201
Bugs Bunny092 Bugs Bunny092 Password101 Password201
Bugs Bunny093 Bugs Bunny093 Password101 Password201
Bugs Bunny094 Bugs Bunny094 Password101 Password201
Bugs Bunny095 Bugs Bunny095 Password101 Password201
Bugs Bunny096 Bugs Bunny096 Password101 Password201
Bugs Bunny097 Bugs Bunny097 Password101 Password201
Bugs Bunny098 Bugs Bunny098 Password101 Password201
Bugs Bunny099 Bugs Bunny099 Password101 Password201
Bugs Bunnyl00 Bugs Bunnyl100 Password101 Password201
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File Edit S5earch Rum Options Help

gy 3 ﬂ Q-._-:} & i | { LS =
e @ ° &4 &\ DB |+ =% PP % d ¥ o HEH
¢ & TestPlan - :
4§ CSV Data Set Config for IM Login : Thread Grﬂup
g E‘ Recorder for IM Name: |Recnrderfnr IM
48 HTTP Cookie Manager for IM Comments:
4% HTTP Authorization Manager for IM :| - Action to be taken after a Sampler error
4#§ HTTP Request Defaults for IM _
4##§ HTTP Header Manager for IM 55 ® Continue
U} Gaussian Random Timer for IM
t—’ :| 1 Thread Properties

T !_5 01-5M AUTHENTICATION V1a HTTP AUTH FORK FOR IM
f’ SM AUTH WA LOGIN.FCC & PARAKMETERS

f’ 212 fiamiim/camiuiv/index. jsp :

¢ 8 02 - LAUNCH CREATE USER TASK | s (=

T f’ lZa-Launch Create User Task

;;!.'} 02a - C55/) Query Extractor - Pull The OWASP_CSRFTOKEM from user_console jar after a

;‘5.'} 02a - Regular Expression Extractor - Pull The OWASP_CSRFTOKEN from user_console jar I:l Scheduler
;‘5.'} 02a - ¥XPath Extractor - Pull The OWASP_CSRFTOKEN from user_console jar after authent
#7 12b - Select NEW User to be Created :
ﬁ(’ 02c - 'st Page Loaded
f’ 02d - Search on OU Placement
f’ 02e - Submit OU Placement for Default OU

i -.'u na SO ATE LIeETE

Humber of Threads (users): |1EIEI

Ramp-Up Period (in seconds): 1

—

[ | Delay Thread creation until needed

TRY TO PUSH THE SOLUTION TO FAILURE WITH RAMP-UP PERIOD = 1 SECOND FOR 100 ACCOUNT/THREADS
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% L& TestPan-IM
jﬂ; CSV Data Set Config for IM Login
T E‘ Recorder for IM
$88¢ HTTP Cookie Manager for IM
ﬂB HTTP Authorization Manager for IM
$88¢ HTTP Request Defautts for I
$48 HTTP Header Manager for IM
Q* Gaussian Random Timer for IM
s l,' 01-5M AUTHENTICATION WIA HTTP AUTH FORM FOR IM
p" 01a-SM AUTH VIA LOGIN.FCC & PARAMETERS
f” 01b - IM LANDING PAGE
s ':.J" 02 - LAUNCH CREATE USER TASK
< {’ 0Za-Launch Create User Task
#% 02a - CSS/Query Extractor - Pull The OWASP_CSRFTOKEN
}'SD 02a - Reqular Expression Extractor - Pull The OWASP_CSRF]
}'!3 02a - XPath Extractor - Pull The OWASP_CSRFTOKEN from uj
ﬁ” 02b - Select NEW User to be Created
f’ 02c - 'st Page Loaded
p" 02d - Search on OU Placement
p” 0Ze - Submit OU Placement for Default OU
) 13- CREATE USER
{’ 03a - Submit Create User Task & UPDATE OWASP_CSRFTOKEN
{' 03b - Confirm Submit to Create User & UPDATE OWASP_CSRFTI
T '::'/" 04-LAUNCH RESET USER PASSWORD TASK
- /" 04a - Launch Reset User Password Task
;'SD CSS/)Query Extractor - Pull The OWASP_CSRFTOKEN from
}'gb Regular Expression Extractor - Pull The OWASP_CSRFTOKE
)'SD XPath Extractor - Pull The OWASP_CSRFTOKEN from user_
¢ 8 05-FND USER
f" 05a- UPDATE OWASP_CSRFTOKEN & OTHER PARAMETERS
{’ 05b - UPDATE OWASP_CSRFTOKEN & OTHER PARAMETERS
':-J" 06-RESET PASSWORD FOR USER
¢ @ 07 - DELETE USER
/" 07a - Launch Delete User Task
ﬁ” 07b - Find User to Delete & UPDATE OWASP_CSRFTOKEN PARA/
f’ 07c - Appears 2nd Time - Find User to Delete - fiam/im/'cam/ui7/in|
p" 07d - Submit Delete User Task & UPDATE OWASP_CSRFTOKEN

-

T

o= 05-LAUN

Wiew Results Tree

Graph Results

Aggregate Graph

WorkBench

8 HTTP(S) Test Script Recorder for IM
View Results Tree

4] I o]

Aggregate Report

Hame: |Aggregate Report

Comments:

Write results to file | Read from file

JTOTAL

Filename| | | Browse... | Log/Display Only: []Errors [ ] Successes

Label # Samples Average Median 90% Line | 95% Line | 99% Line Min Max Error % | Throughput KBizec
1013 - SM AUTH VIA LOGIN.FCC & PARAMETERS 100 3944 2678 9495 10799 12431 436 13263 4.00% 7.0/sec 661.7
101b - IM LANDING PAGE 100 549 370 1242 1518 2180 19 3273 3.00% 6.8/sec 624.9
1-5M AUTHENTICATION VIAHTTP AUTH FORM FOR. IM 100 4494 2897 10074 11481 13526 884 13914 4.00% §.5/5ec] 12106
:l02a-Launch Create User Task 100 1608 1286 2970 3363 4137 15 5528 3.00% 5.5/sec 477.0
2b - Select NEW User to be Created 100 4937 5099 7340 8731 9629 24 9665 3.00% 4 Blzec 593.3
:{02c - Ist Page Loaded 100 4399 4397 G539 7719 8932 45 9617 3.00% 4.6/sec) 394.0
:102d - Search on OU Placement 100 2842 2729 5308 5830 6353 9 6530 3.00% 4.4lzec g7.2
2e - Submit OU Placement for Default OU 100 1157 1023 2221 2724 3270 9 3288 3.00% 5.3Isec 678.0
102 - LAUNCH CREATE USER TASK 100 14945 15649 18750 20005 21233 183 21315 3.00% 3.5lsec 18216
3a- Submit Create User Task & UPDATE OWASP_CSRFTOKEM PARAMETER 100 3905 3734 G908 7197 7820 g 3905 3.00% 4 8isec) 393.0
:103b - Confirm Submitto Create User & UPDATE OWASP_CSRFTOKEN PARAMETER 100 12060 G888 26092 29281 33546 8 33741 3.00% 1.9/sec 189.9
103 - CREATE USER 100 15966 10522 30264 31814 39198 16 39436 3.00% 1.9/sec 3442
4a-Launch Reset User Password Task 100 1114] 824 2669 3029 3858 16 4082 2.00% 1.9/sec] 163.7
:|04-LAUNCH RESET USER PASSWORD TASK 100 1114 824 2669 3029 3858 16 4082 2.00% 1.9/sec 163.3
:105a- UPDATE OWASP_CSRFTOKEN & OTHER PARAMETERS 100 547 396 1275 1439 2154 2 2558 1.00% 1.9/5ec 165.6
5b - UPDATE OWASP_CSRFTOKEN & OTHER PARAMETERS 100 837 183 2680 3311 4638 2 5352 1.00% 1.9/sec] 163.6
:J05-FIND USER 100 1385 718 3578 4218 5151 4 7910 1.00% 1.9/sec 3259
6a- CHANGE TO NEW PASSWORD & UPDATE OWASP_CSRFTOKEN & OTHER PARAMETERS 100 613 249 1782 2474 3286 2 3330 0.00% 1.9/zec 188.3
:{06D - Submit Password Change & UPDATE OWASP_CSRFTOKEN PARAMETER 100 4241 2363 14371 19222 28336 9 29291 0.00% 1.5/sec] 119.8
:|06-RESET PASSWORD FOR USER 100 4855 2707 15597 19819 29360 13 31522 0.00% 1.5/sec 2386
7a-Launch Delete User Task 100 562 423 1173 1432 1579 10 1861 0.00% 1.5/sec 124.9
107b - Find User to Delete & UPDATE OWASP_CSRFTOKEN PARAMETER 100 319 296 532 662 969 2 1002 0.00% 1.5/sec 126.0
7c- Appears 2nd Time - Find User to Delete - fiamfim/camiui7findex jsp?facesViewld=/app/page/screen/standard_search.jsp 100 173 138 T 460 580 3 584/ 0.00% 1.5/s5ec] 123.6
:|07d - Submit Delete User Task & UPDATE OWASP_CSRFTOKEN PARAMETER 100 300 227 710 923 1219 2 1288 0.00% 1.4/sec 121.5
:107e - Confirm Submit Delete User Task & UPDATE OWASP_CSRFTOKEN PARAMETER 100 6954 2137 21537 22836 24117 2 24312 0.00% 1.2/sec 95.8
7 - DELETE USER 100 8309 3680 23520 24833 25863 43 25952 0.00% 1.2/sec] 4881
2600 3928 1413 12179 19633 25293 2 39436 1.73% 26.0/sec 3468.0

[] Include group name in label? Save Table Data Save Table Header




File Edit View History Bookmarks Tools Help

€@ CA Identity Manager : Vie.. X | %% Options X | +
(- @ | hitps;//sandbox01.lab.dom/iam/im/cam/ui7/index jsp?facesViewld=/app/page/special /submitted_tasks,jsp C Search ﬂ' g Y 4 @ (j m L - e 2 | - =
Skip to main content

m. CA Identity Manager 2 idmadmin | Sign out | @ Help

technokagios

Tasks

Home e Reset User Password Task Details: bugsbunny050
My Access I
Services o Subject name bugsbunny050 (Bugs Bunny050)
Users b Task performed by idmadmin {idmadmin)
Organizations s Task creation time Wednesday, December 30, 2015 6:37:11 AM EST
Groups 4 Task status Failed
Roles and Tasks O . . . .

Identity Policy Violations
Policies I
Reports 4 Identity Policy Name ‘ Type ‘ Workflow Status | Message
Environment ¥ No results.

Administration
Included Events

System -
Bulk Tasks Event Name Description Status - Submitted Last Updated Last Activity
Email
. Reset password on |Reset password on user "Bugs Bunny050 (bugsbunny050)": Failed to execute . 12/30/2015 6:37 |12/30/2015 6:37
IDBC Connection Management ' user ResetPasswordEvent. ERROR MESSAGE: Corrupted buffer returned from server —_— AM AM

Logical Attributes

Select Box Data Initiated Tasks

Web Services These tasks were created as part of initiating this task, and began executing immediately.
* Buk Loader
¥ Cleanup Submitted Tasks Description ‘ Status| Priority ‘ Initiated by | Submitted | Last Updated | Last Operation

4

Configure Global Policy Based Wor No results.

* Delete Recurring Tasks

¥ Secret Keys Prerequisite Tasks
¥ View Submitted Tasks These tasks must complete before this task can begin executing.
Reporting
‘Description ‘ Status| Priority ‘ Initiated by ‘ Submitted ‘Last Updated | Last Operation
No results.
Subsequent Tasks
These ta

NOTE ERROR MSG WHEN USING RAMP-UP PERIOD =1 SECOND FOR 100 ACCOUNT/THREADS



File Edit View History Bookmarks Tools Help —_

@ CA Identity Manager : Vie.. X | %% Options X+
é @  https;//sandbox01.lab.dom/iam/im/cam/ui7/indexjsp?facesViewld=/app/page/special/submitted_tasks_events.jsp C Search w8 O 3 @ 4 m v+ ® |- =
Skip to main content
m_ CA Identity Manager 2 idmadmin | Sign out | @ Help
technologies
Tasks View Submitted Tasks “~
Home 9
My Access 9r Delete User Task Details
Services O
Users & Task performed by idmadmin (idmadmin)
Organizations . Task creation time Wednesday, December 30, 2015 6:37:05 AM EST
Groups & Task status In progress
Roles and Tasks d . i N N
Identity Policy Violations
Policies 5
Reports xS Identity Policy Name ‘ Type ‘ Workflow Status‘ Message
Environment % No results.

Administration
Included Events

System -
Buk Tasks Event Name‘ Description ‘ Status ‘ Submitted | Last Updated | Last Activity
Email
) No results.
JDBC Connection Management
Logical Attributes Initiated Tasks
Select Box Data These tasks were created as part of initiating this task, and began executing immediately.
Web Services
* Bulk Loader Description ‘Status| Priority ‘ Initiated by | Submitted | Last Updated | Last Operation
* Cleanup Submitted Tasks No results.
* Configure Global Policy Based Wor
* Delete Recurring Tasks Prerequisite Tasks

¥ Secret Keys These tasks must complete before this task can begin executing.

* View Submitted Tasks
Reparting

Description ‘Status| Priority ‘ Initiated by | Submitted | Last Updated | Last Operation

No results.

Subsequent Tasks
These tasks will begin executing after this task has completed.

NOTE ERROR MSG WHEN USING RAMP-UP PERIOD =1 SECOND FOR 100 ACCOUNT/THREADS

Descri




File Edit View History Bookmarks Tools Help —_
@ CA Identity Manager : Vie.. X | 4% Options X | +

é ﬂ ntps.//san

box01.lab.dom/iam/im

i8]
1]

Skip to main content

m_ CA Identity Manager 2 idmadmin | Sign out | @ Help

technologies

Tasks # |Delete User task, User bugsbunny(088 Completed [Medium idmadmin 12/30/2015 6:37 AM[12/30/2015 6:37 AM ~
Home = # |Delete User task, User bugsbunny089 Completed [Medium idmadmin 12/30/2015 6:37 AM|12/30/2015 6:37 AM
S — # Delete User task, User bugsbunny097 In progress|Medium idmadmin 12/30/2015 6:37 AM|12/30/2015 6:37 AM
E—— # |Reset User Password task, User bugsbunny022 Completed |Medium idmadmin 12/30/2015 6:37 AM|12/30/2015 6:37 AM
; # |Delete User task, User bugsbunny047 Completed [Medium idmadmin 12/30/2015 6:37 AM|12/30/2015 6:37 AM
”Sers_ _ | #|Delete User task, User bugsbunny051 Completed |Medium idmadmin 12/30/2015 6:37 AM 12/30/2015 6:37 AM
Organizations “ | | #|Delete User task, User bugsbunny062 Completed |Medium idmadmin 12/30/2015 6:37 AM|12/30/2015 6:37 AM
Eep “ | | #|Delete User task, User bugsbunny098 Completed |Medium idmadmin 12/30/2015 6:37 AM|12/30/2015 6:37 AM
Roles and Tasks | #|Reset User Password task, User bugsbunny034: Failed: 1 events Failed Medium idmadmin 12/30/2015 6:37 AM|12/30/2015 6:37 AM
Policies | | #|Delete User task, User bugsbunny012 Completed |Medium idmadmin 12/30/2015 6:37 AM|12/30/2015 6:37 AM
Reports # |Delete User task, User bugsbunny015 Completed [Medium idmadmin 12/30/2015 6:37 AM|12/30/2015 6:37 AM
i'(‘j‘:\'}ﬂ::;‘;‘;iton # |Delete User task, User bugsbunny071 In progress|Medium idmadmin 12/30/2015 6:37 AM|12/30/2015 6:37 AM
# |Delete User task, User bugsbunny096 In progress Medium idmadmin 12/30/2015 6:37 AM|12/30/2015 6:37 AM
System # |Reset User Password task, User bugsbunny021 In progress|Medium idmadmin 12/30/2015 6:37 AM|12/30/2015 6:37 AM
BUIk_TESkS # |Reset User Password task, User bugsbunny090: Failed: 1 events|Failed Medium idmadmin 12/30/2015 6:37 AM|12/30/2015 6:37 AM
JE;;! Connection Management # |Delete User task, User bugsbunny060 Completed [Medium idmadmin 12/30/2015 6:37 AM|12/30/2015 6:37 AM
Logical Attrbutes # |Reset User Password task, User bugsbunny027 Completed [Medium idmadmin 12/30/2015 6:37 AM|12/30/2015 6:37 AM
Select Box Data # |Reset User Password task, User bugsbunny075 Completed [Medium idmadmin 12/30/2015 6:37 AM|12/30/2015 6:37 AM
Web Services # |Reset User Password task, User bugsbunny080 Completed |Medium idmadmin 12/30/2015 6:37 AM|12/30/2015 6:37 AM
" Bulk Loader # |Reset User Password task, User bugsbunny084 Completed |Medium idmadmin 12/30/2015 6:37 AM|12/30/2015 6:37 AM
: E'ss;;fr:ﬁgt‘)gig;sed o # |Reset User Password task, User bugsbunny086 Completed Medium idmadmin 12/30/2015 6:37 AM 12/30/2015 6:37 AM
' Delete Recurring Tasks # |Reset User Password task, User bugsbunny087 In progress|Medium idmadmin 12/30/2015 6:37 AM|12/30/2015 6:37 AM
» Secret Keys # |Reset User Password task, User bugsbunny040 Completed |Medium idmadmin 12/30/2015 6:37 AM|12/30/2015 6:37 AM

* View Submitted Tasks & |Reset . ATNTaTalvaTs b ibemadrei !

Repaorting # |Reset

ERROR MSG WHEN USING RAMP-UP PERIOD =1 SECOND FOR 100 ACCOUNT/THREADS

# |Reset _
# |Reset User Password task, User bugsbunny069: Failed: 1 events|Failed Medium idmadmin 12/30/2015 6:37 AM|12/30/2015 6:37 AM

# |Reset User Password task, User bugsbunny070 Completed [Medium idmadmin 12/30/2015 6:37 AM|12/30/2015 6:37 AM

NOTE THIS TESTING IS ON A SANDBOX SERVER OF CENTOS WITH 2GB JVM MEMORY FOR JBOSS EAP 6.2
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‘_‘,,‘!5 CS\ Data Set Config for IM Login
.-
8¢ HTTP Cookie Manager for IM
_ﬁ; HTTP Authorization Manager for IM
4## HTTP Request Defaults for IM
488§ HTTP Header Manager for IM
Q’ Gaussian Random Timer for IM
T ‘ 01-5M AUTHENTICATION V14 HTTP AUTH FORM FOR IM
f' 01a - SM AUTH WIA LOGIN.FCC & PARAMETERS
lf' 01b - IM LANDING PAGE
s ‘ 02 - LAUNCH CREATE USER TASK
T {' 02a-Launch Create User Task
#% 02a - CS5/Query Extractor - Pul The DWASP_CSRFTOKEN
,e'&> 02a - Regular Expression Extractor - Pull The OWASP_CSRF]
Je'!'|> 02a - XPath Extractor - Pull The OWASP_CSRFTOKEN from uj
/’ 02b - Select NEW User to be Created
f' 02c - 'st Page Loaded
f’ 02d - Search on OU Placement
/’ 02e - Submit Ol Placement for Default QU

'S 03 - CREATE USER
f’ 03a - Submit Create User Task & UPDATE OWASP_CSRFTOKEN
f' 03b - Confirm Submit to Create User & UPDATE OWASP_CSRFTQ
'S ‘ 04-LAUNCH RESET USER PASSWORD TASK
T f’ 04a - Launch Reset User Password Task
,e'!:> CSS/Query Extractor - Pull The OWASP_CSRFTOKEN from
,e"5:> Regular Expression Extractor - Pull The OWASP_CSRFTOKE
,e'3=> XPath Extractor - Pull The OWASP_CSRFTOKEN from user_d
¢ ) os-FnD USER

f 05a- UPDATE OWASP_CSRFTOKEN & OTHER PARAMETERS
/’ 05b - UPDATE OWASP_CSRFTOKEN & OTHER PARAMETERS
o ‘ 06-RESET PASSWORD FOR USER

? ‘ 07 - DELETE USER
/’ 07a - Launch Delete User Task
f' 07k - Find User to Delete & UPDATE OWASP_CSRFTOKEN PARA)
f' 07c - Selected User to Delete
f' 07d - Submit Delete User Task & UPDATE OWASP_CSRFTOKEN
f' 07e - Confirm Submit Delete User Task & UPDATE OWASP_CSRF|
o=
o

View Results Tree

Graph Results

Aggregate Report

| Aggregate Graph

WorkBench

LS ‘ HTTP(S) Test Script Recorder for IM
View Results Tree

] I [»

Thread Group

Name: |Testing Loop for IM

Comments:
Action to be taken after a Sampler error

Thread Properties

® Continue 0 Start Next Thread Loop ' Stop Thread ' Stop Test ' Stop Test Now

Number of Threads (users): |1 0o

Ramp-Up Period (in seconds): |1U

Loop Count: [ ] Forever |‘1

[] Delay Thread creation until needed

[] scheduler

Bump the Ramp-Up Period to 10 seconds
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7 & TestPlan-m
jﬂg CSV Data Set Config for IM Login
T E‘ Testing Loop for IM
8¢ HTTP Cookie Manager for IM
jﬂg HTTP Authorization Manager for IM
4488 HTTP Request Defautts for IM
4488 HTTP Header Manager for IM
ty Gaussian Random Timer for IM
? '::.,r' 1-5M AUTHENTICATION WIA HTTP AUTH FORM FOR IM
p” 01a - SM AUTH V1A LOGIN.FCC & PARAMETERS
f' 01b - IM LANDING PAGE
L's '::.,r' 02 - LAUNCH CREATE USER TASK
T p” 0Za-Launch Create User Task

/% 02a - CSS/Query Extractor - Pull The OWASP_CSRFTOKEN | |
,igb (2a - Regular Expression Extractor - Pull The OWASP_CSRF] -

;Eb 02a - XPath Extractor - Pull The OWASP_CSRFTOKEN from uj
p\" 02b - Select NEW User to be Created
p” 02c - st Page Loaded
/’ 02d - Search on Ol Placement
ﬁ” 02e - Submit OU Placement for Default OU
s lj 03 - CREATE USER
p"’ 03a - Submit Create User Task & UPDATE OWASP_CSRFTOKEN

f' 03b - Confirm Submit to Create User & UPDATE OWASP_CSRFTQ

s f‘j 04-LAUNCH RESET USER PASSWORD TASK
T p” 04a - Launch Reset User Password Task
,‘59 CSS/Query Extractor - Pull The OWASP_CSRFTOKEN from
,igb Regular Expression Extractor - Pull The OWASP_CSRFTOKE

;Eb XPath Extractor - Pull The OWASP_CSRFTOKEN from user_c

¢ 8 05-FIND USER
p” 05a - UPDATE OWASP_CSRFTOKEN & OTHER PARAMETERS
;" 05k - UPDATE OWASP_CSRFTOKEN & OTHER PARAMETERS
o= '::.;' 06-RESET PASSWORD FOR USER
¢ 8 07 - DELETE USER
p” 07a - Launch Delete User Task
p" 07b - Find User to Delete & UPDATE OWASP_CSRFTOKEN PARA)
/’ 07c - Selected User to Delete
p” 07d - Submit Delete User Task & UPDATE OWASP_CSRFTOKEN
f' 07e - Confirm Submit Delete User Task & UPDATE OWASP_CSRHI

o= 05-LAUNCH VIEW SUBMITTED TASKS

EENEIEE

Aggregate Report

Name: |Aggregate Report

Comments:

Write results to file / Read from file

Aggregate Report

Aggregate Graph

¢ WorkBench

T -Zl,'- HTTP(S) Test Script Recorder for IM
View Results Tree

NO ERROR % NOTED WHEN USING RAMP-UP

PERIOD = 10 SECONDS FOR 100 ACCOUNT/THREADS

Filename | | | Brows=.. | Log/Display Only: [] Errors [ Successes

: Label #Samples Average Median 90% Line | 95% Line | 99% Line Min Max Error % | Throughput KBlsec
“{01a- SMAUTH VIA LOGIN.FGC & PARAMETERS 100 5689 4866 9592 10231 10680 101 11010 0.00% 5.0/sec 4945
(01D - IM LANDING PAGE 100 386 257 862 1082 13085 18 1658 0.00% 49/zec 466.9
:{01-SM AUTHENTICATION VIA HTTP AUTH FORM FOR IM 100 G076 4995 10479 10630 11293 119 11417 0.00% 4 8Bisec 930.6
“{02a-Launch Create User Task 100 752 700 1536 1812 2070 26 21389 0.00% 4 flsec 41584
:|02b - Select NEW User to be Created 100 1869 1658 3598 3808 4063 74 4187 0.00% 3.8/zec 511.9
:|02c- 1st Page Loaded 100 998 944 1768 1976 2273 151 2325 0.00% 3.7/sec 336.7
#)02d - Search on QU Placement 100 1390 1299 2508 2862 3316 51 4252 0.00% 3.6lsec 3297
2102e - Submit OU Placement for Default OU 100 676 582 1340 1441 2323 30 2458 0.00% 3.5lzec 4677
{02 - LAUNCH CREATE USER TASK 100 5687 G489 8427 8988 9945 364 9999 0.00% 3.disec 1812.6
{03a - Submit Create User Task & UPDATE OWASP_CSRFTOKEN PARAMETER 100 1677 1638 2927 3109 3941 162 3949 0.00% 3.3lsec 2821
:{03b - Confirm Submit to Create User & UPDATE OWASP_CSRFTOKEN PARAMETER 100 8235 2712 19968 20839 23354 249 23442 0.00% 2.0/zec 2282
|03 - CREATE USER 100 9913 4744 22399 23865 24383 566 25387 0.00% 1.9/sec 3884
“|04a - Launch Reset User Password Task 100 L 671 1588 1677 2145 25 2165 0.00% 2.0isec 177.3
:|04-LAUNCH RESET USER PASSWORD TASK 100 773 671 1588 1677 2145 25 2165 0.00% 2.0/zec 176.2
:|05a- UPDATE OWASP_CSRFTOKEM & OTHER PARAMETERS 100 812 512 1821 2341 2845 39 3214 0.00% 2.0/sec 181.7
{050 - UPDATE OWASP_CSRFTOKEN & OTHER PARAMETERS 100 1186 1094 2212 2855 N7 16 4203 0.00% 2.0isec 177.2

05-FIND USER 100 1998 1885 3929 4514 5199 55 6879 0.00% 2.0/zec 3546
:J06a - CHANGE TO NEW PASSWORD & UPDATE OWASP_CSRFTOKEM & OTHER PARAMETERS 100 659 541 1488 1818 2282 15 2417 0.00% 2.0/sec 170.6
|06k - Submit Password Change & UPDATE OWASP_CSRFTOKEN PARAMETER 100 11769 17784 21791 22073 22618 34 22792 0.00% 1.6/sec 138.8
:|0B-RESET PASSWORD FOR USER 100 12428 18325 2277 23535 24372 117 24524 0.00% 1.6/zec 2781
:{07a - Launch Delete User Task 100 426 406 725 811 2049 24/ 2096 0.00% 1.9/sec 1722
#{07b - Find User to Delete & UPDATE OWASP_CSRFTOKEN PARAMETER 100 260 208 461 572 1546 7 1797 0.00% 1.9/sec 1774

07c- Selected User fo Delete 100 136 108 2958 344 458 15 506 0.00% 2.0/zec 176.6
#)07d - Submit Delete User Task & UPDATE OWASP_CSRFTOKEMN PARAMETER 100 204 131 395 632 979 15 2182 0.00% 2.0/sec 174.2
:|07e - Confirm Submit Delete User Task & UPDATE OWASP_CSRFTOKEN PARAMETER 100 11800 16089 18093 19117 20423 33 20980 0.00% 1.7/sec 146.7
|07 - DELETE USER 100 12829 17194 19319 20020 24691 166 26520 0.00% 1.6/zec 701.9
AToTAL 2600 3823 1096 16797 19678 22618 15 26520 0.00% 33.3/sec] 4649.0

q] Il DE

[] Include group name in label? Save Table Data Save Table Header
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€& | @ jmeter-plugins.org

| {2 IMeter Plugins : JMeter-Pl.. X | +

C || Q Search

JMeter Plugins

@ jmeter-plugins_org Sponsored in part by

Every load test needs some sexy features! B’azeMeter

# Home & Downloads & Documentation @ Support Forums &3 Source Code

Apach

Custom Plugins for Apache JMeter™

This project is an independent set of plugins for Apache JMeter, the popular Open-Source load and performance testing tool.

Latest Update

Version 1.3.1 was released on the 12th of October, 2015. It is mostly a maintenance release that fixes issue with Ultimate Thread Group. See Changelog page for the list of all other
changes.

The prerequisite is to run JMeter 2.12 or above with a Java 7. Follow installation procedure after download.

Choose on Your Taste

Standard Set
Basic plugins for everyday needs. Does not require additional libs to run.
Download | Installation | Package Contents

Extras Set

Additional plugins for extended and complex testing. Does not require additional libs to run.

Download | Installation | Package Contents

\WAalhMNerivrar Cak ————

RA - ™
JMefter
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_/.' @, Downloads @ JMeter-Plugi... X | +

(- @ jmeter-plugins.org/downloads/all/ Ed & || Q Search T B O 3 A 4 n - & = |- =

IMeter Plugins > Downloads > all ~

jmeter-plugins-org Sponsored in part by

BlazeMeter

Every load test needs some sexy features!

# Home | & Downloads | & Documentation @ Support Forums & Source Code

On this page:
Latest Stable Release b ot S s
3. Developer Snapshots

& JMeterPlugins-Standard-1.3.1.zip, 1.15 MB, Oct 12, 2015, Download count: 21039
Standard Set
& ServerAgent-2.2.1.zip, 3.51 MB, Jul 12, 2013, Download count: 50802

PerfMon Agent to use with Standard Set

& JIMeterPlugins-Extras-1.3.1.zip, 410.13 KB, Oct 12, 2015, Download count: 12815
Extras Set

& JMeterPlugins-ExtrasLibs-1.3.1.zip, 3.54 MB, Oct 12, 2015, Download count: 10557
Extras with Libs Set

& JMeterPlugins-WebDriver-1.3.1.zip, 9.89 MB, Oct 12, 2015, Download count: 5147
WebDriver Set

& JMeterPlugins-Hadoop-1.3.1.zip, 11.14 MB, Oct 12, 2015, Download count: 2079

Hadoop Set



top - 16:35:38 up 19:47, 2 users, load average: 2.82, 8.99, 8.57

Tasks: 579 total, 1 ruming, 577 =leeping, B stopped, 1 zombie

#Cpul=s): 19.8 us, 16.3 =y, HB.8B ni, 59.5 id, B.2 wa, HB.8 hi, 4.2 =i, H.H =t
KiB Mem :@ 16253288 total, 2116828 free, 3783412 used, 18432968 buff.cache

KiB Swap: 4198284 total, 4198284 free, B used. 11545688 avail Mem
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oracle
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oracle
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oracle
oracle
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e &) ° |4 K BB | F]|=|>P® " o W || 2B 04 0/100 [
? & TestPlan-m
m CSW Data Set Config for IM Login Aggregate REPOH
? E‘ Testing Loop for 1M Hame: |}\ggregate Report |
Gausszian Random Timer for IM Comments:
4, HTTP Cookie Manager for IM Write results to file / Read from file
ﬂ HTTP Authorization Manager for INM ) )
i HTTP Request Defauts for I Filename ‘ | | Browse | Log/Display Only: [ Errors [] Successes
g ii: ::-ZMH;TJI:T-IFEMWMSEEUTMTIL HTTR AUTH FORM FOR I g Label # Samples Average Median 90% Line 95% Line 99% Line Min Max Error % Throughput KBlsec
- “{o1a-smAUT.. 100 1474 1602 2108 2440 2732 104 2852 0.00% 1.6/sec 162.2
o ) 02- LAUNCH CREATE USER TASK {015 - IM LANDL.. 100 169 103 407, 507 674 17, 843 0.00% 1.6lsec 1555
o~ {8 03- CREATE USER :{01-SW AUTHE... 100 1644 1753 2364 2711 2845 121 3404 0.00% 1 6lsec 347
o Q D4-LAUNCH RESET USER PASSWORD TASK 0Za-Launch C... 100 550 510 1111 1298 1631 24 2070 0.00% 1.6/sec 146.4)
> & oo user IozcmiPage 05 655 &5 1020 = 58 44 T T iz
- S02c-1st Page ... . fGlsec .
&~ {® 06-RESET PASSWORD FOR USER J02d-Search o 100 537 484 938 1098 1331 43 1361 0.00% 1 6lsec 1435
¢ % 07 - DELETE USER -102e - Submit .. 100 385) 336 781 942 1094 27 1186 0.00% 1.5/5€ec 206.5
o~ @ 03-LAUNCH VIEW SUBMITTED TASKS “lo2-LAUNCH . 100 3233 3258 4703 5109 5757 337 5771 0.00% 15/sec 8175
o @ oo-suBMTTED VST :{03a- Submit .. 100 22 744 1320 1700 2173 152 2265 0.00% 1.5/s8C 1314
o @ 10-L0G OUT OF M :{03b - Confirm _. 100 9840 12168 18342 19092 19583 72| 19786 0.00% 1.2/sec 125.9
View Results Tres J03-CREATE .. 100 10663 12653 19373 20047 20998 781 21012 0.00% 1.2/sec 227.9
“|0da- Launch ... 100 579 541 1134 1323 1555 25| 1575 0.00% 1.2/s8C 110.7
Graph Resutts “J04LAUNCHR 100 579 541 1134 1323 1555 25 1575 0.00% 1 2lsec 1105
|05a- UPDAT... 100 266 219 520 738 998 39 1014 0.00% 12sec 1128
Agaregate Graph :{05b - UPDAT.. 100 783 796 1764 1998 2138 16 2422 0.00% 1.2/s8C 100.9
o [Z| WorkBench :|05-FIND USER 100 1050 1020 1952 2313 2621 56 2746 0.00% 1.2/sec 2212
:|0Ba- CHANG.. 100 447 370 950 1047, 1303 13 1627 0.00% 1.2/sec 106.1
:|06b - SubmitP... 100 13487 17222 19142 19454 20760 31 20837 0.00% 1.2/s8C 105.4
-|0B-RESETPA._ 100 13835 17792 19757 20289 21481 94 21985 0.00% 1.2/sec 200.3
:{07a-Launch .. 100 451 351 1032 1267 1306 23] 1521 0.00% 1.3lsec 115.9
:|07b-Find Use... 100 272 197 591 746 1164 29 1200 0.00% 1.3ls8c 118.1
:|07c-selected 100 199 135 445 552 501 15 1170 0.00% 1.3/sec 114.6
:{07d-Submit .. 100 252 243 550 601 973 15 1056 0.00% 1.3lsec 112.0
:|07e - Confirm ... 100 13071 16789 18234 18801 19676 33 19694 0.00% 1.1/s8c 91.8
+|07 - DELETE 100 15177 17860 20320 21349 21624 548 22111 0.00% 1 1lsec 4557
:|ToTAL 2600 3560 732 17372 18506 20087 13 22111 0.00% 24 6lsec 34125
[] Include group name in label? Save Table Data Save Table Header







root@sandbox01:/opt/CA/media/iso/3rd/jmeter/ServerAgent-2.2.1

extracting: lib/cmdrunner-1.0.1.jar
extracting: lib/jorphan-2.6.jar
extracting: lib/logkit-2.0.jar
extracting: lib/sigar-1.6.4.jar
extracting: lib/avalon—-framework-4.1.5
extracting: ServerAgent.jar
extracting: CMDRunner.jar

inflating: LICENSE

[root@sandbox01

[root@sandbox01

./startAgent.sh:

[root@sandbox01
[root@sandbox01

INFO 2015-12-
INFO 2015-12-
INFO 2015-12-

ServerAgent-2.2.11# 1s
LICENSE

ServerAgent-2.2.1]# ./startAgent.sh

line 3: java: command not found

ServerAgent-2.2.1]# vi startAgent.sh

ServerAgent-2.2.1]1# ./startAgent.sh

30 17:33:20.68 [kg.apc.p] (): Binding UDP to 4444
30 17:33:21.68 [kg.apc.p] (): Binding TCP to 4444
30 17:33:21.68 [kg.apc.p] (): JPEGC Agent v2.2.0 started

JAVA_HOME=/opt/CA/jdk/jdk1.7.0_71_x64
PATH=$PATH:S$JAVA_HOME/bin

DISPLAY=S(who -m | gawk -F'(' '{ print $2}' | gawk -F')' {print $1}'):0.0;export DISPLAY

https://www.stevefenton.co.uk/2014/12/really-useful-jmeter-plugins-perfmon-metrics/
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Jc @ Documentation :: JMeter-... X ‘\a jmeter give error afterinst.. X =+

\ ('}“ @ jmeter-plugins.org/wiki/ResponseTimesVsThreads/ ¢ Q. Search ﬂ’ g 3 éa 4 m @' e o2 | v =

JMeter Plugins > Documentation > ResponseTimesVsThreads

@ jmeter—plugins_org Sponsored in part by

BlazeMeter

Every load test needs some sexy features!

# Home & Downloads ‘ & Documentation | ® Support Forums & Source Code

On this page:

Res ponse Ti mes VS Th read S since 0.0.1 Available in Extras Set 1. Response Times vs Threads

1. Online Version for This Graph
A, Don't forget to set up saving thread counts when running in non-GUI mode!

This graph shows how Response Time changes with amount of parallel threads. Naturally, server takes longer to respond when a lot
of users requests it simultaneously. This graph visualizes such dependencies.

Follow us on Twitter
Example graph:

[aa Analyze your test results online

Response Times vs Threads

Name: IResponse Times vs Threads

Comments: (& Share...
Write results to file / Read from file

Filename Browse... | LogDisplay Only: | |Errors [ | Successes Configure
| | |

Chart v Rows ’ Settings
.Login -Logout .Search

3000

2700

2400

2100

1800

1500

se times in ms
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) .:E, Documentation : JMeter-... < -_\hﬁ Jjmeter give error after inst... < +

(- @ jmeter-plugins.org/wiki/TransactionThroughputVsThreads/ c Q, Search

IMeter Plugins = Documentation > TransactionThroughputVsThreads

@) jmeter-plugins.org

Every load test needs some sexy features!

# Home & Downloads ‘ & Documentation ©® Support Forums & Source Code

Sponsored in part by

BlazeMeter

Tra nsa Cti on Th Ffou g h put VS Th read S since Available in Extras Set

0.1.0

A, Don't forget to set up saving thread counts when running in non-GUI mode!

This listenter is very similar to Response Times vs Threads, exept it shows total server's transaction throughput for active test
threads. The formula for total server transaction throughput is <active threads> * 1 second / <1 thread response

time>.
Example calculations:

* when you have one thread (user) sending requests to server and server responds after 100ms, you have 1 thread *
1000ms / 100ms = 10 transactions per second.

¢ when you have 10 threads sending requests to server and server responds after 100ms, you have 10 threads * 1000ms
/ 100ms = 100 transactions per second. This means that your server haven't reached its resources limits and the
more users works with it the more transaction it processes.

* when you have 20 threads sending requests to server and server responds after 200ms, you have 20 threads * 1000ms
/ 200ms = 50 transactions per second . This means that at 20 parallel users server become responding slower and
there's some overhead to handle parallelism, e.g. database locks.

So basically, it shows the statistical maximum possible number of transactions based on number of users accessing the application.
In the bellow graph, we can see for the transaction named 'First Access':

e If one user alone access the application, he will have a maximum of 2 transactions per seconds
o If two users access the application, both will have a maximum of 4 transactions per seconds
* etc.

On this page:
1. Transaction Throughput vs Threads

Follow us on Twitter

laa Analyze your test results online

| € Share...



root@sandbox01:/opt/CA/jdk/jdk1.7.0_71_x64/jre/lib/management

[root@sandbox01l management]# pwd
/opt/CA/jdk/jdk1l.7.0 71 x64/jre/lib/management

[root@sandbox01l management]# 1ls
Jmxremote.access JmxXremote.password.template management.properties snmp.acl.template
[root@sandbox0 " = *

SRS TR

monitorRole QED
controlRole R&D

:wq!l

root@sandbox01:/opt/CA/jdk/jdk1.7.0_71_x64/jre/lib/management

$ Default access control entries:
, 1 # o The "monitorRole" role has readonly access.
A given role # o The "controlRole" role has readwrite access and can create the standarc

has no entryjly  giper and Monitor MBeans defined by the JMX API.
If multiple

1s used. monitorRole readonly
. ‘ , 1 controlRole readwrite \
hoa typica create javax.management.monitor.*,javax.management.timer.* \

local machin :
, unregister
For # securil e o e e o (v —— S —
or specify another, less accessible file in the management config file
as described above.

Following are two commented-out entries. The "measureRole" role has
password "QED". The "controlRole"™ role has password "R&D".




Add the ServerAgent default port (4444) to Linux Firewall (Assumes
RHEL/CentOS 7.x)

firewall-cmd --zone=public --permanent --add-port=4444/tcp
firewall-cmd --reload



root@sandbox01:/opt/CA/media/iso/3rd/jmeter/ServerAgent-2.2.1

2016-01-01 00:02:21.481
2016-01-01 00:02:21.481
2016-01-01 00:02:21.481
2016-01-01 00:02:21.481
2016-01-01 00:02:21.481
2016-01-01 00:02:21.481
2016-01-01 00:02:21.481
2016-01-01 00:02:21.481
2016-01-01 00:02:21.481
2016-01-01 00:02:21.481
2016-01-01 00:02:21.482
2016-01-01 00:02:21.483
2016-01-01 00:02:21.483
2016-01-01 00:02:21.483
2016-01-01 00:02:21.4084
2016-01-01 00:02:21.490
2016-01-01 00:02:21.492
2016-01-01 00:03:49.922

ol

Filesystem: fs=/ type=xfs
Filesystem: fs=/run/user/1001 type=tmpfs
Filesystem: fs=/run/user/1000 type=tmpfs
Filesystem: fs=/run/user/1003 type=tmpfs
Filesystem: fs=/sys/fs/cgroup/blkio type=cgroup
Filesystem: fs=/proc/sys/fs/binfmt misc type=binfmt misc
Filesystem: fs=/run/user/1002 type=tmpfs
Filesystem: fs=/sys/fs/cgroup/memory type=cgroup
Filesystem: fs=/sys/fs/cgroup/net cls type=cgroup
Filesystem: fs=/proc type=proc
*** Logging available network interfaces ***
Network interface: iface=lo addr=127.0.0.1 type=Local Loopback
Network interface: iface=encl6777736 addr=192.168.92.129 type=Ethernet
*** Done logging sysinfo ***
Binding UDP to 4444
Binding TCP to 4444
JP@GC Agent v2.2.0 started
Accepting new TCP connection
2016-01-01 00:03:49.926 Yep, we received the 'test' command
2016-01-01 00:03:49.928 Starting measures: swap:unit=kb:used disks i/o:queue:fs=/opt network
:bytesrecv cpu:combined )i memory:usedperc
2016-01-01 00:05:34.263 Client disconnected

TodTwoooototooootooo T T o

—
—
0
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9 & TestPlan-1M
w CSV Data Set Config for IM Login
- E‘ Testing Loop for IM
488§ HTTP Cookie Manager for I
w HTTP Authorization Manager for IM
4888 HTTP Request Defaults for I
388§ HTTP Header Manager for IM
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jp@gc - PerfMon Metrics Collector

Name: |jp@gc— Perfidon Metrics Collector
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(@ Help on this plugin
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jp@gc - Response Times vs Threads

Hame: |jp@gc- Response Times vs Threads

Comments:
(@ Help on this plugin

v1.3.1
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Name: |jp@gc—Transactions per Second
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(@ Help on this plugin
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Jmeter Configurations

E TextPad - C\Users\Administrator\Downloads\apache-jmeter-2.13\apache-jmeter-2.13\bin\jmeter.properties —
EEiIe Edit Search View Tools Macros Configure Window Help

NEEHBSRE & BRI S=m 1 Q% 2 Foidy ene >

i Find incrementally [ 1 i ] Match case -

507 B
508 # Timestamp format - this only affects CSV output files

509 # legitimate values: none, ms, or a format suitable for SimpleDateFormat
510 #Jmeter.save.saveservice.timestamp format=ms

511 #jmeter.save.saveservice.timestamp format=yyyy/MM/dd HH:mm:ss.SSS
512

E TextPad - C\Users\Administrator\Downloads\apache-jmeter-2.13\apache-jmeter-2.13\bin\jmeter.properties - 0

File Edit Search View Tools Macros Configure Window Help
NEEHABE2E | BRI EE 2T D 4 Falh sue » -
Find incrementally [ if [J Match case -

507 B
508 # Timestamp format - this only affects CSV output files

509 # legitimate values: none, ms, or a format suitable for SimpleDateFormat
510 Jjmeter.save.saveservice.timestamp format=ms

511 Jjmeter.save.saveservice.timestamp format=yyyy/MM/dd HH:mm:ss.SSS




SiteMinder Authentication Scheme Dialog

Authentication Scheme Properties SiteMinder Authentication Scheme Dialog

"Mame: Description: Authentication Scheme Properties HELR
HTML Form
Mame: Description:
Scheme Common Setup LTML Form
Authentication scheme Tyioe | HTML Form Termplate Scheme Comman Setup
Protection Lewel: 5 [1- 1,000, higher is more secure] Authentication 5cheme Type  HTML Form Template
W Password Policies Enabled for this Authentication Scheme Protection Lewel: 5 [1- 1,000, higher is more secura]

W Password Policies Enabled for this Authentication Scherme

Scheme Setup | Agvanced |

Scheme Setup  Advanced |

SM Default; NOT IM

_IUze Felative Target
SM Default; NOT IM

Web Server Mame: imwa001.im.clam

_ Use S5L Cannection Library: lsmauthhtml
*Target: |;5iteminderagent;furmz;lngin.fcc http: /fimwa00 1. im. dom/siteminderagent fforms/flogin.fcc ACS =0 EEL=0

Parameter:

W Allowe this scheme to save credential 1 Support non-browser clie

Additional Attribute Li | v
QF. Cancel | Apply |
Authentication 3cheme HTML Form oK Caleel | Apply |

Althentication Scheme HTML Fartm




Where to download Apache Jmeter

Eile Edit View History Bookmarks Tools Help

™. Apache IMeter - Downloa... X
(' jmeter.apache.org/download_jmeter.cgi EA C Search ﬁ E 9 ¥+ # 4 u @’ e R —

About

> Overview Download Apache JMeter

o [Meter on Twitter

© ]SSI;‘IE TFSCkm hat! We recommend you use a mirror to download our release builds, but you must verify the integrity of the
© Subscribe to What's New downloaded files using signatures downloaded from our main distribution directories. Recent releases (48 hours)
o License may not yet be available from all the mirrors.

You are currently using http://mirrors.koehn.com/apache/. If you encounter a problem with this mirror, please
Download select another mirror. If all mirrors are failing, there are backup mirrors (at the end of the mirrors list) that should
o Download Releases be available.
o Developer (Nightly) Builds

Other mirrors: http://apache.arvixe.com/ v || Change

The KEYS link links to the code signing keys used to sign the product. The BGE link downloads the OpenPGP
compatible signature from our main site. The MD5 link downloads the checksum from the main site. Please verify
the integrity of the downloaded file.

Documentation
o Changes per version
o Get Started
o User Manual
o Best Practices
o Component Reference KEYS
o Functions Reference

o d -

o ;:I&lld?rf;]MeterandAdd-Ons ApaChe Imete[ 2“13 (Requ1[eS ]ava 6 or late[)
o M Wiki

- FAO (Wiki

For more information concerning Apache JMeter, see the Apache JMeter site.

_ Binaries
Tutorials (PDF format)

o Distributed Testing
o Recording Tests apache-jmeter-2.13.tgz md5 pgp

o JUnit Sampler apache-jmeter-2.13.zip md5 pgp




Install on Linux & Run remotely

Only needed if wish to remove latency from performance testing.

Suggest latency be retained from a “client” view point, e.g. 20-40 milliseconds



Apache Jmeter Startup View

Y Apache JMeter (2.13 r1665067)
File Edit Search Run Options Help

@ a°Hd i X IEIE][*]=]%||P|® % i ¥ % = H 04 0/0
"\w, Test Plan

WorkBench

Name: Test Flan

Comments:

User Defined Variables

Name: Yalue

Detail Add Add from Clipboard Up Down

Run Thread Groups consecutively (.e. run groups one at a time)
Run tearDown Thread Groups after shutdown of main threads
Functional Test Mode (.e. save Response Data and Sampler Data)

Selecting Functional Test Mode may adversely affect performance

Add directory or jar to classpath Browse... Delete Clear

Library




