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Background
• Challenge:

• Low cost, available performance testing tools for the IM solution are usually limited to the low end spectrum of functionality

• CLI (Command Line)

• Bulk Loader Client (blc) for top tier (Web Application) testing of create, modify, delete user objects only.

• etautil / ldapsearch (imps version) for the mid-tier (Provisioning Server) testing of create, modify, reset passwords, delete, to the GU and endpoint accounts.

• High cost performance testing tools for projects typically required customers to own or purchase HP Loadrunner or similar vendor tools.

• Usually owned and executed by specialized business units at customer site

• Required future scheduling to occur.  Limited ad-hoc testing

• No proactive testing available or limited.

• Proposal:   Apache Jmeter is an amazing testing suite that provide non-invasive benchmark & performance testing
• Benefits:

• Open Source License

• No install required; just extract and run from workstation/desktop  [zip or tar]

• Low learning curve  [less than 2 hours to learn & use]

• No agents required to be deployed for majority of test plans

• May use the included “PerfMon” Server Agent to view disk I/O CPU, Network utilization

• Easy to share test plans.    

• May copy-n-paste sections.    Note:  Passwords are stored in clear-text

• Use of a built-in HTTP proxy recorder to auto-build test plans.    This can NOT be emphasized enough.   Jmeter will auto-build 95% of your test plan for HTTP(S).

This deck focus on the use of Jmeter and HTTP(S) protocol used by the upper-tier component of IM.  
• Upper-Tier:  The Web Server (Apache + SSO Agent)  & Web Application Server (JBOSS + IM Application)

• The SSO Auth Bind, IM Create User, IM Reset User Password, IM Delete User operations have been defined in the example labs.  These operations were captured using the 
built-in HTTP proxy recorder; and adjusted for use with SSO (Siteminder) integration with cookies & IM Cross Site Request Forgery (OWASP_CSRFTOKEN) session token.
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• Note:  Jmeter Cookie Handler must use Cookie Policy:  rfc2109  &  Implementation:  HC3CookieHandler    [IM:SM uses IPv4 & FQDN]

• Management of the Identity Manager Built-In Cross Site Request Forgery Token Process [OWASP_CSRFTOKEN]
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High Level Example of Jmeter in Use

• The following two (2) slides display using IM VST & Jmeter, the ability of Jmeter to 
emulate an administrative user to:

• Read a CSV files of 100 user objects
• Userid, first_name, last_name, full_name, password, new password

• Bind (authenticate) to the IM User Console protected via SSO (SiteMinder)
• Create a new User [for all 100 user objects]
• Find and then Reset the password for that new user [for all 100 user objects]
• Find and delete that User  [for all 100 user objects]

• Perform the above steps for the same 100 accounts, ten times.
• With a ramp-up time of 100 accounts (threads) over one (1) minute.

• Note:  If the ramp time is “shorten”, then more memory must be allocated to the JVM of the application 
to hold the data, to avoid overwhelming a single server.   Or ensure that Load Balancing is enabled that 
the data may switch between the peer servers.



Example of 100 Accounts Created, Updated, Deleted via Jmeter in IM



Example of 100 Accounts Created, Updated, Deleted via Jmeter x10 times



Outline of Slides

• The following slides will review the current test plan, to allow users to immediate 
jump into the use of the current plan, to use AS-IS or adjust as needed.

• Next, slides will review where to download Jmeter and any plugin option 
packages.

• Other slides will follow this section that outline how the initial test plan was built 
& how the IM Token was identified and corrected for.

• Lastly, a view of using the Jmeter Server Agent will be presented.
• It has value to help identify disk I/O, CPU and Network utilization.
• A preferred and robust alternative solution is the CA APM (Application Performance 

Management) if available.



Current Jmeter Test Plan for IMWA

• Use of the Jmeter HTTP Recorder was used to capture / record the 
steps perform manually via the IM User Console.

• After the steps / operations were recorded, selected POST operations 
were updated for any variable that would be pulled from the CSV file 
or needed to be managed as an extra Session token.

• This is a good starting point to use for testing with OOTB IM tasks.

• This or a new test plan can be created for your own IM tasks.
• No limit on which tasks to use.   

• This process provide extended testing functionality over ALL possible IM 
tasks.



Pre-Step01:  Jmeter Test Plan for IMWA: Properties Files

• After extracting Jmeter, navigate to the JMETER_HOME\bin folder & 
adjust one SSL/TLS setting in jmeter.properties & system.properties:

Update Jmeter from default of SSLv3 to TLSv1



Pre-Step 02: Jmeter Test Plan for IMWA: Outline
TestPlan – Very top; Jmeter is hierarchal such that 
object defined above will be available for any line items 
below.

- Have defined & included common variables that will 
be used by other line items

- All fields will be clear text.

Notes – Hijacked use of this item “user defined 
variables” to “hold” useful notes.

CSV Data Set – For IM, used this item to query a 
predefined csv file with user object fields, e.g userID, 
FN, LN, etc.

Testing Loop – The “container” of all testing 
objectives/lines.

Tree / Graph – Output Reports (aka Listeners) that will 
collect and report high value reports

Notes – Hijacked use of this item “user defined 
variables” to “hold” useful notes about PerfMon “Server 
Agent” for disk I/O, CPU & memory utilization.

jp@gc – PerfMon Collectors;  PerfMon Metrics 
Collectors requires ServerAgent be deployed and 
updated with a service account.   These reports are 
ONLY available with the extended Jmeter Plug-in 
packages.  NOT Required for benchmark/performance 
testing.

WorkBench – The Jmeter section to allow a HTTP Proxy 
Server to be used + any other customization.

Jmeter is very flexible and open design.   To provide clarity, I have created 
this methodology/outline for the Jmeter Test Plan for CA IM Web App



Step 01: Jmeter Test Plan for IMWA: TestPlan

The top level.

Define a name & variables to be used.

Jmeter Variables are referenced by   ${NAME}  



Step 02: Jmeter Test Plan for IMWA: Notes

This “User Defined Variables” item was “re-purposed” to hold useful 
notes.    Has no other input or value to the test plan.

Included notes or URL examples that were found to have value



Step 03: Jmeter Test Plan for IMWA: CSV File

This “CSV Data Set Config” is Jmeter method to introduce multiple inputs.

A “users.csv file was created (no header), with 100 rows.  

The headers are defined in the “Variable Names” Edit Field.

Accepted the defaults of “Allow quoted data, Recycle on EOF, Stop thread on EOF, 
Shared mode”



Step 04: Jmeter Test Plan for IMWA: Thread Group (Loop)

A Jmeter Test Plan is managed by a Thread Group “container”.

The Thread Group will define how the test is executed and how many threads & loops.

This “Thread Group” for IM testing uses the following as a peak of the excepted use-cases.  
100 (threads=users), ramped up over 60 seconds, for 1 iteration.



Step 05: Jmeter Test Plan for IMWA: Timer

A Jmeter Test Plan will execute as RAPIDLY as possible.   

To slow down this process & emulate what a user(s) may perform, Jmeter offers several different “Timer” 
operations.   

Jmeter is managed hierarchal, such that objected defined prior, are available to all subsequent operations.

The Gaussian Random Timer was chosen with a constant delay of 200 milliseconds & attached immediately 
after the Jmeter Thread Group was defined.

This timer may be temporarily disabled by “right click” on the operation, and select DISABLE



Step 06: Jmeter Test Plan for IMWA: Cookie Manager

To manage web session cookie for IM and SiteMinder, a Jmeter HTTP Cookie Manager is added to the Thread 
Group.

SiteMinder Session Cookies require use of the following:

Jmeter Cookie policy:  rfc2109 &  Implementation of HC3CookieHandler.

SiteMinder follows RFC2109 standards for session cookies & uses IPv4.   

HC3CookieHander = IPv4     HC4CookieHandler = IPv6



Step 07: Jmeter Test Plan for IMWA: Auth Manager

To manage HTTP authentication for IM and SiteMinder, a 
Jmeter HTTP Authorization Manager is added to the Thread 
Group.

Jmeter requires SiteMinder Authentication to be HTML Form 
based.    Update the IM IMS Realm from default of BASIC to 
HTML Form using SSO UI (SM WAMUI or SM FSSUI)

NOT Default.  Changed from Basic to HTML 
For better look and integration



Step 08: Jmeter Test Plan for IMWA: Request Defaults

To manage any possible unique parameter for a test plan; a Jmeter 
HTTP Request Defaults operation is added to the Thread Group.

No changes other than definition of the Web Server’s Server Name to a 
variable and the Port Number, were required or needed.



Step 09: Jmeter Test Plan for IMWA: Header Manager

To manage any possible unique header parameter for a test plan; a 
Jmeter HTTP Header Manager operation is added to the Thread Group.

No changes required to be defined.



Step 10: Jmeter Test Plan for IMWA: Transaction Controller

The first of the HTTP operations to be managed.

A Jmeter Transaction Controller was created by the Jmeter HTTP Recorder. 

This Transaction Controller was re-labeled to clarify the operation being performed.

This section will manage the initial BIND operation.

No changes to be defined on this item



Step 11: Jmeter Test Plan for IMWA: HTTP Request

The first of the HTTP Request

This was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.

The title was re-labeled to clarify the operation being performed.

Any static values related to session cookies were removed.   The USER & PASSWORD fields were auto-populated by Jmeter with the Jmeter variables.

This item will manage the initial BIND operation.

No other changes to be defined on this item



Step 12: Jmeter Test Plan for IMWA: HTTP Request

This was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.

The title was re-labeled to clarify the operation being performed.

This is a GET operation is likely is NOT required for the test plan.    It was left for clarity where 
SiteMinder was referred from. ion.

No other changes to be defined on this item



Step 13: Jmeter Test Plan for IMWA: Transaction Controller

The 2nd of the HTTP operations to be managed.

This Jmeter Transaction Controller was created by the Jmeter HTTP Recorder. 

This Transaction Controller was re-labeled to clarify the operation being performed.

This section will manage the IM Create User Task operation.

No changes to be defined on this item



Step 14: Jmeter Test Plan for IMWA: HTTP Request

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.

The title was re-labeled to clarify the operation being performed.

This HTTP GET operation is NEEDED, as it will launch the IM CreateUser Task & execute the security 
process to protect the IM solution from Cross Site Request Forgery.

No changes required for this operation



Step 15a: Jmeter Test Plan for IMWA: CSS/Jquery

This operation was NOT captured by the Jmeter HTTP Recorder.

During validation of the original test plan, it was observed that an error message would occur and state that a Cross Site Request Forgery was occurring, 
and needed to be addressed.

To ensure this CSRF Token is auto-generated and capture in a variable, one of three (3) methods may be used:   

1)  CSS/Jquery Extractor  2)  Regular Express  3) Xpath Extractor

The example LAB uses the CSS / Jquery Extractor

This process is copied to every IM task operation, to allow a test administrator to disable parts of the lab, but not lose this functionality, if this one 
section is disabled.

Every IM task that has a HTTP POST and this OWASP_CSRFTOKEN parameter defined, will be updated with the  ${CSS_OWASP_CSRF_TOKEN} variable.



Step 15b: Jmeter Test Plan for IMWA: RegEx

This operation was NOT captured by the Jmeter HTTP Recorder.

During validation of the original test plan, it was observed that an error message would occur and state that a Cross Site Request Forgery was occurring, 
and needed to be addressed.

To ensure this CSRF Token is auto-generated and capture in a variable, one of three (3) methods may be used:   

1)  CSS/Jquery Extractor  2)  Regular Express  3) Xpath Extractor

The example LAB uses the CSS / Jquery Extractor

This process is copied to every IM task operation, to allow a test administrator to disable parts of the lab, but not lose this functionality, if this one 
section is disabled.

Every IM task that has a HTTP POST and this OWASP_CSRFTOKEN parameter defined, will be updated with the  ${CSS_OWASP_CSRF_TOKEN} variable.



Step 15c: Jmeter Test Plan for IMWA: Xpath Extractor

This operation was NOT captured by the Jmeter HTTP Recorder.

During validation of the original test plan, it was observed that an error message would occur and state that a Cross Site Request Forgery was occurring, 
and needed to be addressed.

To ensure this CSRF Token is auto-generated and capture in a variable, one of three (3) methods may be used:   

1)  CSS/Jquery Extractor  2)  Regular Express  3) Xpath Extractor

The example LAB uses the CSS / Jquery Extractor

This process is copied to every IM task operation, to allow a test administrator to disable parts of the lab, but not lose this functionality, if this one 
section is disabled.

Every IM task that has a HTTP POST and this OWASP_CSRFTOKEN parameter defined, will be updated with the  ${CSS_OWASP_CSRF_TOKEN} variable.



Step 16: Jmeter Test Plan for IMWA: HTTP Request

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.

The title was re-labeled to clarify the operation being performed.

Note the “createType” = “new” parameter

Only the OWASP_CSRFTOKEN parameter was updated with the ${CSS_OWASP_CSRF_TOKEN}



Step 17: Jmeter Test Plan for IMWA: HTTP Request

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.

The title was re-labeled to clarify the operation being performed.

Note the “enable” = “true” parameter.   The entire IM Create User Screen was loaded but only this 
attribute was pre-define on this page

The OWASP_CSRFTOKEN parameter was updated with the ${CSS_OWASP_CSRF_TOKEN}



Step 18: Jmeter Test Plan for IMWA: HTTP Request

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.

The title was re-labeled to clarify the operation being performed.

The initial search on user’s OU may NOT be necessary, but was retained to emulate the user’s 
experience.

The OWASP_CSRFTOKEN parameter was updated with the ${CSS_OWASP_CSRF_TOKEN}



Step 19: Jmeter Test Plan for IMWA: HTTP Request

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.

The title was re-labeled to clarify the operation being performed.

Note “DefaultOrganizationSearch__sel” = “1”

The OWASP_CSRFTOKEN parameter was updated with the ${CSS_OWASP_CSRF_TOKEN} value.



Step 20: Jmeter Test Plan for IMWA: Transaction Controller

The 3rd of the HTTP operations to be managed.

This Jmeter Transaction Controller was created by the Jmeter HTTP Recorder. 

This Transaction Controller was re-labeled to clarify the operation being performed.

This section will manage the submission of the IM Create User Task operation.

No changes to be defined on this item



Step 21: Jmeter Test Plan for IMWA: HTTP Request

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.

The title was re-labeled to clarify the operation being performed.

The following minimal required parameters were updated to use the CSV variables:  

USER_ID = ${User_ID_Field}, PASSWORD = ${Password_Field},passwordConfirm = ${Password_Field}, FIRST_NAME = ${User_FN_Field}, 
LAST_NAME = ${User_LN_Field}, FULL_NAME = ${User_FullName_Field}, & OWASP_CSRFTOKEN = ${CSS_OWASP_CSRF_TOKEN}



Step 22: Jmeter Test Plan for IMWA: HTTP Request

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.

The title was re-labeled to clarify the operation being performed.

Note “action.submit.confirm” = “yes”

The OWASP_CSRFTOKEN parameter was updated with the ${CSS_OWASP_CSRF_TOKEN} value.



Step 23: Jmeter Test Plan for IMWA: Transaction Controller

The 4th of the HTTP operations to be managed.

This Jmeter Transaction Controller was created by the Jmeter HTTP Recorder. 

This Transaction Controller was re-labeled to clarify the operation being performed.

This section will manage the launch of the IM Reset a User Password operation.   This section assumes the 
users’ accounts exist or were created prior.    

No changes to be defined on this item



Step 24: Jmeter Test Plan for IMWA: HTTP Request

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.

The title was re-labeled to clarify the operation being performed.

This HTTP GET operation is NEEDED, as it will launch the IM ResetUserPassword Task & execute the security 
process to protect the IM solution from Cross Site Request Forgery (if it was NOT already performed)

No changes required for this operation



Step 25a: Jmeter Test Plan for IMWA: CSS/JQuery

This operation was NOT captured by the Jmeter HTTP Recorder.

During validation of the original test plan, it was observed that an error message would occur and state that a Cross Site Request Forgery was occurring, and needed to be addressed.

To ensure this CSRF Token is auto-generated and capture in a variable, one of three (3) methods may be used:   

1)  CSS/Jquery Extractor  2)  Regular Express  3) Xpath Extractor

The example LAB uses the CSS / Jquery Extractor

This process is copied to every IM task operation, to allow a test administrator to disable parts of the lab, but not lose this functionality, if this one section is disabled.

Every IM task that has a HTTP POST and this OWASP_CSRFTOKEN parameter defined, will be updated with the  ${CSS_OWASP_CSRF_TOKEN} variable.



Step 25b: Jmeter Test Plan for IMWA: RegEx

This operation was NOT captured by the Jmeter HTTP Recorder.

During validation of the original test plan, it was observed that an error message would occur and state that a Cross Site Request Forgery was occurring, 
and needed to be addressed.

To ensure this CSRF Token is auto-generated and capture in a variable, one of three (3) methods may be used:   

1)  CSS/Jquery Extractor  2)  Regular Express  3) Xpath Extractor

The example LAB uses the CSS / Jquery Extractor

This process is copied to every IM task operation, to allow a test administrator to disable parts of the lab, but not lose this functionality, if this one 
section is disabled.

Every IM task that has a HTTP POST and this OWASP_CSRFTOKEN parameter defined, will be updated with the  ${CSS_OWASP_CSRF_TOKEN} variable.



Step 25c: Jmeter Test Plan for IMWA: Xpath Extractor

This operation was NOT captured by the Jmeter HTTP Recorder.

During validation of the original test plan, it was observed that an error message would occur and state that a Cross Site Request Forgery was occurring, 
and needed to be addressed.

To ensure this CSRF Token is auto-generated and capture in a variable, one of three (3) methods may be used:   

1)  CSS/Jquery Extractor  2)  Regular Express  3) Xpath Extractor

The example LAB uses the CSS / Jquery Extractor

This process is copied to every IM task operation, to allow a test administrator to disable parts of the lab, but not lose this functionality, if this one 
section is disabled.

Every IM task that has a HTTP POST and this OWASP_CSRFTOKEN parameter defined, will be updated with the  ${CSS_OWASP_CSRF_TOKEN} variable.



Step 26: Jmeter Test Plan for IMWA: Transaction Controller

The 5th of the HTTP operations to be managed.

This Jmeter Transaction Controller was created by the Jmeter HTTP Recorder. 

This Transaction Controller was re-labeled to clarify the operation being performed.

This section will manage the search operation for IM Reset a User Password operation.   This section assumes 
the users’ accounts exist or were created prior.    

No changes to be defined on this item



Step 27: Jmeter Test Plan for IMWA: HTTP Request

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.

The title was re-labeled to clarify the operation being performed.

The following parameter values were updated:  

“Filter.0.Value” = “${User_ID_Field}, “OWASP_CSRFTOKEN” = “${CSS_OWASP_CSRF_TOKEN}.

The two (2) other CSRF tokens were added as a TEST ONLY   Not required.



Step 28: Jmeter Test Plan for IMWA: HTTP Request

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.

The title was re-labeled to clarify the operation being performed.

The following parameter values were updated:  

“Filter.0.Value” = “${User_ID_Field}, “OWASP_CSRFTOKEN” = “${CSS_OWASP_CSRF_TOKEN}.

The two (2) other CSRF tokens were added as a TEST ONLY   Not required.



Step 29: Jmeter Test Plan for IMWA: Transaction Controller

The 6th of the HTTP operations to be managed.

This Jmeter Transaction Controller was created by the Jmeter HTTP Recorder. 

This Transaction Controller was re-labeled to clarify the operation being performed.

This section will manage the actual change operation for IM Reset a User Password task.   This section assumes 
the users’ accounts exist or were created prior.    

No changes to be defined on this item



Step 30: Jmeter Test Plan for IMWA: HTTP Request

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.

The title was re-labeled to clarify the operation being performed.

The following parameter values were updated:  

“USER_ID” = “${User_ID_Field}”, “PASSWORD” = “${New_Password_Field}”, “passwordConfirm” = “${New_Password_Field}”, “ORG_MEMBERSHIP” = 
“people”, “OWASP_CSRFTOKEN” = “${CSS_OWASP_CSRF_TOKEN}.

The two (2) other CSRF tokens were added as a TEST ONLY   Not required.



Step 31: Jmeter Test Plan for IMWA: HTTP Request

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.

The title was re-labeled to clarify the operation being performed.

Note “action.submit.confirm” = “yes”

The following parameter values were updated:  “OWASP_CSRFTOKEN” = “${CSS_OWASP_CSRF_TOKEN}.

The two (2) other CSRF tokens were added as a TEST ONLY   Not required.



Step 32: Jmeter Test Plan for IMWA: Transaction Controller

The 7th of the HTTP operations to be managed.

This Jmeter Transaction Controller was created by the Jmeter HTTP Recorder. 

This Transaction Controller was re-labeled to clarify the operation being performed.

This section will manage IM Delete User task.   This section assumes the users’ accounts exist or were created 
prior.    

No changes to be defined on this item



Step 33: Jmeter Test Plan for IMWA: HTTP Request

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.

The title was re-labeled to clarify the operation being performed.

This HTTP GET operation is NEEDED, as it will launch the IM DeleteUser Task & execute the security process to protect the IM solution from Cross Site 
Request Forgery (if it was NOT already performed)

No changes required for this operation     [See prior examples for 07a, 07b, 07c]



Step 34: Jmeter Test Plan for IMWA: HTTP Request

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.

The title was re-labeled to clarify the operation being performed.

The following parameter values were updated:  “Filter.0.Value” = “${User_ID_Field}”, “OWASP_CSRFTOKEN” = “${CSS_OWASP_CSRF_TOKEN}.



Step 35: Jmeter Test Plan for IMWA: HTTP Request

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.

The title was re-labeled to clarify the operation being performed.

Note “DefaultUserSearchSelect_0” = “1”

The following parameter values were updated:  “Filter.0.Value” = “${User_ID_Field}”, “OWASP_CSRFTOKEN” = “${CSS_OWASP_CSRF_TOKEN}.



Step 36: Jmeter Test Plan for IMWA: HTTP Request

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.

The title was re-labeled to clarify the operation being performed.

The following parameter values were updated:   “OWASP_CSRFTOKEN” = “${CSS_OWASP_CSRF_TOKEN}.



Step 37: Jmeter Test Plan for IMWA: HTTP Request

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.

The title was re-labeled to clarify the operation being performed.

Note “action.submit.confirm” = “1”

The following parameter values were updated:   “OWASP_CSRFTOKEN” = “${CSS_OWASP_CSRF_TOKEN}.



Step 38: Jmeter Test Plan for IMWA: Transaction Controller

The 8th of the HTTP operations to be managed.

This Jmeter Transaction Controller was created by the Jmeter HTTP Recorder. 

This Transaction Controller was re-labeled to clarify the operation being performed.

This section will manage the launch of the IM View Submitted Task. 

No changes to be defined on this item.   It is currently DISABLED (right click).



Step 39: Jmeter Test Plan for IMWA: HTTP Request

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.

The title was re-labeled to clarify the operation being performed.

This HTTP GET operation is NEEDED, as it will launch the IM View Submitted Task & execute the security process to 
protect the IM solution from Cross Site Request Forgery (if it was NOT already performed)

No changes required for this operation     [See prior examples for 07a, 07b, 07c]



Step 40: Jmeter Test Plan for IMWA: Transaction Controller

The 9th of the HTTP operations to be managed.

This Jmeter Transaction Controller was created by the Jmeter HTTP Recorder. 

This Transaction Controller was re-labeled to clarify the operation being performed.

This section will manage the submission of the IM View Submitted Task. 

No changes to be defined on this item.   It is currently DISABLED (right click).



Step 41: Jmeter Test Plan for IMWA: HTTP Request

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.

The title was re-labeled to clarify the operation being performed.

The following parameter values were updated: “OWASP_CSRFTOKEN” = “${CSS_OWASP_CSRF_TOKEN}.

Other fields that may be updated:  “searchstartdatefilter” = “${__time(dd/MM/yyyy,)}”, searchenddatefilter = 
“${__time(dd/MM/yyyy,)}”

Ref:  http://jmeter.apache.org/usermanual/functions.html#__time



Step 42: Jmeter Test Plan for IMWA: Transaction Controller

The 10th of the HTTP operations to be managed.

This Jmeter Transaction Controller was created by the Jmeter HTTP Recorder. 

This Transaction Controller was re-labeled to clarify the operation being performed.

This section will manage the submission of the IM Log Out Event. 

No changes to be defined on this item.   It is currently DISABLED (right click).



Step 43: Jmeter Test Plan for IMWA: HTTP Request

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.

The title was re-labeled to clarify the operation being performed.

This HTTP GET operation is NEEDED, as it will launch the IM Log Out Event

No changes required for this operation



Step 44: Jmeter Test Plan for IMWA: HTTP Request

This step was captured by the Jmeter HTTP Recorder, when executed via manually in a browser.

The title was re-labeled to clarify the operation being performed.

This HTTP GET operation is NEEDED, as it will execute the IM Log Out Event for the selected IME

No changes required for this operation



Step 45: Jmeter Test Plan for IMWA: Listeners/Reports

Four (4) Listeners / Reports / Graphs were added to this test plan.

The View Results Tree is a very common report to add, and provide immediate view to the execution of the steps of 
the test plan.

If data is to be retained, a filename may be created to capture the data to a temporary folder.



Step 46: Jmeter Test Plan for IMWA: Listeners/Reports

Four (4) Listeners / Reports / Graphs were added to this test plan.

The Graph Results provide an immediate view to the time aspect of the steps of the test plan.  Suggest only “Average” 
and “Throughput” be used, to avoid excessive clutter of this graph. If data is to be retained, a filename may be 
created to capture the data to a temporary folder.



Step 47: Jmeter Test Plan for IMWA: Listeners/Reports

Four (4) Listeners / Reports / Graphs were added to this test plan.

The Aggregate Report provide an view to monitor the iteration of each step; allow a view to bottleneck of any 
operation and any errors.



Step 48: Jmeter Test Plan for IMWA: Listeners/Reports

Four (4) Listeners / Reports / Graphs were added to this test plan.

The Aggregate Graph provide an visual view to monitor the iteration of each step; allow a view to bottleneck of any 
operation and any errors.

Other listeners may be added to the Test Plan



Step 49: OPTIONAL for IMWA: Notes for Expansion Kit

To monitor disk I/O, CPU & Network utilization, Thread Counts, there are additional Jmeter Libraries that need to be 
added to the base Jmeter solution:  http://jmeter-plugins.org/

STANDARD SET:   http://jmeter-plugins.org/wiki/StandardSet/ [Required for PerfMon]

EXTRA SET:   http://jmeter-plugins.org/wiki/ExtrasSet/ [Required for monitoring JBOSS JMX]

http://jmeter-plugins.org/
http://jmeter-plugins.org/wiki/StandardSet/
http://jmeter-plugins.org/wiki/ExtrasSet/


Step 50: OPTIONAL for IMWA: Notes for Expansion Kit

To monitor disk I/O, CPU & Network utilization, requires three (3) steps:

1) Update existing Jmeter lib folder with the STANDARD SET PLUG-IN libraries 

2) Download, copy, & run the standalone JMETER PERFMON SERVER on the Server to be monitored.
a. http://jmeter-plugins.org/downloads/file/ServerAgent-2.2.1.zip

3) Add & configure the “jp@gc - PerfMon Metric Collector” Listener to your test plan.
a. Use default TCP port of 4444; & add CPU, Memory, Disk I/O, Network I/O, TCP.

This report will populate during an execution of the test lab.

http://jmeter-plugins.org/downloads/file/ServerAgent-2.2.1.zip


Step 51: OPTIONAL for IMWA: Notes for Expansion Kit

The “jp@gc - Response Time vs Threads” is an excellent report to identify when expansion of the solution should be adjusted, e.g. # 
of connection pools, horizontal scaling of the solution with load balancers, or increase of JVM memory.

This report will populate during an execution of the test lab.



Step 52: OPTIONAL for IMWA: Notes for Expansion Kit

The “jp@gc - Transactions per Second” is an report to identify how quickly the solution is managing various operations.

This report will populate during an execution of the test lab.



Step 53: OPTIONAL for IMWA: Notes for Expansion Kit

The “jp@gc - JMXMon Samples Collector” is an report to pull J2EE data directly; using the J2EE Administrative 
Console.

Requires the following:

1) Ensure the current jboss-cli-client.jar is copied to Jmeter lib folder

2) JBOSS Administrative Console be accessible remotely; [Update standalone.sh/bat with   IDM_OPTS="$IDM_OPTS -
Djboss.bind.address.management=0.0.0.0“]

3) JBOSS userID/password is defined in the Admin Console for access to J2EE stats.  [Execute   add-user.sh/bat  & 
create management user with password]

This report will populate during an execution of the test lab.

Label:  JBOSS
URL:  service:jmx:remoting-jmx://${IMWA_HOSTNAME}:9999
Username:  jmeter
Password:  jmeter123!
Object Name: java.lang:type=Memory
Attribute: HeapMemoryUsage
Key (for composite JMX values): used

Ref: http://jmeter-
plugins.org/wiki/JMXMon/?utm_source=jmeter&utm_medium=helplink
&utm_campaign=JMXMon

https://planet.jboss.org/post/jmx_connections_to_jboss_as

http://jmeter-plugins.org/wiki/JMXMon/
https://github.com/undera/jmeter-
plugins/blob/master/extras/src/kg/apc/jmeter/jmxmon/JMXMonCollect
or.java

http://jmeter-plugins.org/wiki/JMXMon/?utm_source=jmeter&utm_medium=helplink&utm_campaign=JMXMon
https://planet.jboss.org/post/jmx_connections_to_jboss_as
http://jmeter-plugins.org/wiki/JMXMon/
https://github.com/undera/jmeter-plugins/blob/master/extras/src/kg/apc/jmeter/jmxmon/JMXMonCollector.java


Step 53b OPTIONAL for IMWA: Notes for Expansion Kit

Label:  JBOSS
URL:  service:jmx:remoting-jmx://${IMWA_HOSTNAME}:9999
Username:  jmeter
Password:  jmeter123!
Object Name: java.lang:type=Memory
Attribute: HeapMemoryUsage
Key (for composite JMX values): used

Ref: http://jmeter-
plugins.org/wiki/JMXMon/?utm_source=jmeter&utm_medium=helplink&utm_c
ampaign=JMXMon

https://planet.jboss.org/post/jmx_connections_to_jboss_as

Validate REMOTE JMX for JBOSS with JBOSS Java Jconsole

Requires the following:

1) X-Ming or similar X-Window on desktop for remote execution.   Putty enabled with X11 Redirect & Linux environment variable DISPLAY=IP:0.0

2) Execute JBOSS_HOME\bin\jconsole.sh   [Should appear in X-Window]

3) JBOSS userID/password is defined in the Admin Console for access to J2EE stats.  [Execute   add-user.sh/bat  & create management user with password]

This report will populate during an execution of the test lab.

http://jmeter-plugins.org/wiki/JMXMon/?utm_source=jmeter&utm_medium=helplink&utm_campaign=JMXMon
https://planet.jboss.org/post/jmx_connections_to_jboss_as


Step 53c OPTIONAL for IMWA: Notes for Expansion Kit

Validate LOCAL JMX for JBOSS with JBOSS Java Jconsole

Requires the following:

1) X-Ming or similar X-Window on desktop for remote execution.   Putty enabled with X11 Redirect & Linux environment variable DISPLAY=IP:0.0

2) Execute JBOSS_HOME\bin\jconsole.sh   [Should appear in X-Window]

3) No authentication required.

This report will populate during an execution of the test lab.

http://docs.oracle.com/javase/7/docs/technotes/guides/management/agent.html



Step 53d OPTIONAL for IMWA: Notes for Expansion Kit

Ignore false error message: MalformedURLException: Service URL must start with service:jmx:  



Step 53e OPTIONAL for IMWA: Notes for Expansion Kit

Example of CA APM (Introscope) – Robust Monitoring



Step 54: Jmeter Test Plan for IMWA: Workbench

The JMETER WORKBENCH allows temporary components / steps to be used.

This section is where the JMETER HTTP Recorder will be attached for later use.

This is STANDARD with JMETER

No changes required for this operation



Step 55: Jmeter Test Plan for IMWA: HTTP Test Recorder

The HTTP Test Script Recorder was added manually to capture ALL web traffic to the IM User Console.

The Proxy Port was defined as 8888.   And the HTTPS SSL Domain was defined as  lab.dom

The Test Plan Content was setup to use a Targeted Controller.   This is where ALL operations will be placed, under this “folder”

Added URL Patterns to Exclude.  These “images” and other static information will not be displayed to avoid clutter.   

When READY, click START.   This will cause the JMETER to monitor ALL HTTP(S) Traffic.

- A temporary SSL CA Cert will be created for use with any HTTPS URLs.      Update the browser Network configurations for a Proxy, to localhost port 8888. 



Step 56: Jmeter Test Plan for IMWA: HTTP Test Recorder

The View Results Tree Listener was added to view data as is was being collected.

This is the END of the current TEST PLAN.     





Examples of Using Jmeter HTTP Recorder



Jmeter Configurations – HTTP Recorder

WHY?   HIGH VALUE METHOD TO CREATE IM USE-CASE AUTOMATED TEST PLANS FOR EXECUTE

USE a HTTP Recorder Proxy to build the test plans to 90-95% completion.

HOW?    Simple Steps
1) Configure Jmeter to run as a local proxy on port 8888
2) Configure local browser (IE/FF/Chrome) to use local proxy on port 8888
3) Launch browser and execute IM use-cases, e.g. authentication, change a user’s password, create a user.
4) Monitor Jmeter for its information that it captured.

5) Add in SSL Certificates with TLSv1 support to allow use of HTTPS, to Jmeter



Jmeter Configurations – HTTP Recorder

1. Create “Test Plan” for HTTP
2. Right click on the “Test Plan” and add a new thread group: Add > Threads (Users) > Thread Group
3. Select the Thread Group
4. Right click on Thread Group:     “Add -> Config Element -> HTTP Request Defaults”
5. In the new HTTP Request Defaults element set the variables for: 
Server name:  ${IMWA001}
Port:  8888



Jmeter Configurations – HTTP Recorder
1. WorkBench.  Click checkbox, “Save WorkBench”
2. Right click on WorkBench and add the recorder: Add -> Non-Test Elements -> HTTP(S) Test Script Recorder
3. On HTTP(S) Test Script Recorder configuration pane, click the “Add” button in “URL Patterns to Include”.   Enter “.*\.html”  or “.*”.
4. Right click on “HTTP(S) Test Script Recorder” and add a listener: Add -> Listener -> View Results Tree    [See results].
5. Return to HTTP(S) Test Script Recorder, and click the “Start” button at the bottom.   [JMeter proxy server proxies to port 8888.]
A file called ApacheJMeterTemporaryRootCA.crt will be generated in jmeter/bin folder.   Install this certificate in your browser if you are using 
https.  http://jmeter.apache.org/usermanual/component_reference.html#HTTP%28S%29_Test_Script_Recorder

Configure your browser to use the JMeter Proxy, at this point, JMeter's proxy is running. 
13. Start IE 11, but do not close JMeter.    14. Open the browser options.
IE11:  Tools > Internet Options > Connections > Lan Settings   
FireFox:  Edit -> Preferences -> Advanced -> Network -> Settings  On the new pop-up, FireFox:  check “Manual proxy configuration”. 
IE11: check “Use a proxy server …”   The address and port fields should be enabled now.
18. Address – enter “localhost” or the IP address of your system   19. Port – enter “8888”.
20. Check “Use this proxy server for all protocols”, Click “OK” button to save the settings &  Click “OK” button again. This should return you to 
the browser



Jmeter HTTP Traffic Recorder
• High Value

• Don’t Guess.   Let Jmeter capture your browsing & execution of use-cases.

Quick Example by Peter Lin

https://jmeter.apache.org/usermanual/jmeter_proxy_step_by_step.pdf



Create a Jmeter Test Plan that will 
record all web traffic over HTTP/S





View Results Tree



Click “START” on the Listener, 
to have Jmeter listen for web 
traffic on port 8888.   & 
Update Proxy in Browser (FF)





Install Jmeter Temporary Root CA Cert



Ensure hostname is in DNS or host files



Must use FQDN with SSL for proper redirect from Web Servers to J2EE Servers



Update Jmeter from default of SSLv3 to TLSv1





Test Jmeter Capture with sample web site







WHEN JMETER HTTP RECORDER IS STOPPED, OBJECTS WILL 
BE CREATED UNDER THE RECORDING CONTROLLER UNDER 
THE TEST PLAN





Test Jmeter Capture with CA IM



























IDENTIFY JMETER CHALLENGE WITH CA IM’S OWASP_CSRFTOKEN

CA IM J2EE Logs display the following information about CSRF Token:

INFO  [ims.ui] (http-/0.0.0.0:8080-43) Security provider 'SUN' is being used to 
generate the random token.

INFO  [ims.ui] (http-/0.0.0.0:8080-43) CSRF Token is generated and inserted 
into the new created session.

ERROR [ims.ui] (http-/0.0.0.0:8080-43) Potential Cross Site Request Forgery 
Attack by performing task 'ResetUserPassword'. The token in the request 
does not match the one in the session!



OWASP_CSRFTOKEN
IN CA IM user_console.jar



OWASP_CSRFTOKEN
IN CA IM user_console.jar



OWASP_CSRFTOKEN
Generated & Defined in the IM JSP



https://blazemeter.com/blog/how-load-test-csrf-protected-web-sites

Examples to pull the OWASP_CSRFTOKEN
From pages returned by the IM JSP





Dmitri’s Examples to pull the 
CSRF TOKEN



Three (3) ways to extract data

Regular Expression Extractor:

• Apply to and Field to check: depends on where you expect the value to appear. 
• Select “Main Sample Only” and “Body”
• Reference Name: REGEX_OWASP_CSRF_TOKEN
• Regular Expression:

• <input type='hidden' name='OWASP_CSRFTOKEN' value='(.+?)' />
• Template: $1$

• XPath Extractor
• If your response is not XML/XHTML compliant, check Use Tidy box
• Reference Name: XPATH_OWASP_CSRF_TOKEN
• XPath Query:

• //input[@name='OWASP_CSRFTOKEN']/@value

• CSS/JQuery Extractor
• Reference Name: CSS_OWASP_CSRF_TOKEN
• CSS/JQuery Expression:

• input[name=OWASP_CSRFTOKEN]
• Attribute: value

http://jmeter.apache.org/usermanual/component_reference.html#Regular_Expression_Extractor
https://blazemeter.com/blog/using-xpath-extractor-jmeter-0
http://jmeter.apache.org/usermanual/component_reference.html#CSS/JQuery_Extractor

http://jmeter.apache.org/usermanual/component_reference.html#Regular_Expression_Extractor
https://blazemeter.com/blog/using-xpath-extractor-jmeter-0
http://jmeter.apache.org/usermanual/component_reference.html#CSS/JQuery_Extractor


http://hxtpoe.github.io/performanceTests/testing-login-using-jmeter.html

Examples to pull the OWASP_CSRFTOKEN
From pages returned by the IM JSP





Supporting Information on Jmeter

• http://jmeter.apache.org/usermanual/functions.html

• http://hxtpoe.github.io/performanceTests/extract-information-from-
response.html

• http://blog.wedoqa.com/2015/02/handling-csrf-prevention-tokens-
dynamic-data-in-jmeter/

• https://blazemeter.com/blog/using-xpath-extractor-jmeter-0

• https://lincolnloop.com/blog/load-testing-jmeter-part-1-getting-
started/

• https://blazemeter.com/blog/how-load-test-csrf-protected-web-sites

http://jmeter.apache.org/usermanual/functions.html
http://hxtpoe.github.io/performanceTests/extract-information-from-response.html
http://blog.wedoqa.com/2015/02/handling-csrf-prevention-tokens-dynamic-data-in-jmeter/
https://blazemeter.com/blog/using-xpath-extractor-jmeter-0
https://lincolnloop.com/blog/load-testing-jmeter-part-1-getting-started/
https://blazemeter.com/blog/how-load-test-csrf-protected-web-sites




Supporting Slides for CA IM’s Jmeter Test Plan 

The following slides are not in any particular order, but were retained 
due to useful examples.



Use HC3CookieHandler for IPv4 (IM:SM)



Use new default of HttpClient4 for IM:SM























NOTE THIS TESTING IS ON A SANDBOX SERVER OF CENTOS WITH 2GB JVM MEMORY FOR JBOSS EAP 6.2





TRY TO PUSH THE SOLUTION TO FAILURE WITH RAMP-UP PERIOD = 1 SECOND FOR 100 ACCOUNT/THREADS



NOTE ERROR % WHEN USING RAMP-UP PERIOD = 1 SECOND FOR 100 ACCOUNT/THREADS

NOTE THIS TESTING IS ON A SANDBOX SERVER OF CENTOS WITH 2GB JVM MEMORY FOR JBOSS EAP 6.2



NOTE ERROR MSG WHEN USING RAMP-UP PERIOD = 1 SECOND FOR 100 ACCOUNT/THREADS



NOTE ERROR MSG WHEN USING RAMP-UP PERIOD = 1 SECOND FOR 100 ACCOUNT/THREADS



NOTE ERROR MSG WHEN USING RAMP-UP PERIOD = 1 SECOND FOR 100 ACCOUNT/THREADS

NOTE THIS TESTING IS ON A SANDBOX SERVER OF CENTOS WITH 2GB JVM MEMORY FOR JBOSS EAP 6.2





Bump the Ramp-Up Period to 10 seconds



NO ERROR % NOTED WHEN USING RAMP-UP
PERIOD = 10 SECONDS FOR 100 ACCOUNT/THREADS

NOTE THIS TESTING IS ON A SANDBOX SERVER OF CENTOS WITH 2GB JVM MEMORY FOR JBOSS EAP 6.2















JAVA_HOME=/opt/CA/jdk/jdk1.7.0_71_x64

PATH=$PATH:$JAVA_HOME/bin

DISPLAY=$(who -m | gawk -F'(' '{ print $2}' | gawk -F')' '{print $1}'):0.0;export DISPLAY

https://www.stevefenton.co.uk/2014/12/really-useful-jmeter-plugins-perfmon-metrics/









Add the ServerAgent default port (4444) to Linux Firewall  (Assumes 
RHEL/CentOS 7.x)

firewall-cmd --zone=public --permanent --add-port=4444/tcp

firewall-cmd --reload











Jmeter Configurations



SM Default; NOT IM

SM Default; NOT IM



Where to download Apache Jmeter



Install on Linux & Run remotely

Only needed if wish to remove latency from performance testing.   

Suggest latency be retained from a “client” view point, e.g. 20-40 milliseconds



Apache Jmeter Startup View


