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Policy Organization
In the Policy Manager, a policy includes assertions that determine   the authentication 
method, identity credentials, transport method, and   routing method for the web service 
or XML application. The specific types   of assertions, their relative location, and the other 
assertions determine   the properties and validity of a policy.

You construct a policy by moving assertions   and policy fragments into a meaningful   tree 
structure in the policy development window. During processing, the Gateway scans each 
policy   assertion from top to bottom, assigning a 'succeed' or 'fail' outcome   to each. 

The following is the message processing model for a typical policy:

 1. Service request arrives.

 2. Request is run through   the WS-Security processor: 

 l Encrypted sections are   decrypted and WS-Security Signatures are verified. 
The sign and/or encrypt   order is chosen by the sender 

 l Default security header   can be optionally removed before routing.

 3. Request is run through   the policy assertions:

 l Routing assertion sends   a request to the service server 

 l Remainder of policy assertions   are applied to the service response.

 4. Response is run through   the WS-Security decorator: 

 l Default security header   is created 

 l Signatures specified   by the policy are applied 

 l Encryption specified   by the policy is performed.

 5. Response is sent back   to the client.

Special Assertions

There are two special assertions that can help you refine the policy   logic: 

 l "At   least one assertion must evaluate to true" folder
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Policy Revisions
The Policy Manager can keep a revision history of changes made to   a policy or policy   
fragment. It can record when a change was made and who made it. A   version number is 
assigned to each change. You can roll back to any version,   making it the "active" policy.

Note:    The policy revisions feature only tracks changes to the policy XML. It   will not record 
changes to other objects such as users, groups, private   keys, certificates, or JMS connections. 
It will also not include changes   to other service or policy properties (for example, SOAP 
services intended, routing   to URI or WSDL location). 

Configuring Policy Revisions

By default, the Gateway is preconfigured to store 20 versions.   You can change the 
number of versions stored by setting the policyVersioning.maxRevisions  cluster property. 

Note:   A policy revision is "protected" once it is assigned   a comment. This means it will never 
be overwritten and it does not count   toward the stored revisions maximum. To remove this 
protection, simply   delete the comment. 

Creating a New Policy Revision

When policy revisions are enabled, the Policy Manager automatically   creates a new 
revision each time you save a policy. If you wish to describe   the policy, add a comment 
using the Policy Revisions dialog. Versions containing   a comment are protected from 
being overwritten. Versions without a comment   will be automatically overwritten when 
the revision limit is reached.   

A new revision is created each time the policy is saved, even if no   changes have been 
made. 

Working with Policy Revisions

The title of the policy gives a concise indication of the revision in use and whether it is the 
active revision. Consider the following example:

This indicates that the policy has 32 revisions and revision 22, currently being edited, is 
the active revision. 

The word "active" changes to "inactive" if the revision being edited is not the active 
revision. 
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 To delete an alias:

 1. In the Services and Policies list, right-click the alias to remove and then select 
Delete Service Alias or Delete Policy Alias.

 2. Click [Yes] to confirm. The alias is removed. 

Tip: The ability to delete an alias depends on the user having the 'Manage Folder' role. If you 
can see an alias, it means that you have been assigned the role for the original service or 
policy.                          

 To change the security zone for an alias:

 1. In the Services and Policies list, right-click the alias to change and then select 
Security Zone.

 2. Choose the new security zone from the drop-down list and then click [OK]. 

Working with Multiple Signatures
The Gateway can create or validate multiple signatures in a message with multiple 
identities involved.

Note: The Securespan XML VPN Client does not support multiple signatures in a message. 
Service consumption will always fail when there are multiple signatures in the 
response/request.

When multiple signatures are in use, there is more than one identity responsible for the 
contents of a message. A policy must be constructed in a way to indicate which identity is 
responsible for signing the various parts of a message. The signing identities may 
originate from different identity providers, for example:

At least one assertion must evaluate to true:
User: Alice [Internal Identity Provider]
User: Bob [Internal Identity Provider]
Member of Group: Service Users [My Federated Provider]

In the example above, the policy is indicating that any of the identities ("Alice", "Bob", or 
"Service Users") are permitted as the signing identity. 

There may be instances where it is not possible to distinguish between multiple signing 
identities, or when one of the identities does not correspond to an existing Group or 
Identity Provider. In this case, identity tagging can be used during authentication:

At least one assertion must evaluate to true:
User: Alice [Internal Identity Provider] as "user"
User: Bob [Internal Identity Provider] as "user"
Member of Group: Service Users [My Federated Provider] as "user"
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 l If the policy is not yet open: Right-click the policy in the services and policies list 
and then select Compare Policy: Left. Desktop client users can also select File 
> Compare Policy: Left. 

 l If you are currently browsing policy revisions: Select the revision in the Policy 
Revision dialog and then click Compare Policy: Left.

 2. Repeat this to choose the second policy (label now reads Compare Policy: Right). 
Allow a moment for the policy comparison to complete. Note that complex, 
dissimilar policies will take longer to complete. The Policy Comparison window is 
displayed when the comparison is complete.

Tip: If you decide not to proceed with a comparison or if you decide you want a different 
left pane policy, simply choose the same policy and then close the resulting comparison 
window.

Using the Policy Comparison Window

The Policy Comparison window displays your left and right policies and uses color coding 
to illustrate the differences.

 Figure 8: The Policy Diff dialog

The following color coding scheme is used:

 l Red: Assertions in the left policy that are not present in the right policy. This may 
indicate assertions added to the left or deleted from the right.
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 l Green: Assertions in the right policy that are not present in the left policy. This may 
indicated assertions added to the right or deleted from the left.

 l Gray: Shows where the assertions are missing as compared to the other pane.

 l Blue: Matching assertions; assertions with the same names but their properties 
differ.

Assertions with no color highlighting are the same in both panes.

Tips and Hints

The following are some tips for using the Policy Comparison window:

Use the  and  buttons to jump to the next/previous difference.

 l For matching assertions that differ (highlighted in blue), you can view the 
differences in greater detail (see "Viewing Assertion Differences" below).

 l Maximize the window to see your policies more easily.

 l Scrolling is synchronized between the two panes.

 l Use the line numbers to help you reference assertions.

 l The policy name, revision number, and active status is displayed above each pane. 
Note: If the policy name is too long to display (more than half the width of the 
result window), it is truncated. However the full name will be visible in the tooltip 
that appears when you point at the policy name.

 l Copy selected assertions from either pane into any open policy by using the 
standard Copy and Paste commands. 

Viewing Assertion Differences

For assertions that are highlighted in blue (meaning assertions with the same name 
which exist in both policies, but their configurations differ), you can view the differences 
using any of these methods:

 l Select the assertion (from either pane) and then click [Show Assertion 
Differences]. This opens another two-tab pane at the bottom of the window.

 l Double-click the assertion (from either pane). This displays the same information 
as above, but in a separate Assertion Comparison window.

 l Right-click the assertion and then select Compare Assertions. As above, this 
opens a separate Assertion Comparison window. 
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Deleting a Comment

 To delete a comment in the policy window:

 l If the comment appears as "Comment: <comment text>", then right-click it and 
select Delete Assertion. The entire "Comment:" line is removed. For more 
information, see "Deleting an Assertion" on page 119.

 l If the comment  is in light grey text aligned to the left or right of an assertion or 
folder, then right-click it and select Delete Comment. The comment text is 
removed after confirmation. 

IMPORTANT: If both left and right comments exist, they will both be removed. If you 
wish to remove only one of the comments, edit the comment instead and remove the 
desired comment. 

Exporting/Importing a Policy
The following topics describe how to export or import a policy, as well as to resolve any 
conflicts that may arise during importing.

Exporting a Policy 42

Importing a Policy from a File 44

Importing a Policy via UDDI Registry 46

Import WS-Policy from URL in UDDI Registry Wizard 47

Searching the UDDI Registry 48

Resolve External Dependencies Wizard 51

Exporting a Policy

The Policy Manager allows you to export a policy to a file. Use   this feature to share 
policies internally or externally, or to save copies   of policies for record-keeping purposes. 
Exported policies that are saved   locally can be renamed, deleted, or edited by 
replacement.

It is recommended that you only export valid policies. Validation confirms   the proper 
configuration and organization of a policy. See "Validating a Policy" on page 25 for more 
information. An exported policy may contain disabled assertions. If security zones have 
been defined, you must have Read permissions to the policy in order to export.   

The portable policy XML file generated during export includes references   to:
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Security Permissions

In order to edit a Debug Trace Policy, you must have one or more roles that grant 
permission for:

 l Managing services

 l Managing policies

 l Managing cluster-wide properties

These can be either predefined roles or custom roles with the appropriate permissions. 

Context Variables in Debug Trace Policy

The following context variables contain values only when used in a debug trace policy, or 
within a policy fragment that is included in a debug trace policy. If called from any other 
policy, these variables will not exist and will be interpolated as blank (unless the 
template.strictmode cluster property is enforced, in which case the calling assertion will 
fail).

Variable Description

trace.service.oid The internal object identifier of the published service with the policy 
currently being traced. 

trace.service.name The name of the published service with the policy currently being 
traced. 

trace.policy.guid The GUID of the policy containing the assertion that just executed. 

trace.policy.name The name of the policy containing the assertion that just executed. 

trace.policy.version The policy version number that is active in the policy containing the 
assertion that just executed. 

trace.assertion.number This is a multivalued variable that contains the full path to the traced 
assertion, with each position in the path as a separate value. For 
example, for "3.2.17 Compare Expression", this variable will 
contain the values "3", "2", "17". 

trace.assertion.numberStr Similar to trace.assertion.number above, except the full path is 
recorded as an assertion number; for example, "3.2.17". 

trace.assertion.ordinal The ordinal of the assertion within its policy fragment. Using the 
"Compare Expression" example under trace.assertion.number 
above, this will be "17". 

trace.assertion.shortName The short name of the assertion; for example "Continue 
Processing".

 Table 12: Context variables for debug trace policy
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Variable Description

trace.assertion.xml The raw XML code for the assertion; useful for deeper inspection. 

IMPORTANT: Use this variable carefully, as it will further impact 
system performance during debug tracing. 

trace.status The assertion status code  returned by the assertion that just 
finished.                                         A status of "0" means the assertion succeeded.  Any other 
status means the assertion failed.

trace.status.message The text from the assertion status code message; for example, 
"Authentication Failed". 

trace.request The original request message from the policy being traced. 

trace.response The original response message from the policy being traced. 

Note: Take care not to modify the original request or response 
within the trace policy to avoid affecting the behaviour of the policy 
being traced. Even strictly read-only operations like XPath or 
schema validation may affect the exact behaviour of the original 
policy in subtle ways by changing how and when the XML is parsed 
or the data is read.

trace.var.<variableName> Returns the contents of the ${variableName} context variable  from 
the policy being traced. The ${variableName} variable can be any 
context variable that has been set in the policy up to that point. 

trace.final This variable is set to "true" for the final trace invocation, after the 
last assertion has finished for this request. 

trace.out This is a special utility variable that is empty initially. It is normally 
used to accumulate trace information during debug tracing. 

Managing Global Resources
The Manage Global Resources task is used to manage resources that apply globally, such 
as XML schema or DTD (Document Type Definition) resources.     A global resource can be 
referenced by an import statement   in one or more Validate XML   Schema assertions in a 
policy, or from another global resource. During runtime, the Gateway resolves a schema 
referenced by an import, include or redefine statement   as part of the validation process. 
The referenced schema, or global schema,   must exist in the Manage Global Resources 
table—and hence in the   Gateway—in order for validation to proceed. 

Tip: Schema dependencies (i.e., import targets) do not need to be in the Manage Global 
Resources table when monitoring a URL for a schema to validate (“Monitor URL for latest 
value” option in the Validate XML Schema assertion).
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In order for the Gateway to be able to resolve external schemas   when running the 
Validate XML Schema assertion, the import statement in   the assertion schema must 
contain a "schemaLocation" attribute   value that matches the global schema's "System ID" 
value. 

Default Global Resources

The following global resources are present by default:

 l SOAP 1.1 and 1.2 XML Schemas:

http://schemas.xmlsoap.org/soap/envelope/ (SOAP 1.1)
http://www.w3.org/2003/05/soap-envelope/ (SOAP 1.2)
http://www.w3.org/2001/xml.xsd (XML namespace)

 l DTDs:

http://www.w3.org/2001/XMLSchema.dtd (XML Schema)
http://www.w3.org/2001/datatypes.dtd (XML Schema Datatypes)

You can edit and delete these resources as with other resources.

Tip: By default, an XML schema may not reference a DTD. If you wish to override this 
behaviour, set the schema.allowDoctype  cluster property to "true".

 To manage global resources:

 1. In the Policy Manager,   select [Tasks] > Manage   Global Resources       from the Main 
Menu (on the browser client, from the Manage menu).   The Manage Global 
Resources dialog appears.
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 Figure 22: Manage Global Resources dialog

 2. Optionally filter the list of resources displayed:

 a. In the Matches field, enter the filter string. You can use a regular expression 
for more precise matching. Tip: Some characters used in a URI may need to be 
escaped to be used.

 b. Select the Type of resources to be matched: XML Schema, DTD, or Any.

 c. Click [Filter]. The list is filtered to display only the matching resources. Tip: The 
status message at the bottom of the dialog summarizes any filtering in effect. 

To return the list to an unfiltered state, clear the Matches field, select type Any, 
then click [Filter].

 3. Choose an action to perform:

To... See

Import a global resource "Importing a Global Resource" on page 77

Add a XML schema "Adding a New Global Resource" on page 75

Add a DTD "Adding a New Global Resource" on page 75

Edit a global resource "Editing a Global Resource" on page 77
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To... See

Remove a global resource "Deleting a Global Resource" on page 77

Analyze a global resource "Analyzing a Global Resource" on page 84

 4. Click [Close] when done. 

Adding a New Global Resource

You can manually add a global resource to the Gateway  at any time. 

 To add a new global resource:

 1. In the Policy Manager,   select [Tasks] > Manage   Global Resources from the Main 
Menu.   The Manage Global Resources   dialog appears.

 2. Click [Add XML Schema] or [Add DTD], depending on the type of resource to be 
added. The Edit Global Resource dialog appears.   

 Figure 23: Adding a Global Resource (XML Schema)

 3. Complete the dialog as follows:

Setting Description

System ID Enter the URI that indicates the location of the resource, maximum 
4096 characters. Tip: For backwards compatibility, you may enter a 
relative URI. However, a warning will appear. 

 Table 13: Global Resource settings
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Setting Description

For global XML schemas, this value relates to the "schemaLocation"   
attribute in the schema import, include or redefine statement that 
references the global schema.   For example, schema A contains an 
import statement that references global   schema B. The value in the 
"schemaLocation" attribute in schema   A is 
http://example.org/account.xsd:

<s:import 
namespace="http://www.acme.com/schemas/account"   
schemaLocation="http://example.org/account.xsd"   /> 

And the System ID of schema A is http://example.org/main.xsd

In order to connect schema A and global schema B in the   Gateway, the 
System ID of global schema B must   be http://example.org/account.xsd. 

Note:   The System ID field is case sensitive. Entering a value with the   
incorrect case will cause connection problems.

Public ID (DTD only) For DTD resources, enter the public identifier for the resource. The 
valid characters are [a-zA-Z0-9 -'()+,./:=?;!*#@$_%], with a maximum 
4096 characters. Any white space will be replaced with a single space 
character (#x20), and leading and trailing spaces will be removed. 

Description Optionally enter a "friendly" description of the global resource, with a 
maximum 255 characters. 

[code window] In the code window, type   or paste the XML schema or DTD content. 
The XML Editor is   available in the code window to help you search, 
parse, format, or comment   as required.

[Read URL] Use this to retrieve an XML schema or DTD resource from a URL.

[Read File] Use this to retrieve an XML schema or DTD resource from a file.

Security Zone Optionally choose a security zone. To remove this entity from a security 
zone (security role permitting), choose "No security zone". 

For more information about security zones, see Understanding 
Security Zones in the Layer 7 Policy Manager User Manual. 

Note: This control is hidden if either: (a) no security zones have been 
defined, or (b) you do not have Read access to any security zone 
(regardless of whether you have Read access to entities inside the 
zones).

 4. Click [OK]   when done. The new resource is added to   the Manage Global Resources 
table. 
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Editing a Global Resource

 To edit an existing global resource:

 1. In the Policy Manager,   select [Tasks] > Manage   Global Resources from the Main 
Menu.   The Manage Global Resources   dialog appears.

 2. In the table, select   the global resource to edit and then click [Edit].   The Edit Global 
Resource dialog appears. 

 3. Modify the resource details as   necessary. See "Adding a New Global Resource" on 
page 75 for information about each field.  

Deleting a Global Resource

You can delete a global resource using the Manage Global Resources task.

 To delete an existing global   resource:

 1. Select [Tasks]   > Manage Global Resources               from   the Main Menu.   The Manage 
Global Resources   dialog appears.

 2. In the table, select   the global resource(s) to delete.   You can delete multiple 
resources by holding down the [Ctrl] key while selecting. 

 3. Click [Remove] and then click [OK] to confirm. The resource(s) are removed from 
the Manage Global Resources table.        

Note: You are warned if the resource being deleted is used in policies or is registered for 
hardware use. You can acknowledge the warning and continue with the deletion. In this case, 
you should adjust the affected policies or edit the schema.hardwareTargetNamespaces  cluster 
property afterward. Note that no warning is given if the schema being deleted is referenced 
from another schema that is unused. To detect these references, use the Analyze feature in 
the Manage Global Resources task. For more information, see "Analyzing a Global Resource" 
on page 84.

Importing a Global Resource

You can import resources and dependencies into the Manage Global Resources table 
using the import wizard. You can add resources individually or in bulk. 

 To import a global resource:

 1. In the Policy Manager,   select [Tasks] > Manage   Global Resources from the Main 
Menu.   The Manage Global Resources   dialog appears.

 2. Click [Import]. The Resource Import Wizard appears.   
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 Figure 24: Resource Import Wizard

 3. Complete the wizard as described below

Step 1: Select Resources

In this step, specify the resources to import. You can either add them directly from a URL 
or file, or search within a specified directory. 

 To add a resource directly, do either of the following:

 l Click [Add from URL] and enter the URL. Tip: To configure options for the URL (for example, 

to specify the credentials, SSL, or proxy options), click [HTTP Options] to open the Manage HTTP 
Options dialog.

 l Click [Add from File] and browse to the file containing the resource to add.

 To remove resources from the list, do either of the following:

 l Select a resource to remove and then click [Remove]. The resource is removed 
from the list.

 l Click [Clear]. This removes all the resources from the list. 
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 To add resources by searching within a directory:

 1. Enter the path in the Directory field or click [Select] to browse for the directory.

 2. Select [Include subdirectories] to include the subdirectories of the specified 
directory in the search. Otherwise, only the specified directory itself is searched. 

 3. Optionally specify a Pattern to match. If you do not specify a pattern, all files with 
the following extensions are located: *.xsd or *.dtd. 

 4. Select the Type of resource to match using the drop-down list: XML Schema or 
DTD. 

 5. Click [Find]. The matching resources are added to the "Resources to Import" 
table. 

 6. Review the resources in the "Resources to Import" table carefully to ensure that 
the correct resources have been identified. To make corrections:

 l Use either of the [Add...] buttons to manually specify the resource to import. 
(See "To add a resource directly" from above.)

 l Use [Remove] to remove a single resource from the list.

 l Use [Clear] to clear all files from the list to start over again.

Step 2: Import Options

In this step, indicate how the wizard should respond to any of the following issues during 
resource importing: 

 l If a resource dependency's target namespace matches multiple existing XML 
Schemas:

 l Ask: Allows you to choose a resolution each time this issue occurs. This setting 
is the default.

 l Manually select an existing XML Schema: Lets you select an existing XML 
Schema to use; does not import the XML Schema belonging to the 
dependency. 

 l Import the XML Schema: Always import the XML Schema associated with the 
dependency. This will create a new resource with the same target namespace.

 l Don't import the XML Schema: Don't import the dependency or any 
resources that depend on it. This represents a failure case as the main schema 
will not be imported. 

 l If a resource dependency's public identifier matches multiple existing resources:

Chapter 1: Working with Service Policies 79

Layer 7 Policy Authoring User Manual, v8.2



 l Ask: Allows you to choose a resolution each time this issue occurs. This setting 
is the default. 

 l Manually select an existing resource: Lets you select the existing resource to 
use for the dependency.

 l Import the duplicate resource: Always import the resource associated with 
the dependency. This will create a new resource with the same target 
namespace.     

 l Don't import the duplicate resource: Don't import the dependency or any 
resources that depend on it. 

 l If an imported resource's system identifier conflicts with an existing system 
identifier:

 l Ask: Allows you to choose a resolution each time this issue occurs. This setting 
is the default.

 l Use the existing resource: The existing resource is used; a new resource is not 
created for this dependency.

 l Update the existing resource: Replace the existing system identifier with the 
one from the imported resource.

 l Don't import the conflicting resource: Exclude the conflicting resource from 
the import.  Resources that depend on the resource will not be imported. This is 
a failure case for the import. 

 l If an imported XML Schema's target namespace matches an existing value:

 l Ask: Allows you to choose a resolution each time this issue occurs. This setting 
is the default. 

 l Use the existing XML Schema: Use the existing XML Schema; the contents of 
the imported dependency are ignored.

 l Update the existing XML Schema: Update the existing XML Schema with the 
import. This will preserve the current URI  and use the content of the imported 
schema. 

 l Replace the existing XML Schema: Replace the existing XML Schema with the 
one from the import. This will use the URI and content from the import.  Any 
existing XML Schemas that reference the dependency should be updated to 
use the new URI.

 l Import the XML Schema: Import the incoming XML Schema as is. This will use 
the URI from the import. This will create a new resource.     

 l Don't import the matching resource: Exclude the resource with the matching 
target namespace from the import.  Resources that depend on the resource will 
not be imported.
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 l The updated system identifier conflicts with an existing global resource.

 l The content of a resource must be updated due to the change and the 
dependency is not an XML Schema.

Resource Details

This section displays details about the currently selected resource:

 l System ID: The URI of the resource. 

 l Description: A description of the resource. 

 l Status: The resource import status.

 l Status Detail: A more verbose description explaining why the particular status 
was assigned.

 l Dependencies: Shows the dependencies for the resource. You can choose to 
Show all dependencies, Show only direct dependencies, or Show only transitive 
dependencies (these are shown in italicized text). Note: Transitive dependencies 
of existing resources are not displayed here. 

 l Uses: The resource(s) that the selected resource uses.

 l Used by: The resource(s) in which the selected resource is used. 

Note: The [Finish] button is activated only when there are resources that can be imported. If it 
is not possible to import any resources, use the [Back] button to return to previous steps to 
make corrections, or click [Cancel] to exit the wizard and try again later.

Analyzing a Global Resource

You can analyze any resources from the Manage Global Resources table. During the 
analysis, you can do the following:

 l View details about the resource

 l Validate the resource

 l View dependencies for the resource: what the resource uses and what the 
resource is used by

 l Reset the resource to its default value (contents and system identifier), if available 

 To analyze global resource:

 1. In the Policy Manager, choose [Manage] > Manage   Global Resources from the 
Main Menu.   The Manage Global Resources   dialog appears.
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Chapter 2:
  Working with Policy Fragments

Policy fragments provide a convenient way to create a group of assertions   that can be 
used in any published service. These "fragments"   behave as boilerplate text to help 
maintain consistency when constructing   a policy: once a fragment is created, it can be 
added to any service policy   only as a "read only" entity. This allows you to enforce global   
rules across any number of services. Maintenance is also simplified: when   the active 
version of a fragment is updated, the changes are instantly   applied in every policy where 
the fragment is used. When a policy is exported or imported, any fragments present are 
also included. 

Tip: Policy fragment can also be used in encapsulated assertions, to create a self-contained 
package that looks and behaves like a standard assertion. For a detailed explanation on 
encapsulated assertions, including their similarities and differences with policy fragments, see 
"Working with Encapsulated Assertions" on page 126.

As with conventional policies, the ability to use a policy fragment   depends on the role 
and permissions of the user currently logged in. At   the very least, the user must have 
Read access to the fragment and Update   access to the policy to which the fragment is 
being added. For more information,   see Predefined Roles and Permissions in the Layer 7 
Policy Manager User Manual.

Example:

The following example illustrates how a service policy can be constructed   by users in 
different roles throughout an organization, using policy fragments   that were predefined 
earlier:

 1. The first phase of a   policy (e.g., IP address and authentication assertions) is edited 
by DMZ   network operations staff.

 2. A subsequent phase containing   WS-Security and schema validation assertions 
could be under the control   of a security architect.

 3. The routing assertion   and other assertions related to Protected Service behaviour 
assertions   are added by the application deployer.

Chapter 2: Working with Policy Fragments 101

Layer 7 Policy Authoring User Manual, v8.2



Chapter 3:
 Working with Policy Assertions

A policy defines restrictions for the consumption of a published service   that is protected 
by the Gateway. Policy assertions are the   building blocks for policies in the Policy 
Manager. Located in the   [Assertions] tab, the assertions are organized into categories 
corresponding   to the main requirements of a policy: 

Access Control  

Transport   Layer Security  

XML Security  

Message   Validation/Transformation  

Message Routing  

Service Availability  

Logging,   Auditing, and Alerts  

Policy Logic  

Threat Protection  

Internal Assertions  

Custom Assertions  (visible only when Custom Assertions are present)

The Policy Templates folder is the   repository for exported policies. (Note:   The Policy 
Templates folder does not appear in the browser   client version of Policy Manager.)

Unless specified otherwise, all assertions can be used in a web service   and XML 
application policy. A policy is constructed by either:

 l Dragging and dropping an   assertion from the [Assertions] tab   into the policy 
development window, or by 

 l Highlighting the target assertion   in the [Assertions] tab and clicking the   (Add   
Assertion) button in the Assertions Tool Bar.   

Most assertions require configuration either before or after being added   to the policy 
development window.  

Note:   Depending on which Gateway product you have   installed, not all assertions described in 
this help system may be available.   See Features by Product in the Layer 7 Policy Manager User 
Manual for a list   of which features are available for each product. 
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Adding an Assertion
You can add an assertion to a service as follows:

 1. Ensure the policy     window for the service is visible. You can open this window by 
doing one     of the following:

 l Right-click the service       name in the Services and Policies list      and then select 
Active Policy Assertions,      or

 l Double-click the service name  in the Services and Policies list

 2. Locate the assertion to add using either of these methods:

 l Browse for the assertion by expanding each category under the [Assertions] 
tab.

 l Type a few characters of the assertion's name in the Search box and then select 
a match to jump directly to the assertion.

 3. Add the assertion to the policy by doing one of the following:

 l Drag and drop the assertion      from the [Assertions] tab into the policy 
development window.                     

 l Select the assertion       in the [Assertions] tab and click the  (Add 
Assertion) button      in the Assertions Tool Bar. 

Note:     Depending on which Gateway product you have     installed, not all the assertions listed in 
Table 23 may be available. See Features by Product in the Layer 7 Policy Authoring User 
Manual for    a list of which features are available for each product.

After adding, some assertions may require additional configuration.     Please refer to the 
documentation for the specific assertion for more    details.

Table 23 lists all the predefined assertions their categories under the    [Assertions] tab.

Tips: (1) The encapsulated assertions feature also allows you to populate any category with 
custom created assertions based on policy fragments. For more information, see "Working with 
Encapsulated Assertions" on page 126. (2) When adding an encapsulated assertion to a policy, 
it is recommended that you manually open the assertion properties to review the required 
inputs, if the properties dialog does not display automatically. 

Assertion Category

Access Resource Protected by JSAM Access Control

 Table 23: Policy Manager assertions
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Assertion Category

Threat Protection

Validate HTML Form Data Message Validation/Transformation

Validate JSON Schema Message Validation/Transformation
Threat Protection

Validate MTOM Message Message Validation/Transformation

Validate OData Request Threat Protection

Validate SOAP Attachments Message Validation/Transformation

Validate XML        Schema Message Validation/Transformation

Threat Protection

Deleting an Assertion
You can delete an assertion   that you no longer need in a policy. 

Note:    Removing an assertion may affect the integrity of a policy. Be sure to   check the 
messages in the Policy Validation Messages window after deleting.   

Tip: If you only need remove an assertion from a policy temporarily, consider disabling the 
assertion instead. 

 To delete an assertion:

 1. In the policy window,   right-click the assertion to remove and then select Delete   
Assertion. 

Or:

In the policy window, select the assertion to remove, then   click .

Tip: You can delete several assertions at the same time by using [Ctrl]-click to 
select them first. 

 2. Click [Yes]   to confirm the deletion. 

Disabling an Assertion
You can disable specific assertions in a published policy or policy fragment. This has the 
same effect as deleting the assertion, while preserving the assertion's properties and 
structure of the policy.  Disabling an assertion can help you troubleshoot or test a policy. 
Disabled assertions are ignored by the Gateway during policy consumption and by the 
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 l In line 9, the latency is not calculated even though ${assertion.latency.ms} is used in 
line 10 because the Set Context Variable assertion appears under the Run All 
Assertions Concurrently assertion (which disables the capture of assertion 
latency). 

 l In line 14, the latency is not calculated because this line is the last child in the 
composite assertion (line 7) and the Add Audit Details assertion in line 15 is 
considered the next assertion for line 7, not line 14. 

Working with Encapsulated Assertions
Encapsulated assertions is a feature within the Policy Manager that lets you turn any 
policy fragment into a self-contained "assertion" that accepts input values and sets 
output values. These encapsulated assertions can be placed in the assertion palette in 
any folder that you choose and they can be added to a service policy, deleted from a 
policy, or disabled within a policy in the same fashion as the normal assertions. They can 
also be manipulated using the Assertions Tool Bar. 

Tips: (1) Make a note of the encapsulated assertions created, to prevent potential confusion 
should a policy author need to consult the Policy Manager documentation or contact CA 
Technical Support for assistance. (2) Encapsulated assertions created outside of the Policy 
Manager (for example, using the Gateway Management API) will not be visible until the next 
time a Policy Manager connects to the Gateway. To make them appear immediately, 
disconnect and then reconnect the Policy Manager to the Gateway. 

Encapsulated Assertions vs. Policy Fragments

Though the encapsulated assertions behave similar to policy assertions superficially, they 
more closely resemble policy fragments from a functional perspective. This is reinforced 
by the fact that each encapsulated assertion uses a policy fragment as its foundation—if 
no fragments have been defined, then is it not possible to create an encapsulated 
assertion.

Encapsulated assertions and policy fragments share the following similarities:

 l Both facilitate modularity and policy reuse.

 l Both make use of the existing policy assertions. 

 l Both accept input and produces output, with similar runtime behavior.

 l Both use the predefined roles and permissions to control who can create and 
access these entities.

 l For policy fragments, the "Manage <fragmentName>" role controls who has 
access to the fragment.
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 l Enter the Name of the context variable that will be set by the underlying policy 
fragment and made available to the parent policy context.

 l Choose the data Type of the result.

Tip: The output Type is currently useful for your own documentation purposes, but it is not 
enforced at runtime. The type selected here will be displayed in the Assertion Information 
dialog for the encapsulated assertion. 

Policy Templates
Note:   Policy templates have limited support in the browser   client version of the Policy 
Manager. There is no Policy Templates   category in the [Assertion] tab, but you can still import   
and export template files. 

The Policy Manager allows you to rename and delete an exported policy that appears in 
the   Policy Templates category of the [Assertions] tab. Although you cannot   directly edit 
the XML content of an exported policy, you can modify an   exported template by 
importing it, updating the assertions, then exporting   it back to the same template name.

The following table summarizes the tasks for policy templates.

Task Description

Rename a policy template  1. Right-click the policy name under   Policy Templates and then 
select   Rename.

 2. Enter a new template name.

 3. Click [OK].   The template is renamed.

Delete a policy template  1. Right-click the policy name under   Policy Templates and then 
select   Delete.

 2. Click [Yes]   to confirm. The template is removed.

Edit the assertions in a 
policy template

 1. Import   the policy to be edited. (Hint:   Save your current policy 
first by exporting   it.)

 2. Modify the assertions as required.   

 3. Export   the edited policy back to the same file name, in the 
default directory.   

 Table 31: Editing policy templates
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 4. Access the HTTP(S) Routing Properties and select the [Security] tab.

 5. Under Service Authentication, choose the Use Windows Integrated option and 
then choose Use Delegated Credentials (see Figure 38).

 Figure 38: Configuring the HTTP(S) Routing Properties for Kerberos authentication

Once a client is authenticated via Kerberos,  Authorization Data attributes from the 
Kerberos ticket are exposed via context variables. For a list of the available attributes, see 
"Kerberos Ticket Authorization Info Variables" under Context Variables in the Layer 7 
Policy Manager User Manual.

Changing the WSS Assertion Recipient
You can change the default WSS assertion recipient in the Policy Manager. The effect of 
the change will differ depending on the type of   assertion:

 l Request security   assertions

These assertions control the requests entering the Gateway.   The following are the 
request security assertions:

Add Security Token (with target set to "Request")
Encrypt   Element (with target set to "Request")
Protect Against Message Replay 
Require SAML Token Profile
Require WS-Addressing
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Wizard Step Description

format.   In the Code window, the Policy Manager will only add a 
pasted certificate   that begins with "BEGIN TRUSTED 
CERTIFICATE."

If you encounter an error moving to the next step of the   wizard, verify that 
the certificate information entered is correct and   then try again. If you 
require assistance, contact CA Technical Support.

Step 2: View 
Certificate   Details

This step appears if the Policy Manager was able to obtain   the certificate 
successfully.

 l Certificate   Name: Optionally enter a descriptive name for the 
certificate.

 l Details:   Examine the certificate details. 

Step 3: Associate 
Actor   Attribute

Enter a unique Actor attribute for the recipient certificate   into the Actor 
Attribute Value   field. Uniqueness is necessary because a recipient is 
identified in the   Change WSS Recipient dialog by its associated Actor 
attribute. 

In the Policy Manager, the certificate and Actor attribute   are a locked 
combination that can be used multiple times by multiple WSS   assertions.

Selecting a Target Identity
When multiple signatures are in use, you must specify which identity is the signing 
identity for each assertion that requires a signature. 

Note: If multiple signatures are present in a message, you must specify the signing identity. 
Otherwise, the assertion will fail even if the element is signed. 

 To select a target identity:

 1. In the policy window, right-click on an assertion that deals with signatures and 
then choose Select Target Identity. Only assertions that support target identities 
will display this option. The Select Identity dialog appears. 

 2. Select the target identity from the drop-down list. Note that you can either select 
a previously authorized user (i.e., "Bob [Internal Identity Provider]") or an identity 
tag (i.e., "tag1") that was defined earlier. 

 3. Click [OK]. The selected identity is displayed in the policy as follows:

[User: <Login>, <Provider Name>] (example: "[User: Alice, Internal 
Identity Provider]")

[Group Membership: <Group Name>, <Provider Name>] (example: "
[Group Membership: A Group, Internal Identity Provider]") 
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[Authenticated against: <Provider Name>] (example: "[Authenticated 
against: Internal Identity Provider]") 

[Identity Tag: <Tag>] (example: "[Identity Tag: A-User_1, internal]") 

Selecting a Target Message
Many assertions can apply to a specific target message: request, response, or a context 
variable. The default             target depends on whether the assertion appears before or after a 
routing assertion. 

Tip: Be sure the assertion is located correctly in a policy after selecting a target message (see 
the policy validator for warnings). For example, specifying "Response" as the target message 
when the assertion appears before the routing assertion will not return correct results. 

 To select a target message:

 1. Add the assertion to the policy development window. 

 2. Right-click on the assertion and then choose "Select Message Target" from the 
context menu. The Message Target dialog is displayed.

 Figure 41: Selecting a message target

Tip: If the Message Target dialog is "read only" (i.e., not editable), it may be caused by 
the policy being imported into a Gateway where the licensing does not include the 
specified assertion. For a list of assertions licensed in each version of the Gateway, see 
Features by Product in the Layer 7 Policy Manager User Manual.

 3. Specify the target for the message:

 l Request: The target is the request message. This includes both the inbound 
request (message from the client to the Gateway) and outbound request 
(message from Gateway to the web service). 
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 l Response: The target is the response message. This includes both the inbound 
response (message from the web service to the Gateway) and outbound response 
(message from Gateway to the client).

 l Other Context Variable: The target is the specified context variable. This 
variable must be of type Message and must be predefined or has been set in 
the policy prior to the assertion. For more information on Message variables, 
see "Context Variable Data Types" under Context Variables in the Layer 7 Policy 
Manager User Manual.

 l Enter the context variable in the field in the format: ${variableName}  

 4. Click [OK]. The message target is indicated by a "Request:", "Response:" or 
"${variableName}" prefix in the assertion name in the policy window.

Examples:

Request: Authenticate against XYZ
Response: Add signed Timestamp

Selecting an XPath
Some assertions require you to specify an XPath on which to perform an operation. For 
example, you may be evaluating a request XPath, encrypting an element, or signing a 
non-SOAP element.                                          Figure 42 shows an example of the interface used to select or modify 
an XPath.

 Figure 42: User interface for selecting an XPath

This interface contains the following elements. Every assertion with an XPath selection 
task contains these elements; some assertion contain additional elements specific to that 
assertion.

 List of available web services and their operations. The operations shown are retrieved from 

the WSDL document for the web service. For information about the WSDL that defines a web 
service,   see Working with SOAP Web Services in the Layer 7 Policy Manager User Manual.
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 2. In the Policy Manager, select [Edit] > Migrate Namespaces from the Main Menu 
(browser client: use the "Edit" menu next to the "Help" menu within the client). Tip: 
If the option is not available, click on an assertion in the policy window first. 

The Migrate Namespaces dialog appears.

 Figure 44: Migrate Namespaces dialog

 3. Enter the original namespace or select a namespace from the drop-down list.

 4. Enter the new namespace or select from a list of common namespaces from the 
drop-down list. 

 5. Click [OK]. All XPath-based assertions listed above are automatically updated to 
use the new namespace.

Using the XML Editor
When XML code is required in some Policy Manager forms, there is   a set of built-in tools 
that can help you work with the code. These tools   are known as the XML Editor and they 
are available from the following   locations:

"Apply XSL Transformation Assertion" on page 424

"Managing Global Resources" on page 72

Sample Messages in the Layer 7 Policy Manager User Manual

"Validate XML Schema Assertion" on page 703

To access the XML Editor, right-click anywhere within the XML code box.   A context menu 
will appear with the following options (options that are   currently unavailable are 
dimmed):

 Table 36: XML Editor options

Menu Option Description

Document > Insert 
file

Inserts a file containing XML code into the box, at the location   of the 
cursor. Once the code is inserted, you may edit it within the XML   code 
box if necessary. 
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Chapter 4:
 Access Control Assertions

Notes: (1)   Depending on which Gateway product you have   installed, not all the assertions 
shown below may be available. See Features by Product in the Layer 7 Policy Manager User 
Manual for a list of which   features are available for each product. (2) This category may also 
include custom-created encapsulated assertions. For more information, see "Working with 
Encapsulated Assertions" on page 126.

In the Policy Manager, the following assertions are available in   the Access Control 
category of the [Assertions] tab:

Authenticate Against Identity Provider Assertion 163

Authenticate Against Radius Server Assertion 164

Context Variables Created by This Assertion 164
Authenticate Against SiteMinder Assertion 167

Authenticate User or Group Assertion 170

Authenticating Against a Simple LDAP Identity Provider 171
Authorize via SiteMinder Assertion 173

Check Protected Resource Against SiteMinder Assertion 175

Exchange Credentials using WS-Trust Assertion 177

Extract Attributes from Certificate Assertion 180

Context Variables for Subject/Issuer DN 180
Context Variables for Extended Attributes 182

Extract Attributes for Authenticated User Assertion 185

Perform JDBC Query Assertion 187

Unsupported Functionality 188
Context Variables Created by This Assertion 189
SQL Query Tips 196
Caching Metadata 206

Query LDAP Assertion 209

Require Encrypted UsernameToken Profile Credentials Assertion 213

Require FTP Credentials Assertion 214

Require HTTP Basic Credentials Assertion 215

Require HTTP Cookie Assertion 215

Context Variables Created by This Assertion 216
Require NTLM Authentication Credentials Assertion 217

Context Variables Created by This Assertion 219
Creating a Computer Account for NTLM Authentication 221

Require Remote Domain Identity Assertion 226

Context Variables Created by This Assertion 227
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Authenticate Against Identity Provider Assertion
The Authenticate Against Identity Provider assertion authenticates the current credentials 
against   a selected identity provider, using credentials gathered from a credential source 
assertions (for example, Require HTTP Basic Credentials, Require SAML Token Profile, or 
Require SSL or TLS Transport). It is similar to using the Authenticate User or Group 
assertion except that it does not match the   authenticated user against any particular 
user or group. 

Use this assertion when you need to separate authentication and authorization,   for 
example:

 l You want to authenticate   the credentials already gathered in the policy, but you 
don't need to   authorize that the resulting user is a particular user or member of a   
particular group. 

 l The policy contains many   "User" or "Group" assertions. You want to authenticate   
first so that if it fails, the identity assertions can be skipped, saving   processing 
time.

 l You wish to perform branching   based on the results of authentication (for 
example, "If the authentication   fails, do this; otherwise do this...")

To learn about selecting the target message for this assertion, see "Selecting a Target 
Message" on page 153.

To learn more applying a tag to the identity, see Identity Tags in the Layer 7 Policy 
Manager User Manual. 

Using the Assertion

 1. Do one of the following:

 l To add the assertion   to the Policy Development window, see "Adding an 
Assertion" on page 112. 

 l To change the configuration   of an existing assertion, proceed to step 2 below. 

 2. When adding the assertion,   the Change Authentication Identity Provider dialog 
automatically appears; when modifying   the assertion, right-click <target>: 
Authenticate   against... in the policy window and choose    Change Authentication 
Identity Provider or double-click the assertion in the policy window.      
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Understanding the Credential Combinations

The Authenticate SiteMinder Properties offers multiple combinations of 
credentials settings for flexibility. Here is a brief explanation of the results of 
various combinations:

 l If you select "Use Last Credentials" and then select both the "Username 
Password" and "X.509 Credentials" check boxes, the actual credentials used will 
depend on the authentication scheme present in the policy: 

 l If only HTTP is used, then the X.509 Credentials is ignored. 

 l If only client certificate authentication is used, then the Username Password 
is ignored. 

 l If both authentication schemes are present in the policy, then the client 
certification authentication is chosen first, followed by HTTP Basic.

 l If you select "Use Last Credentials" and then fail to select a credential type, then 
the service policy will fail because no credentials are collected.

 l If you select "Specify Credentials" and then select both credential type options, 
then you must enter the appropriate credentials for the same user, otherwise 
authentication will fail during policy execution.

 l If you select  "Specify Credentials" and then fail to select a credential type 
option, an error will be displayed when you try to close the properties.

 4. Click [OK] when done. 

Authenticate User or Group Assertion
The Authenticate User or Group assertion allows you to authenticate users and/or groups 
from specific LDAP Identity   Providers, Simple LDAP Identity Providers, Federated   Identity 
Providers (FIP), or Internal   Identity Providers (IIP), using credentials gathered from a 
credential source assertions (for example, Require HTTP Basic Credentials, Require SAML 
Token Profile, or Require SSL or TLS Transport).

If you need to add more than one user or group to a policy, add several Authenticate 
User or Group assertions into an At   Least One Assertion Must Evaluate to True folder.            

To learn about selecting the target message for this assertion, see "Selecting a Target 
Message" on page 153.

To learn more applying a tag to the identity, see Identity Tags in the Layer 7 Policy 
Manager User Manual. 
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Extract Attributes from Certificate Assertion
The Extract Attributes from Certificate assertion extracts information from the X.509 
Certificate of the last authenticated user and places them in context variables. Specifically, 
the subject/issuer DN fields are parsed and made available as context variables, as well as 
some extended attributes. 

You can create a custom prefix to be added to context variables created by this assertion, 
to help make the context variables more readily identified.

In a policy, the Extract Attributes from Certificate assertion must be preceded by:

 l At least one credential source assertion:

 l Require SSL or TLS Transport with Client Authentication

 l Require WS-Secure Conversation

 l Require WS-Security Signature Credentials

 l Require SAML Token Profile (Subject Confirmation: Holder of Key, Require Message 
Signature)

 l An identity assertion (for example, Authenticate User or Group)

Context Variables for Subject/Issuer DN

The Extract Attributes from Certificate assertion sets the following context variables for 
the subject/issuer DN in an X.509 certificate. Note: The default <prefix> is "certificate" and 
can be changed in the assertion properties (Figure 53).

The sample values shown are based on the following example subject DN:

cn=jsmith, OU=support, OU=IT, OU=Services, DC=acmecorp, DC=org, C=US

Context variable Description

${<prefix>.subject.dn} Contains the subject DN in a format that is easier to 
read.

${<prefix>.subject.dn.canonical} Contains the subject DN in a format suitable for 
comparisons (limited subset of entity ID names; 
strict sorting, whitespace, and case rules). 

${<prefix>.subject.dn.rfc2253} Contains the subject DN in a format that is 
technically precise, yet maintains readability. This 
only includes RFC 2253 entity ID names.

${<prefix>.subject.cn} Contains the "cn" value of the subject (e.g., jsmith)

 Table 46: Context variables for Subject/Issuer DN in an X.509 certificate
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Using the Assertion

 1. Do one of the following:

 l To add the assertion   to the Policy Development window, see "Adding an 
Assertion" on page 112. 

 l To change the configuration   of an existing assertion, proceed to step 2 below. 

 2. When adding the assertion,   the Certificate Attributes Properties automatically 
appear; when modifying   the assertion, right-click Extract Attributes from 
Certificate   in the policy window and select Certificate Attributes Properties or 
double-click the assertion in the policy window. The assertion properties are 
displayed. 

 Figure 53: Certificate Attributes Properties

 3. Enter a prefix that will be added to the context variables created by this assertion. 
This prefix will ensure uniqueness and will prevent the variables from overwriting 
each other when multiple instances of this assertion appear in a policy.

The default variable prefix is certificate.

For an explanation of the validation messages displayed, see Context Variable 
Validation in the Layer 7 Policy Manager User Manual. 

 4. Click [OK] when done. 
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Require HTTP Basic Credentials Assertion
The Require HTTP Basic Credentials assertion allows you to require basic HTTP 
authentication—user   name, plain text password, and the authentication realm—as a 
string in   the web service or XML application request headers. This assertion is   a 
credential source that saves the user name and password from the HTTP   headers for later 
authentication and authorization via the "Authenticate User or Group Assertion" on 
page 170 or the "Authenticate Against Identity Provider Assertion" on page 163. This 
assertion should be used in conjunction with the "Require SSL or TLS Transport 
Assertion" on page 267

Note the following limitations when authenticating via HTTP Basic:

 l The HTTP Basic specification defines the encoding of the username and password 
as ISO-8859-1. As a result, it is possible to define users in the Internal Identity 
Provider using arbitrary encoding (for example, multi-byte characters), but these 
users will not be authenticated successfully over HTTP Basic. Tip: Consider using 
the "Require WS-Security UsernameToken Profile Credentials Assertion" on page 
248 instead for authentication in this scenario. The WSS standard accepts arbitrary 
encoding. 

 l The Require HTTP Basic Credentials assertion does not support user names 
containing the ":" (colon) character. 

 l The Require HTTP Basic Credentials assertion should not be used in NTLM 
Authentication scenarios where the Require NTLM Authentication Credentials 
assertion is also present. Doing so may cause severe performance issues on the 
Gateway. 

Using the Assertion

 l Add the assertion as described   in "Adding an Assertion" on page 112.

The assertion is added to the policy window; no further   configuration is required. 

Require HTTP Cookie Assertion
The Require HTTP Cookie assertion checks that a request   contains a cookie with the same 
name as that specified in the assertion.   If the request does not contain a cookie with this 
name, then the assertion   fails.  

The HTTP Cookie assertion does not check the   validity or expiry of a cookie. It only checks 
for the presence of a cookie.   A custom assertion such as the Access Resource Protected 
by JSAM assertion should be used to validate the   content of the cookie. 
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 l When the Gateway executes this assertion, it will examine the headers provided by 
the Securespan XML VPN Client and then create the corresponding context 
variables. On the Gateway, this assertion succeeds only if the context variables are 
set successfully. 

For more information, see Configuring Windows Domain Injection in the Securespan XML 
VPN Client documentation. 

Note: If identity injection has been disabled on the Securespan XML VPN Client, adding this 
assertion to a policy will have no effect.  Conversely, if identity injection has been enabled full 
time, it will occur even if this assertion is not used.

Context Variables Created by This Assertion

The Require Remote Domain Identity assertion sets the following context variables. Note: 
The default <prefix> is "injected" and can be changed in the assertion properties (Figure 
69).

Variable Description

<prefix>.user Contains the user name from the message header.

<prefix>.domain Contains the domain name from message header. 

<prefix>.program Contains the client program name from the message header.

 Table 59: Context variables created by Require Remote Domain Identity assertion

Using the Assertion

 1. Do one of the following:

 l To add the assertion   to the Policy Development window, see "Adding an 
Assertion" on page 112. 

 l To change the configuration   of an existing assertion, proceed to step 2 below. 

 2. Right-click Require Remote Domain Identity in the policy window and select 
Remote Domain Identity Properties or double-click the assertion in the policy 
window. The assertion properties are displayed. 

Chapter 4: Access Control Assertions 227

Layer 7 Policy Authoring User Manual, v8.2



 Figure 69: Remote Domain Identity Properties

 3. Enter a prefix that will be added to the context variables created by this assertion. 
This prefix will ensure uniqueness and will prevent the variables from overwriting 
each other when multiple instances of this assertion appear in a policy.

 4. Click [OK] when done. 

Require SAML Token Profile Assertion
The Require SAML Token Profile assertion allows you to require SAML constraints   in a 
policy. SAML (Security Assertions Markup Language) validates a ticket   to ensure that it 
falls within the required constraints. If validation   succeeds, then the Gateway passes the 
message through to the   service. If validation fails, then the Gateway returns a SOAP   fault.

The Require SAML Token Profile assertion is a credential source that saves subject 
information   for later authorization via the Authenticate User or Group assertion. This 
assertion can be used in   tandem with the Protect Against Message Replay, Sign   Element, 
and Encrypt   Element assertions. This assertion is also used as a   credential source for an 
identity bridging   configuration. 

The Require SAML Token Profile assertion supports both the SAML 1.1 and 2.0 standards.  

Note:   To avoid constraint conflicts, only a single Require SAML Token Profile assertion should 
be   present in a policy.

To learn about selecting the target message for this assertion, see "Selecting a Target 
Message" on page 153.

To learn more about changing the WSS Recipient for this assertion, see "Changing the 
WSS Assertion Recipient" on page 146. 
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Chapter 5:
  Transport Layer Security 

Assertions

Note: This category may also include custom-created encapsulated assertions. For more 
information, see "Working with Encapsulated Assertions" on page 126.

In the Policy Manager, the following assertion   is available in the Transport Layer Security 
(TLS) category of the [Assertions] tab:

Require SSL or TLS Transport Assertion 267

This assertion establishes   the transport-level encryption requirement for a service. 

Require SSL or TLS Transport Assertion
The Require SSL or TLS Transport /Require SSL or TLS Transport with Client Authentication 
assertion allows you to specify the SSL or TLS requirement to ensure transport-level 
confidentiality   and integrity. You can specify whether an SSL/TLS connection is required,   
optional, or forbidden.

You can optionally require client certificate authentication and can control whether to 
check the validity period of the client certificate prior to gathering credentials. 

Note: When requiring client certificate authentication, the assertion will behave as a 
credential source that saves the client certificate from the SSL-TLS   handshake for later 
authentication and authorization via the Authenticate User or Group assertion.  

This assertion appears in two different assertion palettes:

 l When accessed from the Access Control palette, this assertion is labeled "Require 
SSL or TLS Transport with Client Authentication" and has the Require Client 
Certificate Authentication check box selected by default.

 l When access from the Transport Layer Security palette, this assertion is labeled 
"Require SSL or TLS Transport" and does not have the Require Client Certificate 
Authentication check box selected by default.

In either instance, you are free to toggle this check box according to your needs.
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Adding a WS-S UsernameToken

 Figure 85: Security Token   Properties - WS-S UsernameToken

Configure the settings specific to each security token type:

Setting Description

Include Password Select this check box to include the password in the token.

When the Include Password check box is selected, this adds a 
wsse:Password   element to the security token in the target message:

<wsse:Password   Type="http://docs.oasis-
open.org/wss/2004/01/oasis-200401-wss-username-token-
profile-1.0#PasswordText">password</wsse:Password>

This applies only where a password   is provided by the requesting SOAP 
message (as enforced by the "Require HTTP Basic Credentials 
Assertion" on page 215) or is entered in the provided text box.

Use Last Gathered 
Request Credentials

Choose this option to use the credentials from the most recently gathered 
request.

 Table 74: Adding a WS-S UsernameToken
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Setting Description

Use Specified 
Credentials

Choose this option to use credentials that you specify here:

 l Username: Enter the user name to use.

 l Password: Enter the password to use. Available only when the 
password is included. 

 l Choose [Show Password] if you wish the password text to 
be visible as it is typed in. 

 l Clear [Show Password] to display an obfuscated 
password, for additional security.

 l Include Nonce: Select this check box to include a nonce in the 
token.

 l Use Password Digest: Select this check box to calculate and 
display a digest password in the Password element of the 
UsernameToken. Clear this check box to use the basic password 
as entered in the Password field for the Password element. 
Available only when [Include Password] is selected. 

 l Encrypt: Select this check box to encrypt the token.

Signature Key 
Reference

Choose the method to use to embed the signing certificate:

 l BinarySecurityToken:   The certificate is embedded within the 
message and does not require the recipient to already possess a 
copy of the signing certificate. This results in larger   messages, 
but is more compatible. This setting is the default.

 l SecurityTokenReference   with SKI: Use 
SecurityTokenReference containing the SubjectKeyIdentifier   
(SKI). This produces smaller messages, but at the risk of 
decreased compatibility.

 l Issuer Name/Serial Number: Use a SecurityTokenReference 
containing the certificates issuer distinguished name and serial 
number. This produces smaller messages, but at the risk of 
decreased compatibility.
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No further configuration is required for token type WS-S EncryptedKey. The Gateway will 
create a new EncryptedKey and include it in the target message when the security 
requirements are next applied.

The Gateway will cache the generated key for a period of time and will recognize it when 
processing future incoming messages that refer to it by its EncryptedKeySHA1.

Add Timestamp Assertion
The Add Timestamp assertion is used to add a signed   <wsu:Timestamp> element   into the 
SOAP security header of all target messages. You can configure the   expiry time period for 
the timestamp and you can choose the method used   to include the SSL certificate for the 
Gateway. 

To learn about selecting the target message for this assertion, see "Selecting a Target 
Message" on page 153.

To learn more about selecting a private key for this assertion, see Selecting a Custom 
Private Key in the Layer 7 Policy Manager User Manual.

To learn more about changing the WSS Recipient for this assertion, see "Changing the 
WSS Assertion Recipient" on page 146. 

Note: The "Add or Remove WS-Security Assertion" on page 273 must follow the Add 
Timestamp assertion in a policy.

Using the Assertion

 1. Do one of the following:

 l To add the assertion   to the Policy Development window, see "Adding an 
Assertion" on page 112. 

 l To change the configuration   of an existing assertion, proceed to step 2 below. 

 2. This assertion contains   default settings that are appropriate for most instances. 
To change any   of the settings, right-click <target>: Add [Signed]  Timestamp  in 
the policy window and select Timestamp Properties or double-click the assertion 
in the policy window. The assertion properties are displayed. 
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Field Description

 3. Modify the appropriate fields.

 4. Click [OK].

To remove a ResourceContent Attribute:

 1. Select the row to delete.

 2. Click [Remove].

Encrypt Element Assertion
The Encrypt Element assertion is used to select message elements to be encrypted in the 
target message.

 l If the target is the response message, encryption will occur automatically. 

 l If the target is the request message or a message context variable, then the Add or 
Remove WS-Security assertion must be added after the Encrypt Element assertion 
in the policy to perform the encryption. 

You can add an Encrypt Element assertion for   each element of the target message that 
you want encrypted. This assertion   supports the W3C XML Signature 1.0 standard. 

This assertion can only be used in a web service policy. It should be placed before the 
routing assertion in a policy. 

To learn about selecting the target message for this assertion, see "Selecting a Target 
Message" on page 153.

To learn more about selecting the target identity for this assertion, see "Selecting a 
Target Identity" on page 152. 

To learn more about changing the WSS Recipient for this assertion, see "Changing the 
WSS Assertion Recipient" on page 146. 

Note: When multiple signatures are used in a target message, it is mandatory to select a 
target identity. 

Using the Assertion

 1. Do one of the following:

 l To add the assertion   to the Policy Development window, see "Adding an 
Assertion" on page 112. 

 l To change the configuration   of an existing assertion, proceed to step 2 below. 

346 Chapter 6: XML Security Assertions

Layer 7 Policy Authoring User Manual, v8.2

















To learn more about selecting a private key for this assertion, see Selecting a Custom 
Private Key in the Layer 7 Policy Manager User Manual.

Sign Element vs. Immediate Sign XML Element

The (Non-SOAP) Sign XML Element assertion is designed to sign XML elements that are 
not within a SOAP message. This signing occurs immediately and the signature is inserted 
into the contents of the XML element.

By comparison, the "Sign Element Assertion" on page 407 is used to sign elements within 
a SOAP message. This signing is scheduled in advance and conforms to WS-Security 
standards. The signature is added to the message's security header; the element itself is 
untouched. 

Using the Assertion

 1. Do one of the following:

 l To add the assertion   to the Policy Development window, see "Adding an 
Assertion" on page 112. 

 l To change the configuration   of an existing assertion, proceed to step 2 below. 

 2. Right-click <target>: (Non-SOAP) Sign  XML Element [XPath] in the policy 
window and select (Non-SOAP) XML Element Signature Properties or double-
click the assertion in the policy window. The assertion properties are displayed. 

 Figure 122: (Non-SOAP) XML Element Signature Properties 
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 3. Configure the properties as follows: 

Setting Description

Edit XPath Click [Edit XPath] to specify the element(s) to sign. For more 
information, see "Selecting an XPath" on page 154. 

Note that only elements can be signed. One Signature element is 
created per element being signed. The Signature is added as the last 
child of the element being signed; the Signature always uses the 
Enveloped transform and always includes the entire signing certificate 
in the KeyInfo as X509Data. 

Target 
URI Reference

The signature reference requires an ID for the target element. 
Indicate how the Gateway should determine the ID:

 l Automatic: Select this to instruct the Gateway to look for an 
existing ID based on a built-in list of possible attribute names. If 
one is found, then its value is used. If one is not found, the 
Gateway will add an 'Id' attribute to the element being signed, 
with a randomly generated ID value, and references that.

Note: Having a new attribute 'Id' added  may cause some 
difficulties if the schema of the signed element does not allow 
an 'Id' attribute. If this is the case, then enter a specific ID 
attribute name instead.

 l Specify ID Attribute Name: Select this option to manually 
specify the name of the ID attribute to use. If you choose this 
option, the Gateway will no longer recognize the built-in list of 
names. Instead, it will use the specified attribute value if it 
already exists on the target element and will generate a new 
one if it doesn't exist. 

Enter the name as a string value in one of the following 
formats:

 l NAME (e.g., abc)

 l PREFIX:NAME (e.g., abc:xyz)

 l {URI}NAME (e.g., {urn:issn:1535-3613}abc)

 l {URI}PREFIX:NAME 
(e.g., {urn:issn:1535-3613}abc:xyz)

Note: If a URI is specified, they must be absolute. Relative 
URIs cannot be used in signatures. 

Tip: If a prefix is specified, it may not necessarily be used. The 
Gateway will first attempt to reuse an existing namespace 
declaration for the namespace URI, if one exists, regardless of 
its prefix. If the Gateway needs to add a new namespace 
declaration, it will attempt to use the requested prefix if it is 
available. However if the requested prefix is already used in a 
different namespace URI, the Gateway will substitute a 
different prefix instead. 

 Table 103: (Non-SOAP) XML Element Signature settings
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Setting Description

Signature Location Specify where the signature should be located:

 l Add one Signature to...: Select this option to add a 
signature to each signed element. Choose where the 
signature should be added using the drop-down list: as the 
first or last child of the signed element. 

 l Create detached signature and...: Select this option to 
create a detached signature which can later be added to the 
same or different document. A detached signature is a single 
signature that covers all elements matching the XPath of the 
elements to sign. It is placed in the context variable that you 
specify here and is not added to the document. 

 l Include Enveloped transform: When creating a detached 
signature, select this check box to optionally include the 
Enveloped transform. Do this if the detached signature will be 
manually added to the document as a descendent of one of 
the signed elements.

Signature Type  

 

Specify the hash algorithm to use for the Signature Digest or 
Reference Digest.

 l Signature Digest: By default, an appropriate signature 
digest will be selected based on the signing key size and the 
current value of the wss.decorator.digsig.messagedigest 
cluster property.  If you wish to use a specific digest, select it 
from the drop-down list.

 l Reference Digest:  By default, references will be created 
using the same digest algorithm as the signature digest.  If you 
wish them to use a specific digest instead, select it from the 
drop-down list.

 4. Click [OK] when done. 

(Non-SOAP) Validate SAML Token Assertion
The (Non-SOAP) Validate SAML Token assertion is used to validate a SAML token that was 
not delivered using WS-Security. This assertion will validate the Subject, Statements, 
Conditions, and Signatures in a SAML token that is not contained in a SOAP header. 

To learn about selecting the target message for this assertion, see "Selecting a Target 
Message" on page 153.

Adding and Configuring the Assertion

 1. Add the Require SAML Token Profile assertion  to   the policy development window 
as described in Adding   an Assertion. The SAML Token Properties appears. 
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Setting Description

If a signature is required, one of the following   assertions must appear 
before   the Require Timestamp assertion in the policy:

 l Require WS-Security Signature Credentials

 l Require WS-Security Kerberos Token Profile Credentials 

 l Require WS-Secure Conversation

 l Require Encrypted UsernameToken Profile Credentials

 l Require SAML Token Profile (using the "Holder-of-Key" 
subject confirmation   method, with Require Message Signature
   enabled, in step 6 of the SAML Token Profile Wizard).

 4. Click [OK] when done. 

Sign Element Assertion
The Sign Element assertion is used to select message elements to be signed in the target 
message. 

 l If the target is the response message, signing will occur automatically. 

 l If the target is the request message or a message context variable, then the Add or 
Remove WS-Security assertion must be added after the Encrypt Element assertion 
in the policy to perform the signing. 

You can add a Sign Element assertion for   each element of the target message that you 
want signed. This assertion   supports WS-Security 1.0 and 1.1. 

To learn about selecting the target message for this assertion, see "Selecting a Target 
Message" on page 153.

To learn more about selecting a private key for this assertion, see Selecting a Custom 
Private Key in the Layer 7 Policy Manager User Manual.

To learn more about changing the WSS Recipient for this assertion, see "Changing the 
WSS Assertion Recipient" on page 146. 

Notes:   The Sign Element assertion is intended for use in web service   policies. If the target is 
the response message, ensure the assertion is placed after the routing assertion. If the target is 
the request message, the assertion should be placed before the routing assertion. 

Using the Assertion

 1. Do one of the following:
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<?xml encoding=”UTF-8>
<rootTag>

<firstname>Bob</firstname>
<lastname>Smith</lastname>

</rootTag>

 d. Select the Format Output check box to improve the readability of the output. 
Clear this check box to display the output in its internal representation.

 e. Paste the input code in the Test Input box.

 f. Click  [Test]. Examine the results in the Resulting Output box to see if this is 
what you intended.

Note: When using the "Standard" transformation convention for JSON to XML,  a null value is 
treated the same as the string "null". 

 

 6. Click [OK] when done. 

Apply XSL Transformation Assertion
The Apply XSL Transformation assertion lets you define or specify an XSL stylesheet   using 
the XSL Transformations (XSLT) language. You can define a stylesheet   any of the 
following ways:

 l Configured   in advance: Hard code a stylesheet in this assertion; this is embedded   
within the policy and is always used for transformations

 l Monitor   a URL:Policy Manager will monitor a specific URL and download   the 
latest stylesheet

 l Fetch   URL during process: The stylesheet will be fetched from a URL within   a 
message. 

The XSLT stylesheet specified in this assertion is applied to the message   when the policy 
is run. The transformed message is the one that is processed   by subsequent policy 
assertions and is eventually forwarded to the requestor   (response) or service (request). 

A policy can contain an Apply XSL Transformation assertion for both request   and 
response messages. If the assertion is for a Request,  position it before the routing 
assertion;   if it is for a Response, position  it after the routing assertion.

To learn about selecting the target message for this assertion, see "Selecting a Target 
Message" on page 153.
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 l To add the assertion   to the Policy Development window, see "Adding an 
Assertion" on page 112. 

 l To change the configuration   of an existing assertion, proceed to step 2 below. 

 2. Right-click Compress Messages to/from SecureSpan XVC           in the policy window 
and select Compression Properties or double-click the assertion in the policy 
window. The assertion properties are displayed. 

 Figure 145: Compression Properties

 3. Select the check box to cause the assertion to fail if the request could not be 
compressed for whatever reason (this will be noted in the audit logs). Clear the 
check box to always have the assertion succeed. 

 4. Click [OK] when done. 

Customize Error Response Assertion
The Customize Error Response assertion lets you configure the error response for a service.  
You can select the following responses when an error is encountered:

 l Template response:   Lets you define your own message to be returned. This is the 
default.

 l Drop   connection: When the policy fails, simply drop the connection without   
providing any response.

Tip: For SOAP services, consider using the "Customize SOAP Fault Response Assertion" on 
page 607 as well, as it contains SOAP-specific settings. 

Using the Assertion

 1. Do one of the following:

 l To add the assertion   to the Policy Development window, see "Adding an 
Assertion" on page 112. 

 l To change the configuration   of an existing assertion, proceed to step 2 below. 
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 Figure 155: Evaluate Regular Expression assertion - [Test] tab

 6. Click [OK] when done. 

Evaluate Request XPath Assertion
The Evaluate Request XPath assertion is used to configure a specific   XPath query pattern 
for incoming XML request messages. This assertion   can be used, for example, to break a 
policy into different paths for different   types of operations and/or to provide preferential 
routing to special   customers or high dollar value transactions. 

Note:   Ensure that you are familiar with XPath patterns and specifications before   you configure 
the Evaluate Request XPath assertion. 

Context Variables Created by This Assertion

The XPath query targets specific parts of the message, evaluating its   document structure 
and/or XML data. When the assertion executes, it runs   the XPath pattern against the 
request, setting six context variables   according to the processing result of the query. The 
following table describes   the default context variables   set by the Evaluate Request XPath 
assertion.
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Setting Description

Permitted Versions Specify which versions of WS-Addressing are permitted in   the 
message. The Gateway will use the namespace associated   with the 
selected version. 

If any another WS-Addressing namespace URI should be permitted,   
select Other and enter the additional   permitted URI in the adjacent 
text field.

The assertion will fail if a supported version of WS-Addressing   is not 
found in the message. 

Variable Prefix Optionally, enter a prefix that will be added to the context variables 
created by this assertion. This prefix will ensure uniqueness and will 
prevent the variables from overwriting each other when multiple 
instances of this assertion appear in a policy.

For an explanation of the validation messages displayed, see Context 
Variable Validation in the Layer 7 Policy Manager User Manual. 

Require Signature Select this check box if the addressing headers must be signed.   The 
assertion will fail if a signature is not present or is invalid. 

 4. Click [OK]  when done. 

Set SAML Response Status Code Assertion
The Set SAML Response Status Code assertion lets you choose a SAML response status and 
place it into in a context variable. This variable can be used in the "Customize Error 
Response Assertion" on page 430 to help you troubleshoot possible errors. 

Tip: The first four codes in the lists below are top-level codes. The rest are second-
level/subordinate codes that can be used to provide more information on an error. 

For SAML 2.0, the following response statuses are available:

urn:oasis:names:tc:SAML:2.0:status:Success
urn:oasis:names:tc:SAML:2.0:status:Requester
urn:oasis:names:tc:SAML:2.0:status:Responder
urn:oasis:names:tc:SAML:2.0:status:VersionMismatch
urn:oasis:names:tc:SAML:2.0:status:AuthnFailed
urn:oasis:names:tc:SAML:2.0:status:InvalidAttrNameOrValue
urn:oasis:names:tc:SAML:2.0:status:InvalidNameIDPolicy
urn:oasis:names:tc:SAML:2.0:status:NoAuthnContext
urn:oasis:names:tc:SAML:2.0:status:NoAvailableIDP
urn:oasis:names:tc:SAML:2.0:status:NoPassive
urn:oasis:names:tc:SAML:2.0:status:NoSupportedIDP
urn:oasis:names:tc:SAML:2.0:status:PartialLogout
urn:oasis:names:tc:SAML:2.0:status:ProxyCountExceeded
urn:oasis:names:tc:SAML:2.0:status:RequestDenied
urn:oasis:names:tc:SAML:2.0:status:RequestUnsupported
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All Assertions Must Evaluate to True Assertion
The "All assertions must evaluate to true" assertion is a folder that  organizes and defines 
the processing conditions for the assertions that   it contains and for the overall policy. 
When assertions are grouped into   one of these folders, each successive   child assertion is 
processed until all assertions succeed, yielding a   success outcome for the folder. 
Processing in this assertion folder will stop when the first child assertion   fails, yielding a 
fail outcome for the folder—and possibly the entire   policy. For more information about 
parent and child assertions in a policy,   see "Policy Organization" on page 2.

Tip: The "All assertions must evaluate to true" assertion will always succeed if there are no 
child assertions contained within it, or if all the child assertions have been disabled. 

Using the Assertion

 1. Do one of the following:

 l To add the assertion   to the policy development window, see "Adding an 
Assertion" on page 112. You can also right-click anywhere in the policy 
development window and then select Add 'All' Folder.   This creates an 
assertion folder in the policy window. 

 l To change the configuration   of an existing assertion, proceed to step 2 below

 2. Populate the folder with   child assertions using any of the following methods:

 l Add an assertion by dragging   and dropping if from policy window or the 
[Assertions] tab.

 l Remove an assertion by   dragging and dropping it back into the policy window 
or by deleting   the assertion. 

 3. Repeat to add additional   assertion folders, if necessary.  

At Least One Assertion Must Evaluate to True 
Assertion

The "At least one assertion must evaluate to true" assertion is a folder that organizes and 
defines the processing conditions for the   assertions that it contains and for the overall 
policy. When assertions   are grouped into one of these folders in the policy window, each 
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 Figure 219: Generate UUID Properties

 3. Configure the properties as   follows:

Setting Description

Store In Variable Enter the name of the variable  to store the UUID in.

Tip: You do not need to enclose the variable name with the wrapper 
characters "${}".

Quantity 
Enter the number of UUIDs to generate. The minimum value is 1, the 
maximum value is the amount listed in the Max Quantity field, below. 
You may specify a context variable.

Max Quantity Enter the maximum number of UUIDs to generate for the variable. 
The default value is 100. 

 Table 204: Generate UUID settings

 4. Click [OK] when done. 

Include Policy Fragment Assertion
The Include Policy Fragment assertion is used to add a policy fragment to a service policy.

To learn more about how policy fragments can benefit you, see Policy Fragments. To learn 
how to create policy fragments, see "Creating a Policy" on page 21. 

Using the Assertion

 1. Add the assertion   to the policy development window. For more information, see 
Adding an Assertion. 

 2. Select the fragment to be inserted from the Select Policy Fragment to Include 
dialog that appears.
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Setting Description

object entry count, the count is done for each array, not all arrays in the 
document.

Select this check box to reject any JSON document with an array entry 
count that exceeds the value entered here.

Entry Name Length This is the maximum number of characters in the name of an entry. A 
setting of 7 would be violated by the string “underline” (which contains 
9 characters), but not by “msg”, “bold”, “color”, or “options”.

Select this check box to reject any JSON document with a name length 
that exceeds the value entered here.

String Value Length This is the maximum number of characters in a string value. In 
Example, 2, the longest string value is 5 (“Hello”).

Select this check box to reject any JSON document with a string value 
that exceeds the value entered here.

 4. Click [OK] when done. 

Protect Against Message Replay Assertion
The Protect Against Message Replay assertion is used to protect the Gateway   against 
possible replay attacks. This replay protection can either be cluster-wide (default) or per 
node, depending on the setting of the cluster property 
cluster.replayProtection.multicast.enabled. 

Note the following important issues when using this assertion:

 l Depending on the expiry period set in the assertion, using the Protect Against 
Message Replay assertion in a Gateway cluster may increase request message   
processing time and require more memory. To mitigate this, place this   assertion 
after a Authenticate User or Group or Authenticate Against Identity Provider 
assertion to help confine the protection to   successfully authenticated messages, 
thereby reducing system processing   and memory requirements. 

 l This assertion should not   be used in any policy that will process messages from 
JMS   destinations that are configured with the "On completion" acknowledgment   
mode without a specified failure queue. 

To learn about selecting the target message for this assertion, see "Selecting a Target 
Message" on page 153.

To learn more about selecting the target identity for this assertion, see "Selecting a 
Target Identity" on page 152. 
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Setting Description

 l Allow $metadata request: Select this check box to allow the 
client to retrieve the metadata document from the service by 
requesting the $metadata URI.

 l Allow $value requests: Select this check box to allow the 
client to retrieve the raw value of the request target by calling 
the $value operation.

Tip: When the assertion will return "falsified" if it encounters a request 
type that has been disallowed  (see Assertion Status Codes in the 
Layer 7 Policy Manager User Manual.) 

Allowed Operations Select which OData operations are permitted:

 l GET: Allow or deny the OData retrieve operation.

 l POST: Allow or deny the OData create operation.

 l PUT: Allow or deny the OData update operation.

 l DELETE: Allow or deny the OData delete operation.

 l MERGE: Allow or deny the OData partial update operation.

 l PATCH: Allow or deny the OData partial update operation. 
This method is synonymous with MERGE.

Validate Payload Select this check box to validate the message payload against the 
request URI and the Service Metadata Document. 

Clear this check box to not validate the message payload.

Variable Prefix Enter a prefix that will be added to the context variables created by this 
assertion. This prefix will ensure uniqueness and will prevent the 
variables from overwriting each other when multiple instances of this 
assertion appear in a policy.

Default: odata

 4. Click [OK] when done. 

Validate XML Schema Assertion
The Validate XML Schema assertion allows you to specify a schema for   validating a web 
service or XML application request or response messages.   This assertion can be used to 
protect backend web services against the   following threats:

 l XML   Parameter Tampering: All XML parameters in the request are validated   to 
ensure conformance with the XML schema specifications. This is to prevent   
injection of malicious scripts or content into the request parameters.

 l XDoS   Attacks: The message structure and content are examined to ensure   that 
they are correct. 
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Access Resource Protected by JSAM Assertion
Installing and configuring the Sun Java System   Access Manager Custom Assertion 
package in the Gateway enables   the Access Resource Protected by JSAM assertion in the   
Policy Manager. This assertion allows a policy to use the Single Sign-On   (SSO) and Policy 
Service from an existing Sun® Java™   System Access Manager 7.0 or 7.1 deployment. 

The Administrator is responsible for installing   and configuring the Sun Java System 
Access Manager Custom Assertion package   on the Gateway. For more information, refer 
to the Custom   Assertion Installation Manual. 

Notes: (1) You may receive an HTTP Basic authentication warning when the   Access Resource 
Protected by JSAM assertion is used with   these assertions: Require XPath Credentials,   Require 
FTP Credentials, or Require WS-Security UsernameToken Profile Credentials. You may ignore 
this policy validation warning.   (2) If the incoming request is coming through a Securespan XML 
VPN Client,   be sure the Pass Through HTTP Cookies check box has been set on the   [XML VPN 
Client Policy] tab of the Gateway Account properties.  

Note: When running this assertion in the browser client, a triangular warning icon ( ) may 

appear next to the dialog box when the assertion properties is displayed. You may ignore this 
icon. 

Context Variables Created by This Assertion

The user attributes for a successfully authenticated user are available through the 
following context variables:

Attribute Context Variable

UID ${jsam.attributes.uid} 

User Password ${jsam.attributes.userpassword} 

DN ${jsam.attributes.dn} 

CN ${jsam.attributes.cn} 

SN ${jsam.attributes.sn} 

Inet User Status ${jsam.attributes.inetuserstatus} 

Given Name ${jsam.attributes.givenname} 

Object Class ${jsam.attributes.objectclass} 

 Table 240: Context variables created by Access Resource Protected by JSAM assertion
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