CA SSO and CA APIM Integration Guide Part 2

Version: CA SSO R12.8 SP1, CA APl Gateway 9.3, Tool kit 4.2

CA SSO configuration — Integration with JWT Authentication

1. Create Private Key for JWT token Signing in APIM Gateway
e Login APIM Policy Manager
e Go to Tasks -> Certificate, Keys and Secretes -> Manage Private Keys

File Edit Tasks View Help
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e Create new Private Key. In Alias, input “jwscert”. Then, click “Create” button

| €@ Create Private Key X
Certificates X
= Basic Advanced
' Sub alias: jwscert [
CN= - - [
Subject DN: CN=jwscert |

Key type: 2048 bit RSA v
Days until expiry: 1825

CA capable: [[] Certificate will be used to sign other certificates

Create Cancel

e After creating, select newly created key (jwscert) and double click “properties”.

€A Manage Private Keys X

Gateway Certificates with Private Keys:

Alias Subject Key Type  Expiry Location Zone Create
CN=jwscert RSA 2,048... Oct 17, 2... Software DB Import

El|ssl CN=apim RSA 2,048...|0ct 12, 2... |Software DB B

Sign Cert

Manage Keystore

e Click “Export Key” and input the password. (Any password) Then save the exported key file with
p12 format.



€A Private Key Properties X
Private Key Details
Location:  Software DB

Alias: jwscert

Key Type: RSA 2,048 bits

Certificate Chain

~ View Certificate

v
Other Actions
Generate CSR Replace Certificate Chain
Mark as Special Purpose Delete Key
oK Cancel
Enter Export Passphrase
Password: sesssssssene
Verify password: eeeeeseee Jb
€A Save As PKCS#12 File X
Save in: Export_APIM_Policy v e E-
B
]
Recent Items
Desktop
DocurTenls
This PC
lﬁ File name: jwscert]
Network  Files of type: [(=.p12) PKCS #12 (PFX) Keystore Files v Cancel

2. Create JWT Authentication Scheme in CA SSO

e Login CA SSO Admin Ul and go to Infrastructure -> X509 Certificate Management -> Trusted
Certificates and Private Key. Then, click “Import New”

2 siteminder | Server sso.forwardinc.ca | Sign out | @ Help

Infrastructure -
Agent & To import certificates/private keys, click the Import New button. To create a new certificate request, click Request Certificate button. To delete or export a certificate alias, click
Authentication the corresponding option under the Actions button.
Directory

Filter Certificates and Private Keys
Hosts.

~ X509 Certificate Management
> Trusted Certificates and Private
> Certificate Authorities

Search For: aq

Certificate and Private Key List New § Request Certificate

* CDS Settings 0-0 of 0 Show All
¥ Certificate Validity Py o P PR L

| Action |- alias |~ Type Signing Status| - Issued To Issuer Revoked? Expiration Date| - FIPS Status | - Dependencies
> OCSP Configuration

Legend : M Certificate is expired

Policies + ® Certificate is not expired
i o 4 Certificate will expire soon
Reports L

Administration %

e Import certificate, which is exported from APl Gateway(jwscert). Then, input the password.



P Select File b Password (if needed) P Select Entries p Confirm

ct a file. PKCS#12 files (private key and certificate) must end in '.p12' or '.pfx'. Any other extension will be trea

Input File As: ® gingle Key/Cert File' ' Separate Key File and Cert File
Use as CA:' ' ves® No

. File:‘C:\fakepath\jwscert.plz ‘ Browse...

e After verify the certificate, click “Finish” button.

Trusted Certificates and Private Keys

s > Import Cartificate/Private Key

Back| 1lcx] Finish| Cancel

P Select File b Password (if needed) P Select Entries b Confirm

[2Review and confirm selections for import.

Entries to Import

Show Details. Alias

Type | Issued To
B Hide jwscert

|private Key and Certificate |cN=juwscert

Issued To: CN=jwscert

TIssued By: CN=jwscert
Valid From: Oct 18, 2018 07:48 AM PDT

Key Algorithm: RSA

Serial Number:
SHA-256 Fingerprint:
SHA-1 Fingerprint: :
MDS5S 02:71:08:29:6F:3B:6F:69:C1:9C:17:|

Valid To: Oct 17, 2023 07:48 AM PDT
Version: 3

1:31:C7:61
113:17:E2:CF192:89:EF: 2B12C:B7:47:AB:FE:8B1C8:6C:46:A7:99:C1:70: 3F:0C:B6:91:43:42
33:35:3D:38

Back| 1lcx] Finish| Cancel

e Go to Infrastructure -> Authentication -> Authentication Scheme -> Create Authentication
scheme.

o Name : JWT Auth Scheme

o Authentication Scheme Type: JSON Web Token Template
o User Lookup : sub

o Certificate Alias List: jwscert

Create Authentication Scheme: JWT Auth Scheme
Authentication Schemes > Create Authentication Schema: JWT Auth Scheme
* = Required

« Name [JWT Auth Scheme

} Description
: Scheme Common Setup
« Authentication Scheme Type | JSON Web Token Template v |
* Protection Level ‘5 ‘

[1-1,000,hic

Password Policies enabled for this Authentication Scheme

Scheme Setup
i JWT Token Authentication Attribute for Validation

* User Lookup: sub |
Certificate Alias List: ijsce[!j \
|| Use JOSE Header KID as Certificate Alias I}

HMAC Shared Key : \ ‘

HMAC Confirm Shared Keys: | ‘

e Go to APIM Domain (which is created in part 1) and click modify button. Go to Realms and click
“Create Realm”.



Modify Domain: APIM

Domains > Modify Domain: APTM

General | Realms | Policies Responses | Rule Groups & Variables

* = Required S~
Realms Em
Nt of 1]
Dapmm

Name Description Resource Filter

L /login

Create new Realm
o Name : JWT Protected
o Agent: secureproxy-01
o Resource Filter : /protected/
o Authentication Scheme : JWT Auth Scheme

Create Realm: JWT Protected

Domains > Modify Domain: APIM > Create Realm: JWT Protected

* = Required

* Name ‘JWT Protected \ Description

H

Domain APIM

Resource

* Agent \secureproxy<01 | Lookup Agent/Agent Group|
Resource Filter ‘/protected/ ‘

Effective Resource secureproxy-01/protected/

Default Resource Protection '® Protected  Unprotected %
Authentication Scheme \JWT Auth Scheme v \

Create Rule
o Name : GET-POST
o Resource: *
o Action : GET, POST, PUT

* = Required

« Name |GET-POST Description
Domain APIM Realm

Attributes

Realm and Resource

* Resource ‘* ‘

Effective Resource: secureproxy-01/protected/*
Regular Expression || I%

| Allow/Deny and Enable/Disable

'* Allow Access

' Deny Access
Enabled ¥
e —

| Action

'* Web Agent actions

' Authentication events
' Authorization events
' Impersonation events ProcessSOAP v

* Actions

Click “OK” button and Submit



| Modify Domain: APIM

Domains > Modify Domain: APIM

General | Realms | Policies = Responses | Rule Groups | Variables

* = Required

Create Realm

Name Description Resource Filter
/login
/protected/

Sapm

32w protected

Go to APIM Domain again and click modify button again. Then, go to policies tab. In policies,

click APIM modify.
| Modity pomain: AP |

Domains > Modify Domain: APIM

General Realms Policies Resp

* = Required

Name |Description | |

|
{#_laem_| @ |

In policies, go to Rule tab and click “Add rule” button. Then, select JWT Protected Realm

| Modify Policy: APIM

Domains » Modify Domain: APIM > Modify Policy: APIM

General Users Rules Expression

* = Required

Name ‘ ‘

GoI Reset

- 1 ~ Rule v P v p P

APIM APIM login GET Post Rule Add Response| =

Domains > Modify Domain: APIM > Medify Policy: APIM

General Users m Expression
Available Rules

+ = Required

I Rules for APIM

Name
Go| Reset

[Select [« Realm [~ Rule Type
| @ Wt protected |GET-POST |Rule

Create

Click OK button and click Submit Button again.

oampomomam S S

Domains > Modify Domain: APTM

General | Realms | Policies | Responses & Rule Groups | Variables

+ = Required

[ Name [Description | |
7 e | S

Create|




3. Create JWT Assertion in APIM Policy Manager

Login APl Gateway Policy Manager and create “Publish Web API”
Service Name : Issue ID Token

Gateway URL: /casso/idtoken*

€A Publish Web AP| Wizard

Steps

. . Enter the name of the non-SOAP application you want to publish:
1. Service Information

2. Access Control
Service Name: |Issue ID Token

Enter the HTTP URL that the Gateway should forward requests to:

Target URL:

Complete the Gateway URL that will receive service requests:

Gateway URL:  http(s)://apim.forwardinc.ca:[port]/ | /cassofidtoken™

Specify the connection and routing information for the non-SOAP application. o

N

v

Back Next Finish Cancel Help

Then, click “Finish” button

Click “Import Policy” and select “Issue ID Token (JWT).xml” file.

It shows Resolve External Dependencies Wizard. For CA SSO, please select “Change assertions

to use this CA Single Sign-On configuration. “CA SSQO”. (It is CA SSO configuration, which is
created in part 1.)

€A Resolve External Dependencies Wizard

Steps Policy contains assertions(s) refering to unkown CA Single Sign-On Configuration
Missing CA Single Sign-On Details

1. Unresolved CA Single Sign-On Configuration CASSO Configuration Name | CASSO

2. Unresolved provider CA SSO User DB
Hostname apim.forwardinc.ca

Action

@® Change gzseTiiqns to use this CA Single Sign-On configuration
ms :
() Remove a

caf0ns that refer to the missing CA Single Sign-On configuration

O Import erroneous assertions as-is

Create CA Single Sign-On Configuration

Unresolved CA Single Sign-On Configuration CASSO &

v

Back Next Finish Cancel Help

Then, click next

In Wizard, select Import erroneous assertion as-is. “Create New Identity Provider”. It will
connect CA SSO User Directory.



Resolve External Dependencies Wizard X
Steps Policy contains assertions that refer to an unknown identity provider.
1. Unresolved CA Single Sign-On Configuration CASSO Missing Identity Provider Details
2. Unresolved provider CA SSO User DB Name |CA SSO User DB
Type |LDAP
Name Value
userCertUseType NONE ~
Idapsearchbase dc=ForwardInc,dc=ca
Idapwritebase v
Action
Change assertions to use this identity provider:
(O Remove assertions that refer to the missing identity provider
(® Import erroneous assertions as-is
Crs.lge new Identity Provider
Unresolved provider CA SSO User DB ~
v
Back Next Cancel Help

e [t shows “Create LDAP Identity Provider Wizard” and input correct Bind Password.

(CAdemo123). Using “Test” button, please verify the connection. Depending on the

environment, LDAP Host file and other information can be changed.

Create LDAP Identity Provider Wizard X
Steps Provider Type:* | GenericLDAP ~
1. Provider Configuration Provider Name:* CA SSO User DB
2. Group Object Classes . . - .
3. User Object Classes LDAP Host URL: Idap://sso.forwardinc.ca: 25389 Move Up
4. Advanced Configuration D
5. NTLM Configuration el own
6. Certificate Settings
Add Edit Remove
[] Use Client Certificate Authentication: | <Default SSL Key>
Search Base:™ dc=ForwardInc,dc=ca
Bind DN: uid=superuser,ou=users,ou=northamerica,dc=ForwardInc,dc=ca
Bind Password: ssssssece [ Show Password
Allow assignment to administrative roles
[J Allow updates from:
Write Base:™
Reconnect Timeout: 60000 Use System Default
This Wizard allows you to configure an LDAP Identity Provider. Fields marked with an asterisk "*" are =
required.
The "Allow updates from" check box determines whether the LDAP server can be updated starting from
the specified write base. v

Back Next Test Finish Cancel Help

e Then, click “Next” continually. In User Object classes screen, please verify the Login Name. In
CA LDAP, default Login Name should be “uid”. When you are using other user directory, it can

be different.



@A Create LDAP Identity Provider Wizard X

Ste
s User Object Classes

1. Provider Configuration inetOrgPerson

2. Group Object Classes Object Class Name: inetOrgPerson
3. User Object Classes L ’ L

4. Advanced Configuration
5. NTLM Configuration Aftribute Mapping

& TR T Attribute: Mapped to:
User Name: cn
Login Name: uid
Password: userPassword
First Name: givenName
Last Name: sn
Email: mail
Certificate: userCertificate; binary
Kerberos Principal: cn

Kerberos Enterprise Pnnci@:

Add Remove

Then, click Finish button.

¢ In Resolve External Dependencies Wizard, please select “CA SSO User DB” in Action.

€A Resolve External Dependencies Wizard

Steps Policy contains assertions that refer to an unknown identity provider.
1. Unresolved CA Single Sign-On Configuration CASSO Missing Identity Provider Details
2. Unresolved provider CA SSO User DB Name | CA SSO User DB

Type |LDAP

Name Value
userCertUseType NONE ~
Idapsearchbase dc=ForwardInc,dc=ca
Idapwritebase v

Action
(® Change assertions to use this identity provider: CA §50 User DB v

(O Remove assertions that refer to the missing identity provider

O Import erroneous assertions as-is

| Create new Identity Provider §

Unresolved provider CA SSO User DB

Back Next Finish Cancel Help

Then, click “Finish” button.

e Then, you can see the imported policies in Ul. Click “Save and Activate” icon in Ul.



Home

% CASSOTest [/test/casso] (v2/2, active) [x Issue ID Token [/casso/idtoken™] (v1/1, active) 'x

Save and Activate [@ Save [ Validate & Export Policy €€ Import Policy € Import From UDDI $? Show Comments 3

- [[] case Sensitive Show Disi

=+ At least one assertion must evaluate to true
-3 All assertions must evaluate to true
-3 All assertions must evaluate to true
-3 All assertions must evaluate to true

30 =3 All assertions must evaluate to true

Customize Error Response

F % Compare Variable: ${user} is a String and is not empty (case sensitive); If Multivalued compare first value only

Customin/\\Error Response

: \/ Set Context Variable authtime as Date/Time to: ${gateway.time}

- Set Context Variable exp as Date/Time to empty

: \/ Set Context Variable jwtpayload as Message to: {"sub":"${user}","iss":"${gateway.cluster.hostname}",...
[ Add Audit Details: "JWT payload before encoding: ${jwtpayload.mainpart}"

«/ Set Context Variable jsonheader as String to: {"kid":"jwtsigning"}

[ Add Audit Details: "Signed JWT: ${signedjwt.compact}"
: v’ Set Context Variable idtoken.response as Message to: {"status":"authenticated","payload": {"sub":"${us...

Home [x CASSOTest [/test/cass

Save and Tctivate Save [ Valid

e [t shows Resolve External Dependencies Wizard. For CA SSO, please select “Change assertions
to use this CA Single Sign-On configuration. “CA SSO”.

4. Test CA SSO and CA APl Gateway Integration

e Download PostMan (REST API Client) and execute it.

e In Postman, input the following information.

©)

©)
@)
@)

GET

Method: GET

URL : https:// <API GW FQDN>:8443/casso/idtoken
User name: allmiO1l

Password: P@ssword01

https://apim:8443/cassofidtoken

Authorization @ (1)

Username allmi01

Basic Auth

a custom header

Password B Save helper'data to request

Then,

Show Password

click “Send” button.

e After successful authentication in APl Gateway, it returns JWT token.



Pretty JSON =

suthenticated”,
¢

1539878488,
1539964868,
so.apimca.com”,

9 "auth_time": 1539878468 I
10 }
11 _,]dEXMI:h]Vv’lQlLC]hbGClOlJS iIsthuZCIEImpidHIp:ZSpbmci.‘Q
en@KINN1YiI6ImFsbG1pM DElL‘ @K Iml. I6MTUz! C ﬂODQNC\“JCl 1eHAIOFE1MzkSNIQ4NI2sDQoiYXVKIjoic3NvLmFwak1iYS5ib2@1i LAGKIMF1dGhfdGLtZSIGMT
U 0 g‘DDOLOAak‘O.- v vIxtUT8G-96MsAM_ROPbuuBGY3goMFETZ3828DdECp Fay
1 < 3hhYCZHFHOR1 QXS UDUHGOGBaXrH |eQYP35hNO@ Ju3FVDWSXUgkhdCbyhGZeuR1s8Wz0Hah (K205 Z1E4a15Pp_1SExxSWcO
T?YAQ‘W,EO/PKX‘Y 26_q2GDV7YvgHS c6-1413BeEG2hwoIK1Uw"
12 3}

Status: 200 OK Time: 576 ms

After coping JWT toke and sends it to CA SSO protected web page. In Postman client, please

input the following information.
o Method: GET

o URL: http//<Access Gateway FQDN>:7000/protected/debug.asp (Instead of debug.asp,

any page can be used as long as it is existed in backed.)
o Header : Authorization

o Value : Bearer <JWT value> (There is space between Bearer and <JWT value>).

No Env

(/ssoforwa @ [ ]

GET http://sso.forwardinc.ca:7000/protected/debug.asp Paran

Headers (2)

Key Value Description

Authorization Eea'er‘
eXAIQi|KV1QiLChbGeiOi)SUzI1 NilsimtpZ Cl6Imp3dHNpZ2
SpbmcifQ.ewlKInN1Yi %fsbmpf.’DE\ AOKImlzcyl6lmPwaW
OILAOKImMIhdCIEMTUzOTexNDY50CwNCiJleHAIOJETMzkdMDE
wOTgsDQoiYXVkljoi vLmFwaW1jY55jb2 {
\ KCIIMuWAgG OW 2xMY%az_
bPgY88vAj1nGwL45Fq2hg3dkURZC

Cookie

TmNSoABCA3QxLS
gz4gadTgrW-xOvMX

1PjLOkp3GhalN NgCS_1YY

bMdgluuSgiXtA

Click “Send” button

It shows backend result after JWT Authentication.



No Environment o]

° ° [ ] ° [ .
GET http://sso.forwardinc.ca:7000/protected/debug.asp Params m Save
uthorizatio Headers (1) e-request Scrip
Key Value Description ets ¥
Authorization bearer eyj0eXAIOIKV1QILIAbGCIOSUzINilsimtpZCIBImp...
Body  Cookies  Headers(9)  TestResults Stat 7784 ms
Pretty  Ra evie HTML = n}
7XyUnt£28q@Rxg3manoeAQ1 oMGy tMIYpO1 6P TNy hN1kBY 783 FQTdQuEROYXonUAZKE LKY6BDSaIpIgQ03Kuh t 1UZy 1L rDCVKRPGPWKY YH+USWENK3 10eQCumi FATXSTTHND TeRj

/90n99VB23CsJaWAtDSV1BFC30MAMU2Eai+Zn6ZWIMKL IKMKKPK COT51kjToDFFk5DG+0357 tvzNGWTDYk 3ehPwyUrZad0BAPFMEL JGNLUGF ZFEMFSLT1s/ 2x1rHbvBePUSBVGTFnS
/1GbasziqtbtoklLiPLagaqkiol/ ToUoLaSk3VKy TUFBKSHEIvaUQUHpR6UF £ CBESTUPNKUKDLY xS TkdSF2Zfoval7wgoCTIOIMEhG+AGZKX1xn80TSF SXUnS s1MtUG/ @6KokBALY
+hvOAFXAYZnAMBHVWTYVF 1B£SRzqtsrIrm/ 1mi FOGeL1G9700L129sd
+akBCAKQZhXPK6FGXsDIESqpChZWADPUPYaLVSSGRNIbWUAF cFB4UGWS 1krzL 33Pnysecd1FFBXEXyTilyvHFoQDi FYASCF1tHpC5iaT+ITFb750kBIN
+mysPKES22VQpoLNkvTLQ4/ ZCSF550y SmkBeNac rcgoC3xic/ LB3QF+48hegh// migakf zDhgcGATINIVCDPOCmst7KNELATQF VLRI rvgtGeI1U+0]suglUU7wa/ qNXENGMUE7SP2EH I 1UQE
/LwcCzka0F6ABYNAMD7 /MaXnduusilquT15mhiptafU+b3dwliw7oIS1e/xLeTR1qt84KIuaD+bMLB/ FQk1UmY1c5Cx@nxKGD1zSRuUKs 7K Cwp7GhVO1QVpz63G1KmM
/1Z5HdgAvmi6mSpYwuguZydDmo0@H7yBt1vpTKIUGNr tnCbeEpXWIykxYVRsMIn+hEUKcAmFHIXI3hp Vo iWV1gTHmOpVWaw

72 HTTP_HOST:sso.forwardinc.ca

3 HTTP_USER_AGENT: 15/5.@ (Windows NT 10.9; Win64; x64) ApplelebKit/537.36 [(KHTIHL, like Gacko) Chrome/69.0.3497.100 Safari/537.36

74 HTTP_SM_TIMETOEXPIRE:7200

75  HTTP_SM_USERDN:uid=allmi®l,ou=users,ou=northamerica,dc=ForwardInc,dc=ca

76 HTTP_SM_REALM:JWT Protected

77 HTTP_SM_AUTHDIRNAMESPACE: LDAP:

78  HTTP_SM_SDOMAIN:.forwardinc.ca

79 HTTP_SM_AUTHTYPE

50 HTTP_SM_AUTHREASON:@

51 HTTP_POSTMAN_TOKEN:327ecaSa-e638-c060-4235-6F4d768668¢7

82 HTTP_SM_SERVERSESSIONID:SLwH+BVnQINK+kKBIWIplFivvZa=

3 HTTP_SM_AUTHDIRSERVER:ss0:25389

84 HTTP_SM_SERVERSESSIONSPEC:qoHLOWTANFjUebmACy 165cEWcBCSETYEokQX5Q2y12P1NS1CI8zeZNv85eR1020h45P7rav/ XVBN@Bi1pLezB8QX2UDXd72H2HI 35
/XSQMun6rIQsv11]2egwrCiFeDvel GI3DBUVX21t4355SpEhNOPWATETS 321z TK376GG22]/ sW1BoF4cDy2GSSNcaYRk150e thTBCFFVkvDNZ3CXTSMNGQCENCPV3
/PERAMSTpUPYCmchIdZ1ZSm3vwK 1MVt TkepUdgpaUnkkXs6akun51GSCIVOr1FSbuUoTORIBFCIZF snuvwdXQOh1nAy tUv@80i6Y5c j092TT11/VbiDcblySs/Fcfholal
+0cvC1VtKaM2xgsROBGKwPWIMQM5 v 2+UDORVEIKUG/ SuSFReHF kX CPHCm1o/ 0p6Ctlizi9d751yhbd1910XzQmezEm

85 HTTP_SM_SESSIONDRIFT:@

86 HTTP_SM_REALMOID:B6-c75fbaf6-92c7-4cF9-a399-3898de591a30

57 HTTP_SM_AUTHDIROID:@e-0002376-0335-1365 c
88  HTTP_SM_AUTHDIRNAME:CA Directory
59 HTTP_S

e After closing Postman client and execute again. It requests to access the resource, which is
protected JWT token without providing any token value. It rejects the request.

No Environment o3
httpi//sso forwardine. @
GET http://sso.forwardinc.ca:7000/protected/debug.asp Params Save
Authorization eaders Pre Scrip ests Code

Type
Body Cookies Test ts
Pretty Ra P HTML =

i 1~ KHTML>

2~ <HEAD>

3 <TITLE>4@1: Access Denied</TITLE>

4 </HEAD>

5+ <BODY>

6 <H1>401: Access Denied</H1>

7 <BR>

8 </BODY>

9 </HTMLP



