[bookmark: _Toc333343337]Example – Watches and Event Procedures
The following example will demonstrate how to use Watches and Event Procedures in a moderately complex case.
[bookmark: _GoBack]Scenario: An F5 load balancer contains an SNMP table named ltmPoolTable. This table lists the various load balancing pools, or groups of servers, that provide services. Among other attributes, each pool has a pool name, a total member count, and an active member count.
OID 1.3.6.1.4.1.3375.2.2.5.1.2.1.1 = ltmPoolName
OID 1.3.6.1.4.1.3375.2.2.5.1.2.1.8 = ltmPoolActiveMemberCnt
OID 1.3.6.1.4.1.3375.2.2.5.1.2.1.23 = ltmPoolMemberCnt
Requirement: If any pool's active member count falls to 1 or lower, Spectrum should generate a Major alarm, with the pool name in the event message.
Problem: the Pool Name and the Active Member Count are two different variables that must be associated together.
Solution: when an instance of ltmPoolActiveMemberCnt is seen to be 1 or less, the SNMP instance value must be used to look up the associated pool name in ltmPoolName. This must be done using an Event Procedure.
[bookmark: _Toc333343338]Step 1 – Create F5 Global Collection
Create a Global Collection of all the F5 devices that will use this Watch. Ideally, this collection should be populated dynamically using Search Criteria, so that future F5 devices will be included automatically:
[image: ]
[bookmark: _Toc333343339]Step 2 – Prepare F5 MIBs
Before constructing any Event logic for this monitoring, it is necessary to load or update any MIB files for the F5 pool variables, and map MIB variables to Spectrum attributes. In our example, the MIBs have been loaded, and the OIDs above have the following mappings:
ltmPoolName	attribute 0xfff00a80
ltmPoolActiveMemberCnt	attribute 0xfff00a87
[bookmark: _Toc333343340]Step 3 – Use ECE to Create Event Logic
The following flowchart illustrates the example that is to be presented in the following pages:
[image: ]
Based on the Flowchart above, the following events are required:
0xfff00140 – watch has been violated (threshold is breached)
0xfff00141 – raises an alarm 0xfff00141, discriminates on pool name in 8th event variable
0xfff00142 – watch has been reset (no longer in violation)
0xfff00143 – clears an alarm 0xfff00141, discriminates on pool name in 8th event variable
0xfff00144 – watch has been deactivated (not shown in flowchart – will clear any/all active alarms of type 0xfff00141 on this model)
[bookmark: _Toc333343341]
Step 4 – Create Event Procedures
Two Event Procedures are required to extract the Pool Name from events 0xfff00140 and 0xfff00142, and provide that pool name in the 8th event variable of events 0xfff00141 and 0xfff00143 respectively.
The code shown below is expanded on multiple lines and indented to display the Event Procedure language syntax, and to guarantee that all parenthesis and braces are matched; however, a more compact format should be used when pasting an Event Procedure into the custom/Events/EventDisp file, as will be shown further in the discussion.
CreateEventWithVariables(
    { C CURRENT_MODEL },
    { H 0xfff00141 },
    SetEventVariable(
        GetEventVariableList(),
        { U 8 },
        ToString(
            ReadAttributeInstance(
                { C CURRENT_MODEL },
                { H 0xfff00a80 },
                GetEventVariable(
                    { U 8 }
                )
            )
        )
    )
)
Let’s examine this procedure from the inside out.
First the GetEventVariable() procedure obtains event variable 8 from the current event. With Spectrum watch events, event variable 8 is an Instance object identifier (OID suffix). This suffix will be required to look up the Pool Name in the same row of the SNMP table.
                ...
                GetEventVariable(
                    { U 8 }
                )
            ...
Second, the ReadAttributeInstance()  procedure uses the OID suffix to read attribute 0xfff00a80 (ltmPoolName) on the current model. This call obtains the Pool Name for this instance. The output of ReadAttributeInstance() is wrapped in the ToString() procedure to guarantee that it is a text string.
        ...
        ToString(
            ReadAttributeInstance(
                { C CURRENT_MODEL },
                { H 0xfff00a80 },
                GetEventVariable(
                    { U 8 }
                )
            )
        )
    ...
Third, the CreateEventWithVariables() procedure is used to create a new event of type 0xfff00141 on the current model. The third argument to CreateEventWithVariables() uses the SetEventVariable() procedure to set the event variables of the new event; we’ll explore SetEventVariable() next.
CreateEventWithVariables(
    { C CURRENT_MODEL },
    { H 0xfff00141 },
    SetEventVariable(
        ...
Fourth, SetEventVariable() seeds the new event variables using the GetEventVariableList() procedure, which duplicates all the variables from the source event. However, the second and third arguments direct SetEventVariable() to overwrite event variable 8 with the output of ToString().
    ...
    SetEventVariable(
        GetEventVariableList(),
        { U 8 },
        ToString(
            ...

Fifth, paste a compact form of the two Event Procedures in the custom/Events/EventDisp file. All code is on a single line, completely enclosed in double-quotes:
0xfff00140 E 0 P "CreateEventWithVariables( { C CURRENT_MODEL }, { H 0xfff00141 }, SetEventVariable( GetEventVariableList(), { U 8 }, ToString( ReadAttributeInstance( { C CURRENT_MODEL }, { H 0xfff00a80 }, GetEventVariable( { U 8 } ) ) ) ) )"

0xfff00142 E 0 P "CreateEventWithVariables( { C CURRENT_MODEL }, { H 0xfff00143 }, SetEventVariable( GetEventVariableList(), { U 8 }, ToString( ReadAttributeInstance( { C CURRENT_MODEL }, { H 0xfff00a80 }, GetEventVariable( { U 8 } ) ) ) ) )"
Finally, once the procedures are pasted and saved into the EventDisp file, click the Update Event Configuration button on the VNM to load them.
[image: ]
[bookmark: _Toc333343342]Step 5 – Create a Watch for ltmPoolName
The Watch requires a Name (F5-ltmPoolName), Data Type (Text String), and Expression. The Expression will be ltmPoolName.#, which indicates that the watch will poll instances of ltmPoolName. Also, specify that All instances will be polled.
[image: ]
This Watch is NOT Active by Default, and it will be evaluated on demand only; this prevents polling unless/until the data is needed. Essentially, whenever the Event Procedure in Step 4 is invoked, this Watch will be polled to get the current Pool Name for an instance.
[image: ]
[bookmark: _Toc333343343]
Step 6 – Create a Watch for ltmPoolActiveMemberCnt
The Watch requires a Name (F5-ltmPoolActiveMemberCnt-LE-1), Data Type (Integer), and Expression. The Expression will be ltmPoolActiveMemberCnt.#, which indicates that the watch will poll instances of ltmPoolActiveMemberCnt. Also, specify that All instances will be polled.
[image: ] 
This Watch will be evaluated on a poll interval of 300 seconds, but is NOT Active by Default.
[image: ] 

The Watch threshold defines that ltmPoolActiveMemberCnt must be > 1, and will raise events (not alarms) whenever it is violated or reset. The events assigned are:
0xfff00140 – watch has been violated (threshold breached)
0xfff00142 – watch has been reset (no longer in violation)
0xfff00144 – watch has been deactivated (will clear any active alarms)
[image: ]
[bookmark: _Toc333343344]Step 7 – Activate the Watch using Policy Manager
Use the Policy Manager to create a new policy named F5-Watches-Policy. Check the box to Enable Policy on Creation.
[image: ] 

Add a Policy Rule F5-Watches-Rule and apply it to the Global Collection created in Step 1.
[image: ]
Add rule settings to activate the F5-ltmPoolActiveMemberCnt-LE-1 Watch on all members of the Global Collection.
[image: ]
Click OK, OK, OK to complete the Policy. The watch is now active for all members of this Global Collection.
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