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To:	CA Advanced Authentication , CA Strong Authentication (fka CA AuthMinder™) and CA Risk Authentication (fka CA RiskMinder™) Customers	
From:	The CA Technologies Advanced Authentication Product Team
Subject:	General Availability Announcement for CA Advanced Authentication 8.0

On behalf of CA Technologies, we appreciate your business and the opportunity to provide you with high-quality, innovative software and services.  As part of our ongoing commitment to customer success, we regularly release updated versions of our products. Today, we are pleased to announce that CA Advanced Authentication 8.0 is now available for on-premise and private cloud customers.

New Naming and Release Numbering
With this release we have renamed the products to reflect the capabilities they provide and we have synchronized the version numbers of the component products. 
· CA WebFortTM 5.x/6.x and CA AuthMinder 7.x are succeeded by CA Strong Authentication 8.0
· CA RiskFort® 1.x/2.x and CA RiskMinder 3.x are succeeded by CA Risk Authentication 8.0
We find that most of our customers run both the Strong Auth and Risk Auth components of the CA Advanced Authentication solution and we therefore synchronized the version numbers to make such usage easier.

New Licensing
CA Risk Authentication customers may now use the CA Strong Authentication product for the purpose of step-up authentication.  The Authentication Engine, Flow Manager and CA SSO (formerly CA SiteMinder®) components are included in the Risk Authentication downloads.  The following usage restrictions apply to these newly included components.
Restricted Use – Customer may only use the CA Strong Authentication software components contained within  CA Risk Authentication for the sole purpose of risk-based step-up authentication.  This includes the ability to use the Authentication Engine, Flow Manager and CA SSO (formerly CA SiteMinder) Adapter components as part of a Customer distributed solution that utilizes Question/Answer and/or Out of Band One Time Password credentials for such permitted risk-based step-up authentication. For the avoidance of doubt, this Restricted Use license specifically excludes the ability to use the CA Auth ID or CA Mobile OTP credentials, which credentials must be separately licensed.

New Features
User Behavior Profiling introduces a radically new modeling technique that learns individual user behavior and allows customers to do step-up authentication when their end user’s behavioral patterns deviate from their norm.  It is easily deployed through the CA Risk Authentication installer and is designed to complement the product’s existing rule capability. For more information consult the CA Risk Authentication Installation Guide on support.ca.com.
Unbreachable Password is a new use case for the CA Auth ID credential (formerly ArcotID® PKI) that counters the threat of major password file theft. It is targeted towards websites that have large end user populations protected by conventional username and password access protocols. By the nature of its operation, the CA Auth ID does not store the user’s password.  Through the application of this credential you can continue to provide exactly the same password experience but under the covers eliminate the password storage and therefore the threat. For more information please go to www.ca.com/unbreachable. 
Scripted Installation. The installer now supports completely scripted installation to save you time and enable you to create a repeatable and automated deployment process.
OpenSSL Upgrade - This release uses OpenSSL 1.0.1h.
DataDirect Driver Upgrade – This release uses Data Direct version 7.1.4.




Platform Support Changes
We have completely revamped the CA Advanced Authentication 8.0 platform list. We’ve added a number of new platforms and we have consequently discontinued some of the older ones. 
	
	Newly Certified or Existing
	Discontinued

	OS
	Windows Server 2012R2
RedHat Linux 6
	Windows Server 2008
RedHat Linux 5
Solaris 101

	Database
	MS SQL Server 2012
MS SQL Server 2014
Oracle 11
Oracle RAC11
MySQL EE 5.1
	MS SQL Server 2005, 2008
DB22

	App Server
	JBoss EAP 6.2
WebSphere 7, 8, 8.5
WebLogic 11g
Tomcat 7
	JBoss EAP 5


1. Solaris 10 continues to be supported on the Adapter component for CA SSO  (formerly CA SiteMinder) customers. 
2. DB2 was previously supported in a limited fashion for CA AuthMinder only. We have discontinued this support rather than adapt the entire product to support this database.

CA Auth ID and CA Mobile OTP Client Platforms
We are also announcing some platform changes for the CA Auth ID (formerly CA ArcotID) and CA Mobile OTP (formerly CA ArcotOTP®) desktop and mobile credentials.
Mobile Clients.  We will continue to actively develop client solutions for iOS, Android and Windows phones. We are stabilizing our Blackberry and Symbian clients.
Desktop (Browser-Based) Clients.  For Windows and OS X, we are focusing on JavaScript as our universally applicable client technology. We are stabilizing our clients that rely on Plugin, Java Applet, or Flash technologies. We are stabilizing clients that use these technologies because these platforms are placing limitations on uses that interrupt the end user experience and thus render them less suitable than JavaScript.


We also encourage you to visit the CA Advanced Authentication, CA Strong Authentication and CA Risk Authentication product information pages on the CA Support Online website at https://support.ca.com/ for more information as well as the online documents at https://support.ca.com.
You can download your copy of these products from CA Support Online https://support.ca.com/. If you have any questions or require assistance contact CA Customer Care online at http://www.ca.com/us/customer-care.aspx where you can submit an online request using the Customer Care web form: https://communities.ca.com/web/guest/customercare. You can also call CA Customer Care at +1-800-225-5224 in North America or see http://www.ca.com/phone for the local number in your country. 
Should you need any assistance in understanding these new features, or implementing this latest release, our CA Services experts can help.  For more information on CA Services and how you can leverage our expertise, please visit www.ca.com/services.   

To review CA Support lifecycle policies, please review the CA Support Policy and Terms located at: https://support.ca.com/.  


Thank you again for your business.
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