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Setting up Active Directory SSL Communication

The goal of this guide is to enable LDAP communication with AD using a secure and encrypted connection.
This configuration is required to allow some CA components to communicate properly with AD, such as
CA IDM connector to provide the provisioning operations in AD, and to allow the secure communication
between AD and LDAP clients, such as JXplorer and CA SiteMinder Administrative User Interface — as well
as other Java LDAP clients.

This guide has three sections:

e Section | — Requesting a Certificate for the Domain Controller
e Section Il — Install the Certificate on the Domain Controller
e Section lll — Use the Microsoft Certificate Services to Generate a Self-Signed Certificate




Section | — Requesting a Certificate for the Domain Controller
To request a certificate for your domain controller, please follow the steps below:
1) Confirm that the SSL communication for AD is not already set:

Run the LDP.EXE utility (native from Windows):

[4.| Administrator: Command Prompt

Microzoft Windows [Uersion 6.1.76011
Copyright <c> 2009 Microsoft Corporation. A

C:xUserssAdministrator>ldp.exe

-lolx|

Connection Browse ‘iew Options Utilities Help

Ready l_ W

At this point, click on the Connection menu and, after, click on Connect. The following window appears:

x

Server: Ihu:ust.u:lu:umain.fqu:ln

Port: 636 [~ Connectionless
v ssL

crea_|




Type the Fully Qualified Domain Name (FQDN) of the domain controller, the communication port (default
is 636 for LDAP over SSL) and check the SSL option. Click OK. The LDP utility should return the following
error message (if AD is not configured for SSL yet):

Ldp x|

! 1 Cannot open connection.

2) Create a certificate request:

Log in to the domain controller (locally or via Remote Desktop) using a user with administrative rights.
After, in a directory that is easy to navigate to via command line, create a file named request.inf:

View 3
Sort by 3
Group by 3
Refresh

Customize this folder...

Paste
Faste shorbeut
Undo Rename Cirl+Z
Share with 3
Mew ld Folder
Properties E‘ Shorteut
&/ Bitmap image
[#=]Contact
= Rich Text Document
. Text Document
1, Compressed (zipped) Folder
ﬁ Briefcase
Mame =
| requestinf |
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Open the file request.inf in notepad and insert the following content:

oo request.inf ---------------—-
[Version]

Signature="$Windows NTS$

[NewRequest]

Subject = "CN=<DC fqgdn>" ; replace with the FQDN of the DC
KeySpec =1

KeyLength = 1024

; Can be 1024, 2048, 4096, 8192, or 16384.

; Larger key sizes are more secure, but have

; a greater impact on performance.

Exportable = TRUE

MachineKeySet = TRUE

SMIME = False

PrivateKeyArchive = FALSE

UserProtected = FALSE

UseExistingKeySet = FALSE

ProviderName = "Microsoft RSA SChannel Cryptographic Provider"
ProviderType = 12

RequestType = PKCS10

KeyUsage = 0xal

[EnhancedKeyUsageExtension]
0ID=1.3.6.1.5.5.7.3.1 ; this is for Server Authentication

The only parameter that must be changed is “Subject”, that must be changed to the domain controller
FQDN, as on the following screens:

|| request.inf - Notepad I =]
File Edit Format View Help

e request. inf —-—--——--—-----—— =]
[version]

signature="$windows NT%
[NewRequest]

subject = "CN-ELEEGERE" ; replace with the FQDN of the DC
KeysSpec = 1

KeyLength = 1024

; Can be 1024, 2048, 4096, 8192, or 16384.

; Larger key sizes are more secure, but have

; & greater impact on performance.

Exportable = TRUE

MachinekeySet = TRUE

SMIME = False

PrivateKeyarchive = FALSE

UserProtected = FALSE

UseExistingkeySet = FALSE

ProviderName = "Microsoft RSa schannel Cryptographic Provider”
ProviderType = 12

RequestType = PKCS10

KeyUsage = 0xal

[EnhancedkeyusageExtension]

0ID=1.3.6.1.5.5.7.3.1 ; this is for server authentication

Kl ¥




' request.inf - Notepad =l
File Edit Format View Help
[ e request. inf —-—-————————————- =]

[version]
signature="$windows NT%
[NewRequest]

subject "CN=host.domain.fqdn" ; replace with the FQDN of the DC
Keyspec 1

KeyLength = 1024

; Can be 1024, 2048, 4096, 8192, or 16384.

; Larger key sizes are more secure, but have

; & greater impact on performance.

Exportable = TRUE

MachinekeySet = TRUE

SMIME = False

PrivateKeyarchive = FALSE

UserProtected = FALSE

UseExistingkeySet = FALSE

ProviderName = "Microsoft RSa schannel Cryptographic Provider”
ProviderType = 12

RequestType = PKCS10

KeyUsage = 0xal

[EnhancedkeyusageExtension]

0ID=1.3.6.1.5.5.7.3.1 ; this is for server authentication

-

Kl ¥

Save and close the file. Now open a command prompt window. To generate the certificate request for the
domain controller, navigate to the Directory where you created the request.inf, then execute the
command certreq —new request.inf request.req

.| Administrator: Command Prompt

C:sUzers~Administratorie:

E:“>cd certificados
E:“certificados>dir

Uolume in drive E has no lahel.
Uolume Serial Mumber iz D262-74F8
Directory of E:wcertificados

18—Apr-15 18:55 AN <DIR> -

18—Apr—15% 1@8:55 AN <DIR> .-
18—-Apr—15% 168:57 AN 732 request.inf
1 Filed{s> 732 hytes
2 Dircsr» 64,.573.4480.0808 bhytez free

E:“certificados >certreq —new reguest.inf reguest.req

Press ENTER. A new file will be generated on the same Directory of the file request.inf:

Mame

F | request.inf

. request.reg




The contents of this new file is the certificate request. Send it to the certification authority, so the new
certificate can be generated. Request the certificate using the Web Server template and in Base64. The
certification authority will deliver a file with the .CER extension:

Mame *

H-_ certnew. cer

%k | request.inf

|| request.req

This certnew.cer file is the certificate that must be installed in the domain controller. This procedure is
covered in the next section.
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Section Il = Install the Certificate on the Domain Controller

The certificate installation for Active Directory to function in LDAP-S mode is not just a certificate import.
It has to be done in a specific way, to enable the Active Directory Domain Services to use the certificate
properly. Please follow the steps below:

1) Open a new MMC (Microsoft Management Console) by clicking on Start / Run / type MMC / click
Ok. The following window appears:

L=
l& Fle Acton View Favorites Window Help |_|ﬁ'5|
[ (w5

[ Name I

There are no items to show in this view,

More Actions 4

2) Click on File menu and then in Add/Remove Snap-in:

= Consolel - [Console Root]

ﬂ Action View Favorites  \Window  Help

@ Mew Cirl-+M
—  Open... Ctrl+0
- Save Ctri+5 L=
Save As...

Add/Remove Snap-n...

Options...

1 ServerManager.msc

2 C:\Windows\system32\dsa. msc
3 C:\Windows\, .. \services.msc

4 C:YWindows\,.. \dnsmamt.msc

Exit




3) Select the Certificates snap-in at the left column, and click Add. This will trigger a wizard screen:

Add or Remove Snap-ins

You can select snap-ns for this console from those available on your computer and configure the seles
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ns: Selected snap-ns:

Snap-n | Vendar | - ["] console Root
ﬂ.ﬁ.cﬁve Directory Da...  Microsoft Cor..,
ﬁﬁ'.ﬁ.cﬁve Directory Site.., Microsoft Caor...
: Active Directory Use... Microsoft Cor. ..

=] ActiveX Control Microsoft Cor... =

2 ADsI Edit Microsoft Cor...

.ﬁ.uﬂ'uc:rizatinn Manager Microsoft Cor...

E Certificate Templates ~ Microsoft Caor. .. Add > |

Certificates Microsoft Cor...
iﬁlCErﬁﬁcaﬁun Authority  Microsoft Cor, ..
=, Component Services Microsoft Cor...
;-Q‘-Computer Managem... Microsoft Cor. ..

.;éDe'u'icE Manager Micrasaft Car. ..

=4 Disk Management Microsoft and. ..

. DNS Microsoft Cor. ., j
Description:

4) On the first screen, select Service account and click Next:

Certificates snap-in

This snap+n will always manage cerificates for:
£ My user accourt
f* Service accourt

" Computer account
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5) Select Local computer, and click Next:

Select Computer

Select the computer you wart this snap-in to manage.

— This snap-n will always manage:

¥ Local computer: {the computer thiz console iz running on)

" Another computer: I

[ Alow the selected computer to be changed when launching from the co
anhy applies f you save the consale.

6) Select the Active Directory Domain Services option, and click Finish:

Certificates snap-in

Select a service accourt to manage on the local computer.

Service account:

Active Directony Cerificate Services .

Active Directory Domain Services
Active Directory Web Services
Application Experence

Application Host Helper Service
Application |dentity

Application Information

Application Layer Gateway Service

Application Management
ASP NFT State Servire

7) Click OK to close the Add or Remove Snap-ins screen;
8) Expand the NTDS\Personal folder. It will be empty:

F= Consolel - [Console Root\Certificates - Service (Active Directory Domain Services) on Local Computer\NTDS\Personal]

ﬁ File Action View Favorites Window Help

MYEEEEET ] E

| Console Roat Object Type

= Eﬁ‘ Certificates - Service (Active Directory Domail
Bl NTDS Personal
| NTDS\Trusted Root Certification Authoriti
| NTDS\Enterprise Trust

| NTDS\Intermediate Certification Authariti
| NTDS\Trusted Publishers

| NTDSWUntrusted Certificates

| NTDS\Third-Party Root Certification Auth
| NTDS\Trusted People

There are no items to show in this view,

HEHEEHBEBE
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9) Right-click the NTDS\Personal folder, point to All Tasks and click Import:

= Consolel - [Console Root\Certificates - Service (Active Directory Domain Se

E File Acton View Favorites Window Help

YN EIEEEN e

| Console Root Object Type
= _ﬁbl Certificates - Service (Active Directory Domail

There are
“ NTDS\Trust Find Certificates... |
| NTDS\Enter gy ] Find Certificates. ..
_| NTDS\Interr

3 NTDSTruse Vew o

MTDSYIntru. Mew Window from Here

Advanced Operations  #

HEHHEBBBE

| NTDS\Third-

“ NTDS\Trust: Mew Taskpad View. ..
Refresh
Export List...
Help

10) This will trigger the Certificate Import Wizard. Click Next;
11) Click Browse, navigate to the folder where you saved the .CER file, select the .CER file, click Open
and click Next:

Certificate Import Wizard =|

File to Import
Spedfy the file you want to import.

File name:

Browse... |

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKICS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store ((S5T)

Learn more about certificate file formats

< Back I Mext = I Cancel

12

——
| —



x
2

OO | . = Computer ~ Local Disk (E:) ~ certificados - ml Search certificados

Organize v  New folder = > 0 @

;I Mame * Date modified Type | Size |

Pl Desktop
9 Libraries
3 Documents
JT Music
(=] Pictures

E Videos

2 administrator
1M Computer
L_J",J Floppy Disk Drive
‘E-': Local Disk {C:) e
2. DVD Drive (D:)
a Local Disk (E:)
A a06d4c469313
. certificados

) Install j

File name: Icertnew.cer j IX.SUQ Certificate (*.cer*.crt) j

Open I Cancel |

-, certnew.cer 10-Apr-15 11:01 AM Security Certificate

4

Certificate Import Wizard x|

File to Import
Spedfy the file you want to impaort,

File name:

E:\certificados\certnew. cer | Browse. .. I

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS £12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates ((P7E)
Microsoft Serialized Certificate Store (L55T)

Learn mare about certificate file formats

= Back Mext = Cancel

13
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12) Do not change the default selection. Click Next:

Certificate Import Wizard x|

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

"~ Automatically select the certificate store based on the type of certificate
{* Place all certificates in the following store

Certificate store:

NTDSPersonal Browse... |

Learn more about certificate stores

< Back I Mext = I Cancel

13) Review the import settings and click Finish:

Certificate Import Wizard x|

Completing the Certificate Import

Wizard
) | The certificate will be imparted after you dick Finish.
E:—..-:f You have spedfied the following settings:
Certificate Stor
Content Certificate
File Mame E:‘certificados\cerine
<] | B

< Back I Finish I Cancel
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14) The Certificate Import Wizard confirms the success of the import operation. Click OK:

Certificate Import Wizz x|

l:o:l The import was successful,

15) Now the MMC Certificates snap-in displays a folder called Certificates under NTDS\Personal and,
inside that folder, it shows the imported certificate:
| Console Root

| Issued To = | Issued By
= _?)J Certificates - Service (Active Directory Domail _qJ hiogt . domain. fqdn

_ 2 Certification Authority
= || NTDS'Personal
Certificates

| NTDS\Trusted Root Certification Authoriti

N e Tl L

-

16) Open the LDP.EXE utility once again to validate the certificate installation:

[4.| Administrator: Command Prompt

Microzoft Windows [Uersion 6.1.76011

Copyright <c> 2009 Microsoft Corporation. A

C:xUserssAdministrator>ldp.exe

|, Ldp —loi x|
Connection Browse View Options Utiites Help
Ready v

15
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17) At this point, click on the Connection menu and, after, click on Connect. The following window
appears:

x

Server: Ihnst.domain.fqdn

Port: I 636 [” Connectionless

v ssL

crea_|

18) Type the Fully Qualified Domain Name (FQDN) of the domain controller, the communication port
(default is 636 for LDAP over SSL) and check the SSL option. Click OK. The LDP utility should return
the following:

. ldaps:/ fidm.maisdoisx.local /DC=mai ;Iglll

Connection Browse View Options Utlities Help

Id = ldap_sslinit{"host.domain. fgdn”, 638, 1);
Error 0 = ldap_set_optien(hLdap, LOAP_OPT_PROTOCOL_WVERSION, 3);
Error 0 = ldap_connectihLdap, NULL};
Error 0 = ldap_get_option(hLdap,LDAP_OPT_SSL, (void®*}&hv);
Host supports SSL, SSL cipher strength = 128 bits
Established connection to host.domain. fgdn.
Retrieving base DSA information...
Getting 1 entries:
configuratienNamingContext: CN=Configuration, DC=domain,DC=fgdn;
currentTime: 10-Apr-15 11:05:53 AM E. South America Standard Time;
d ingContext: DC=domain, DC=fgdn;
dnsHostName: host.domain. fgdn;
domainControllerFunctionality: 4 = { WIN2008R2 );
domainFunctionality: 4 = { WIN2008R2 );
dsServiceName: CN=NTDS Settings, CN=HOST,CN=Servers, CN=Defaul-First-Site-Name, CN=Sites, CN=Configuration, DC=domain, DC=fgdn;
forestFunctionality: 4 = ( WIN2008R2 };
highestCommittedUSN: 209087,
isGlobalCatalogReady: TRUE;
isSynchronized: TRUE;
ldapServiceName: domain. fgdn :usernameS@OOMAIN. FQDN
namingContexts (5): DC=domain,DC=fgdn, CN=Cenfiguration,DC=domain,DC=fgdn; CN=Schema,CN=Configuration, DC=domain DC=fgdn;
DC=DomainDnsZones, DC=domain, DC=fgdn;DC=ForestDnsZones, DC=domain DC=fgdn;
rootD i ingContext: DC=d in,DC=fgdn;
schemaMamingContext: CN=Schema, CN=Configuration, DC=domain,DC=fgdn;
serverName: CN=HOST,CN=Servers, CN=Default-First-Site-Name, CN=5ites, CN=Configuration, DC=domain, DC=fgdn;
subschemaSubentry: CN=Aggregate, CN=Schema, CN=Configuration, DC=domain, DC=fgdn;
supportedCapabilties (5): 1.2.840.113556.1.4.800 = ( ACTIVE_DIRECTORY ); 1.2.840.113556.1.4.1670 = ( ACTWE_DIRECTORY_V/51 ); 1.2.840.113556.1.4.1791 = (
ACTWE_DIRECTORY_LDAP_INTEG ); 1.2.840.113556.1.4.1935 = { ACTWE_DIRECTORY_W81 }; 1.2.840.113556.1.4.2080,
supportedControl (28): 1.2.840.113556.1.4.319 = { PAGED_RESULT ); 1.2.840.113556.1.4.801 = ( SD_FLAGS }; 1.2.840.113556.1.4.473 = ( SOAT );
1.2.840.113556.1.4.528 = { NOTIFICATION }; 1.2.840.113556.1.4.417 = ( SHOW_DELETED }; 1.2.840.113555.1.4.619 = { LAZY_COMMIT }); 1.2.840.113556.1.4.841
= ([ DIRSYNC ); 1.2.840.113556.1.4.529 = { EXTENDED_DN }); 1.2.840.113556.1.4.805 = ( TREE_DELETE ); 1.2.840.113556.1.4.521 = { CROSSDOM_MOVE_TARGET
¥ 1.2.840.113556.1.4.970 = ( GET_STATS ); 1.2.840.113556.1.4.1338 = ( VERIFY_NAME ); 1.2.840.113556.1.4 474 = ( RESP_SORT }; 1.2.840.113556.1.4.13358 =
{ DOMAIN_SCOPE ); 1.2.840.113555.1.4.1340 = ( SEARCH_OPTIONS }; 1.2.840.113556.1.4.1413 = { PERMISSIVE_MODIFY ); 2.16.840.1.113730.3.49 = (
VLWVREQUEST }; 2.16.840.1.113730.3.4.10 = { VLVRESPONSE ); 1.2.840.113556.1.4.1504 = { ASQ ); 1.2.840.113556.1.4.1852 = { QUOTA_CONTROL );
1.2.840.113556.1.4.802 = { RANGE_OPTION }; 1.2.840.113555.1.4.1807 = { SHUTDOWN_NOTIFY }; 1.2.840.113555.1.4.1948 = ( RANGE_RETRIEVAL_NOERR ;
1.2.840.113556.1.4.1974 = { FORCE_UPDATE }; 1.2.840.113556.1.4.1341 = ( RODC_DCPROMO }; 1.2.840.113556.1.4.2026 = { DN_INPUT };
1.2.840.113556.1.4.2064 = { SHOW_RECYCLED }; 1.2.840.113556.1.4.2085 = ( SHOW_DEACTIWATED_LINK }; 1.2.840.113556.1.4.2066 = { POLICY_HINTS );
supportedLDAPPolicies (14): MaxPooThreads; MaxDatagramRecy; MaxReceiveBuffer; InitRecvTimeout; MaxConnections; MaxConnldleTime; MaxPageSize;
MaxQueryDuration; MaxTempTableSize; MaxResultSetSize; MinResultSets; MaxResultSetsPerConn; MaxNotificationPerConn; MaxValRangs;
supportedLDAPVersion (2): 3; 2;
supportedSASLMechanisms (4): GSSAP, GS5-SPNEGO; EXTERNAL; DIGEST-MDS;

Ready [ o v
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Section Il — Use the Microsoft Certificate Services to Generate a Self-Signed Certificate

If you do not have a certification authority on your environment, and do not have access to a third-party
certification authority, you can use Microsoft Certification Services to generate a self-signed certificate.
To use it, you must first install it and, after installing, you can submit your certificate request to it and
generate the domain controller certificate. Please follow the steps above:

1) Open the Server Manager tool in the Domain Controller:

1ol
File  Action View Help

o A ]

= ESSEEEE
& 5| Features

z Diagnostics | 4.~ View the health of the roles installed on your server and add or remove roles and features.
jﬁ Configuration 4

ﬁ Storage

+! Roles Summary Roles Summary Help

#) Roles: 3 of 17installed _j‘:": Add Roles

33' Remove Roles
/1, Active Directory Domain Services

/5, DNS Server
Web Server (IIS)

| Active Directory Domain Services AD DS Help

Stores directory data and manages communication between users and domains, induding user logon
processes, authentication, and directory searches,

~ Go to Active Directory Domain
Ruletale Services
Messages: 1
System Services: 8 Running, 2 Stopped

%, Events: 3 warninas. 13 informational in the last 24 LI
-
%.d Last Refresh: Today at 10:03 AM  Configure refresh

2) Click on the Add Roles link. It will trigger the Add Roles Wizard. Click Next:

Add Roles Wizard

ﬁ Before You Begin

B You Beqgin

This wizard helps you install roles on this server. You determine which roles to install based on the tasks you

Server Roles want this server to perform, such as sharing documents or hosting a Web site.
Confirmation Before you continue, verify that:
Progress

» The Administrator account has a strong password
Results » Network settings, such as static IP addresses, are configured
» The |atest security updates from Windows Update are installed

If you have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.

To continue, dick Next.

™ skip this page by default

< Previous | Next > I Install Cancel
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3) Onthe list of roles available, select Active Directory Certificate Services and click Next:

Add Roles Wizard

%E;g Select Server Roles

Before You Begin Select one or more roles to install on this server.

o
o

erver Roles Roles:

AD C5

Role Services ma
[ Active Directory Fede
LETLUIE [ ] Active Directory Lightweight Directory Services
CA Type |:| Active Directory Rights Management Services
L]
L]

Application Server

Private Key
DHCP Server
Cryptography DMS Server (Installed)
CA Mame |:| Fax Server
| D R

4) Review the information on the screen, and click Next:

Add Roles Wizard

Introduction to Active Directory Certificate Services

Before You Begin Active Directory Certificate Services (AD C5)

Server Roles

AD C5 Protection (NAP), encrypting file system (EFS) and smart card logon.
Role Services Things to Hote
Setup Type i | The name and domain settings of this computer cannot be changed after a certificate authority (CA) has
CAT been installed. If you want to change the computer name, join a domain, or promote this server to a
Ype domain controller, complete these changes before installing the CA. For more information, see certification
Private Key authority naming.
Cryptography Additional Information
CA Mame Active Directory Certificate Services Qverview
Validity Period Manaqging a Certification Autharity
Certificate Database Certification Autharity Naming
Confirmation
Progress
Results

Active Directory Certificate Services (AD C5) provides the certificate infrastructure to enable scenarios such as
secure wireless networks, virtual private networks, Internet Protocol Security (IPSec), Metwork Access

< Previous | Next = I Install

Cancel

18
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5) Leave the default selection, and select the Certification Authority Web Enrollment also:

Add Roles Wizard

Select Role Services

Before You Begin Select the role services to install for Active Directory Certi:

Server Roles Role services:

Certification Autharity

[] certification Authority Web Enrollment
[] online Responder

[] Metwork Device Enrollment Service

[] certificate Enrolment Web Service

[] certificate Enroliment Policy Web Service

Private Key

Cryntonranhv

6) Accept the default selection by clicking on Add Required Role Services, then click Next:

Add Roles Wizard x|
-r'“:; Add role services required for Certification Authonty Web Enrollment?
-y
You cannot install Cedification Authorty Web Enroliment unless the required role services are also installed.
Role Services: Description:
= Web Server ([IS) Wweb Server (1I5) provides a reliable,
= Web Server managezble, and scalable \Web application
infrastructure.
= Common HTTP Features
HTTP Redirection
[= Health and Diagnostics
Logging Tools
Tracing
| Add Required Role Services | Cancel |
th I i ired 7
@ Whiy are these role services regui Y

19
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7) Accept the default for the next screens, always clicking on Next. On Validity Period, change the
default value to 50 years (so your internal Certification Authority will not need to be renewed,
unless you want to):

Add Roles Wizard

ﬂg Set Validity Period

Before You Begin A certificate will be issued to this CA to secure communications with ¢
certificates. The validity period of a CA certificate can be based on &
purpose of the CA and security measures that you have taken to se

Server Roles

AD CS
Role Services Select validity period for the certificate generated for this CA:
50 |'1" "I
Setup Type Fars
CA Type CA expiration Date:  10-Apr-65 10:04 AM
Mote that CA will issue certificates valid only until its expiration date.

Private Key

Cryptography

CA Name

ity
Certificate Database
Web Server (1I5)

Role Services

8) Accept the default for the next screens, always clicking on Next. On the last screen, review the
settings and click Install;
9) On the Results screen, click Close:

Add Roles Wizard x|

ﬁg Installation Results

Before You Begin ) . _
he following roles, role services, or features were installed successfully:
Server Roles

! 1warning message below
AD C5 o -
Role Services v, \Windows automatic updating is not enabled. To ensure that your newly-installed role or feature is
~ automatically updated, turn on Windows Update in Control Panel.
Semp TYDE .
CAType ~; Active Directory Certificate Services : @ 1nstallation succeeded
. The following role services were installed:
SRR Certification Authority
Cryptography Certification Authority Web Enrollment
iz ~| Web Server (IIS) 'f:l" Installation succeeded
Validity Period The following role services were installed:
Certificate Database Web Server
Common HTTP Features
Web Server (II5) HTTP Redirection
Role Services Health and Diagnostics
) Logging Tools
Confirmation Tradng
Progress

Print, e-mail, or save the installation report

< Previous ext > I Close I Cancel
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10) Reboot your server. This reboot is crucial to the Certificate Services consolidate the primary key.
If you don’t reboot and generate the certificate by the next steps below, your certificate will be
invalid upon the next reboot of this server;

11) Open the request.req file you generated on the Section | of this guide using a text editor:

B it wiith Notepad ++
Restore previous versions

Send to »

Cut
Copy

Create shortout
Delete
Rename

Properties

12) Select all the content, and copy it:

i E:\certificados\request.req - Notepad++

File Edit Search View Format Language Settngs Maco Run TextFX  Plugins  Window 7

| o IHE < B(40m2e(nnlt < |B651/E0 (8 =D

E,l request req |

MIICkDCCAfkCAQAWHIEcMBoGA1UEAWWTaWRtLM1haXNkb21zeC5sb2NhbDCEnzAN
BgkqhkiGowOBAQEFALOE] QAwgYkCGYEAOt+tMj FOBLNIBEHywuzerDbhSVwT4Qg2
TknxTrn4xEOWROOJqUthxMAfNaVIQH 5eLOEcOOuXyNz ygDDhEOqribtmmpwCVe W
Bp6IsCZvDXa3SkTPy vham/VZmmkwusGRwnwIgE/ F5G11+Nf0s456kxwlxyMF1dye

Y-S U % R

1 & i

/Bd3 gnVkJUCCAWEARaCCATAWGGYERWYBl (4 Nz ¥wH54vMEKG
CSsGAQQBg] cVFDEBMDOCAQKMEZ 1 kbS5t [y MFO1BSVNETOLT

¢ WFxhZGlpbmlzdHIhdGIyDAd] ZXI0cmVEl  posre GMEQwDgYDVROP
°  RQH/BAQDAQWQMEMGRAIUAJIQOMMAGGCCSGE  Delete TIVaSrouve
10 o4Qf2fIVFEMDBLvOZ3ByBgorBgEEAYIZ!  Select Al RaQBiAHIAbLWEZ
11 AGBAZgBOACAAUGETAEEAIARTAEMAaARh JE—— AeQBwAHQAbWER
' RHIAYQBWAGQRaQBIACRAUABYAGSAdgER | -0 (GSIb3DQEBEQUA
'3 R4GEARenR1BHkc2npH/TXMZbphYINoM& | o o/ i IMrlggclivhEZP
14 5P706107452veRmfDz3GAxS00MNQILIE: o oo 7IDES64rldl¥w

EzZFXFULCLEQXVERUQUADNEYEVEIQWD! ) s style
————— END NEW CERTIFICATE REQUEST:

I

Clear 1st style
Clear 2nd style
Clear 3rd style

13) Access your Certificate Services page by navigating to http://localhost/certsrv:
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http://localhost/certsrv

/2 Microsoft Active Directory Certificate Services - Windows Internet Explorer

—

& A |g http: localhost/certsry/ [

{3 Favarites | {;‘5 €A AdminUI €3 IDM & | Management Console

@ Microsoft Active Directory Certificate Services

Microsoft Active Directory Certificate Senices

Welcome

Use this Web site to request a cerificate for your Web browser
you can verify your identity to people you communicate with ove
depending upon the type of certificate you request, perform oth

You can also use this Web site to download a certificate author
revocation list (CRL), or to view the status of a pending request

For more information about Active Directory Certificate Service
Documentation.

;?é_lect atask:
Request a cerificate

14) Click on Request a certificate link. On the page that opens, click on advanced certificate request:

/2 Microsoft Active Directory Certificate Services - Windows

@_k: L Iﬁ, http: /localhost/certsry fcertrqus.asp

‘ﬂf Favorites | i&; €2 AdminUI €2 IDM @ | Management Consol

@ Microsoft Active Directory Certificate Services

Microsoft Active Directory Certificate Semvices

Request a Certificate

Select the certificate type:
User Ce,ctu?cate

Or, submit an Ele\ETsle=ls Rel=ls1li[e=1 (=R (=1s

15) Click on the Submit a certificate request by using a [...] file link:
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,f_:* Microsoft Active Directory Certificate Services - Windows Internet Explorer

@_\_—; - IE http:/localhost/certsry fcertrgad . asp

‘ﬂf Favorites | {.:‘5, €2 AdminUI €2 IDM € | Management Console

@ Microsoft Active Directory Certificate Services

Advanced Certificate Request

Microsoft Active Directory Certificate Services

The policy of the CA determines the types of certificates you ca
'_ICreate and submit a request to this CA.

16) Paste the contents of request.req into the Saved Request field:

@ Microsoft Active Directory Certificate Services

Microsoft Active Directory Certificate Senices

Submit a Certificate Request or Renewal Request

Saved Request:

To submit a saved request to the CA, paste a base-64-encoded
renewal request generated by an external source (such as a Wel

Base-64-encoded
certificate request
(CMC or

PKCS #10 or
PKCS #7):

Kl

Certificate Template:

[ndo

Uk
Copy

Delete

Select Al

I

17) Select the Web Server certificate template, and click Submit:

——
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Microsoft Active Directory Certificate Senices

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or
renewal request generated by an external source (such as a Web server)

Saved Request:

AHIAYQEwAGgAaQEjACAAUAByAGSAngpAGQAZQBy;I
Base-64-encoded |R4GELARenRIBHKE ZnpH/ TXM2EphY1HoM4wY4RFRGS
certificate request |SE70610J452veRnfDz3GExXE00nQIl2Es0LBRhHEY

(CMC or Ez ZFXFULCLEQ vt RUguhDNEY fVt IQmDOShtAXfa

PKCS#10o0r  |-———- END WEW CERTIFICATE REQUEST---——-

PKCS #7): -
1| | 5

Certificate Template:

User j

User
Additional AttribyBasic EFS

Administrator __l
) EFS Recovery Agent =
Attributes: Eyac"—"—
Subordinate Certification Autharity

18) Select the Base 64 option and click Download certificate (you can safely ignore the ActiveX error
message):

@' Internet Explorer has blodked this site from using an ActiveX control in an unsafe mar

@ Microsoft Active Directory Certificate Services

Microsoft Active Directory Certificate Semices

Certificate Issued

The certificate you requested wasjﬁsued to you.

" DER encoded er A5 ase 64 encoded

a1 Download certificate
Download cerificate chain

19) Save the file certnew.cer on your local filesystem:
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File Download - Security Warning x|

Do you want to open or save this file?

Mame: certnew.cer
LR Type: Security Certificate, 1.63KB
From: localhost

open | | cancel |

| -2 While files from the Intemet can be useful, this file type can
@ potentially ham your computer.  you do not trust the source, do not
. open or save this software. What s the rsk?

20) Done! Now go back to Section Il and install the certificate.
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