Troubleshooting GUP issues; RU5 onwards.

Question/Issue:

How to determine whether a client falls in the subnet range of the Group Update Provider (GUP) client IP?

Symptoms:

GUP does not update the clients after upgrading to RU5 or later.

Cause:

This issue will occur because a GUP from Symantec Endpoint Protection Release Update 11.0.5x (RU5) onwards is Subnet specific and not group specific.

	
	


While designating a computer as a GUP, it is important to understand your organizaton's IP addressing scheme. Often this information can be obtained from the network team.

Once you have the subnet information, select a client (or an IP address from that range) to be designated as the GUP.

Note:  If you are using DHCP for assigning IP addresses to clients it is recommended that you assign a static IP address to the GUP client and excluding it from DHCP.

How to determine whether a client falls in the subnet range of the GUP client IP?

Consider the below example.

Consider two clients and one GUP.

ClientA => IP: 172.16.0.42 Subnet Maxk: 255.255.255.240

ClientB => IP: 172.16.0.10 Subnet Maxk: 255.255.255.240

GUP Client => ClientA => IP: 172.16.0.14 Subnet Maxk: 255.255.255.240

These are Class B IP addresses.

Refer the highlighted section of 'Subnetting IP Addresses' below. The subnet mask 255.255.255.240 gives you 4096 subnets with 14 hosts per subnet (Excluding the network IP and broadcast IP)

Finding out the IP address ranges for the subnets.

Now refer the highlighted section of the 'Subnets' section.

The various subnets are-

172.16.0.0  to  172.16.0.15

172.16.0.16  to  172.16.0.31

172.16.0.32  to  172.16.0.47

.

.

.

.

.

.

172.16.0.240  to  172.16.0.255

In the above example ClientB will get the updates from GUP however Client A will not get updates from the GUP.

Reason:

ClientB and GUP client fall in the same subnet range 172.31.1.0  to  172.31.1.15.

ClientA's subnet range is 172.16.0.32  to  172.16.0.47.
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g IP Addresses

ClassC -8
7 Mask [Subnet Bits | Host Bits| Subnets| Hosts per subnet]
725 | 256255256128 1 7 2 126
726 | 266.256.266.192 2 5 4 62
727 | 266.255.266.224. 3 5 8 30
728 | 256.255.256.240 3 3 16 4
729 | 255.255.056.248 5 3 32 6
730 | 266255 265 252 5 2 64 2
Class B 16 bits
7 Mask [Subnet Bits | Host Bits| Subnets | Hosts per subnet]
17 | 266.255.128.0 1 5 2 32766
/18 | 266.255.192.0 2 4 4 16382
/19 | 256.255.024.0 3 13 8 8190
720 | 256.255.040.0 3 12 16 4094
721 | 256.255.048.0 5 1 32 2046
122 | 256.256.062.0 5 10 64 1022
/23 | 256.255.064.0 7 9 128 510
724 | 256.256.056.0 8 8 256 254
125 | 256.255.056.128 9 7 512 126
726 | 266.256.266.192 0 5 1024 62
727 | 256.255.256.224. 1 5 2048 30
[728 | 255 255 255 240 12 4| 409 ]
129 | 256.255.056.248 13 3 8192 6
730 | 266255 265 252 4 2| t6384 2
Class A - 24 bits
7 Mask [Subnet Bits| Host Bits| Subnets | Hosts per subnet]
79 255.128.0.0 1 23 2 8388606
710 | 266.192.0.0 2 2 4 4194302
71| 266.224.00 3 21 8 2097150
/12 | 256.240.0.0 3 20 16 1048574
/13 | 266.248.0.0 5 19 32 524286
714 | 266.252.0.0 5 18 64 262142
/16 | 266.254.0.0 7 7 128 131070
716 | 266.256.0.0 8 16 256 65634
A7 | 256.255.128.0 9 15 512 32766
/18 | 266.255.192.0 0 14| 1024 16382
/19 | 256.255.024.0 1 13| 2048 8190
720 | 256.255.040.0 12 12| 409 4094
721 | 256.255.048.0 13 11| 8192 2046
122 | 256.256.062.0 4 10| 16384 1022
/23 | 256.255.064.0 15 9 | 32768 510
724 | 256.256.056.0 16 8 | 6553 254
125 | 256.255.056.128 7 7131072 126
726 | 266.256.266.192 18 6 262144 62
727 | 266.255.266.224. 19 5 [624288 30
728 | 256.255.256.240 20 4 [1048576| 4
729 | 255.255.056.248 21 3 2097152 6
730 | 255.265.255.252 22 2 |4194304) 2
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Bits | Mask | Subnet Subnets

1 128 | 128 [0-127 126266

2 192 | 64 [0-63.64-127.128-191.192-256

3 224 | 32 (03132636495 96127 126160 160191 192-223 224265
0-15. 16-31, 3247, 48-63, 64-79, 80-95, 96-111, 112-127. 128

4 | 240 | 16 143, 144-159, 160-175, 176191, 192-207, 208-223, 224-239)
1240265
07815, 1623, 24-31, 3239, 4047, 4865, 56-63, 6471, 1:
179, 80-87, 88-95, 96-103, 104-111, 112119, 120127, 128-135 |

5 248 8 [136-143, 144-151, 152-159, 160-167, 168175, 176-183, 184
191, 192-199, 200-207, 208215, 216223, 224-231, 232239
240247, 248-255

6 | 2m2 | 4 [03.47.841 1215 1619, 2023, 24-27, 28:31, 3235, 3630
14043, 4447, 48-51, 52-55, 56-59, 60-63, 64-67.....252.255

7 | 254 | 2 01,23, 45 67,89, 1011, 1213, 1415, 1617, .. 254255





