
Data Sheet: Endpoint Security

Symantec™ Endpoint Protection Small Business Edition 12.1
Most effective, fastest protection designed for small businesses.

Overview

Keep your computers, employees, and data safe from cybercriminals with an effective antivirus, anti-malware solution that

won’t slow down your computers. Without the right solution, you may become the victim of cybercrimes and experience data

loss and downtime. Unlike other more resource intensive, less effective antivirus or freeware software, Symantec Endpoint

Protection Small Business Edition protects your computers and servers with the most effective antivirus, anti-malware

technologies available.1 It will not slow you down or swallow up system resources, so you can stay focused on growing your

business.

What's New

SSymantec Insight™ymantec Insight™

• Detects new and unknown threats that are missed by other approaches.

• Separates files at risk from those that are safe for faster and more accurate malware detection.

• Reduces scan overhead by as much as 70 percent by scanning only files at risk.

• Can’t be evaded or coded around by mutated or encrypted malware.

Real TReal Time SONARime SONAR – Examines programs as they run, identifying and stopping

malicious behavior even for new and previously unknown threats.

Browser ProBrowser Protectiontection – Scans for drive-by downloads and attacks directed at

browser vulnerabilities.

Endpoint ProEndpoint Protection ftection for Mac Oor Mac OS XS X®® – Now managed through the Endpoint Protection management console.

Smart schedulerSmart scheduler – Stays out of your way by performing security tasks when your computer is idle.

1. AV-Test.org, “Real World Testing”, February 2011
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Key Benefits

Fastest

• Recent third-party tests found Symantec Endpoint Protection Small Business Edition provided the best overall performance

among similar solutions tested.2

• Separates safe files from those at risk for faster, fewer, smarter scans.

• Symantec Insight technology eliminates up to 70% of scan overhead for performance—so fast your users won’t know it is

there.3

Most Effective

• From the world leader in security—tracks security reputation of over 2 billion files from millions of users world-wide.

• Analyzes files and applications downloaded from the Internet, and lets you know if they can be trusted, before you install and

run them.

• Identifies and stops new and zero-day threats before they can harm your computers.

Simple

• Deploys in just 20 minutes from start-to-finish for your entire network (on

average in a less than 50 user environment).

• Save time with automated notifications and summary reports—no security

expertise required.

• A single console to manage all computer security to reduce management costs and complexity.

Key Features

Proactive threat detectionProactive threat detection – Symantec Insight and SONAR technologies detect new and rapidly mutating malware stopping

malicious behavior, including new and previously unknown threats.

Virus and spyVirus and spyware proware protectiontection – Protects against viruses, worms, Trojans, spyware, bots, zero-day threats and root kits.

NetNetwork threat prowork threat protectiontection –– Rules-based firewall engine, Browser Protection and Generic Exploit Blocking (GEB) shields

systems from drive-by downloads and from network based attacks.

Single agent and management consoleSingle agent and management console – Centrally manages servers, PCs and Macs; consolidates antivirus, antispyware,

desktop firewall, and Intrusion Prevention on a single agent.

2.

3.

PassMark Software, "Small Business Endpoint Protection Performance Benchmarks", February 2011
Based on Symantec internal comparison testing between SEP 11 and SEP 12 of the number of files considered “trusted” by Symantec Insight and not scanned,
February 2011
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How to choose the right Endpoint Protection product?

FFeatureeature
NortonNorton™ Internet™ Internet

SecuritSecurity 2011y 2011

SSymantecymantec

EndpointEndpoint

ProProtection Smalltection Small

Business EBusiness Editiondition

12.112.1

SSymantecymantec

EndpointEndpoint

ProProtection.cloudtection.cloud

SSymantecymantec

EndpointEndpoint

ProProtection 12.1tection 12.1

# of Endpoints 1-5 users 5-99 users 5-250 users 100+ users

Antivirus/Antispyware • • • •

Desktop Firewall • • • •

Intrusion Detection/Prevention • • • •

Insight / SONAR • • • •

Protection for Mac OS X • • • •

Protection for Linux •

Device and Application Control •

Network Access Control Self-

Enforcement Plug-in4
•

Hosted Management Infrastructure •

Centrally Managed • • •

Built for Virtual Environments •

SSysystem Requirementstem Requirements

(For a complete list of system requirements, please visit http://www.symantec.com/business/endpoint-protection-small-

business-edition).

Symantec Endpoint Protection Small Business Edition Client (Windows®)

Minimum requirements

Windows 2000, Windows XP, Windows Vista, Windows 7, Windows Server 2003, Windows Server 2008, Windows Small

Business Server 2003, Windows Small Business Server 2008, Windows Essential Business Server 2008, or Windows Small

Business Server 2011

• 32-bit processor: 1-GHz Intel® Pentium III or equivalent minimum (Intel Pentium 4 or equivalent recommended)

• 64-bit processor: 2-GHz Pentium 4 or equivalent minimum (Itanium processors are not supported)

• 512 MB of RAM, or higher if required by the operating system (1 GB RAM recommended)

• 700 MB disk space

4. Requires a separate add-on licence to use Network Access Control; can be managed via the same SEP Management console.
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Symantec Endpoint Protection Small Business Edition Client (Mac®)

Minimum requirements

• PowerPC technology-based Mac running Mac OS X 10.4-10.5x

• Intel-based Mac running Mac OS X 10.4-10.6

• 256 MB of RAM (512 MB recommended) for 10.4; 512 MB for 10.5; 1 GB for 10.6

• 500 MB of available hard disk space for installation

Symantec Endpoint Protection Small Business Edition Manager

Minimum requirements

Windows XP, Windows 7, Windows Server 2003, Windows Server 2008, Windows Small Business Server 2003, Windows Small

Business Server 2008, Windows Essential Business Server 2008, or Windows Small Business Server 2011

• 32-bit processor: 1-GHz Intel Pentium III or equivalent minimum (Intel Pentium 4 or equivalent recommended)

• 64-bit processor: 2-GHz Pentium 4 or equivalent minimum

• 1 GB of RAM for 32-bit operating systems, 2 GB of RAM for 64-bit operating systems, or higher if required by the operating

system (4 GB recommended)

• 4 GB disk for the server

More Information

For more information, visit our website http://www.symantec.com/business/endpoint-protection-small-business-edition

To speak with a Product Specialist in the U.S., call toll-free 1 (800) 745 6054

For specific country offices and contact numbers, please visit our website.

About Symantec

Symantec is a global leader in providing security, storage and systems management solutions to help consumers and

organizations secure and manage their information-driven world. Our software and services protect against more risks at more

points, more completely and efficiently, enabling confidence wherever information is used or stored. Headquartered in

Mountain View, Calif., Symantec has operations in 40 countries. More information is available at www.symantec.com.

Symantec World Headquarters

350 Ellis St., Mountain View, CA 94043 USA

+1 (650) 527 8000 | 1 (800) 721 3934

www.symantec.com

Copyright © 2011 Symantec Corporation. All rights reserved. Symantec and the Symantec Logo are trademarks or registered trademarks of Symantec Corporation or its affiliates in the U.S. and other countries.
Other names may be trademarks of their respective owners.

20608020-4 06/11Symantec helps organizations secure and manage their information-driven world with security management, endpoint security, messaging security, and application security solutions.
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