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Agenda for Today 

 

DLP IT Analytics Demo 

 
Discussion of Operational Reports  

Q&A  

 

Overview of DLP IT Analytics 
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Introduction 
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DLP Suite Reporting Overview 

• Executive Reports 

– DLP Program Evolution and Results 

– Audit Reports 

– Policy Management 

 

• Operational Reports 

– Incident Remediation Reports 

– System  Management Reports 
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• Analytics 

– Pivot tables 

– Drill downs 

– Indexing and Text Search 
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Overview of DLP IT Analytics 
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Symantec Data Loss Prevention IT Analytics 
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Advanced reporting 
module with pre-
calculated and summarized 
data pulled from DLP 
Oracle database 

Runs on the Symantec 
Management Console 

Available now via Symantec 
Installation Manager 

• High performance  

• Wide range of DLP data 

• Executive & Audit 
dashboards and reports 

• Pivot table like report 
engine 

What 

How 

When 

Advantages 
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Application Reporting vs BI Analytics 

Introducing Symantec Data Loss Prevention IT Analytics 7 

• Data is pulled from Database and 
summarized the night before 
 

• As the database becomes larger, report 
performance is not impacted 

 

• Offers advanced reporting capabilities 

 

BI Analytics 

SQL 

Reporting Services 

Analysis Services 
Database 



DLP ITA Provides Advanced Reporting 
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Customizable 
Pivot Table 
Reports 

Performance 
Indicators 

Cross Product 
Reporting 

Graphical 
Dashboards 

Multiple level of 
data aggregation 
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DLP ITA Cubes 

Executive & Audit Cubes 

• DLP Administrative Events 

• DLP Policy History 

• DLP Incident History 

• DLP Discover Scans 

• DLP Agent Status 

• DLP Messages 
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Operational Cubes 

• DLP Incident Summary 

• DLP Incident Details 

• DLP Discover Incident Summary 

• DLP Discover Incident Details 

• DLP Endpoint Incident Summary 

• DLP Endpoint Incident Details 

• DLP Network Incident Summary 

• DLP Network Incident Details 
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DLP ITA Answers Key Management Questions 

• CISO:  “Where is most of my data risk coming from?” 

• DLP Program Mgr:  “Am I meeting my goals?” 

• Risk Mgr: “How are incidents trending?” 

• Compliance Mgr: “Which policies are violated the most?” 

• Legal Counsel:  “Show all incidents that contain file xyz?” 

• Auditor:  “Was policy X active all of last year?” 

• DLP Policy Manager: “When and how did policy Y change in the 
last 6 months?” 
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CISO: Where is most of my data risk coming from? 
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DLP Program Mgr: Am I meeting my goals? 

12 

12 Symantec Confidential 



Risk Mgr: How are incidents trending? 
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Compliance Mgr: Which policies are violated the most? 
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Legal Counsel: Show all incidents that contain file xyz?  
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DLP Policy Manager: When and how did policy Y change in the 
last 6 months? 
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DLP ITA Enables Reporting Across Enforce Instances 
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DLP v10.5 DLP v11.5 

DLP IT Analytics 

DLP v11.1 
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DLP ITA Supports Other BI Solutions  
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DLP ITA on a Roambi Mobile BI enabled iPad 
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Symantec Data Loss Prevention IT Analytics 
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• BI tool that delivers advanced, 
cube-based reporting for DLP 

• Access to broad range of data: 
incidents, scans, and auditable 
actions, etc. 

• Executive and audit level 
reports 

• Rich analytics 

• Consolidates data across 
channels and Enforce 
Platforms 
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Operational Reports 
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Aging Reports 

• Identify no longer relevant incident 

– Older than … 

– Whitney:  Last File Accessed Date for DAR 

• Look for broken/stale workflow progress:  show all incidents:  

–  in a specified status for a specified length of time 

– hanged to a specified status during a specified date interval 

– which were sent notifications in a specified date interval 

– Which a specified action was applied in a specified date interval 

– Which status and other info has not changed in a specified period 

– Summarize user's incidents and sorts users by specified action was last 
taken (e.g. notification)  
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Aging Reports 

• Look for non-malicious repeat offenders 

– Users that have violated same policy X number of times over Y length of 
time 

– Users that have violated a policy since being notified X times in the last Y 
periods of time 

• Measure remediation operational productivity 

– Calculate the avg time of incident closure (moving form X status to Y 
status) by policy 
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Q&A 


