IDENTITYPORTAL –PERMISSIONS – IM TO IP MAPPING

Summary
This document is an addition to the document “IdentityPortal-Entitlement-IP-IM-Mapping-Vnn.docx”.

This provides a detailed mapping (at the attribute/field level) from IM to IP.

NOT YET DONE: If there is a Portal API for managing permissions, then this document will need to be changed to map to the API methods/objects/fields.

    
APPENDIX: Detailed Mapping

Read Target-Permissions (in IM)
Read every IM Admin Role that is marked as to-be-used-for-IP (where the Description starts with “IPAccess”. )
For each IM Admin Role, 
· Extract (or set to default) IP-Mapping-Code, IP-Priority, IP-Modes
· read every Member-Rule on the Admin-Role. 
· Read the scope-rule for users (under this Member-Rule)
· Read every Scope-Rule on the Member-Rule.
· Check the object-type of the scope-rule: we are only interested in the 4 IM Permissions (IM Groups, Provisioning Roles, Access Roles and Admin Roles)
· Now use the scope-rule (filter) to list the IM-Objects of the appropriate type that match the filter.
· Calculate the Task needed to perform the update: use the IP-Mapping-Code, and the runtime-parameters for mapping IM-Permission-Type of Object-Type. Confirm the Task is in this Admin-Role. If you cannot find the Task (or it is not in this Admin-Role), ignore this permission.
· Format the Form Name from the Task (as )
· The runtime-parameters will also have indicated if this will use a multi-valued attribute (instead of a permission)
· Read CF10 from IM-Object: from this extract IP-Name, IP key-values, IP-Application, IP-Application-Group

Data Extracted from IM
You now have a stream of data made up  as follows:
	Field
	Details

	Admin Role name
	

	IP-Mapping-Code
	That is associated with this Admin Role

	IP-Priority
	Set on Admin Role (CF09)

	IP-Modes (one or more)
	Set on Admin Role (CF09)

	Member rule for Users (requesters)
	Admin Role, member rule

	Scope rule for Users (who can be requested for)
	Admin Role, member rule, user-scope-rule

	Object type (one of the 4 IM Permission Types)
	One of the permission types

	Name of IM Permission
	Name from permission

	Task 
	Task to be used to manage this permission (from task-mapping for this Admin Role and type of IM Permission)

	Form 
	Form to be used to manage this permission (associated with the Task, to be used to manage this permission)

	Attribute Name
	If update is really a change to a multi-valued attribute: the name of the attribute
(If empty, is an update of the permission)

	TAG of Target Permission 
	Permission: TP_<Connector>_<Type>_<Name>
Attribute: TP_<Connector>_<Attribute>_<Value>

	IP-Permission-Name  
	From CF10 of target IM-Permission

	IP-Key-Values  
	From CF10 of target IM-Permission

	IP-Application 
	From CF10 of target IM-Permission

	IP-Application-Group 
	From CF10 of target IM-Permission






Table: Task
	Attribute
	Mapping to IM

	ITEM
	Read every IM Admin Role that is marked as to-be-used-for-IP (where the Description starts with “IPAccess”. )
For each IM Admin Role, read every Admin-Task on the Admin-Role, and find the Tag and Description for that Admin-Task.

This is the list of the Tasks that must exist in IP.

NOTE: there will be no updates or removes by the automated process

	ID
	Create: as set by IP (next number)

	Connector
	Transformation parameter (ID)

	Name
	Tag of IM-Admin-Task

	Tag
	TASK_<Connector>_<Tag>

	Description
	Taken from IM Admin Task

	additionOperation
	directChange

	removalOperation
	directChange

	isBulkTask
	False




Table: Form
	Attribute
	Mapping to IM

	ITEM
	Every Task created by IM must have a matching Form (which will be created at the same time).

NOTE: there will be no updates or removes by the automated process

	ID
	Create: as set by IP (next number)

	Form Name
	Tag of IM-Admin-Task

	Form Tag
	FORM_>Connector>_<Tag>

	Task
	ID of Task (displayed as name of Task)

	Form Details
	None (empty)



NOTE: Forms cannot be created until after Task has been created and an ID assigned to the Task. Then the forms can be created (using the referenced Task ID).



Table: Target Permission
	Attribute
	Mapping to IM

	ITEM
	The list of target-permissions was prepared above. 
However, this list contains duplicates (because the same IM-permission can be in the scope of many Admin Roles and/or member-rules) 

The list must be sorted / de-duplicated by TAG, to make a list of unique permissions. 

	ID
	Create: as set by IP (next number)
Update/remove: Number that already exists in IP

	Name
	If permission: name of permission
If attribute: name of attribute (well-known name)

	MODTYPE
	ADD (always for IM Permissions)

	TAG
	Permission: TP_<Connector>_<Type>_<Name>
Attribute: TP_<Connector>_<Attribute>_<Value>

	Type
	Permission: Role – Access Role – Group – Attribute (for Admin Role)
Attribute: Attribute

	Value
	Name (or permission, or value for attribute)

	Connector
	Transformation parameter (ID)



NOTE: Target Permissions can be managed irrespective of the existence of Tasks/Forms.


Table: Target Permission Rule (TASKRULE)
	Attribute
	Mapping to IM

	ITEM
	The list of target-permission-rules was prepared above.
NOTE: of more than 1 MODE: split row into several, so several Rules are created: this  
 

	ID
	Create: as set by IP (next number)
Update/remove: Number that already exists in IP

	Name
	<Admin-Role-Name>-<XXXX

	Priority
	IP-Priority (taken from Admin Role, CF09)

	Mode
	IP-Mode (taken from Admin Role, CF09)

	Expression
	Member rule for Users (requesters)
AND
Scope rule for Users (who can be requested for)

NOTES: 
If a rule is “All”, treat as “true” (no need to test)
If a rule is not about attributes, ignore (treat as True)
If an attribute, map the attribute from IM-name to IP-Portal-name (mapping ios provided in runtime parameters)
Format using IP names and syntax, as one expression that returns true or false

	Add Form
	ID of Form (lookup from IP Forms)

	Remove Form
	ID of Form (lookup from IP Forms)

	TP ID
	ID of Target Permission (lookup from IP TP)



NOTE: Target Permission Rules cannot be created until after Forms has been created and an ID assigned to the Forms. Then the Form IDs can be looked up.





Table: Application Group (SIGMAGROUP)
	Attribute
	Mapping to IM

	ITEM
	The list of target-permissions was prepared above. 
However, this list contains duplicate Groups (because many IM-Permissions can be in one Group) 

The list must be sorted / de-duplicated by Application-Group, to make a list of unique names. 

	ID
	Create: as set by IP (next number)
Update/remove: Number that already exists in IP

	Type
	APP

	Name
	IP-Application-Group (from CF10 of target IM-Permission)

	TAG
	AG_<Group-Name>




Table: Application 
	Attribute
	Mapping to IM

	ITEM
	The list of target-permissions was prepared above. 
However, this list contains duplicate Applications (because many IM-Permissions can be in one Application) 

The list must be sorted / de-duplicated by Application, to make a list of unique names. 

	ID
	Create: as set by IP (next number)
Update/remove: Number that already exists in IP

	Name
	IP-Application (from CF10 of target IM-Permission)

	TAG
	APP_<Application-Name>

	Group ID
	ID of Target Permission (lookup from IP TP)



NOTE: Applications cannot be created until after Application-Group has been created and an ID assigned. 


Table: Permission 
	Attribute
	Mapping to IM

	ITEM
	The list of target-permissions was prepared above. 
However, this list contains duplicates (because the same IM-permission can be in the scope of many Admin Roles and/or member-rules) 

The list must be sorted / de-duplicated by TAG, to make a list of unique permissions. 

	ID
	Create: as set by IP (next number)
Update/remove: Number that already exists in IP

	Name
	From CF10 of target IM-Permission 
If this is blank, use actual IM-Permission name

	TAG
	PERM_<name> (with spaces replaced by _)

	Application
	ID of application

	Target Permission
	ID of Target Permission 
(In Table PERMISSION_TARGETPERMISSION)



NOTE: Permissions cannot be created until after both Application and Target-Permission have been created and an ID assigned. 

Table: Permission Properties 
	Attribute
	Mapping to IM

	ITEM
	The list of target-permissions was prepared above. 
Permission Properties are made up of the list of properties (in CF10 of the target permission) – and the IM-Permission’s description

The single row (for the Target Permission) needs to be split into multiple rows – one for each property. And property with no Value or Name will be ignored.

	Permission ID
	Lookup from the Permission table

	Name
	Description – or as set in CF10

	Value
	Description of the object – or as set in CF10
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