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March 11, 2016

Dear CA Customer:

The purpose of this Advisory is to inform you of a potential problem that has been recently identified within the Apache Commons Collection Java library that is used by the Advanced Authentication product.  This advisory is being provided proactively to provide assurance that the Advanced Authentication product is NOT at risk.  Please read the information provided below for further information.

PRODUCT(S) AFFECTED: Advanced Authentication
RELEASES: AuthMinder 7.1, RiskMinder 3.1, AFM 2.2.9, AFM 8.x, Authminder 8.x, RiskMinder 8.x


PROBLEM DESCRIPTION: 
Apache Commons Collection is a Java library offering additional collection classes in addition to the Java Collection framework.  The Commons Collection supports object serialization, and the exposure is when applications accept serialized objects from untrusted source.  If this exposure is present, then an attacker may be able to execute local operating system commands.  This is documented at the following URL:
https://blogs.apache.org/foundation/entry/apache_commons_statement_to_widespread.
 
 
IMPACT:
Advanced Authentication deployments are NOT at risk from this vulnerability. 
This advisory is being provided proactively to provide assurance that the Advanced Authentication product is not at risk.

The Advanced Authentication development team has confirmed that the Advanced Authentication code does not make use of the Apache Commons Collections for object serialization.  Therefore, this vulnerability should have no impact on any Advanced Authentication deployment.



PROBLEM RESOLUTION:
The Advanced Authentication product team will update the Apache Commons Collections as a matter of code cleanliness and best practices in the next maintenance release (Advanced Authentication version 8.1.3).

[bookmark: _GoBack]If you have any questions about this Advisory, please contact CA Support at +1-800-225-5224 in North America or see http://www.ca.com/phone for the local number in your country.
 
Thank you,
CA Support Team
image1.png
Ca

Proactive Notification: Advisory e e




