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1. About Intellivi Profiles

1.1. About this Guide

This manual is intended for malware analysts and researchers who are utilizing the Blue Coat Systems Malware
Analysis appliance (MA) solution and are interested in optimizing malware detection via the use of IntelliVM (iVM)
profiles. It discusses detailed installation processes for Windows XP and Windows 7; other versions of Windows will
follow very similar procedures.

This manual assumes that the reader is well versed in network terminology and operations, and is familiar with
malware in general and malware analysis in particular. An understanding of Windows system events and network
intrusion techniques is helpful as well.

1.2. System Requirements

The Malware Analysis appliance contains all of the necessary hardware, software, and connectivity needed to analyze
malware in isolated or networked environments right out of the box using sophisticated iVM profiles that can be
configured to mimic “typical” Windows systems or actual production configurations.

Customizing iVM profiles is accomplished via Remote Desktop connections using built-in or easily accessible open-
source tools, connecting to publicly accessible websites for component downloads and updates.

1.3. Help and Support

We strongly recommend that you read this guide thoroughly before installing Malware Analysis appliance and
attempting to configure iVM profiles, and that you use it as a reference during installation, configuration, and ongoing
usage.

In this guide, you will find instructions on how to install and configure iVM base profiles and how to customize these
base images into highly-realistic approximations of production systems used within your organization.

Support

If you encounter any difficulty with the setup or usage of the Malware Analysis appliance in general, or the
configuration or usage of iVM profiles in particular, please contact your Symantec sales representative or sales
engineer, or visit our Support website at https://support.symantec.com/en_US/contact-support.html.
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2. IntelliVM Profiles

2.1. IntelliVM Overview

IntelliVM kernel technology monitors system events for signs of malicious behavior in a virtualized environment.
Profiles can be customized to add flexibility to analyze non-traditional malware and to precisely mirror custom
environments to detect advanced and targeted threats.

Virtual machines (VMSs) are software implementations of computer systems that execute programs just like physical
machines, without putting real PCs at risk of malware infection. By using VM profiles to mirror multiple environments,
analysts can quickly spot anomalies and differences in behavior that unveil anti-analysis and other advanced malware
evasion techniques. VMs can easily be setup to match various Windows XP, Windows 7 (32-bit and 64-bit), and
Windows 8 (64-bit) environments — such as patched and unpatched versions running alternate applications, browsers,
and plugins — to quickly spot different malicious behaviors on multiple system types. VMs easily revert to a known
non-infected state for repeat testing.

BI_UE EUAT Malware Analysis ~ Amalysis Center»  Analysis Settings »  System Settings v Systeminfow  Helpw System Status 3 Administrator v

IntellivM Profiles

Add New Profile
D Name OS Arch DriverVersion  Description  Status  Actions
1 Windows 7 SP1 win?  32-bit Ready Edit Details Customire Profile Delete Profile

View previous activated base images, and activated addtional base images. Manage Activations

The Microsoft® Windi 2 profiles displayed here are based on the following Micresoft® provided operating systems;

Professional for Embedded Systems ESD (Virtualization Only )
wis® 7 Professional for Embedded Systems ESD (Virtualization Only)
= Windows® Embedded & Pro ESD (Virtualization Only)

Figure 1- Available IntelliVM Profiles with Windows 7 set as the Default Profile

2.2. Base Images

Base images include complete Windows operating systems along with a number of preinstalled applications or
components used to facilitate malware detection from various file types. Base images do not run directly within
Malware Analysis appliance. Instead, they are used to create profiles which actually run within the IntelliVM virtual
machine framework.

Four (4) base images presently ship with Malware Analysis appliance v4.2.8:

Windows XP, Service Pack 3 (32-bit)
Windows 7, Service Pack 1 (32-bit)
Windows 7, Service Pack 1 (64-bit)
Windows 8 (64-bit)

Note Base images ship from the factory and can be modified or deleted by the customer. Users
cannot add new base images; however they can create an unlimited number of custom profiles
derived from the existing base images.
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2.3. Profiles

Profiles are ready-to-run encapsulations of base images plus additional customizations designed to replicate
particular Windows environments. These customizations include commercial applications, custom applications,
additional web browsers, and patches to components including applying Windows Updates to plug security
vulnerabilities as they are released by Microsoft Customizing profiles allows the customer to run additional file types
through the analysis process with each one running within its own native application.

e Standard Profiles — Malware Analysis appliance ships with four (4) standard profiles: Windows XP SP3,
Windows 7 SP1 32-bit, Windows 7 SP1 64-bit, and Windows 8 64-bit

The preinstalled standard profiles are built from their respective base images.

e Default Profile — The profile that runs “automatically” when no particular profile is specified. This profile often
represents the most organization’s most prevalent configuration. Only one profile can be the default at a time.
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3. Customizing VM Profiles Intellivia Frofiles

3.1 Build a New Profile

Administrative users can create, modify, or delete VM profiles at any time. Create VM profiles as needed to closely
replicate production environments, or to test the behavior of malware across different configurations.

Example: Analysis of potential malicious sample on Sales, Engineering, and Accounting workstations.

e Sales Profile Windows 7 (SP1), Microsoft Office 2010, Internet Explorer 10
e Engineering Profile Windows 7 (SP1), Microsoft Office 2007, Firefox 20
e Accounting Profile Windows XP (SP3), Microsoft Office 2003, Internet Explorer 9

1. Log into the web interface with Administrator credentials.
2. Select Analysis Settings > IntelliVM Profiles. The IntelliVM Profiles page is displayed.

BI_“E EUAT Malware Analysis ~ Analysis Centerw  Analysis Settings v System Seftings v  Systeminfow  Helpw System Status 3 Administrator v

IntelliVM Profiles

Add New Profile

D Name ©0S  Arch DriverVersion  Description  Status  Action

1 Windows 7 SP1 win?  32-bit Ready Edit Details Customize Profile Delete Profile

View previous activated base images, and activated addtional base images. Manage Activations

The Microsoft®

Windows® profies displayed here are based on the following Microsoft® provided operating systems;

indows® XP Professional for Embedded Systems ESD (Virtualization Only )
ofessional for Embedded Systems ESD (Virtualiz ation Qnly )
edded 8 Pro ESD (Virtualization Only)

Figure 2 - Intelli VM Profiles

3. Click to access the Creating New IntelliVM Profile screen.

Creating New IntelliViM Profile
Profile Name | Sales Win 7
A unique name for this profile
Base Image win7-spl-base -
The base image that this profile will be

created from

Descripton | Win7 SP1, Office 2010, IE 10

Create Profile

Figure 3 — Creating New IntelliVM Profile

Profile Name Enter a meaningful name for the profile. The name is mandatory.
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Example: Sales Win 7
Base Image Select the desired image, the ‘starting point’ for the new profile. This is mandatory.
Example:
| win7-spl-base ™|
Description List the contents of the profile in as much detail as desired. The description is optional.
Example: Windows 7 (SP1) with Microsoft Office 2010 and Internet Explorer 10

4. Click to create the profile after entering all selections. The IntelliVM Profiles page is
displayed again, with the new profile in the list.

ID HName 05 Arch Description Status Actions

1 Windows7 win7 32-bit Ready Edit Details Customize Profile Delete Profile
2  SalesWin7 win? 32-bit Win7 SP1, Office 2010, E 10 Reguires Build Edit Details Build Profile Delete Profile

Figure 4 — IntelliVM Profiles List

Note Before a profile has been built, you may click Edit Details to change the base image. After the profile
has been built, you cannot change the base image.

5. Click Build Profile. The Customize IntelliVM Profile: [Profile Name] page is displayed.
Customize IntelliVM Profile: "Sales Win 7"

Enter Customization Mode

To customize a profile, the IntelivM profile must be loaded and switched to customization mode. Only one profile can be customized at a time, and
while the profile is being customized all processing (in all IntelivMs) will be paused.

Start Customization

Finalize and Build Profile

Build {or rebuild) vour profile

Build Profile

Figure 5 — Customization and Build Page
6. Click Start Customization.
Customize IntelliVM Profile: "Sales Win 7"

Entering Customization Mode
M Preparing profile for customization. Please Wait... (40%)

Figure 6 — Entering Customization Mode

Several minutes will elapse while the profile is prepared for customization.
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Caution While you are in customization mode, all processing in all IntelliVMs is suspended.

Customize IntelliVM Profile; "Sales Win 7"

Manual Customization

To manually customize vour profile you can connect via RDP to on port 338%tcp. Default login credentials are "admin™ with no passwaord.

Figure 7 — Manual Customization Message

When the profile is ready for customization, the following message is displayed: To manually customize your profile you
can connect via RDP to on port 3389/tcp. Default login credentials are "admin" with no password.

Note Blue Coat recommends that you not close your browser while customizing a profile.

7. On a Windows workstation, launch Remote Desktop Connection. The Remote Desktop Connection dialog is
displayed.

,| Remote Desktop
>¢) Connection

Computer: 10.0.7.74:3389
User name:  MNone specified

You will be asked for credentials when you connect.

'i:, Show Options I Connect I[ Help

Figure 8 — Remote Desktop Connection Dialog

8. Click Show Options.
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,| Remote Desktop
»¢ Connection

General | Display I Local Resources | Programs | Experience | Advancad

Logon settings
ﬂ ! | Enterthe name of the remote computer.
|

Computer: 10.0.7.74:3389

Username:  admin

You will be asked for credentials when you connect.
[ Allow me to save credentials

Connection settings

Save the cument connection settings to an RDP file or open a
l b saved connection.

’ Save ] ’ Save As... ] ’ Open...

'\:, Hide Options E Connect ;[

Figure 9 — Expanded Remote Desktop Connection Dialog

e For Computer, type the IP address of the Malware Analysis appliance and the port number in the following
format: <ip_address>:3389.

e For User name, type admin.

e Click Connect, and then click OK. The desktop of the iVM is displayed.

Windows Example

1. Launch Remote Desktop Connection
2. Enter the IP address for the Malware Analysis appliance
3. Login to Windows on the Remote Desktop

The virtual Windows Desktop inside of the selected
Malware Analysis appliance IntelliVM appears.

Copygpn € b 2001

W Conge s

Remote Desktop Log On to Windows
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3.2 Disable Automatic Update Checks

Before adding any customizations, verify that the applications that are already installed on the iVM are not checking for
updates automatically. This ensures a consistent, uninterrupted analysis state. Additionally, the device reverts back to its
last built state after each analysis. Follow this process:

1 From the Control Panel in the iVM, select Windows Update and verify that updates are not being installed
automatically.

Windows Update

|‘/_ Turn on automatic updating
\ Updates are not being installed automatically

Turn on automatic updating to help improve the security and performance of
your computer and allow standard users to install updates on this computer,

[ Turn on autematic updates ]

Let me choose my settings

Figure 10 — Windows Update Control

2 Launch the Microsoft Silverlight Configuration dialog.

» Mlicrosoft Silverlight Configuration E

| About | Updates |Playback | wwebcam f Mic | Permissions I Application Storage

Choose how Siverlight instals updates

Silverlight can periodically check for, download and install updates
automatically using these settings.

() Install updates automatically {recommended)

= Check for updates, but let me choose whether to download and instal
 them

@ Newver check for updates
Your computer may become wulnerable bo security threats, Use this setting

only if vou receive Silverlight updates from Microsoft Update or another
source.

Silverlight Privacy Statement

[ QK ] [ Cancel

Figure 3 — Silverlight Updates Dialog

3 Click the Updates tab, and verify that Never check for updates is selected.
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4 Launch the Adobe Reader, select Edit > Preferences, select Updater from the Categories list, and verify that Do not
download or install updates automatically is selected.

Preferences @

Categories: Check for updates

Docurnents Adobe recammends that you automatically install updates,

Full Screen () Automatically install updates
General

P . () Automatically download updates, but let me choose when to install them
age Display

@ Do not download or install updates automatically

3D & Multimedia
Accessibility
Acrobat.com

Rl A P o B et

Spelling
Tracker

Trust Manager
Units

[ ok || concl

Figure 4 — Adobe Reader Preferences Dialog

5 For any other non-Microsoft applications that are on the iVM or that you later install, verify that the automatic update
checks are disabled.

6 Do you want to further customize the iVM profile?

Yes — Continue the procedure. No — Go to Finalize and Build the Profile.

3.3 Application Installation

Note The customer is responsible for obtaining the appropriate licenses for software that is installed on the
iIVMs. Contact the vendors of the respective software to obtain the proper license type for the iVMs.

To transfer installation files to your iVM, use one of the following methods:

e Use Remote Desktop Sharing. In the Remote Desktop Connection window, go to Options > Local
Resources > More... > Local devices and resources. Select the location to map.
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I % Remaote Desktop Connection |£._ni|1
= % Remo ] ion u
Remote Desktop T e
»¢ Connection | Remote Desktop

»¢ Connection
Local Resources

Local devices and resources

Remote audio ) )
a Corfigure remote audio settings. Cho?se the devices angl resources on this computer that you want to
use in your remote session.
Keyboard [ Ports
. Apply Windows key combinations: = [C] Drives
. [Only when using the full screen | [CWindows7_0S {C:)
Local Disk (E:)
Example: ALT+TAB [ Lenovo_Recovery (Q3:)

[ Drives that | plug in later

Local devices and resources [C]0ther supperted Plug and Play (PnF) devices

./ Choose the devices and resources that you want t
ﬁl‘_@j your remote session.

[ Prirters Clipboard
Which devices can | use in my remote session?
[ ok [ cancel

Figure 13 — Network

Copy the files across as required.

e From inside the iVM, map a shared network drive or folder.

| 4 M Computer |
i & Lacal Disk (C3)
[ 5® Public (AADRIN-PCVUsers) (23

4 G‘! Metwork
[> (M ADRIN-PC
1M tsclient

Figure 14 — Network Entities on the iVM

e Connect to the Internet to download software from an Internet resource or vendor site. (This
connection is made through the Backend interface.)

Note To use a different proxy to access the Internet from inside the iVM, configure that proxy inside the
iIVM's Windows environment.

0 The tsclient entity is the workstation that is accessing the iVM via Remote Desktop.

Install, license, and configure the applications to resemble a typical computing environment at your organization.

Note Your specific remote desktop client will determine which resources are available and the various
methods that you can use to add software to a VM profile. Specific procedures are beyond the scope of
this guide.
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Blue Coat recommends using a shared drive or folder to add software to a VM profile.

Shutting Down the Remote Connection

Disconnect the connection to the virtual Windows system by clicking @fstart| and selecting Disconnect.

3.4 Finalize and Build the Profile

When you have finished customizing the profile, you must finalize and build it. Building the profile involves packaging
up the base image along with any modifications and additional software, and getting the profile ready to run tasks.

1. Log out of the Remote Desktop session.

2. Return to the Customize IntelliVM Profile: [Profile Name] page on the Web interface.

Build Profile

3. Click Build Profile.

Finalize and Build Profile

Build (or rebuild) your profile

& Building... (10%)

Figure 15 — Profile Building

Several minutes will elapse while the profile is being built.
4. When the profile has finished building, select Analysis Settings > IntelliVM Profiles to return to the
IntelliVM Profiles page.

ID Hame 0S8 Arch Description Status Actions

1 Windows 7 win7 32-bit Ready Edit Details Customize Profile Delete Profile
2 Sales Win 7 win7 32-bit Win7 SP1, Office 2010, IE 10 Ready Edit Details Customize Profile Delete Profile Set as Default

Figure 16 — iVM List

5. The new profile is ready for use. You may begin to send samples to the new profile, or you may select
one of the following:

e Edit Details — Return to the Creating New IntelliVM Profile page and change the description or
name. (You cannot change the base image of an already-built profile.)

e Customize Profile — Click to add further customizations to the iVM profile.
e Delete Profile — Click to delete the profile. This action cannot be undone.

e Set as Default — Click to make this profile your default profile.
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3.5 Modifying Profiles
You may modify two aspects of a profile: the iVM itself or the iVM's details.

Note You cannot change the base image of an already-built profile.

Select Analysis Settings > IntelliVM Profiles.

1D Name 0s Arch Description Status Actions

1 Windows 7 win?  32-bit Ready Edit Details Customize Profile Delete Profile
2 Sales Win 7 winT  32-bit Win7 SP1, Office 2010, E10  Ready Edit Details Customize Profile Delete Profile Set as Default

Figure 17 — iVM List

To modify the details, click Edit Details. Edit either the profile name or its description, and then click
Save Changes.

Editing "Sales Win 7" IntelliVM Profile

Profile Name | Sales Win 7

A unigue name for this profile

Base Image | win7-spl-base ~

The base image that this profike will be
crested from

Description | Win7 SP1, Office 2010, IE 10, Notepad ++

Save Changes

Figure 18 — Editing Details

To modify a profile, click Customize Profile, and then follow the instructions in steps 0 through [Jto
access the iVM through Remote Desktop. When you have finished the modifications, you must build

the profile again.

3.6 Deleting Profiles
To delete a profile select Analysis Settings > IntelliVM Profiles.

Caution Deleting a profile cannot be undone. If you do not intend to deactivate a particular base image,
do not delete the last profile that is associated with that image. Deleting a profile that has tasks assigned
to it will result in an I\VIM_Error when that task reaches the top of the queue.
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4. Optimizing Profiles

4 .1. Standard Profiles

Malware Analysis appliance ships with base images for Windows XP SP3 and Windows 7 SP1. Base images are
“starting points” for customizing robust malware detection environments. Base images may be enhanced by the
customer or the SE.

Base image contents have been specially selected to provide a robust malware testbed. As such, the preinstalled
component versions may not necessarily represent the latest versions available from their respective manufacturers.

The standard Malware Analysis appliance IntelliVM base images include:

Compatibility Pack for the 2007 Office System
Microsoft Office Excel Viewer

Microsoft Office Word Viewer 2003

Microsoft PowerPoint Viewer

Python 2.7.6

Windows Internet Explorer 8

Note Due to temporary licensing restrictions, several necessary base image components are unable to ship
from the factory preinstalled. We expect this situation to be resolved shortly.

4.2. Enhanced Profiles

Customize profiles to add the flexibility to analyze non-traditional malware, and to closely mirror custom environments
to detect advanced and targeted threats. Enhancing the MALWARE ANALYSIS APPLIANCE IntelliVM base images
will include adding the following components to the Windows XP SP3 and Windows 7 SP1.

Adobe Reader

Adobe Flash

Microsoft .NET Framework 3.5 SP1
Microsoft Silverlight

Java

Microsoft C++ Redistributable 2010

Note Adding software beyond that which is provided by the base images may require proper third-
party licenses.
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—

5. Enhance the Windows XP Profile

The Malware Analysis Appliance comes with the following programs pre-installed. You may update them to the latest
version if you wish to.

This section is for your information. All steps are optional.

The examples in this section reflect currently installed versions.

Adding components to base images works the same way as adding software to a physical machine. The process is
identical, consisting of downloading software from websites and negotiating installation dialogs.

Step 1: Inside the Windows XP virtual machine on the Desktop, press the Start button and select Control Panel.

i Programs 3

ﬁ Documents 3

Settings - Control Panel

R e_g Metwork Connections
52y Printers and Faxes
Help and Support a Taskbar and Start Menu

D
)

#=] Run...
2]

O]

Search

Log Off ...

Windows XP Professional

Turn OFF Computer, .,

Ill_';*Start

Figure 19 — Windows XP Start Menu

Step 2: Inside the Control Panel, click Add or Remove Programs.

Step 3: Inside the Add or Remove Programs window, confirm that the following programs are currently installed.

Compatibility Pack for the 2007 Office System
Microsoft Office Excel Viewer

Microsoft Office Word Viewer 2003

Microsoft PowerPoint Viewer

Python 2.7.6

Windows Internet Explorer 8

This configuration is the proper starting point for the Windows XP base image enhancement process.

Note Please contact your technical representative if your base image configuration does not
closely match Figure 20.
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800 10.0.5.96

E E Add or Remove Programs =]

Currently installed programs: [T show updates Sort bey: IName

£:5 Compatibility Pack for the 2007 Office system

upport information.

To remave this program Fram your compute VE,

ﬁg Microsoft Office Excel Viewer Size  50.58MB
Ei‘, Microsoft Office Word Yiewer 2003 Size  36.76MB
EE Microsoft PowerPoink Yiewer Size  177.00ME
L Python 2.7.6 Size  53.85MB

@ Windows Internet Explorer & Size 4,36MB

| gasEM

*Istartl I [+ Control Panel ‘L Add or Remove Programs | 2)

Figure 20 — Windows XP Add or Remove Programs displaying starting base image configuration

Step 4: Click the Internet Explorer icon on the Windows XP Desktop to open the Web browser.

Note Sections 4.1 through 4.6 all take place through the Internet Explorer Web browser interface.

6.6 Adobe Reader

Installing Adobe Reader is optional.

Step 1: Download Adobe Reader from the following address and navigate the installer as required; decline the
Optional Offer, and click Install Now.

e http://get.adobe.com/reader/
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Step 2: When the installation is complete, run the Adobe Reader application from the Desktop and accept the
End User License Agreement (EULA). The EULA appears automatically upon the first launch of the application.

Note The IntelliVMs will be unable to utilize Adobe Reader properly until the EULA has been accepted.

10.0.5.96

[=ll=]s=]
E 0 | - ‘ = | | T Tools | Sign Comment
SignIn
+ Export PDF
Adobe Reader XI - Distribution License Ag for Use on Personal Comput ortPDF @
%ess the Accept button to agree to the License Agreement and continue. F files to Word or Excel
ADOBE i
Personal Computer Software License Agreement C I | c k h ere t 0
1. WARRANTY DISCLAIMER, BINDING AGREEMENT AND ADDITIONAL TERMS AND
AGRIDENTS, accept the EULA

1.1 WARRANTY DISCLAIMFR. THE SOFTWARE AND OTHER INFORMATION IS DELIVERED
TOYOU “ASIS” AND WITH ALL FAULTS. ADOBE, ITS SUPPLIERS AND CERTIFICATION
AUTHORITIES DO NOT AND CANNOT WARRANT THE PERFORMANCE OR RESULTS YOU
MAY OBTAIN BY USING THE SOFTWARE, CERTIFICATE AUTHORITY SERVICES OR OTHER
THIRD PARTY OFFERINGS. EXCEPT TO THE EXTENT ANY WARRANTY, CONDITION,
REPRESENTATION, OR TERM CANNOT OR MAY NOT BE EXCLUDED OR LIMITED BY LAW

APPLICABLE TO YOU IN YOUR JURISDICTION, ADOBE AND ITS SUPFLIERS AND

Launch Adobe Reader
from the Windows XP R TN (YBHESS Om IVPLIED WATE TR By STATCTE CONMOn A costont

USAGE OR OTHERWISE) AS TO ANY MATTER INCLUDING WITHOUT LIMITATION
NONINFRINGEMENT OF THIRD PARTY RIGHTS, MERCHANTABILITY, ]NTE.GRATIO\I
D e S kto p SATISFACTORY QUALITY, OR FITNESS FOR ANY PARTICULAR PURPO!

— OF SECTIONS 1.1 AND 10 SHALL SURVIVE THE TERMINATION OF THIg

HOWSOEVER CAUSED. BUT THIS SHALL NOT IMPLY OR CREATE A

con|
Lea| Print Save

] ST
8 o O o

Figure 21 — The Adobe Reader End User License Agreement (EULA)

Step 3: Turn off automatic updates. From the Edit menu, select Preferences.

Note Updates are valuable for improving security and beneficial for the malware detection process, however
it is essential that the MALWARE ANALYSIS APPLIANCE system administrator apply all updates
manually so as to maintain configuration control over the malware testbed at all times. If components
were to be allowed to update themselves automatically at random intervals, then configuration control
becomes impractical and the administrator is never quite sure what versions of which components are
being used for malware testing.
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[-XsXs] 10.0.5.96

*| Categories: Chheck lor updates

[Full Sereen +] Adobe recomm ends that you aularatically mstal updstes.
Genenl Butometically install updstes et
Page Display Autcmatically downboad updates, but let me choose when to install them Stoni

Piatify me, but let me choose when to downlosd and install updates

& S et download or install updates sutomatically

Click here to
commit the change

4

Multirnedia legacy)
Multirmedia Trust {legacy)
Resding

Select this option
to disable
automatic updates

Figure 22 — Disabling automatic updates from the Preferences screen

Note Additional Adobe Reader versions: https://get.adobe.com/uk/reader/otherversions/.

6.7 Adobe Flash

Installing Adobe Flash is optional.

Step 1: Download Adobe Flash from the following address and navigate the installer as required; ; decline the
Optional Offer, and click Install Now.

http://get.adobe.com/flashplayer/
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Step: 2 of 3

Internet Explorer - Security Warning

Do you want to run this software? Need help"'
MName: Adobe Flashplayer Installer

Publisher: Adobe Systems Incor
_3' More options

Adobe Flash Pl

™) While Files Fram the Internet con b useful, this il e con pl
your computer, Only run software from publishers yod krust., Wi

N\ bding Adabe Flash Player,
What's new?

High Performance fiun 4|Dp5n Foider

Experience hardware accelerated HD video
perfect playback using Flash Player. Recent A"OW the AdObe

improvemerits allow supported Flash content and

games to continue to deliver resporsive feedback even F|3.Sh Player
when your CPU is maxed.
Installer to run

Figure 23 — Internet Explorer Security Warning

Step 2: If prompted to Update Flash Play Preferences during installation, select the following option:

e Never check for updates (not recommended).

Step: 2 of 3

Adobe Flash Plaver Need help?

# Adobe Flash Player Installer

F\\ Update Flash Player Preferences
dobe

h Player that

tly changed.
What's new?

Staying Secur nmended)
Ensure your Flas

date. Simply sele

during the install

anytime inthe FIEEF

Select this option to
disable automatic undates

Figure 24 — Update Flash Player Preferences
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Note Additional Adobe Flash versions: http://helpx.adobe.com/flash-player/kb/archived-flash-player-
versions.html.
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6.8 Microsoft .NET Framework 3.5 SP1

Step 1: Download Microsoft .NET Framework 3.5 SP1 from this address and navigate the installer as required.
In Windows 7 .NET is part of the operating system and can be enabled under Programs and Features.

http://www.microsoft.com/en-us/download/details.aspx?id=22 *

¥ Microsoft
)
Download Center
shop Products Categories Support Security
W Microsott N T e N < |
= . Setupis Inading installstion companents
\v This may ta{é a minute of two.
Select Language: Englizh 4 Free PC updates
= Security patches
= Software updates
Microsoft .NET Framework 3.5 Service Pack 1 is a full cumulative * Service packs
update that contains many new features building incrementally " Hardware drivers
upon .NET Framewark 2.0, 3.0, 3.5, and includes cumulative servicing @ Run Micrasoft Update
updates to the .NET Framework 2.0 and .NET Framewark 3.0
subcom ponents.
@ Details
Y T £ v =l
Dere 0T T 6 et ERETT
d/start| @ povrload Microsoft MeT... | [ setup @‘ 2| zomm

Figure 25 — Installation is proceeding
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Iy Il
L] Microsoft _&Micrusuﬂ NET Framework 3.5 SP1 Setup =] E3 |
P
Microsoft
DOWH | Qa d Ce ntE Download and Install Progress n_et Framework
Shop Products Categori
Downloading:
L] _
.. Status: Current transfer rate is 503 KBfsec,
. Microsoft | Totalbownleadprogress:  41eysams Share
Select Language: English
PR, I s ks ee PC updates
= Security patches
= Software updates
Microsoft NET Framewo * Service packs
update that contains ma + Hardware drivers
_Cance\
upon .NET Framework 2.4 [ @ Run Wicrosoft Upciate
updates to the .NET Fram
subcom ponents.
@ Details
LY HEPoaewe FH 1 paca I ﬂ
T T T [@rmtemnet e -
) start| & Downlaad Microsoft NET... | [T Microsoft NET Frame... @ % | 7a3em

Figure 26 — Additional components being downloaded and installed

[ | F¥H
L] Microsoft _'_;‘Microsu[t MNET Framework 3.5 SP1 Setup - | x
load &
Microsoft
Download Cente A&t
Setup Complete . Framework
Shop Products Categorit
Microsoft NET Framework 3.5 5P1 has been installed successfully.
_p It is highly recommended that vou download and install the latest service packs and security b

.. updates for this product,

H For more information, see Windows Update .
B Microsoft . Click here to
complete the

installation

Select Language: |Engl\sh

[% ty patches
ftware updates

Microsoft NET Framewo Service packs

update that cantains mai - Hardware drivers

upon NET Framework 2. - w) Run Microsoft Update
updates to the .NET Fram,
subcom ponents.
@ Dretails 4
B Ao TP P ¥
T T [ [émemnet Ch - [Rwee -

start| @ pownioad Micrasoft AET... |[ ] Microsoft NET Frame... @)

Figure 27 — Setup Complete

2| 7z em
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6.9 Microsoft Silverlight
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Step 1: Download Microsoft Silverlight from this address and navigate the installer as required.

http://www.microsoft.com/silverlight/

@ Siverlight

Home

Get Silverlight 5

Sikverlight is 3 powerful development tool for ¢
engaging, interactive user experiences for Wek
robile applications. Silverlight is a free plug-in
powered by the MET framework and compatiby
multiple browsers, devices and operating syste
bringing a new level of interactivity wherever th
works,

SEARCHYWITH BING

Download
@ Silverlight Plug in Follow us on: D
About  Features  Partners  Resources  Forums  Download
Download complete [_ O]

b
p=== Download Complete

Silverlight . exe from ...ight.dlservice . microsoft.com

B.62MB in | sec
C:\Documents and Setti. . \Silverlight . exe
6.62MB{5ec

Downloaded:
Download to:
Transfer rate:

I™ Closs this dialog box when download complates

DOWNLOAD NCOW

>

B .

The highest quality interactive
video experiences both live

Business

Create business applications
that give users richer, deeper

& htepsfigo. micrasoft, com/Fwlink/zlinkid=149156

wstartl (& Microsoft Silverlight - ... ” {& Download complete

T T T e

Mobile

Build cormpelling touch-based apps
built quiclly using familiar tools

a o | R -

El|'? 7126 PM

=l

Figure 28 - Silverlight download complete and ready to run the installer
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Fallows us on: m n

Get Silverlight 5

Sikverlight is a powerful development tg
engaging, interactive user experiences
mobile applications. Silverlight is a free
powered by the MET framework and g
multiple browsers, devices and operati
bringing a new level of interactivity whe)
works,

Microsoft*

Silverlight

Download
S et SEARCHWITH BING E & silveriight Plug in
w Silverlight
Home About Features Partners Resources  Forums  Download
x|

Install Silverliﬂiht

By clicking Install now you accept the Silverlight
license agreement.,

Wiew the Silverlight License Agreement

Silverlight updates automatically,
Wiew the Silverlight Privacy Staternent

Media

The highest quality interactive
video experiences both live

Business

Create business applications
that give users richer, deeper

Mobile

Build compelling touch-based apps
built guickly using familiar tools =l

& htepsfigo.micrasoft, com/Fwlink/zlinkid=149156

FErrrre

wstartl & Microsoft Silverlight - ... ”@ Silverlight Setup

Inkernet

R

@) |7 | nzzem

Figure 29 — Beginning Silverlight installation

Download
S e SEARCHWITH BING E & Ssilveriight Plug in
w Silverlight
Home About Features Partners Resources  Forums  Download

Fallows us on: m n

Get Silverlight 5

Sikverlight is @ powerful development tg
engaging, interactive user experiences
mobile applications. Silverlight is a free
powered by the MET framework and g
multiple browsers, devices and operati
bringing a new level of interactivity whe)
works,

Media

The highest quality interactive
video experiences both live

Enable Microsoft Update

Microsoft Update delivers updates for Silverlight
and other Microsoft software,

More about Microsoft update
le Microsoft Update

@ ommended)

soft Update Privacy Statement

Business

Create business applications
that give users richer, deeper

Mobile

Build cormpelling touch-based apps
built gquickly using familiar tools

Bl

4. Error on pages.

e

e

wstartl (& Microsoft Silverlight - ... ”@ Silverlight Setup

a | Mo -

El|'? 7i30PM

Inkernet

Figure 30 — Disabling Microsoft Update
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6.10 Java

Installing Java is optional.

Step 1: Download Java from the address below and navigate the installer as required.

http://java.com/en/download/index.jsp

-
f JavaSetup7u5l.exe from sdlc-esd.sun.com Completed  [H[m]
Help Resources
File Download - Security Warnin
» ¥ihatIs Java? u . [
» Rernove Older Versions Do you want to un this file?
= Disable Java
» Etror Messages Mame: JavaSetup7usl.exe ™
» Troubleshoot Java Type: Application, S99KE E
» Other Hel Fram: sdlc-esd.sun.com '§
uw
offline Installation Fun
Trouble dowwnloading? pad and
Trythe offline installer pent
“hile files from the Intemet can be useful, this file type can
o potentially haim your computer. If you do not trust the sowrce, donat
i 1un this software. What's the risk? r browser (close all browser
= Installation Instructions
= Bystem Requirements
Mot the right aperating system®? See all Java downloads
Java software Tar your computer, or the Java Runtime Enviranment, is alsa referred to as the Java
Runtime, Runtime Environment, Runtime, JRE, Java Virtual Machine, Virtual Machine, Java Wi, JWh, Wi,
Java plug-in, Java plugin, Java add-on orJava dawnload. L
Select Languace | About Java | Support | Developers ORACLE LI
T T T @ ket Ca e [ Hoom -
E;'start| (& Dowrload Java for Wind. .. II & 0% of JavaSetup7uS.. [2r Control Panel =) 2| Fiasem

Figure 31 - File Download Security Warning
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Java Setup - Welcome [ %]

Help Resources
ORACLE

» What is Java?
» Remove Older Yersion
= Digahle Java

» Efror Messanes

= Troubleshoot Java

» Other Heln

Welcome to Java

Java provides safe and secure access to the world of amazing Java content
From business solutions to helpful utilities and entertainment. Java makes
your internet experience come to life

Offline Installation

Trauble downloading?
Trythe ofline installer MNote: Mo personal information is gathered as pan of our install process

Click here for more information on whatwe do collect

Click Install to acceptthe license agreement and install Jawa now.

[~ Change destination folder Cancel

i)

Click here to
run the Java

installer
Select Languade | About Jaw;

“untime Erwironment, is also referred to as the Java
L JRE, Java Virtual Machine, Virual Machine, Java Wi, Jdm, 0,
ava download.

Done ’_'_’_’_'_’_‘0 Inkernet
EE'StartI @ Download Java For wind, ., | B' Control Panel |I|é| Java Setup - Welcome

r

=

o

2

g

riclose all browser

ORACLE =l
R

3|3 | 738pM

Figure 32 - Java Installer Welcome screen

Help Resources
ORACLE

= What is Java?

» Remove Older Version

. Dizable Java We recommend installing the FREE Browser Add-on from Ask

» Errar Messages

Toumksnootiwe | L BN O©

» Other Hel

B5°

Get the best of the Weh delivered to you!

Offline Installation give Facebook status updstes directly in your browser listen to thousands of top radio

Trouble downloading

Try the offine installeg ll the Ask Toolbar in Internet Explorer

and keep Ask as my default search provider in Internet Explorer

By installing this application you agree to the End User License Agresment and Privacy Polic:
The Ask Toolbar is & product of APN,%C v (close all browser

Cancel

Uncheck the
box to decline
the optional
browser add-on

Mot the right operating system? See all Java dor

Java softwan
Runtirme, Ru
Jawa plug-in,

ent, is also referred to as the Java
achine, Virtual Machine, Java ¥h, JvM, Wi,

Click here to
continue the
Select Language | About Java | Support | Dew

ORACLE

’7 ’7 ’7 ’7 |0 Inkernet

Dione, but with errors on page. ¥ insta”ation
1=

wstartl /& Download Java for Wind... | [ Control Panel

L

5
-
o
2
g

Bl

a o Mo -
= | 7a7em

Figure 33 — Decline the Free Brower Add-On
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B
Java Setup - Restore Security Prompts
Help Resources
ORACLE
» What is Java’t
* w Restore Java security prompts
» Disahle Java
» Efror Messanes -
gIroublEShaGilaval Some Java security prompts hawe been hidden when you selected the §
» Other Hel 'Don't show this again' option. “ou can improve the security of your §
personal information by restoring these prompts every 30 days i
Offline Installation
Trouble downloading? ion
Try the offline installer .
re Java security prn%:ts
r (close all browser
Uncheck the
Motthe rig
box to disable i
. Java so C“Ck here to ionment, is also referred 1o as the Java
Rurtirme, o | Machine, Virual Machine, Java Wi, JWi, Wi,
Java SeCUI’Ity Lo sl continue the B
prompts installation
| About Javs | Support | Dy ORACLE LI
Done, but with errors on page. lil_l_l_l_l_lg Internet g - | Ho00% - A
E'Startl @ Download Java for Wind. .. I g- Control Panel ”é‘ Java Setup - Restore ... @ '? 7138 PM

Figure 34 — Disable the Java security prompts

Help Resources
ORACLE
» Wihat is Java?
R Older Wersi o
» TBIMOVE SCEL/EIsIon +/ You have successfully installed Java
» Disable Java
» Ermor Messages >
U
» Linupleshont.lava When Java updates are available. you will be prompted to download and =
» Other Hel install. ‘We recommend you always do 50 to ensure yvour system has the 1§
latest performance and security improverments. e
Offling Installation
Trouble downloading? See the instructions if you want to change this behawvior,
Try the offline installer
YWhen you click close, your browser will be opened so you can verify that
Jawva is working.
r (close all browser
«  Click here to
J Complete the nhtime Enviranment, is also referred to as the Java
R RE, Java Virtual Machine, Yirtual Machine, Jawva Wi JWW Wi
. installation oo _
Select Lanquage | About Java | Su process ORACLE LI
Daone, buk with errars on pags. - ’_’_ ’_ ’_ ’_ ’_ ‘e Internet g - | 0% - g
EE'Startl @ Download Java For Wind. ., I g' Coritrol Panel ”lél Java Setup - Complete @ = | moaem

Figure 35 - Java installation successful
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10.0.5.96

@ Accessories
@ Games
) Python 2.7
) Startup
& Internet Explorer

' msn

@I Outlook Express

. Remote Assistance

&) windows Media Player

B Windows Messenger

i windows Movie Maker

(3% Microsoft Office Excel Viewsr

T Windowws Catalog ;) Microsoft Office Word Viewer 2003
‘Eﬂ Micrsoft PowerPoint Viewer

79 Microsoft Silverlight 3
EY Adobe Reader x1

v v ¥

From the Windows XP Desktop, select:
Start - Programs - Java - Configure Java

(@) set Program Access and befauls

Windows Update

Programs

Docurments

Settings EAEY hos |

L) Mislk Java.com

Search
Help and Suppart

Run...

Lag OFf Admin, ..

Discannect...

Figure 36 — Configuring Java

10.0.5.96

B 1ava Control Panel (=[]

Genersl Update | Java | security | Advanced |

? The Java Update mechanism ensures you have the most updated version of the Java
£ platform. The options below [zt you control how Updates are btained and applied.

=’

Before dowrloading Ll

@ For Updates Automatically Advanced, ..

Pdate will check for updates at least once a week on Sunday ab 10:00 AM, IF an
upGate is recommended, an icon will appear in the system taskbar notification area.,
Move the cursor over the icon to see e status of the update. You wil be notified
before the update is downioaded.

U ncheck thls iva Update - Warning
. You have chosen to stop automatically checking for
box to d |Sab|e updates and will miss future security updates.
aUtO m atl C We strongly recommend lstting Java periodically check For newer versions ko ensure vou have
the most secure: and Fastest Java experience,
updates
4 L. g

Update How
Cancel Apply

Click here to
confirm stoppage
of automatic
security updates

Astart| [[2) 1ava Control Panel

Figure 37 — Disabling Java updates

Note Download older versions from this archive: http://www.oracle.com/technetwork/java/archive-
139210.html
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Microsoft Visual C++ Redistributable 2010

Enhance the Windows XP Profile

Step 1: Download Microsoft Visual C++ Redistributable 2010 from this address and navigate the installer.

http://www.microsoft.com/en-us/download/details.aspx?id=5555

% Microsoft

A

Download Center

Shop Products Categories

File Download - Security Warning

Do you want to run or save this file?

. Thank you for

Microsoft Visual C++ 2010 Re

If your download does not start after 30 sec

Mame: veredist_xG6, exe
Type: Application, 4.83ME

From:  downlgad microsoft.com

0% of vcredist_x86.exe from download.microsoft.com Compl... B[Rl B3

@ Install Instructions

In of save this software. What's the risk?

les from the Intemet can be usstul, this fil typa can
enially harm your compuler. If you do not lust the source, da ot

4

hirrnenft coinnacte

Free PC updates

= Security patches
= Software updates
= Service packs

= Hardware drivers

@ Run Microsoft Update

Lor”

i/ start| & Downlosd Microsoft Visu... I € 0% of vcredist_xB6.e...

Done [T T T @ mtemet

[Ya - [®woow -

@) 5| 7eoem

Figure 38 — File Download Security Warning
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¥ Microsoft

E&Microsoft ¥isual C++ 2010 #86 Redistributable Setup M=

A

D own | Qa d C ENTE  welcome to Microsalt Visual C-++ 2010 %86 Redistributable Setup 5

Please, accept the license terms to continue.

Shop Froducts Categorie

MICROSOFT SOFTWARE LICENSE TERMS ﬂ

ICROSOFT YISUAL C+ + 2010 RUNTIME LIBRARIES ;I

ve read and aﬁpt the license terms. él EI

Thank you

™ ves, send information about my setup experiences to Microsoft Corporation,

Far more information, read the Data Collection Policy.

Install

Cancel

Popular downloa==

@ Run Microsoft Update

mstartl g Download Microsoft Yisu, .. -!6 Microsoft Yisual C++ ...

Product: |Deve|oper Tools j
hAirrncnft ainnacte s
1 | »
bone [T [ [ [ € mtemet Th v [®iow -

[2)

T 740PM

Figure 39 — Accepting the Microsoft Software License Terms

| v

Microsoft visual C++ 2010 x86 Redistributable has been

m Visual Studio =
] Thank you

Microsoft Visual C++ 20! vou can check For more recent versions of this package on
! =

If your download does not start after

ee PC updates

@ Install Instructions - Security patches
Software updates

Service packs
Hardware drivers

Popular downlo:

Product: I Developer Tools

| hirrnentt ainnacte
1

B® Microsoft
B Microsoft Yisual C++ 2010 %86 Redistributable Setup [ [O]x] p\
Download Cente
) Installation Is Complete
Shop Products Categorie

@ Run Microsoft Update

s

Dane ’_ ’_ ’_ ’_ ’_ ’_ ﬁ Inkernet

wstartl & Download Microsoft Visu... | _!.5 Microsoft Yisual C++ ...

L ST

@

= | maoem

Figure 40 — Installation Complete
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Final Enhanced Windows XP Profile

6.12

Return to the Add or Remove Programs window in the Windows XP Control Panel (see Section 5 — Enhancing
the Windows XP Profile, Step 2) and confirm that the following programs are now installed.

Adobe Flash Player (optional)

Adobe Reader (optional)

Compatibility Pack for the 2007 Office System
Java (optional)

Microsoft .NET Framework 2.0 Service Pack 2
Microsoft .NET Framework 3.0 Service Pack 2
Microsoft .NET Framework 3.5 SP1

Microsoft Office Excel Viewer

Microsoft Office Word Viewer 2003

Microsoft PowerPoint Viewer

Microsoft Silverlight

Microsoft Visual C++ 2010 Redistributable
Python 2.7.6

Windows Internet Explorer 8

This configuration is the proper ending point for the base profile enhancement process.

Note Please contact your technical representative if your base profile configuration does not closely match
Figure 52. The versions do not need to be exactly the same as depicted below, as the vendors may post
newer versions online.
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8006 10.0.5.96

E E Add or Remove Programs [_[O

Currently installed programs: [~ Show updates Sork byt INE""E

# Adobe Flash Player 12 ActiveX

Remaove

Adaobe Reader X1 (11.0,06) 125.00ME

E: Comnpatibility Pack far the 2007 Office system £3.71ME

| £ Java 7 Update 51 118.00ME

§5 Microsoft NET Framework 2.0 Service Pack 2 185.00MB

45! Microsoft \WET Framework 3.0 Service Pack 2 169,00MB

45! Microsoft \WET Framework 3.5 5P1 29.05ME

() Wicrosoft Office Excel Viewsr 80.66MB

3 Microsoft Office Word Yiewer 2003 36.76MB

ﬁa Microsoft PowsrPaint Viewer 177.00ME

w Microsaft Silverlight 22.72MB

5 Microsoft Visual C++ 2010 86 Redistributable - 10.0,30313 2.90ME

@ Python 2.7.6 53,85ME

(& windows Inkernet Explarer 4.36MB

—

o/ start IE’ Control Panel (L) Add or Remove Programs I )

2 Fa1pm

Figure 41 — Ending configuration for the enhanced Windows XP base image
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6. Enhance the Windows 7 Profile

The Malware Analysis Appliance comes with the following programs pre-installed. You may update them to the latest
version if you wish to.

This section is for your information. All steps are optional.

Microsoft Visual C++ runtime 2010 Redistributable is already included.

Step 1: Inside the Windows 7 virtual machine on the Desktop, press the Start button and select Control Panel.

L Getingstated

n Connect to a Projector

Ij Calculator

Sticky Notes
*;% Snipping Tool
S paint
-‘é KPS Viewer
S{‘ Windows Fax and Scan
“;‘I Remote Desktop Connection

'\h Magnifier
-

All Programs

=

Admin
Documents
Pictures
Music

G

I
Control PEHE‘*

PLULRHORR Change settings and customize the functionality of your computer.

Default Programs
Help and Support

Windows Security

Figure 42 — Windows 7 Start Menu

Step 2: Inside the Control Panel, click Programs and Features.

Step 3: Inside the Programs and Features window, confirm that the following programs are currently installed.

Compatibility Pack for the 2007 Office System
Microsoft Office Excel Viewer

Microsoft Office Word Viewer 2003

Microsoft PowerPoint Viewer

Python 2.7.6

This configuration is the proper starting point for the Windows 7 base image enhancement process.

Note

Please contact your technical representative if your base image configuration does not closely match
Figure 43.
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mv ﬁ = Caontrol Panel + Programs ~ Programs and Features -

Corntrol Panel Horme

Uninstall or change a program

Wiew installed updates To uninstall a prograrn, select it frorn the list and then click Uninstall, Change, or Repair,
@ Turh Windows features on or

off Organize ~
MNarne & I'l Publisher |v| Installed... I'l Size IvI Wersioh IvI
E] Cormpatibility Pack for the 2007 Office system Microsaft Carporation 8/15/2013 670 MEB 12.0.6514,5001
@ Microsoft Office Excel Wiewer Microsoft Corporation §/15/2013 TLO0ME  12.0.6219.1000
E] Microsoft Office Word Viewer 2003 Microsoft Corporation 8/15/2013 265 ME 11081730
[ Microsoft PowerPoint Viewer Microsoft Corporation 8/15/2013 147 ME 14.0.4763.1000
2 Python 2.7.6 Python Software Foundation §/13/2013 52.4ME 276150

Figure43 — Windows 7 Programs and Features displaying starting base image configuration

Step 4: Verify that Internet Explorer is installed and activated by clicking Turn Windows features on or off.

Click OK if you needed to turn Internet Explorer on, or click Cancel if it was already activated.

00 100596
(ol =)
@’C)—@ + Control Panel & Al Control Panel hems  Programs and Festures = [ 4y | [ Seorch Pragroms and Features 2
Ctiesaol Pivel Perts Uninstall or change a program
installed u To uninstall 8 program, sebect it from the fst and then click Uninstall, Change, or Repair.
< B T Windews features on or
- @
Sue Version
bi; 679ME 12065145001
i Micesatt o Turn Windows features on or off 8 hyoms TOME 12045293000
Oy
CMicrosoft OF 10y o frature am, select ifs check bay. To tim a feature off, clear its 15/203 265 MR AR
W Micrasoft Py check bow. A by part of i T F15m13 WTME 14047621000
L hon 274 T 13783 JAME ZIB1A
. w 1. [ =

- > 9 i
]
> Wk P |
Sten 4 @ P Incemesboformation Sevicss 1% |8
[714 Internet Informatsun Senices Hostable Web Care |
@ [FU Media Features
o W | Microsaft NET Framework 351

| 171 FIP Listener

currently installed programs Total ues 365 ME

Sten & =
ki 5 prngeams installed

— A - —
e )= o=

Figure 44

Step 5: Click the Internet Explorer icon on the Windows 7 Taskbar to open the Web browser.

Note Sections 6.1 through 6.6 all take place through the Internet Explorer Web browser interface.
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6.13 Adobe Reader
Installing Adobe Reader is optional.
Step 1: Download Adobe Reader from the following address and navigate the installer as required; decline the

Optional Offer, and click Install Now.

http://get.adobe.com/reader/

8 06 10.0.5.96
! B8 Adobe Reader == ES
LS File Edit View Window Help
NBRZeBSE]®® [ ele @ [w ][R Tools | Sign | Comment
sign In
H v Export PDF
Adob
% ‘ : Adobe Reader XI - Distribution License Agreement for Use on Personal Camputers bortPDF &
{A( mess the Accept button to agree to the License Agreement and continue. F files to Word or Excel
Adobe’ Read ADOBE |_;_\ File:
Personal Computer Software License Agreement
Open a Rex
& My Comp 1. WARRANTY DISCLAIMER, BINDING AGREEMENT AND ADDITIONAL TERMS AND .
AGREEMENTS.
o pcobitc Click here to

1.1 WARRANTY DISCLAIMER. THE SOFTWARE AND OTHER INFORMATION IS DELIVERED

TO YOU “AS IS” AND WITH ALL FAULTS. ADOBE, ITS SUPPLIERS AND CERTIFICATION
AUTHORITIES DO NOT AND CANNOT WARRANT THE PERFORMANCE OR RESULTS YOU

Launch Adobe Reader MAY OBTAIN BY USING THE SOFTWARE, CERTIFICATE AUTHORITY SERVICES OR OTHER

. THIRD PARTY OFFERINGS. EXCEPT TO THE EXTENT ANY WARRANTY, CONDITION,

fro m th e Win d ows 7 REPRESENTATION, OR TERM CANNOT OR MAY NOT BE EXCLUDED OR. LIMITED BY LAW

APPLICABLE TO YOU IN YOUR JURISDICTION, ADOBE AND ITS SUPPLIERS AND

CERTIFICATION AUTHORITIES MAKE NO WARRANTIES CONDITIONS, REPRESENTATIONS,

accept the EULA
7
Deskto P OR TERMS (EXPRESS OR [MPLIED WHETHER BY STATUTE, COMMON LAW, CUSTOM,
USAGE OR OTHERWISE) AS TO ANY MATTER INCLUDING WITHOUT LIMITATION
NONINFRINGEMENT OF THIRD PARTY RIGHTS, MERCHANTABILITY, INTEGRATION, PDF
SATISFACTORY QUALITY, OR FITNESS FOR ANY PARTICULAR PURPOSE. THE PROVLY
Ad OF SECTIONS 1.1 AND 10 SHALL SURVIVE THE TERMINATION OF THIS A4 ghT

HOWSOEVER CAUSED. BUT THIS SHALL NOT IMPLY OR CREATE AN P i!!il

Files

Files

IGHT e

303PM | |

PR
! 13072014 |
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Figure 45 — Accepting the Adobe Reader End User License Agreement

Step 2: When the installation is complete, run the Adobe Reader application from the Desktop and accept the
End User License Agreement (EULA). The EULA appears automatically upon the first launch of the application.

Note The IntelliVMs will be unable to utilize Adobe Reader properly until the EULA has been accepted.

Step 3: Turn off automatic updates. From the Edit menu, select Preferences.

Note Updates are valuable for improving security and beneficial for the malware detection process, however
it is essential that the MALWARE ANALYSIS APPLIANCE system administrator apply all updates
manually so as to maintain configuration control over the malware testbed at all times. If components
were to be allowed to update themselves automatically at random intervals, then configuration control
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becomes impractical and the administrator is never quite sure what versions of which components are
being used for malware testing.

800 10.0.5.96

[E=3 Eol =<

Window Help

Ctrl+Z

Tools Sign Comment
Shift+Ctrl+Z d d

SignIn

Ctrl+X
Ctrl+C

Ctrl+V Adobe ExportPDF

Convert PDF files to Word or Excel
anline,

¥ Export PDF

Delete

Select All Ctrl+A Select PDF File:
Deselect All Shift+Ctrl+A

Adobe Online Services

ﬂil% Convert PDF to Word or Excel
b Convert To:

i Microsoft Word (*.docx
Check Spelling @ Create PDE (".docy
Look Up Selected Word...

Copy File to Clipboard

Recognize Text in English(U.5.)

LT
Find Ctrl+F Share Files Using SendMow Change
Advanced Search Shift+Ctrl+F

: Q Get Documents Signed
Protection Convert

Analysis — . .
@ Store Your Files Online
Accessibility

» Create PDF

» Send Files

» Store Files

Learn How
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the Edit Menu

3:09 PM
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Figure 46 — Opening the Preferences screen
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8 00 10.0.5.96
- 3 Preferences @
B8 Adobe Categories: Check for updates (= ][=]
File Edi

Full Screen A Adobe recommends that you automatically install updates.
i _ pmment
General () Automatically install updates

Page Display ) =
() Automatically download updates, but let me choose when to install them sign In

[d 3D & Multimedia (©) Notify me, but let me choose when to download and install updates

Accessibility @ Ro not download or install updates automatically -
Adobe Online Services
Email Accounts e
Forms

Identity

Internet
JavaScript
Language
Measuring (20)
Measuring (30)
Measuring (Geo)

R

)

m

Select this option
Multimedia Trust (legacy) tO d|sab|e

Multimedia (legacy)

Reading

automatic updates

Reviewing

Search

Click here to
Security .
Security (Enhanced) Comm't the Change

Signatures

Spelling
Tracker

Trust Manager
Units

Updater

OK Cancel

€ = 9

Figure 47 — Disabling automatic updates from the Preferences screen

Note Additional Adobe Reader versions: https://get.adobe.com/uk/reader/otherversions/.
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6.14 Adobe Flash

Installing Adobe Flash is optional.

Step 1: Download Adobe Flash from the following address and navigate the installer as required; decline the

Optional Offer, and click Install Now.

http://get.adobe.com/flashplayer/

8006 10.0.5.96

Recycle Bin

Ao

Adobe Flash Player Installer

Retrieving install

) ’él = 0l \ 0 50 B "

Figure 48 — Retrieving Adobe Flash Player Installer

Step 2: If prompted to Update Flash Play Preferences during installation, select the following option:

e Never check for updates (not recommended).
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10.0.5.96

Adobe Flash Player Installer

F\1 Update Flash Player Preferences
Adobe

Security updates and enhanc periodically released for Adobe Flash Player that can be
downloaded and installed automatically

Select this option to
disable automatic upndates

|

Figure 49 — Update Flash Player Preferences

10.0.5.96

Adobe Flash Player Installer

# Adobe Flash Player 12

Figure 50 - Installing Adobe Flash Player

Note Additional Adobe Flash versions: http://helpx.adobe.com/flash-player/kb/archived-flash-player-

versions.html.
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6.15

Microsoft .NET Framework 3.5 SP1

On Windows 7 .NET is part of the operating system and can be enabled under Programs and Features.

Note EMET requires .NET 4.5. Install the correct version for your applications.
e 0o 10.0.5.96
=] =] 2
@vvh‘:} <« All Control Panel Items » Programs and Features - | +3 | T search Programs and Feat el

Control Panel Home .
Uninstall or change a program

ew installed update

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

B Turn Windows features on or
off

Organize - ==
MName E’L Windows Features

P8 Adobe Read .

ECorDﬂ:ati:aili Turn Windows features on or off CheCk the bOX fOf

[I;,.Microsofto
2 Microsoft O
m Microsoft P
 Python 2.7 4

To turn a feature on, select its check box. To
check box. A filled box means that only pa

Microsoft .NET
Framework 3.5.1/4

Games
Indexing Service

ation Services
dan Cervices Hostable Web Core

Click here to display
the Windows
Features checklist

PTift and DoCUMment Services
RAS Connection Manager Administration Kit (CMAK)
Remote Differential Compression
RIP Listener

\.

v

Click OK to
commit the
change

=]

Figure 51 — Turning on Microsoft .NET Framework 3.5.1 or 4 from the Windows Features checklist
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6.16 Microsoft Silverlight

Step 1: Download Microsoft Silverlight from this address and navigate the installer as required.

http://www.microsoft.com/silverlight/

8 006 10.0.5.96

Silverlight

Install Silverlight

By dicking Install now you accept the Silverlight
license agreement.

View the Silverlight License Agreement

Microsoft Silverlight updates automatically.

S I |Ver| i ght View the Silverlight Privacy Statemen

Click here to
begin installation

@ e I@I 0 )% !

Figure 52 — Preparing to install Silverlight
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8 00 10.0.5.96

Silverlight
erig Enable Microsoft Update

Microsoft Update delivers updates for Silverlight
and other Microsoft software.

s
J EnaWe Microsoft Update

I%éra Immended)
Microsoft* = R .

Silve

Uncheck this
book to disable
Microsoft Update

e - -

Click
here to
proceed

10 0% H

Figure 53 — Disabling automatic Microsoft Updates

6.17 Java

Installing Java is optional.

Step 1: Download Java from the address below and navigate to the installer as required.

http://java.com/en/download/index.jsp
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Download Help

Help Resources

» Whatis Java? SRgste
» Remove Older Version|
» Disable Java

» Error Messages

» Troubleshoot Java
= Other Hel

Status:  Instaling Java

Feedback

3 Billion Devices Run Java

Offline Installation

Trouble downloading?
Try the offline installer

r (close all browser

Not the right operating system? See all Java downloads.

Select Language | About Java | Support

ORACLE i

Figure 54 - Installing Java

10.0.5.96

'ﬂ; Microsoft Office Word Viewer 2003

3] Microsoft PowerPoint Viewer

‘F_; Windows Anytime Upgrade

] Windows DVD Maker

= Windows Fax and Scan e
 Windows Media Center

Windows Media Player Beciment,

21 Windows Update
4 XPS Viewer
Accessories

Pictures

Music
Games
Java Computer

%] Check For Updates Control Panel

£ Configure Java
| £ Get Help I} Devices and Printers

Maintenance
Microsoft Silverlight
Python 2.7

bk From the Windows 7 Desktop, select:
Start > All Programs - Java - Configure Java

Figure 55 — Configuring Java
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a |:2] Java Control Panel
General | Update | Java | Security | Advanced
Recycle Bin

The Java Update mechanism ensures you have the most updated version of the Java
platform. The options below let you control how updates are obtained and applied.

Before downloading -
[C] Cheglifor Updates Automatically Advanced...
- -t will check for updates at least once a week on Sunday at 3:00 AM. If an
update is recommended, an icon will appear in the system taskbar notification area.

Mave the cursor over the icon to see the status of the update. You will be notified
before the update is downloaded.

Java Update - Warning =

You have chosen to stop automatically checking for
Uncheck the

updates and will miss future security updates.

box to disable
. We strongly recommend letting Java periodically chedk for newer versions to ef
auto m at| C the most secure and fastest Java experience.
updates

‘ Update Naw ‘

Click here to ([ cones |
confirm that
automatic updates
will be disabled

Figure 56 — Disabling automatic Java updates

Note Download older versions from this archive: http://www.oracle.com/technetwork/java/archive-
139210.html
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6.6 Detect Unknown Exploits with EMET

In the Malware Analysis appliance, the Microsoft® Enhanced Mitigation Experience Toolkit (EMET) detects unknown
exploits. For the InteliVM to be able to collect EMET events, EMET must be installed in a Windows 7 or 8 profile, and
properly configured. This feature is strongly recommended, but optional.

Note Blue Coat recommends that you first deploy EMET on a new profile to verify that it works as expected.

Step 1. Create a new Windows 7 (or Windows 8) profile. EMET is not supported on Windows XP.
Step 2: Customize the profile, then log on using RDP.

Step 3: Download and install .NET Framework 4.5 on the iVM profile.
Note

For EMET to work with Internet Explorer 10 on Windows 8, Microsoft KB 2790907 or a more recent
version of the Compatibility Update for Windows 8 must be installed.

Step 4: Download EMET 5.5 and the user-guide PDF from Microsoft at:
https://download.microsoft.com/download/8/E/E/SEEFD9FC-46B1-4A8B-9B5D-13B4365F8CAQ/EMET%20Setup.msi ,
and begin the installation.

Step 5: On the EMET Configuration Wizard page, select Use Recommended Settings, and click Finish.

Enhanced Mitigation Experience Toalkit *x

‘rfl’ EMET Configuration Wizard

@ ® Use Recommended Settings:

& Reset existing application configuration settings
& add protections for Internet Explorer, WordPad, Microsoft Office, Adobe Acrobat and Reader, and Oracle Java
e add Certificate Trust rules For Microsoft and other popular online services {Twitter, Facebook and Yahoo!)

® Enable Reporting through Windows Event Log, Tray Icon, and Early Warning Program

@ ) Configure Manually Later

EMET Privacy Statement

Figure 57 — EMET Wizard

Step 6: Configure the EMET service to start automatically with no delay. Follow these steps:
1. Click Start, and search for services.msc.

2. Right click the service name, and select Properties.

© 2017 Blue Coat Systems, Inc. 46 of 76 Updated 16 Jun 2017


https://download.microsoft.com/download/8/E/E/8EEFD9FC-46B1-4A8B-9B5D-13B4365F8CA0/EMET%20Setup.msi

Malware Analysis Appliance | IntelliVM Profile Customization Guide Enhance the Windows 7 Profile

—
3. Change the Startup Type to Automatic.

Microsoft EMET Service Properties (Local Computer)

General | Log On I Recavery I Dependencies|

Service name: EMET_Service

Dizplay name: Microzoft EMET Service

Diescription: The Enhanced Mitigation Experience Toolkit -
SsGAphen [EMET] iz desianed to help prevent attackers from — _

Path to executable:

"C:AProgram Files\EMET B.ENEMET_Service. exe”

Startup type:

Help me confiqure service startup options.

Service status:  Started

Start Pauze Besume

“Y'ou can specify the start parameters that apply when pou start the service
fram here.

Start parameters:

[ QK ][ Cancel ][ Apply

Figure 58 — Set Startup Type to Automatic

The following optional steps further enhance the EMET configuration.
A: Open the EMET GUI and configure it.

1. Uncheck the Early Warning option on the Enhanced Mitigation Experience Toolkit window, if you don’t want
information related to an exploitation attempt to be sent to Microsoft through the standard Windows Error
Reporting channel.

= ~ Enhanced Mitigation Experience Toolkit - B X%
} Import i Cuick Profile Mame: v Windows Event Log @
& Export &J (=] Recommended security... | v | Tray Tcon
‘Wizard Apps  Trust Help
ﬁ Group Policy Skin: OFfice 2013 - Early Warning -
b
File Canfiguration Systern Settings ,/ Reporting Info =
-
[Diaba Execution Prevention (DEF) “ Application Opt In -
Structured Exception Handler Crverwrite Protection (SEHOR) v“ Application Gpt In -
Address Space Layout Randomization (ASLR) v | Application Opt In -
Certificate Trust (Pinning) v | Enabled -
Running Processes
Process ID Process Name 4 | Running EMET
» | 1180 dwim - Deskkop Window Manager ~
=t EMET_aAgent - EMET_Agent
2968 EMET_GUI - EMET_GUL
1128 EMET_Service - EMET_Service
1195 explorer - Wwindows Explorer
1958 Logonll - Windows Logon User Interface Host
477 Isass - Local Security Authority Process
430 Ismn - Local Session Manager Service
2812 mscarsyw - WET Runtime Optimization Service
2088 mspaint - Paint -
c Refresh

Figure 59 — Deselect Early Warning

© 2017 Blue Coat Systems, Inc. 47 of 76 Updated 16 Jun 2017



Malware Analysis Appliance | IntelliVM Profile Customization Guide Enhance the Windows 7 Profile

—

2. Click Apps in the upper menu bar to open the configuration window.

3. Setyour Stop on Exploit preference.

@B A Applicaticn Confiurstion -
™ » P By Ty

ﬁ * @ <a)' <3 % |'®! Stop on exphok: | ¥ Daep Hooks [w] Arti Detours

Export  Exgort  Add Apphestion  add wikdcard  Remove  ShowFul Show all  Show Growp Audk ooty 7 Banned Funcians

Selected Selecred Path  Settings  Folcy Apps g
File: Add [ Remcree Cpbions Default Acticn Mitigation Sattings
Mitigations
v Find Clear

App Name | CEP SEHOF | NP, Heap... |EAF EAF# Mand... |Botte... |Loadlh | Mem et Swrkx,.. | Stach... | ASR
iexplore.exe | 2 o > > ¥ ) I ) o ¥ ¥ ¥ o
wordpad.exe 3 o o 3 W o o ' | ol W "l
OO EXE o v b b o v o o [l e L b
WINWORD.EXE ¥ L L L ¥ L L v o |l ¥ L L
EXCELEXE v d “ e » i e v » i R d 4
POWERPNTEXE v v v » w v v v b Il o o o
MSALLESS.EXE La L L L L L La ¥ » o ¥ L
MSPLUREXE v v “ L ' L L C W il w e
INFOPATHEXE v J L B ~ o v v \l i o d
VISIOERE v o o o ' v v v W ] o o
VPREVIEW.EXE v v ' ' ' L Cd i W w1 R L
LYNC.EXE o v w b ~ v o o W Ll ' L
PPTVIEW.EXE o L o o o v L v W o] v v
OTS.EXE v L “ “ e L V e W w1 w e
AcroRdIZ exe v v ¥ v v e v o v W % v "

Figure 60 — Configure Stop on exploit

e By default EMET is set to the Default Action Stop on exploit. This is the recommended setting for
maximizing detection. However, this may not give you all the details about the attack, including second stage
malware information. Blue Coat recommends maintaining this choice for maximum detection and with simpler
configurations.

e For full attack information (and a minimal reduction in exploit detection), select Audit only. This will let the
exploit continue as long as possible, only observing. This results in significantly more information about
consecutive stages of the attack.

Remove any applications you don’t want to monitor, if necessary. When the Use Recommended Settings
selection is made during installation, EMET adds and configures a set of popular applications. Click Remove
Selected when you have highlighted an application in order to remove it.

If necessary, add a new application, highlight it in the list, and enable all mitigations for that application (unless
otherwise advised).

Note Some mitigations are not compatible with certain applications. Blue Coat recommends referring
to the following link to verify your settings, and then to deselect any incompatible mitigations:
https://support.microsoft.com/kb/2909257.

6. Click OK to return to the EMET Toolkit main window.
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B: Start the configured applications, then click Refresh in the EMET GUI, and verify you see a green check mark in the
Running EMET column.

= A~ Enhanced Mitigation Experience Toolkt - 0O %
]- Irnpart -;:_L @ Cick Profile Mame: W Windows Event Lag @
E- Export ¥ Recommended security,.. | W Tray Icon
Wizard Apps  Trust Help
,ﬁ Group Policy Skin: Office 2013 - v Early Warning -
File: Configuration Syskemn Settings Reporting Infa &
Syskern Skatus
Data Execution Prevention (DEF) “ i Application Opt In -
Structured Exception Handler Owerwrite Protection (SEHOR) ‘. Application Cpt In -
Address Space Layout Fandomization (ASLR) . Application Opt In -
Certificate Trust (Pinning) U | Enabled -
Running Processes
Process ID Process Mame 4 | Running EMET
2924 AcroRd3Z - Adobe Reader 9.3 (7] ~
336 cstss - Client Server Runtime Process
a0 cstss - Client Server Runtime Process
1096 csrss - Client Server Runtime Process
2320 dilhost - COM Surrogate
11a0 dwin - Deskbop Window Manager
565 EMET_Agent - EMET_Agent
2965 EMET_GLIT - EMET _GUI
1128 EMET_Service - EMET _Service
1196 explorer - Windows Explorer ”
c Refresh

Figure 61 — EMET is running

Step 7: Close all applications, close the remote desktop session, then build the profile.

Step 8: Verify that EMET works by running samples which will trigger EMET. The following MD5 is for reference; Blue
Coat is unable to provide the samples, as they are malicisous. They are available on VirusTotal.
e C32AD4D6F6A00C85E6BD152852D5D09F (SimExecFlow, and StackPivot)
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6.7 Final Enhanced Windows 7 Profile

Return to the Add or Remove Programs window in the Windows 7 Control Panel (see Section 6 — Enhancing the
Windows 7 Profile, Step 2) and confirm that the following programs are now installed.

Adobe Flash Player (optional)

Adobe Reader (optional)

Compatibility Pack for the 2007 Office System
Java (optional)

Microsoft Office Excel Viewer

Microsoft Office Word Viewer 2003

Microsoft PowerPoint Viewer

Microsoft Silverlight

Python 2.7.6

EMET 5.5 (strongly recommended, optional)

This configuration is the proper ending point for the base profile enhancement process.

Reminder: Microsoft .NET and Internet Explorer can be viewed from the Windows Features checklist in Windows 7.

Note Please contact your technical representative if your base profile configuration does not closely match
Figure 62. The versions do not need to be exactly the same as depicted below, as the vendors may post
newer versions online.
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M
— _
K3 )= [E « Al Control Panel tems » Programs and Festures - [+ ][ s

Control Panel Home .
Uninstall or change a program

View installed updates Te uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

By Turn Windows features on or

et Organize = = - 9

=

Narne Publisher Installed On
Adobe Flash Player 12 ActiveX Adobe Systems Incorporated 1/30/2014
Adobe Reader X1 (11.0.06) Adobe Systems Incorporated 1/30/2014
0o Compatibility Pack for the 2007 Office system Microsoft Corporation 8/15/2013
|£/Java 7 Update 51 Oracle 1/30/2014
@' Micresoft Office Excel Viewer Micresoft Corporation 8/15/2013
r"j Microsoft Office Word Viewer 2003 Micresoft Corporation 8/15/2013
= Microsoft PowerPoint Viewer Micresoft Corporation 8/15/2013
w Microsoft Silverlight Microsoft Corporation 1/30/2014
= | Microsoft Visual C++ 2010 %86 Redistributable - 10.0... Microsoft Corporation 1/30/2014
 Python 276 Python Software Foundation 8/13/2013

[

Currently installed programs Total size: 650 MB
10 programs installed

Figure 62 — Verifying the final enhanced Windows 7 base image
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7. Enhance the Windows 8 Profile

The Malware Analysis Appliance comes with the following programs pre-installed. You may update them to the latest
version if you wish to. User account control is disabled.

This section is for your information. All steps are optional.

Microsoft Visual C++ runtime 2010 Redistributable is already included.

Flash is integrated with Internet Explorer in Windows 8. No separate install is available or required.

. Inside the Windows 8 virtual machine on the Desktop, click Desktop; the basic desktop appears.

A
D
=

: Navigate to the Control Panel.

9,
@
N

. Inside the Control Panel, click Programs and Features.

)
@
w

. Inside the Programs and Features window, confirm that the following programs are currently installed.

Compatibility Pack for the 2007 Office System
Microsoft Office Excel Viewer

Microsoft Office Word Viewer 2003

Microsoft PowerPoint Viewer

Python 2.7.6

)

D
e o6 o o o

N

This configuration is the proper starting point for the Windows 8 base image enhancement process.

Note Please contact your technical representative if your base image configuration does not closely match
Figure 63.

© -1 + Contrel Panel » All Control Panel ltems » Programs and Features v & | Seal

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall 3 program, select it from the list and then click Uninstall, Change, or Repair.
&) Turn Windows features on or

off Organize +
Name - Publisher Installed On ~ Size Version
P8 Edobe Reader 3.3 Adobe Systems Incorporated 371372014 209 ME 930
3 Compatibility Pack for the 2007 Office system Microsoft Corparation 12772014 669 MB  12.06514.5001
[£]Java(TM) 7 Update 2 Oracle 3/13/2014 99.1MB  7.0.20
| £]sava(TM) 7 Updlate 2 (64-bit) Oracle 3/13/2014 936MB  7.0.20
[ Microsoft Office Excel Viewer Microsoft Corperation 1/27/2014 T26MB  12.0.6219.1000
53 Microsoft Office Word Viewer 2003 Microsoft Corparation 12772014 265MB 11081730
5] Microsoft PowerPoint Viewer Microsoft Corperation 1/27/2014 14TMB  14.0.4763.1000
[ Microsoft Visual C++ 2010 x64 Redistributable - 10.0.... Microsoft Corparation 3/13/2014 13.6MB  10.030319
5 Microsoft Visual C++ 2010 x86 Redistributable - 10.0.... Microsoft Corporation 3/13/2014 MOMB 10030319
. Python 2.7.6 (64-bit) Python Software Foundation 2372004 S5.5MB 276150

Figure 63 — Windows 8 Programs and Features displaying starting base image configuration

Step 4: Verify that Internet Explorer is installed and activated by clicking Turn Windows features on or off.

Click OK if you needed to turn Internet Explorer on, or click Cancel if it was already activated.
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@ @ - 1 » Control Panel + All Control Panel ltems + Programs and Features v & Search Progral

Control Panel Home

E' Turn Windows features on 0

Uninstall or change a program

To uninstall a pregram, select it fros

Turn Windows features on or off @
Organize «

= To turn a feature on, select its check box. To turn a feature off, clear its
Name check box. A filled box means that only part of the feature is turned on.
EM‘“‘E Reader 5.3 ) [®]], NET Framework 3.5 (includes .NET 2.0 and 3.0) ~
8 Compatibility Pack for the 2007 Offi [=] . NET Framework 4.5 Advanced Services
EMH 3.3 [[1 ] Active Directory Lightweight Directory Services
| £|Java 8 Update 77 [}, Hyper-v

Mt Oficacal > 1), [
Step 4 E] Microsoft Office Word Viewer 2003 [[]. Internet Information Services

[27] Microsoft PowerPoint Viewer [ 1. Internet Information Services Hostable Web Core

[55] Microsoft Visual C++ 2010 x64 Redis] . Media Features

[#7] Microsoft Visual C++ 2010 x86 Redis; [[] 1. Microsoft Message Queue (MSMCQ) Server

< Python 2.7.6 (64-bit) [[]}. MNetwork Projection

[=] . Print and Document Services

L [T11 RAS Connection Mananer Administration Kit (CMAKY ¥

< Microsoft Message Queue (MSMQ) Server, hl |
e I |

I‘-—? Currently installed prog |

Figure 64 Verify IE Is Installed

Step 5: Click the Internet Explorer icon on the Windows 8 desktop or Taskbar to open the Web browser.

Note Sections 7.1 through 7.5 all take place through the Internet Explorer Web browser interface.
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6.8 Adobe Reader
Installing Adobe Reader is optional.
Step 1: Download Adobe Reader from the following address and navigate the installer as required; decline the

Optional Offer, and click Install Now.

http://get.adobe.com/reader/

8 06 10.0.5.96
! B8 Adobe Reader == ES
LS File Edit View Window Help
NBRZeBSE]®® [ ele @ [w ][R Tools | Sign | Comment
sign In
H v Export PDF
Adob
% ‘ : Adobe Reader XI - Distribution License Agreement for Use on Personal Camputers bortPDF &
{A( mess the Accept button to agree to the License Agreement and continue. F files to Word or Excel
Adobe’ Read ADOBE |_;_\ File:
Personal Computer Software License Agreement
Open a Rex
& My Comp 1. WARRANTY DISCLAIMER, BINDING AGREEMENT AND ADDITIONAL TERMS AND .
AGREEMENTS.
o pcobitc Click here to

1.1 WARRANTY DISCLAIMER. THE SOFTWARE AND OTHER INFORMATION IS DELIVERED

TO YOU “AS IS” AND WITH ALL FAULTS. ADOBE, ITS SUPPLIERS AND CERTIFICATION
AUTHORITIES DO NOT AND CANNOT WARRANT THE PERFORMANCE OR RESULTS YOU

Launch Adobe Reader MAY OBTAIN BY USING THE SOFTWARE, CERTIFICATE AUTHORITY SERVICES OR OTHER

. THIRD PARTY OFFERINGS. EXCEPT TO THE EXTENT ANY WARRANTY, CONDITION,

fro m th e Win d ows 8 REPRESENTATION, OR TERM CANNOT OR MAY NOT BE EXCLUDED OR. LIMITED BY LAW

APPLICABLE TO YOU IN YOUR JURISDICTION, ADOBE AND ITS SUPPLIERS AND

CERTIFICATION AUTHORITIES MAKE NO WARRANTIES CONDITIONS, REPRESENTATIONS,

accept the EULA
7
Deskto P OR TERMS (EXPRESS OR [MPLIED WHETHER BY STATUTE, COMMON LAW, CUSTOM,
USAGE OR OTHERWISE) AS TO ANY MATTER INCLUDING WITHOUT LIMITATION
NONINFRINGEMENT OF THIRD PARTY RIGHTS, MERCHANTABILITY, INTEGRATION, PDF
SATISFACTORY QUALITY, OR FITNESS FOR ANY PARTICULAR PURPOSE. THE PROVLY
Ad OF SECTIONS 1.1 AND 10 SHALL SURVIVE THE TERMINATION OF THIS A4 ghT

HOWSOEVER CAUSED. BUT THIS SHALL NOT IMPLY OR CREATE AN P i!!il

Files

Files

IGHT e

303PM | |

PR
! 13072014 |

e - O =

Figure 65 — Accept the Adobe Reader End User License Agreement

Step 2: When the installation is complete, run the Adobe Reader application from the Desktop and accept the
End User License Agreement (EULA). The EULA appears automatically upon the first launch of the application.

Note The IntelliVMs will be unable to utilize Adobe Reader properly until the EULA has been accepted.

Step 3: Turn off automatic updates. From the Edit menu, select Preferences.

Note Updates are valuable for improving security and beneficial for the malware detection process, however
it is essential that the MALWARE ANALYSIS APPLIANCE system administrator apply all updates
manually so as to maintain configuration control over the malware testbed at all times. If components
were to be allowed to update themselves automatically at random intervals, then configuration control
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becomes impractical and the administrator is never quite sure what versions of which components are
being used for malware testing.

800 10.0.5.96

| P8 Adobe Reader EI@

File 208 View Window Help

Ctrl+Z
Shift+ Ctrl+Z

Tools Sign Comment

SignIn

Ctrl+X
Ctrl+C

Paste Ctrl+V Adobe ExportPDF -\E

Delete Convert PDF files to Word or Excel
— anline,

¥ Export PDF

Select All Ctrl+A Select PDF File:
Deselect All Shift+Ctrl+A

Adobe Online Services
Copy File to Clipboard

&3 Take a Snapshot ﬂ\:l% Convert PDF to Word or Excel o T

i Microsoft Word (*.docx
Check Spelling @ Create PDE (".docy
Look Up Selected Word...

LT Recognize Text in English(U.5.)
Find Ctrl+F Share Files Using SendMow Change

Advanced Search Shift+Ctrl+F
: Q Get Documents Signed
Protection

Analysis — . .
@ Store Your Files Online
Accessibility

Convert

» Create PDF

» Send Files

» Store Files

Learn How

Preferences from
the Edit Menu

3:09 PM

0 D% mme |

Figure 66 — Opening the Preferences screen

|
[ 1| Preferences
N Categories: Check for updates

& Documents Adobe recommends that you automatically install updates,
Full Screen () Automatically install updates
General _ .
p - () Automatically download updates, but let me choose whe

age Display

(® Do not download or install updates automatic

3D & Multimedia
Accessibility
Acrobat.com
Forms

|dentity

International
Internet

Select this option to
disable automatic
updates

Figure 67 — Disabling automatic updates from the Preferences screen
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Note Additional Adobe Reader versions: https://get.adobe.com/uk/reader/otherversions/.
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6.9 Microsoft .NET Framework 3.5 SP1

On Windows 8, .NET is part of the operating system and can be enabled under Programs and Features.

Note EMET requires .NET 4.5. Install the correct version for your applications.

Programs and Features = =

@ @ «~ 4 [& » ControlPanel » All Control Panel ltems » Programs and Features v G Search Programs and Features O

Control Panel Home

@ Turn Windows features on ol
off

Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Organize

Name Turn Windows features on or off

B8 rdobe Reader9.3

©3 Compatibility Pack for the 2007 O
EMET 5.5

Java 8 Update 77

@ Microsoft Office Excel Viewer

©3 Microsoft Office Word Viewer 200
[ Microsoft PowerPaint Viewer

[2 Microsoft Visual C++ 2010 x64 Re
[ Microsoft Visual C++ 2010 %86 Re
* Python 2.7.6 (64-bit)

Toturna featule on, select its check box. To turn a feature off, clear its 3 MB

@ I Hyper-v
_h Internet Explorer 10
|:|_L| Internet Information Services
I:‘_h Internet Information Services Hostable Web Core
_h Media Features
|:|_L| Microsoft Message Queue (MSMQ) Server
[[] 1) Network Projection
= E|_L| Print and Document Services

<
“—  currently installed pr
h. 10 programs installed

Figure 68 — Turn on Microsoft .NET Framework 3.5.1 or 4 from the Windows Features checklist
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6.10 Microsoft Silverlight

Step 1: Download Microsoft Silverlight from this address and navigate the installer as required.
http://www.microsoft.com/silverlight/

Silverlight 5
now available i
. Install Silverlight

By dicking Install now you accept the Silverlight license
agreement. :

View the Silverlight License Agreement

v Siverlight ;

Migroso‘ft’ 2, Silverlight updates automatically.

S I Ive rI Ig ht- View the Silverlight Privacy Statement
Make Bing my search engine™
Make MSM my homepage™®

*Applies to Internet Explorer, Firefox, Chrome and Safari

Microsoft Service Agreement

Privacy Palicy

Figure 69 — Install Silverlight

Important Note
Disable the Silverlight auto update feature. See these documents for details:

e https://www.microsoft.com/getsilverlight/resources/documentation/grouppolicysettings.aspx#AutomaticUpdate
(HKEY_LOCAL_MACHINE\Software\Microsoft\Silverlight\UpdateMode = 2)

e https://www.microsoft.com/getsilverlight/resources/documentation/grouppolicysettings.aspx#TrustedApplications
(HKEY_LOCAL_MACHINE\Software\Microsoft\Silverlight\AllowInstallOfElevatedTrustApps = 1,
HKEY_LOCAL_MACHINE\Software\Microsoft\Silverlight\AllowLaunchOfElevatedTrustApps = 1)
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6.11 Java

Installing Java is optional.

Step 1: Download Java from the address below and navigate to the installer as required.

http://java.com/en/download/index.jsp

Opt out of the Optional offer, and click Next.

* A bt fjava.comn/en/ download wint jap £ = BC | | Dewnload lava for Windeows

e, Download Java for Windows

» What &5 Jara? Recommended Version 8 Update 77 (filesize: T18 KB)
:ﬂmlm Rgloase Date March 23, 2016

» Etfos Mussaoes

- W iy A, Downloading and installing Java wil only work in Deskop mode on V]
8.1, See the Java on Winows & FAQ fof meoes detaded inkemation. |
Windows S4-bit Uisers

Do you use both 3208 and
B4-04 browsers?

Status: staling Java

» EAQ about 6404t v o
e Agree and Start Free
Download
Ofine batallaton T
pr— - -
:m:: By downloading Java you acknowledge that you hay |
Y e offing insialer accapled the terms of the ead iser lcesse sard

P T ———— Devices Run Java

windaws and fe-open) 10 enable e Java nstalaton
=7]ava #1 Development Platform  IeleYYelS

Figure 70 - Installing Java

If you see the Uninstall out-of-date versions window, click Uninstall. The old version of Java will be uninstalled.
Click Next when required. When the new version has been installed, you will see the Java Setup — Complete
window. Click Close.

Step 2: New Java icons appear on the programs area of the desktop now. Click Configure Java.

Check For
Updates

Configure Java

On the Windows 8
desktop, click
Configure Java

Figure 71 — Select Configure Java
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Java Control Panel = =
| General| Update | Java I Sect.ritvl Advmced|

d- The Java Update mechanism ensures you have the most updated version of the Java
=5 platform. The options below let you control how updates are obtained and applied.

[
Notify Me: |Before downloading v |

b | Check for Updates Automatically

Java Update will check for updates at least once a week on Sunday at 9:00 AM, If an
update is recommended, an icon will appear in the system taskbar notification area. Move
the cursor over the icon to see the status of the update. You will be notified before the

pu have chosen to stop automatically checking for
pdates and will miss future security updates.

We strongly recommend letting Java periodically check for newer versions to ensure you have
the most secure and fastest Java experience,

| ChedkMonthly | | Do Not Check

oK || Cancel | Apply

Figure 72 — Disabling automatic Java updates

Note Download older versions from this archive: http://www.oracle.com/technetwork/java/archive-

139210.html
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6.12 Detect Unknown Exploits with EMET

In the Malware Analysis appliance, the Microsoft® Enhanced Mitigation Experience Toolkit (EMET) detects unknown
exploits. For the InteliVM to be able to collect EMET events, EMET must be installed in a Windows 7 or 8 profile, and
properly configured. This feature is strongly recommended, but optional.

Note Blue Coat recommends that you first deploy EMET on a new profile to verify that it works as expected.

Step 1: Create a new Windows 8 profile. EMET is not supported on Windows XP.
Step 2: Customize the profile, then log on using RDP.
Step 3: Verify the .NET Framework 4.5 in installed on Windows; it is natively installed.

Note For EMET to work with Internet Explorer 10 on Windows 8, Microsoft KB 2790907 or a more recent
version of the Compatibility Update for Windows 8 must be installed.

Step 4: Download EMET 5.5 and the user-guide PDF from Microsoft at:
https://download.microsoft.com/download/8/E/E/SBEEFDIFC-46B1-4A8B-9B5D-13B4365F8CAQ/EMET%20Setup.msi ,
and begin the installation.

Step 5: On the EMET Configuration Wizard page, select Use Recommended Settings, and click Finish.

Enhanced Mitigation Experience Toolkit x

‘rﬂ’ EMET Configuration Wizard

[@J ® Use Recommended Settings:

& Reset existing application configuration settings
e add protections for Internet Explorer, WordPad, Microsoft Office, Adobe Acrobat and Reader, and Oracle Java
® add Certificate Trust rules For Microsoft and other popular online services (Twitter, Facebook and ¥ahoo!)

& Enable Reporting thraugh Windows Event Log, Tray Icon, and Early Warning Program

@ ) Configure Manually Later

EMET Privacy Statement

Figure 73 — EMET Wizard

Step 6: Configure the EMET service to start automatically with no delay. Follow these steps:
4. Click Start, and search for “services.mscaudit only.

5. Right click the service name, and select Properties.
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6. Change the Startup Type to Automatic.

Microsoft EMET Service Properties (Local Computer)

General | Log On I Recavery I Dependencies|

Service name: EMET_Service

Dizplay name: Microzoft EMET Service

Diescription: The Enhanced Mitigation Experience Toolkit -
SsGAphen [EMET] iz desianed to help prevent attackers from — _

Path to executable:

"C:AProgram Files\EMET B.ENEMET_Service. exe”

Startup type:

Help me confiqure service startup options.

Service status:  Started

Start Pauze Besume

“Y'ou can specify the start parameters that apply when pou start the service
fram here.

Start parameters:

[ QK ][ Cancel ][ Apply

Figure 74 — Set Startup Type to Automatic

The following optional steps further enhance the EMET configuration.
A: Open the EMET GUI and configure it.

7. Uncheck the Early Warning option on the Enhanced Mitigation Experience Toolkit window, if you don’t want
information related to an exploitation attempt to be sent to Microsoft through the standard Windows Error
Reporting channel.

= ~ Enhanced Mitigation Experience Toolkit - B X%
} Import i Cuick Profile Mame: v Windows Event Log @
& Export &J (=] Recommended security... | v | Tray Tcon
‘Wizard Apps  Trust Help
ﬁ Group Policy Skin: OFfice 2013 - Early Warning -
b
File Canfiguration Systern Settings ,/ Reporting Info =
-
[Diaba Execution Prevention (DEF) “ Application Opt In -
Structured Exception Handler Crverwrite Protection (SEHOR) v“ Application Gpt In -
Address Space Layout Randomization (ASLR) v | Application Opt In -
Certificate Trust (Pinning) v | Enabled -
Running Processes
Process ID Process Name 4 | Running EMET
» | 1180 dwim - Deskkop Window Manager ~
=t EMET_aAgent - EMET_Agent
2968 EMET_GUI - EMET_GUL
1128 EMET_Service - EMET_Service
1195 explorer - Wwindows Explorer
1958 Logonll - Windows Logon User Interface Host
477 Isass - Local Security Authority Process
430 Ismn - Local Session Manager Service
2812 mscarsyw - WET Runtime Optimization Service
2088 mspaint - Paint -
c Refresh

Figure 75 — Deselect Early Warning
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8.
9.

10.

11.

12.

Click Apps in the upper menu bar to open the configuration window.

Set your Stop on Exploit preference.

@B A Applicaticn Confiurstion -
™ ™ By

s e @ <3| <> ii |®! Srop on exphot | o Dep Hocks ] Anki Detours

Export  Export  fdd Apphcstion  Add wikard  Remove  ShowFul Show 8l Show Group Fugc coly ] Barned Functiane

Selected Selecred Path  Settings  Folcy Apps g
Fie Acd [ Remarve Cpbions Defaull Acticn Mitigation Sattings
Mitigations
v Find Clear

App Name | oeP SEHOP |t |Heap... EAF EAF+  [Mand... |Batto.., Loadlt |MemP... Caller | SwnEx... | Stach.. | ASR
iexplore.exe | 2 o 2 > ¥ ) I ) o W ¥ ¥ o
wordpad.exe 3 o o 3 W o o ' | ol W "l
OLITLOOK EXE v v v ] o v v v W W o v
WINWORDEXE o o o o v o " ) o |4 o o o
EXCELEXE o v v o o v o o W e o o 4
POWERPNT EXE v v v v v v v v ¥ 1% o v 1
MSALLESS. EXE " o ¥ o v o o v o | i o
MSPUBRLEXE v o o ‘/ W o v o o v o “
INFOPATH.EXE o v v ) v v o v ! ] o o
VISIDERE v o o o ' v v v W ] o o
VPREVIEW.EXE v v o v o o v v ! ] o o
LYNCEXE v o v 7] ¥ v v v W W W ]
PPTVIEW.EXE o L o o o v L v W o] v v
OT5.EXE o o v o v v o o W | v o
AcroRdIZ exe v v ¥ v v e v o v W % v "

Figure 76 — Configure Stop on exploit

e By default EMET is set to the Default Action Stop on exploit. This is the recommended setting for
maximizing detection. However, this may not give you all the details about the attack, including second stage
malware information. Blue Coat recommends maintaining this choice for maximum detection and with simpler
configurations.

e For full attack information (and a minimal reduction in exploit detection), select Audit only. This will let the
exploit continue as long as possible, only observing. This results in significantly more information about
consecutive stages of the attack.

Remove any applications you don’t want to monitor, if necessary. When the Use Recommended Settings
selection is made during installation, EMET adds and configures a set of popular applications. Click Remove
Selected when you have highlighted an application in order to remove it.

If necessary, add a new application, highlight it in the list, and enable all mitigations for that application (unless
otherwise advised).

Note Some mitigations are not compatible with certain applications. Blue Coat recommends referring
to the following link to verify your settings, and then to deselect any incompatible mitigations:
https://support.microsoft.com/kb/2909257.

Click OK to return to the EMET Toolkit main window.
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B: Start the configured applications, then click Refresh in the EMET GUI, and verify you see a green check mark in the
Running EMET column.

= A~ Enhanced Mitigation Experience Toolkt - 0O %
]- Irnpart -;:_L @ Cick Profile Mame: W Windows Event Lag @
E- Export ¥ Recommended security,.. | W Tray Icon
Wizard Apps  Trust Help
,ﬁ Group Policy Skin: Office 2013 - v Early Warning -
File: Configuration Syskemn Settings Reporting Infa &
Syskern Skatus
Data Execution Prevention (DEF) “ i Application Opt In -
Structured Exception Handler Owerwrite Protection (SEHOR) ‘. Application Cpt In -
Address Space Layout Fandomization (ASLR) . Application Opt In -
Certificate Trust (Pinning) U | Enabled -
Running Processes
Process ID Process Mame 4 | Running EMET
2924 AcroRd3Z - Adobe Reader 9.3 (7] ~
336 cstss - Client Server Runtime Process
a0 cstss - Client Server Runtime Process
1096 csrss - Client Server Runtime Process
2320 dilhost - COM Surrogate
11a0 dwin - Deskbop Window Manager
565 EMET_Agent - EMET_Agent
2965 EMET_GLIT - EMET _GUI
1128 EMET_Service - EMET _Service
1196 explorer - Windows Explorer ”
c Refresh

Figure 77 — EMET is running

Step 7: Close all applications, close the remote desktop session, then build the profile.

Step 8: Verify that EMET works by running samples which will trigger EMET. The following MD5 is for reference; Blue
Coat is unable to provide the samples, as they are malicisous. They are available on VirusTotal.
e C32AD4D6F6A00C85E6BD152852D5D09F (SimExecFlow, and StackPivot)
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6.13 Final Enhanced Windows 8 Profile

Return to the Add or Remove Programs window in the Windows 7 Control Panel (see Section 7 — Enhancing the
Windows 8 Profile, Step 2) and confirm that the following programs are now installed.

Adobe Flash Player (native in Windows 8)
Adobe Reader (optional)

Compatibility Pack for the 2007 Office System
Microsoft Office Excel Viewer

Microsoft Office Word Viewer 2003

Microsoft PowerPoint Viewer

Microsoft Silverlight

Python 2.7.6

EMET 5.5 (strongly recommended, optional)

This configuration is the proper ending point for the base profile enhancement process.

Note Please contact your technical representative if your base profile configuration does not closely match
Figure 78. The versions do not need to be exactly the same as depicted below, as the vendors may post
newer versions online.

:i-','- o ﬂ o Coranyl Panel v AN Control Panel mewn + Pragrens snd Fesbuie » i L T LT = -]

ool el Unirstall or change a program
Vigve matatled update:

B Turm Windows | eature. an o
o

To uriritalla program, wlect #t from the ek ard Bhan chck Uninetall, Change, o Rapar.

g = =S ]
Harme . Puskiner Iotabied O e ermon

(W idcheRerde 33 Aedche Sysiers incopateted _ 31uI MBI
f‘icwrulwmwmﬁumn Macroach Corporation 2nae SAPME 12554145080
BeET 53 MRt Ot AW EIME 33

e v & ot 77 Oracle Corporation 482018 MUIME  A2TH

i M tarh e Barl Viewed Pttt SO asn e ] TRAME - TLEAIIS00
1% Micraustt ficn Werd Viewar 2901 Prauctt Carpertian 120 MAME  1LBETES
* 7 Marioh RestePzat Y ewt Merrilt Copation e 0] WIME AR
] Mhicroasht Winusd Cos 2208 154 Radutrisutainle - 180 Micrssch Carpartion I JREME 10835
T Mharenh Vsl Coe 2012 486 Peduirisutsisle - 100 Mecrasalt Carpariion O] IAME 1089

A Bythan 174 55t Bttean boftwars Faunditon a0 SSAME LI5S

L} £
!-F' Currently inslalled programs. Towsl em 76 W8

Hi Togsimiinn wvitibed

Figure 78 — Verifying the final enhanced Windows 8 base image
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8. Customize an Office 2010 Profile for Malware Detonation

This section explains how to configure a custom Microsoft Office profile such that it detonates in the best possible way.
This procedure is specific for Windows 7, but the principles apply to all versions of Windows.

Note: This is a Windows 7 example. Other Windows installations will be similar.

Avoid pitfalls by carefully following the procedures in this section:

e Uninstall all Office Viewer applications.

e Uninstall the Compatibility Pack for the 2007 Office system.

e Start each program at least once to go through the initial configuration.
e Auto-enable macro execution.

Steps Overview

These steps are performed from inside the iVM Profile on the Windows 7 virtual machine, using remote desktop protocol
(RDP). Adjust the security settings for each program to maximize the attack surface.

e Step 1: Configure Office

e Step 2: Configure Word

e Step 3: Configure MS Access

e Step 4: Configure Excel

e Step 5: Configure Publisher

e Step 6: Configure PowerPoint

e Step 7: Configure Outlook

e Step 8: Configure Windows Media Player

e Step 9: Configure Internet Explorer (v. 10+)

e Step 10: Configure Enhanced Mitigation Experience Toolkit (EMET)

Pre-Requisites
e Office 2010 installed
e EMET 5.5 installed

Step 1: Configure Office
1. Open Microsoft Word. The Activation Wizard begins.
2. Follow the instructions to active Office.
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3. Disable changes or updates.

0 Use Recommended Settings
[ - Fer Ooffice, Wewadowes ard ather Microsoft softwane. Cffer me s aptona Office and

wgudate Office conkent, ard help mprove Offics,

9 ; Install Updates Only

andirex spckates for Ofice, Windovws ard other Microsoft softeane, Offer me new optionad Office and
Ficrft softwan,

Don't make changes

B Chodsng this pbon oould expase your Zomputer 10 Seturty Hhoedts.

w35 o 0] off
irfoarration & rot e b ikaniify o conbsct you,

Help Frotect and Improve Microsoft Office = 3.0ffi

& Mcroscht software, dhesdk onlre for soltions to problsms, downlosd Fles to Felo Microsclt dagncas system problews, sutomatcsly

Figure 79 — Don’t Make Changes

4. Close Word.

Step 2: Configure Word
1. Open Word.

2. Navigate to File > Options > Trust Center > Trust Center Settings.

3. Enable all macros and VBA developer access.

]
Truswed Pubkshers o [ Lot

Trugted Locssan
Cisable al macrcd wihout notfication

Drsable all macres wih nobliation
- Crsabde al macros gaept dgfaly signe<d maoras
@ Enakie all macres (a0l recomminded potentialy dingerous code can run)

Trusbed Dtuments

Al Bamings
Frolemed Ve ] Trunt access o the WA prajedt chject modl
Mrxiage Bar

Fie flestc Somengs 2

] ]

Figure 80 — Trust Access

Customize the Office 2010 Profile

4. Onthe Trust Center window, select File Block Settings, and deselect everything.

5. On the Trust Center window, select Trusted Locations, and select Allow Trusted Locations on my network.

e Add C:\Users\Admin.

e Check Subfolders of this location are also trusted.

Figure 81 - Subfolders

=]

Trust Cervter
Trusted Pubtshers. || 'y, . :
Franted Locations Warning: Al these locaticns are treaied s irusied sources Tor cparing Rles. I you change cr add  ocation, make sure
Trusted Documents S 0 B locion it s
; Oste Modied =
Addena h
Acien Setings ‘Wiering: This kecation vall bi Ireated 85 & Sruiled Sourta for opining fies. ¥ fou changs o e
X odd & locomon, make mne thal the: e locaton i seare. gl
[PAp— vath:
Criprsersyaminy
Proesetid view
it bt | drowsa... |
Fibe Bock Setlings (¥ Subfolders of this lncation are also rusbed
Drivaey Optiont S
Dote ond Tiere Crasted: 3112006 10:42 Ak o
o ][ cmn |
[assmmuerncn | | Bavow | | bestr |
¥ b Traglid Localisng an my mtwsrk RSt FESmandsd)
Dmatie al Truited Locasions
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10.

On the Trust Center window, select Protected View, deselect Enable Data Execution Prevention mode, and
deselect everything else.

On the Trust Center window, select Add-ins, and deselect Require Application Add-ins to be signed by Trusted
Publisher.

On the Trust Center window, select Trusted Documents, and check Allow documents on a network to be
trusted.

On the Trust Center window, select Privacy Options, and deselect Check Microsoft Office documents that are
from or link to suspicious Web sites.

Close Word.

Step 3: Configure MS Access

1.
2.
3.

10.

Open Access.

Navigate to File > Options > Trust Center > Trust Center.

Select ActiveX Settings, and
e Tick Enable all controls without restrictions and without prompting.
e Deselect Safe Mode.

On the Trust Center window, select Macro Settings, and select Enable all macros.

On the Trust Center window, select DEP Settings, and deselect Enable Data Execution Prevention Mode.
On the Trust Center window, select Trusted Locations.

e Add C:\Users\Admin.

e Check Subfolders of this location are also trusted.

Trust Cesfter W=
Trusied Pubinhern Trusted Locations
Trasied Locstiony wamng: Al theoe keoations. are reated 21 iusied ourons Tor operang files. B you change o add 2 locatcon, maks sure that te new
: i Iacation it secare
Tusted Documents
Path Descnption Date Moddfied =
Ak User Locations
Jathvet Saings CAProgram Files (6P Mcroso Officey Tcrasott Cffice Tristed Lachnion _.I—.a_'_ﬁ"
mABCrS Seting Pulicy Locstions ‘Werrang: This location will be treated a3 o trusted sourcs for apering fles. ¥ you changs o
idl a bocation, make sure that the niw loeaon i secure.
DER Sattings Fath:
Miiion Ree Co\lisers! Admin
Prrmcy Cpbom - .—m
|¥] gubfolders of this locstion sre siso rusted
Deseriptian:
Path: CaProgram fies. (e
Descriphion:  Access celalt locati
Date Modhed: Date and Tirma Created: 2722016 9:55 AM
Tubs Foldare Ersaficowed E [
Concrl

| dbgw Trusted Locations on my neteork ing recommended]
Ersade all Trumted Locabors:

Figure 82 — MS Access Subfolders

On the Trust Center window, select Add-ins, and deselect Require Application Add-ins to be signed by Trusted
Publisher.

On the Trust Center window, select Trusted Documents, and check Allow documents on a network to be
trusted.

On the Trust Center window, select Privacy Options, and deselect Check Microsoft Office documents that are
from or link to suspicious Web sites.

Close Access.
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Step 4: Configure Excel

1. Open Excel.

2. Navigate to File > Options > Trust Center > Trust Center.

3. Select ActiveX Settings, and
e Tick Enable all controls without restrictions and without prompting.
e Deselect Safe Mode.

4. On the Trust Center window, select Macro Settings:
a. Select Enable all macros.

b. Select Trust access to the VBA project object model.
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Figure 83 — Excel Macro Settings

5. Onthe Trust Center window, select File Block Settings, and deselect everything.
6. Onthe Trust Center window, select Trusted Locations:

a. Add C:\Users\Admin.

b. Check Subfolders of this location are also trusted.
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Figure 84 — Excel Trusted Locations
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10.
11.

On the Trust Center window, select Add-ins, and deselect Require Application Add-ins to be signed by Trusted

Publisher.

Customize the Office 2010 Profile

On the Trust Center window, select Trusted Documents, and check Allow documents on a network to be

trusted.

On the Trust Center window, select Privacy Options, and deselect Check Microsoft Office documents that are

from or link to suspicious Web sites.

On the Trust Center window, select File Block Settings, and deselect all items in the File Type list.

Close Excel.

Step 5: Configure Publisher

1.
2.
3.

Open Publisher.
Navigate to File > Options > Trust Center > Trust Center.

On the Trust Center window, select Macro Settings, and select Enable all macros.
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Eigure 85 — Publisher Macrc;s

On the Trust Center window, select DEP Settings, and deselect Enable Data Execution Prevention Mode.

On the Trust Center window, select Add-ins, and deselect Require Application Add-ins to be signed by Trusted

Publisher.
Close Publisher.

Step 6: Configure PowerPoint

1. Open PowerPoint.

2. Navigate to File > Options > Trust Center > Trust Center Settings.

3. Onthe Trust Center window, select Macro Settings:
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4.
5.

e Select Enable all macros.

° Slect Trust access to the VBA
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Figure 86 — PowerPoint Macros

On the Trust Center window, select Protected View, and deselect everything.

On the Trust Center window, select Trusted Locations, and select Allow Trusted Locations on my network.
e Add C:\Users\Admin.
e Check Subfolders of this location are also trusted.
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Figure 87 — PowerPoint Subfolders

On the Trust Center window, select File Block Settings, and deselect everything.

On the Trust Center window, select Add-ins, and deselect Require Application Add-ins to be signed by Trusted
Publisher.

On the Trust Center window, select Trusted Documents, and check Allow documents on a network to be
trusted.

On the Trust Center window, select Privacy Options, and deselect Check Microsoft Office documents that are
from or link to suspicious Web sites.

10. Close PowerPoint.

Step 7: Configure Outlook

P wnN R

Open Outlook.

Proceed through the Startup wizard normally. Set up an email account or not as required.
Navigate to File > Options > Trust Center > Trust Center Settings.

On the Trust Center window, select Automatic Download, and deselect everything.
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5. On the Trust Center window, select Macro Settings:
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Figure 88 — Excel Macros

e Select Enable all macros.
e Select Apply macros security settings to installed add-ons.

On the Trust Center window, select Programmatic Access, and select Never warn me about suspicious activity.
On the Trust Center window, select DEP Settings, and deselect Enable Data Execution Prevention Mode.
Close Outlook.

Step 8: Configure Windows Media Player

1. Open Windows Media Player.

2. Procced through the Startup wizard normally, using the recommend settings.
3. Close Windows Media Player.

© 2017 Blue Coat Systems, Inc. 72 of 76 Updated 16 Jun 2017



Malware Analysis Appliance | IntelliVM Profile Customization Guide Customize the Office 2010 Profile

Step 9: Configure Internet Explorer (v. 10+)

1.

Open the computer Control Panel, and select Internet options.
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Figure 89 — IE Home Page

Optional. You may enable items on the Internet Properties window. To do so, select Security > Internet Zone >
Settings. The default settings should be fine.

Click OK to save your settings, and close the Control Panel.

Step 10: Configure Enhanced Mitigation Experience Toolkit (EMET)

1.
2.

Open EMET.
From Apps > Default action > Stop On Exploit, select from their locations on the hard disk/s:
e Adobe Acrobat
o All Office programs (six)
« Windows Media Player
e Internet Explorer

On the on the Enhanced Mitigation Experience Toolkit window, click Apps to open the Application Configuration
window, and enable all metrics for all programs.

Close EMET and all other programs.
Open EMET.

Open two or three programs, and verify each shows as “Running EMET” on the EMET window under Running
Processes.
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Figure 90 — Programs Running EMET

Step 11: Verify Installations
1. Finalize and Build the Profile.
2. Verify EMET works:
e Get sample C32AD4D6F6A00C85E6BD152852D5D09F.

e Submit the sample to the Malware Analysis appliance.
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Figure 91 — Programs Running EMET

3. Verify macros have been enabled, in Word, and elsewhere as required.
e Get sample 4a132e0c7a110968d3aeac60c744b05a

e Submit the sample to the Malware Analysis appliance

© 2017 Blue Coat Systems, Inc. 74 of 76 Updated 16 Jun 2017



Malware Analysis Appliance | IntelliVM Profile Customization Guide Customize the Office 2010 Profile

e Verify that a batch file is written and that power shell commands are executed.
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Figure 92 — Executed Commands

Related Documentation
e Installing EMET; see Error! Reference source not found..

e Macro configuration in Microsoft Office: https://support.office.com/en-us/article/Enable-or-disable-macros-in-
Office-documents-7b4fdd2e-174f-47e2-9611-9efe4f860b12
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