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June 18, 2015

Dear CA Customer:

The purpose of this Critical Alert is to inform you of a potential problem that was identified today with the CA Mobile OTP iOS Application. 

PRODUCT AFFECTED: CA Mobile OTP iOS Application	RELEASE: 2.2.6 & 2.2.7
[bookmark: _GoBack]									
PROBLEM DESCRIPTION: 
Update 18 June, 18:00 EST, validation of the application has been completed.  We will release on Friday, June 19 at approximately 9:00 AM EST.

Update: 17 June, 12:00 EST, We have created a release 2.2.8 that correctly addresses the original issue.  This rigorous internal QA has been completed and the app is now in a customer validation phase that will continue until Noon EST Thursday, June 18.  Our submission of the app to Apple for publication has been completed and we will release once both the customer validation and the Apple review process have completed.  Our best estimate of release availability is Friday, June 19 or Monday, June 22.

Update: 12 June, 2:00 PM EST, We executed on our plan to revert to the version as planned, however we found that the application exhibited problems in handling upgrades from the 2.2.6 version. We sincerely regret the inconvenience that this is causing, however we must make certain that any apps we release do not cause our existing users any problems. 

Update: 10 June, 6:00 PM EST, Workaround devised and included in this advisory.

Yesterday, 9 June 2015, 1:30 PM EST we published version 2.2.6 of the CA Mobile OTP application to the Apple App Store.  This version had a defect that, when deployed on top of a prior version, results in OTP authentication failure; end users could not authenticate.  We removed the application from the store approximately 12 hours later, 10 June 2015 at 12 AM.  We are republishing our previous version  (renamed as a 2.2.7) to the Apple App Store and we are expediting the publication process, however it takes about 3 business days.
 
SYMPTOMS:
One time passwords (OTPs) produced by the CA Mobile OTP iOS Application 2.2.6 version will not allow the user to successfully authenticate.  Generally the same OTP will be generated each time.
 
WORKAROUND 
For end users who have downloaded the 2.2.6 application we advise the following recovery process.  Apple backs up your applications to the cloud so end user can reload the application from there.  By deleting and reinstalling the application your end user will recover from the problem.  They will then need go through the company reenrollment process to re-provision the OTP application.
1. Delete the CA Mobile OTP application from the phone
2. Open the App Store
3. Select the Updates icon at the bottom left of store app
4. Once in Updates, choose “Purchased” at the top of the list
5. Find the CA Mobile OTP and touch the cloud icon to reinstall the CA Mobile OTP application from the cloud.


WORKAROUND, continued
For new end users who are downloading the app for the first time, and end users who have not saved their applications to the cloud, we ask for your patience as we work to republish the application. 

PROBLEM RESOLUTION:
We will continue to provide updates as we make our way through the republication of the previous version.  We sincerely regret the trouble we are causing here and we are taking necessary process change steps to assure that this never happens again.

If you have any questions about this Critical Alert, please contact CA Support.
 
Thank you,
CA Support Team
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