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Disclaimer

Certain information in this presentation may outline Broadcom’s general product direction. This presentation shall not serve to (i) affect the
rights and/or obligations of Broadcom or its licensees under any existing or future license agreement or services agreement relating to any
Broadcom software product; or (i) amend any product documentation or specifications for any Broadcom software product. This presentation
is based on current information and resource allocations as of January 2024 and is subject to change or withdrawal by Broadcom at any
time without notice. The development, release and timing of any features or functionality described in this presentation remain at
Broadcom’s sole discretion.

Notwithstanding anything in this presentation to the contrary, upon the general availability of any future Broadcom product release referenced
in this presentation, Broadcom may make such release available to new licensees in the form of a regularly scheduled major product release.
Such release may be made available to licensees of the product who are active subscribers to Broadcom maintenance and support, on a
when and if-available basis. The information in this presentation is not deemed to be incorporated into any contract.

Copyright © 2024 Broadcom. All rights reserved. All trademarks, trade names, service marks and logos referenced herein belong to their
respective companies.

THIS PRESENTATION IS FOR YOUR INFORMATIONAL PURPOSES ONLY. Broadcom assumes no responsibility for the accuracy or
completeness of the information. TO THE EXTENT PERMITTED BY APPLICABLE LAW, BROADCOM PROVIDES THIS DOCUMENT “AS
IS” WITHOUT WARRANTY OF ANY KIND, INCLUDING, WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. In no event will Broadcom be liable for any loss or damage, direct or
indirect, in connection with this presentation, including, without limitation, lost profits, lost investment, business interruption, goodwill, or lost
data, even if Broadcom is expressly advised in advance of the possibility of such damages.

© BROADCOM .
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AlOps by Broadcom
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AIOps
Use Cases for AlIOps by Broadcom

. — Gain insights into
= end-to-end digital
: O e experience

Address tool
sprawl with
hybrid cloud

Deliver operational | 1| —— Diagnose issues across - g e Organizational
efficiencies with : domains using L awareness for digital
actionable intelligence comprehensive datasets service agility and
resilience
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Aléps

AlOps by Broadcom for DEM-App-Infra-Network Observability

by Broadcom
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DX UIM Overview
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DX UIM 23.4
Fueling AlOps for Observability

Observability View

Designer
» Enable enterprises, government
agencies and managed service
providers with web-scale security and
guality
Extensive Platform and Zero-Touch

Database Support o
PP Monitoring

Minimal User
Permission (Non-
Root Option)

User Personalization

Extensive Cloud and
Container Monitoring

© BROADCOM
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True Hybrid Monitoring — Across the Infrastructure Estate

Modern Tech
Probes, RESTMon . )
* Bring everything

cloud together from
ou a
Router disparate sources
> to a common data
S iii E'-(@ |~ iii o e dictionary
=
5 | | = Y &Y o |
- - T —— ﬁ :’ | | O + Build up correlated
= Edge ||/ N i) view to get quick
> Router - - - o)
2 » 2 &) 5 andcomplee
a o visibility across
infra estate
; ¢ Blurthe lines
% | MM between traditional
o= o data centers and
iii Servers @ — o public/private
Servers iii = cloud
K8s Storage L .
. 0 > Clusters Appliances E environments
Q T - @
GC.) Switches Routers it | Storage & % . Reduce MTTR
ra onal ’
Lcé // Slylstem l;lreg\t/)vgsrk e fff Z and meet SLAs
= _§§ Probes (SNMP/ SMI-S/ e = o with ease
O Databases IPMIREST) Switches Routers

9 | Broadcom Proprietary and Confidential. Copyright © 2024 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries. o BROADCOM



Our Solution: DX Unified Infrastructure Management (DX UIM)

0.

Scalability for IT Unified Infrastructure Intelligent Operations AlOps & Observability
Complexity Observability
Implement reliable, secure Cover traditional, virtual Automate inventory

Ingest granular, full stack

and’scala}ble solutl_on and mode_rn hybrl_d _cloud _mzmagement, smart infrastructure data to
that’s natively multi-tenant technologies providing a incident correlation and :

; : ) . enable highly accurate
for the world’s largest and single-pane-of-glass for service-level insight for analytics
most complex ente.rprlses, full stack _|r_1frastructure eff|C|.ency, faster MTTR with complementary AlOps
government agencies and observability and improved end-user T —
MSPs experience

PARTNERING WITH IT OPS FOR DIGITAL TRANSFORMATION

© BROADCOM
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Scalability for IT Complexity

Multi-Tenancy

“Our company has multiple business units with differing needs,
reporting requirements, and vastly different infrastructure models.
We found that DX UIM could handle the complexity without deploying

Scalability for IT AN
multiple instances.”

Complexity

_ — Head of IT operations, large international financial services firm
Implement reliable, secure

and scalable solution that’s
natively multi-tenant for the
world’s largest and most
complex enterprises,
government agencies and
MSPs

IT Infrastructure Management to support scale and complexity

© BROADCOM
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What Our Customers Say

Scalability for IT Complexity

“We monitor the health of thousands of devices
for our SME and enterprise clients from our own
cloud. We oversee the devices that make up our
client’s virtual and storage environments — their
VMware machines, SQL databases, NetApp
storage and HPE SimpliVity hyperconverged
infrastructure. At the same time, we provide
detailed insights into the state of their cloud and
hybrid network infrastructures, including Azure
and related SaaS technologies like Office 365.”

— Monitoring unit manager, European
managed services provider

23:35:60

© BROADCOM
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Unified Hybrid Infrastructure Observability

Reduce Tool Sprawl Across Diverse Infrastructure Types

“‘Before DX UIM, we had six point solutions in place. With DX UIM, we
Unified Infrastructure were able to collapse everything into a single interface confidently.
Observability This not only made my team’s life easier, but for the first time we had
one view of our entire infrastructure, which made optimizing the digital
experience much more straightforward.”
Cover traditional, virtual
and modern hybrid cloud — VP of IT operations, large international financial services firm
technologies providing a
single-pane-of-glass for full

stack infrastructure
observability

Unified view across the tech stack on a single platform

© BROADCOM
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What Our Customers Say

Unified Hybrid Cloud Observability

“Supporting a modern enterprise means that an
infrastructure monitoring platform will likely have
to support federated organizations with multiple
business units and complex hybrid environments.
That is why we selected DX UIM—because we
needed a platform that monitors highly dynamic
cloud environments...what | tell my peers is that
the more complex an infrastructure is, the better
DX UIM will perform because it is built to
manage complexity.”

— IT director, U.S. healthcare services provider

23:35:60

© BROADCOM
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Intelligent Operations

.

Automated Inventory & Alarm Management

“We have 25,000 devices under management, so managing the
monitoring configurations for this would be massively time-consuming.
With DX UIM, you can leverage MCS to create configuration profiles
that can be applied appropriately across device groups — literally
hundreds at a time. You can also use MCS to set alarm configurations

Elligent CperEions for those same groups at scale. Therefore, we can apply a specific set

of alarm baselines and thresholds and custom alarm messages in
bulk. It saves us countless hours when we want to change a setting
or alarm configuration.”

Automate inventory
management, smart
incident correlation and
service-level insight for . | :
efficiency faster?\/ITTR — Head of infrastructure management, Fortune 500 financial
and improved end-user services organization

experience

Efficient triage and service level optimization
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What Our Customers Say

Intelligent Operations

‘DX UIM’s newer SLA wizard leverages the DX
UIM grouping model to automatically include all
the devices in a given group for an SLO. Before,
we struggled to define SLOs for certain
infrastructure items and ultimately would just turn
them off. However, the new capability allows us
to bulk assign and edit SLA configurations within
minutes.”

— Head of infrastructure monitoring, large
US energy provider

© BROADCOM
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o Aléps
AlOps & Observability

Single Pane of Glass Across Diverse Domains

‘AWS and Azure probes monitor our cloud environments, and our
AlOps & Observability database administrators can easily create new monitors as needed.
That done, the alarms from DX UIM flow into DX Saa$S for Operational
Intelligence, our single pane of glass for IT monitoring and business
service management.”

Ingest granular, full stack

infrastructure data to enable — Observability and enterprise management architect, consumer
highly accurate analytics goods provider
with complementary AlOps

solutions

Unified view across the tech stack on a single platform

© BROADCOM
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Aléps
What Our Customers Say

AlOps & Observability

“Our clients are able to gather and correlate
alarms from multiple domains and use time,
topology, text and technology to intelligently map
and cluster multiple issues to a single probable
root cause. In addition to central alarm
management, DX Operational Intelligence offers
our clients a single pane of glass for
dashboarding and reporting and service
observability.”

— Sr. Engagement Manager, sales, services
and support provider for AlIOps by Broadcom
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DX UIM Strategy — 12-Month Look Ahead

Our vision and mission is to deliver the
most effective Unified Hybrid Cloud
Observability solution to help our
customers manage Scalability for
Complex IT, simplify IT by providing
Intelligent Operations and enable
AlOps & Observability capabilities to
enable IT to drive digital
transformations

£ ioxum -
Performance X . C Most Comprehensive
o/ Analysis Multi Tenant | Discovery | Group Management Obervability

Predictive, Actionable Dashboards & Alerting

2\ zero-Touch SLA | Performance | Log | Response Open, Scalable,
— o H .
== : .

oree A - - Extensible
N IgUraLIONS - Architecture

TRADITIONAL DYNAMIC PRIVATE CLOUD PUBLIC CLOUD SaaS

" ) kubernetes amazon
EMC - e @
-- WeDsenvices
.\ o NUTANI ¢ + [ves) D + A Azure +
cisco W 3 1] Office 365
Ty PURE
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WE ARE FOCUSED ON DELIVERING A SET OF CAPABILITIES USING
ACTIVE MEASUREMENT TECHNIQUES TO IMPROVE DX UIM

WORKFLOWS AND ACHIEVE THE FOLLOWING OUTCOMES:

Provide Faster Time-to-Value with Zero-Touch Configuration

- Onboard iInventory dynamically
*  Automate monitoring configuration at scale

Enhance IT Infrastructure Awareness with Contextual Visibility
*  Provide consistent and accurate data source for hybrid, multi-cloud
monitoring
* Improve performance, availability and responsiveness visualizations

Improve Security for Managing IT Complexity
«  Deploy monitoring with less-privileged user credentials option
«  Secure development, delivery and deployment (DevSecOps)

Deliver Reliable Monitoring Governance and Compliance
*  Provide metric and threshold definition reports

«  Offer choice of deployment options with On-premises and/or PaaS hosting

© BROADCOM



Key Features Review
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Zero-Touch Monitoring
Scale and Resilience for Monitoring Configuration Service (MCS)

« Consistent (template-based) monitoring

. . 3. Autonomous operations ~
* Ease of Conflguratlon management at scale + Alarm notification and incident 1. Dynamic discovery
. . . . management . i i
* Quicker TTV with zero-touch inventory onboarding . Dashboards and reports .zgg'gfsgfvcgr;ew
» Enabling monitoring governance e oaane, & health + Inventory grouping

management

Secondary Hub (new) Robot (new)

push/pull

push/pull

2. Auto configuration

* Push Monitoring
profile and alarm

| policies
<7write_| Secondary Hub (old) Robot (old)

mon_config_service
push >
UIM Database

I rea

D

A\ \

\

data flow direction

[] wodiied  [] New
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Observability View Designer
Rich Home Screens as Per Role and Technology

Auto-Retresh (D

Design integrated views to create
unified views across infrastructure stack
« Easy correlation to understand i
performance insights across hybrid e ST R - e =
multi cloud data center @ e : —
— Inventory to fault correlation s |
— Fault to performance correlation i = -
Persona-based content ’
Enables self service e
dl . III || ||
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Personalize Operator Console
Ease of Use for Efficient Operations

DX Unified Infrastructure Management

lechnaogies  Operator Console
. o op
Personalize Operator Console as per role and PR— .
responsibility 2 oy g~
=g Operator Console Personalize BE Dashooarding And Reporting R
« Customizable navigation menu bar & Mansge delay prfrences R ]
A |sore e ished Dashboards -
— On Operator Console, remove used menu items - * = ° " ° " @c o . cumsowaviewer
* Set default home screen N N -
— Choose default landing page s R -
. . ) -, - MA Extensions - Tod
- White labelling enabled - = I oo
_ ™= -* Ac Adm q
® User Personal lization I
» y
Always show menu o

© BROADCOM
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List Designer and List Viewer
Faster Full-Stack Triage — Performance and Health Management

Add Primary Column @

— List Viewer displays information in a table — .
format; the information can be in the form
of text, numbers, gauges, alarms or line

grap hS 4 GroupO# Group0# Group-D¥# Group-D# Group-0# GroupD# GroupD# GroupD# Group0# »  + Add Group
ctions

— Create two kinds of lists: detail or group " .

* In detail lists, each row displays information
for a single host or target

(‘a DX Unified Infrastructure Management ~ Home » Settings W T — Administrator
. DXUIM List Designer @ e bl ioldil o i d ol Logout

* In group lists, each row displays LstViewon 1 + AddNew
aggregated information for a group of
systems

° List View-0# saved succesfully. X

List View-0#* .~ Add Column Import Refresh

Hosts : Alarm : CPU Usage : Memory Usage : Memory Usage : DiskRead :  Disk Write : Info

P u bI iS h U R LS for S hari n an d eaS Sample-SLA Name = 15% [15] 35 [ 55 [1] 4 [1] /\/\/\/\/\I\M 815,057.28 Bps  815,057.28 Bps Sample-SL

g y Sample-SLA Name = 15% [15] 35 | 55 [1] 4 [1] /\M 815,057.28 Bps  815,057.28 Bps Sample-SLA

access Sample-SLA Name (5] 15% [15] 35 | 55 [1] 4 [1] /\/\/\/\/\MA\/\/\O 815,057.28 Bps  815,057.28 Bps Sample-SL.

. . . B8 sample-SLA Name @ 15% (15 35 | 55 11 a 1) /\A/\/\,\,W 815057.28 Bps  815057.28Bps  Sample-SL

- ROIe-based 1 tenant-aware VISual Izatlon = Sample-SLA Name [ ] 15% CAE T OED /\/\/\/\/\MA\/\/\ 815,057.28 Bps  815,057.28 Bps Sample-SL
L'a Sample-SLA Name [} 15% [15] 35 | 55 [1] 4 [1] /\/\/\/\/\,W 815,057.28 Bps  815,057.28 Bps Sample-SL

Sample-SLA Name ) 15% (5] 35 | 55 1] a4 |1 /\/\/\/\/\M/L/\/‘. 815,057.28Bps  815057.28Bps  Sample-SL

Eﬂ Sample-SLA Name Minor [ ] 15% [15] 35 | 55 [1] 4 [1] /\A/\/\/W 815,057.28 Bps  815,057.28 Bps Sample-SL

Sample-SLA Name ) 15% (75 35 | 55 [1] 4 |1] /\,\/\/\,\J\/L/\/\. 815,057.28Bps 81505728 Bps  Sample-SL

© BROADCOM
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Performance Insights

25

Faster Full-Stack Triage — Performance and Device Health Management

Device Details | 9 Open Alarms Maintenance Export Metrics Monitoring

Name: blrqa001819.bpc.broadcom.net A~ Counter Value {in Variant)
P f R t D 1 Alias: birqa001819.bpc.broadcom.net V
errormance report vesigner
QS Type: Windows
0S Name: WindowsServer-2012-R2 (6.3.9600) R —— . . N N ] 034 » e
08 Description: Service Pack 0 Build 9600

Number Of Events Found (in count)

d H Origin blrqa001225_hub
acCross aevices WACAdress  FAIGSEADAGEA l
Rale: Host = .5
Q, W  administrat

DX Unified Infrastructure Management Home 3 Settinds >

— SCh e d u | e re po rtS to S h are Wlth s Operator Console Performance Reports Designer aeministrator -
> # Compute Performance Export Impert

all stakeholders S o
Multiple chart options for B @I o e mix

accurate representation !

Metric Viewer

Leg.. Source QoS Target Min. Max. Avg. Deviation - Leg.. Source QoS Target Min. Max. Avg. Deviation
W aksagent. QOS_AZURE_VM_CPU_USAGE CPU%  7.18% 8.27% 758 % 0.21% B aks-agentp.. QOS_AZURE_VM_POWER_STATE  aks-agentp.. 1 State  1State  1State 0 State
. . . W aks-agent. QOS_AZURE_VM_CPU_USAGE CPU% 1523%  17.04%  16.16%  0.38% B sks-agentp. QOS_AZURE.VM_POWERSTATE  aks-agentp.. 1 State  1State  1State 0 State
VI eW metrICS acrOSS deVICeS - AAC ATIRE T e eanE s 7w annw 01w Ann B b cmenin AAS ATHAE AER CTATE  almamamin 7 Cinta 2 Cinta 1 Ciata A Chatn M
b
I t h I . i # Capacity Used autoss % : # LB Data path ... Azurelnter. x
View performance anomalies - _
b ' ical dat
ased on historical data |
Leg.. Source Target Leg.. Source Target Min ax.
B autess QOS_AZURE_VM_SCALE_SET_PERCEN.. autoss %  10%  20% 1657 % 476% B Azureinter. QOS_AZURE LOAD_BALANCER HE. MC_votsu. 66.58%  66.71#%  6667#  0.02#

. .
R O I e b aS e d m etrIC VI eWS 2022 Broadcom. All Rights Reserved. The term ‘Broadcor refers to Broadcom Inc. and)/or its subsidiaries
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Centralized Alarm Management
Alarm Policies, Dynamic Baselining, Automated Alarm Routing & In-Context Filtering

v DX Unified Infrastructure Management Home > .. » Alarm Policies > [l 0x unified Infrastructure Management Home >

A 5 Q w administrator
_womaoies  Operator Console sqlserver_monitor.exe (Device: blrqa001456.bpc.broadcom.net) ,mmnges  Operator Console Alarms
—— Add Filter(s)
e ~ v 13938 Alarms
. ] sqlserver_monitor.exe (Device: blrq:
A A Alarm By Severity Top 10 [eyoevces = Top 5 SLA [ non complance Current period X
o Condition Device Monitoring probe Severty ount GCP System Avaliability Achieved: 0%, Expected: 75%
- Generate an alarm when the configured thresholds  DIrga001456.bpe.broadcom.net  processes B ) 2443 1013
= are vielated Metrie 8 crteal 3 Ivndev012409 bpe, broadeom net 10.17.171.72 QL Sever Availabilty Achieved: 75%, Expectad: 98%
Pracess CPU usage B Major 1669 |
CPUUsage  Percent
e s o 896 749 S
Priority Highest @ Ivntest021803.bpc broadcom.net birqa001226 bpc broadcom net
- ' Warning 106
= A Thresholds
W info 12093 . e . .
al
al
® condition Device Monitoring probe a [) Seveity  Device Name Probe Acknowledged  Acknowledged At Alarm Message
; erate when the configured thresholds blrqa001456.bpc.broadcom.net processes - -
1] r"”"‘;‘: ‘”I’ alarm when the configured thresholds M??i[, P P! J ‘Major »  blrqa001360 bpc broadcom.net t sqlserver false . 00S_SQLSERVER_CHECK_DBALIVE on Maneeshs DB-chack_dbalive-check_dbalive-Manaeshis DB-check_dbalive for blrqa001360 bpe |
are violatec 4
Proces‘f f,‘f”ab”ny O s % birqa001360.bpe. broadcom.net i sqlserver false - Q0S_SQLSERVER_LOGFILE_SIZE on Maneeshs DB-logfile_size-logfile_size-Maneeshis DE-logfile_size.GA_UIM_2033 for blrga001360.bf
ororty U e > birgad01360 bpe. broadcom.net P sqlserver false - QOS_SQLSERVER_LOGFILE_SIZE on Maneeshis DE-logfile_size-lagfile_size-Maneeshs DB-ogfile_size. CA_UIM_2010 for birqaD01360.b5
riority Highest
A Thresholds I Major > blrqa001360 bpe. broadcom.net i sqlserver false - Q0S_SQLSERVER_LOGFILE_SIZE on Maneeshs DB-lagfile_size-lagfile_size-Maneesh's DB-logfile_size. CA_UIM_Maneesh_302 for blrqa0
O (ajon > birga001360.bpe. broadcom.net i sqlserver false . QOS_SQLSERVER_LOGFILE_USAGE on Maneeshis DB-logfile_usage-logfile_usage-Maneesh's DB-logfile_usage.DWCanfiguration for birg
Major birqa001360.bpc broadcom.net salserver false - Q03_SQLSERVER_LOGFILE_USAGE on Maneeshis DB-ogfile_usage-logfile_usage-Maneesh's DB-logfile_usage ReportServer for birga00

ALARM ALARM NOISE SCALED UP INCIDENT ALARM
DEFINITION REDUCTION ALARM SERVICE MANAGEMENT VIEWER

Centralized alarm policies Algorithmic Enabling alarm Bidirectional ITSM Tenant aware,
based on dynamic baselining mechanisms like Time enrichment, correlation, integration enabling advance filtering for
across the technologies to Threshold & Time and suppression using quick triage quicker triage

) over Threshold scripts
Forward device alerts for

single-pane-of-glass view
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Service Level Management
Faster Full-Stack Triage with Service Level Management

« Manage service availability
across tech stack based on
QoS parameters for defined
service objectives

« Share service availability trend
reports with stakeholders

« SLA alerts for proactive
service degradation
management

* Group-level SLO definition

DX Unified Infrastructure Management Home » Q
wemeges  Operator Console SL
s Service Level Agreement QoS Active Objects v Operating Period Calculation Profiles SQAL Query Editor
Q & | Service Level Agreement (9) Show SLAAlarms | | Create SLAY
A
v Service Level Agreement (9) SLA Name Account Description % Compliance Achleved Compliance Period
‘—n & Accounts
=1 . —_—
GCP System Availability GCP Compute Instance Availability Achieved: 0% Expected: 75% Started Mar 28, 2022
B GCPSLAs
E SQL Sever Availability SQL Server Availability Achieved: T5% Expected: 88% Started Mar 28, 2022
M Dalabase ) e
== Expected: 100% Started Mar 28, 2022
I Microsoft . . .
SLA History [GCP System Availability] X Started Mar 26, 2022
Al B Monitoring Ag
Expected: 75% Started Mar 28, 2022
W Availability Ag
100 Il
[} Expocted: pasy,  Started Mar 28, 2022
I Network Agrei
75 \ Expected: 99.9% Started Mar 28, 2022
Started Apr 1, 2022
/
50 1
Expected: 99% Started Mar 28, 2022
25+
T
4/28/2022 2/28/2022 10/30/2021 7/30/2021
-0~ SLA Compliance [l Breached SLA [l Fulfilled SLA
Period Begin Period End Achieved (%) Expected (%)

Mon Mar 28, 2022

Tue Mar 1, 2022

Mon Feb 28, 2022

Tue Feb 1, 2022

Sun Jan 30, 2022

Thu Dec 30, 2021

Tue Nov 30, 2021

Thu Apr 28, 2022
Fri Apr 1, 2022
Mon Mar 28, 2022
Tue Mar 1, 2022
Mon Feb 28, 2022
Sun Jan 30, 2022

Thu Dec 30, 2021
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0%

100%

0%

18.34%

31.43%

12.07%

3.19%

75%
75%
75%
75%
75%
100%

35%
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Extensive Container and Cloud Monitoring
Unified Hybrid Multi-Cloud Monitoring

Public Cloud Service Providers Containers and Orchestrators

A Microsoft Azure 3 dW5S -*

Google Cloud dOCer kubernetes podman OPENSHIFT
Services spanning multiple categories across Foundational infrastructure elements, distributed
accounts, geographies and workflows containers, deployment plane elements and

control plane services

Virtualization and Storage

Monitor virtualization,

converged infrastructure, n p—— ==== ‘ \\‘7/ TR , ORACLE
clusters and OpenStack stk == HyperV Z=5s W menseMl XenServer NUTANDS = oms
cloud deployments and

infrastructures

© BROADCOM
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Extensive Platform and Database Support
Enabling Web-Scale Deployments

== Windows Server 2022

» Recent platforms support updates
& RedHat

— Microsoft Windows Server 2022 Enterprise
Linux 9
— RHEL 9.x
— Jaspersoft 8.2 for CA Business Intelligence P
* Recent database support updates SOLARIS

— MySQL 8.X
— Microsoft SQL Server 2022 »

gamil\Server‘

2022 m
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Monitoring with Minimal Access Permission (Option)
Deployment and Monitoring with Non Root User

Root level access for monitoring and deployment is

now optional to align with organizational security
recommendations ROOT? w
* Less privilege user can deploy servers and robots SUPERUSER? w
. Monitoring pr_obes certified to work with less privilege S U D O 7 \ -
user permission =
| &

© BROADCOM
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New Capability with DX UIM 23.4: In-Product Content Enrichment

Easy Access to Support and Enablement Resources

Alarm Management >
Alarm Console

DX Unified Infrastructure Management
Operator Console

— Support and enablement articles can be .

viewed on the Operator Console

— View enablement content in the product : ¥ "=
context spread across 7
o Technical documentation - L

Get Started

o Blogs
o Product videos - ET
o KB articles ol

> 5672 P EDB Driver for SQL S
117 =
> sj672 QoS data into the d

Explore new capablities introduced in this release &

Explore Product Docul

p Deep dive into the product docu

— Provide feedback, print or share the

Help i History X

Manage Alarms

This article describes the alarm view for devices and interfaces and
how to manage the alarms and change the view to display the
information that you need.

Overview

DX UIM monitors the system for system availability and operating
parameters. If configured operating thresholds are exceeded, DX
UIM generates an error message called an alarm. Alarms represent
changes in device performance levels or complete device failures:
for instance, high system loads or a less of access. Knowing when
specific system elements need attention, you can correct
performance problems before they affect the availability of the
system

The Alarms view in the Operator Console (OC) displays a list of
active alarms that are returned by the system. It also displays the
alarm by severity, top Alarm by devices, groups, monitoring
technologies, and top SLA compliance/non-compliance for the
current period. Furthermere, it includes various options as part of the
three-dot Actions menus; for example, viewing/hiding the history,

[} =] ] o =

documentation at ease

i|e

Explore Training
Take a course to expand your knowledge

I‘ irefers to Broadcom Il

Watch Videos

Watch byte sized videos to leam more

— Opt-in feature (requires internet connection) —

Learn from Communities

— Collects anonymous analytics to help us

31

understand article usage details
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Collaborate with other power users

Reading History

Review documentation and videos you opened in this session
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Key Technology Monitoring Capabillities

A BROADCOM
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VMware Monitoring

° One solution to monitor VMSs, hosts, resource
pools, datastores, clusters, virtual apps, etc.

* Data for the monitored components can be

obtained through Vm W a r e

— vCenter A | VSDhel’e

— ESXi servers

* Support for the latest vSphere 8 and vCenter
Server 8

« vCenter Server
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AWS Monitoring

* Remotely monitors the health and
performance of available services over an K
AWS cloud through AWS CloudWatch

* Collects data for more than 15 popular
AWS services across compute, storage, Amazon
application integration, analytics, EKS
networking and content delivery,
database, containers, etc.

* Recently added support for monitoring
Amazon Elastic Kubernetes Service

(EKS)

© BROADCOM
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Kubernetes Monitoring

Master Node | pod(1) v orker ot
:
* Wide and deep coverage across oo [Commy 7 Comn ]
physical and logical planes of the e I—— i) (i)
kube-proxy

deployment B [Coem Tl ...

« Segregate and apply specific

policies to group members per your ——
preferences BT Y T
| @ B shoie : Service v
« Monitor at-a-glance with i $ @ @ g
confidence S % i
g <@
o
Q 192.168.4
»93;1.,‘. R Y —
S -pumidll I T T
T @ @ Nodese
| fribkidaN
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PodMan Monitoring

36

Monitors the health and performance of your
PodMan environment

You can generate Quality of Service (QoS) and
alarm messages for the following components:

— Host (single host system) OPENSHIFT

— Containers —
— |mages . Od m a n
— Volumes '

Monitor Podman container engines embedded in
platforms like OpenShift

© BROADCOM
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OpenShift Monitoring

° Monitor your OpenShift clusters and retrieve
all the service data (health, size and
performance) at:

— Cluster

— Namespace

— Node

— Pod

— Container

— Replicaset

— Deployment

— StatefulSets

— Control Planes

OPENSHIFT
/

* Collect enhanced metrics for OpenShift from
Prometheus

© BROADCOM
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IBM PowerVM Monitoring Using REST (ilbmvm_rest) Probe

° Monitors the managed IBM Power Systems
connected to IBM Hardware Management
Console (HMC) interfaces

.||I!

* Communicates with the HMC using the HMC
REST API

° Monitors key performance metrics for IBM
virtualization enabled systems,
Including managed systems, VIOS
and LPARs

° Support for new IBM HMC release (v9r2)

© BROADCOM
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Remote System Monitoring (RSP)

° Agentless retrieval of performance data of
a system

* Remotely monitor the performance of the
following system parameters:

— CPU

— Disk

— Memory

— Load

— NTEvents

— Processes
— Services

— WNMI objects

* Periodically auto-discovers and resyncs
entities to maintain coverage accuracy
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SQL Server Monitoring and SNMP Gateway

° Monitors the internal performance and

space allocation of SQL Server databases
* Canrun locally on the database server or it | ES.256

can be configured to run as a remote client EN\CRYPTI d/N
* Convert DX UIM alarms to SNMP trap -'
messages

* Can be read by any SNMP-based event
manager

° Support strong 256-bit encryption and
hashing standards
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Monitoring for Widest Range of Infrastructure Observability

SERVERS & APPS

= Apache HTTP Server
= Active Directory Events
= Active Directory Server
= Cisco UCM
= Citrix Insight Server
= Citrix Provisioning Service
= Citrix XenApp
= Citrix XenDesktop
= Email Response
= |BM Domino Server
= IBM Notes Server Response
= IBM WebSphere
= |IBM WebSphere MQ
= JBoss
= Java Management Extensions
= Java Virtual Machine
= Microsoft Exchange
= Microsoft Exchange Server Response
= Microsoft Office365
= Microsoft IIS
= Microsoft SharePoint
= Microsoft Windows Event Log
= Microsoft Windows Performance
= Microsoft Windows Services
= Salesforce
= SAP Basis
= Sybase EAServer
= Tomcat
= WebLlogic
= Web URL Service
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SYSTEMS & SERVICE
RESPONSE

= Active Directory Response
= CPU Disk Memory
= Cisco
= Cisco IPSLA (SAA)
= Cisco UCM
= Cisco UCS
= Citrix Insight Response
= Clustered Environments
= Command Execution
= DHCP Response
= DNS Response
= ecoMeter
= Email
= E2E Application Response
= File & Directory
= File Systems Mount
= |/O Stats
= |[CMP
= KVM
= LDAP Response
= LogMon
= Network Time Protocol Response
= NIC Performance
= Printers
= Processes
= Reboot
= Remote System
= URL Endpoint Response

CLOUDS, CONTAINERS &
VIRTUALIZATION

= Apache CloudStack
= AWS
= Citrix XenServer
= Docker
* Google Cloud Platform
= IBM PowerVM
= Kubernetes
= Microsoft Azure
= Microsoft Hyper-V
= Nutanix
= OpenStack
= PodMan
* Red Hat
= Solaris Zones
= VMware ESX
= VMware vCenter
= VMware vCloud Director

IBM AS/400 iSERIES

Data Service Pack
= Disks
= Fetch System Messages
= Jobs
= Jobs Queue
= Jobs Schedule
= Journal Message
= Output Queue
= OHST Data
= Message Service
= Network Monitoring

NETWORKING
INFRASTRUCTURE

= Cisco Meraki
= Cisco Tandberg C-Series
= Cisco Tandberg EX90
= Cisco Tandberg MXP Series
= Cisco UCM
= Cisco UCS
= ICMP
* Net Connect
= NQ Services
= SNMP Collector
= SNMP Get
= SNMP Trap Daemon

EXTENSIBILITY &
INTEGRATIONS

= Application Delivery Analysis
Inventory
= CA APM Bridge
= CA App Experience Analytics Gateway
= CMDB Gateway
= DX Operational Intelligence Gateway
= Email Gateway
= Java Database Connectivity Gateway
= Message Gateway
= REST API Monitoring
= Short Message Service Gateway
= Service Desk Gateway
= SNMP Gateway
= Spectrum Gateway
= System Log Gateway
= Usage Reporting Web Gateway

The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

BIG DATA, DATBASES &
STORAGE

= Apache Flume
= Apache Oozie
= Apache Solr
= Cassandra
* ClouderaImpala
= Ceph
= Cohesity
= Dell EMC Elastic Cloud Storage
= Dell EMC VMAX
= Dell EMC VPLEX
= Dell EMC VNXe
= Dell EMC XtremelO
* Hadoop
= Hitachi
= HP 3PAR
= IBM DB2
= IBM DS S8xxxx
= IBM DS S3xxxx, S4xxx, S5xxx
= IBM SAN Volume Controller
= |IBM Total Storage 4000
= JDBC Response
= MongoDB
= MysSQL
* NetApp
= NetApp ONTAP
* Oracle
* Pure Storage
* Redis
= SQL Response
= SQL Server
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Licensing Guidelines
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DX Infrastructure Manager (DX UIM) SKU Components
DXIMGR990

. . © BROADCOM
This encompasses all DX Unified Infrastructure Management =
Specific Program Documentation

core infrastructure along with all probe packs except those for

The CA software program(s) ("CA Software"} listed below is provided under the following terms and conditions in
addition to any terms and conditions referenced on the CA quote, order form, ststement of work, or other mumally

agreed ordering document (each a “Transaction Document”) under the applicable end user agreement or governing
Z S e I I l S a n e CO e e r contract (collectively, the “Agreement’) enterad into by Customer and the CA entity ("GA") through which Customer

obtained a license for the CA Software. These terms shall be effective from the effective date of such Transaction

Decument. Capitalized terms have the meanings aseribed to them herein, or. ctherwise. in the Agreement.

Program Name: DX Infrastructure Manager (DXIMGR990)

One DXIMGR990 device license includes: R ——

1. DEFINITIONS.

“Device” means each physical or virtual electronic machine or other data source administered, managed. monitored
- . or contralled by the GA Software as specified in the Documentation. Examples of these components include but are
° not limited to: individual virual ar physical servers, storage. network devices and any appliations or services that run
Servers an ication Infrastructure I e T sl e e e 0y sl e e
capable of being monitored or from which performance data is collected; and compenents that use an Internet
Protocol ("IP*) address, such as IP and hybrid telephony devices, routers, appliances, hubs, and single-fiow
interfaces.

° SySte m S an d S e rvi C e R eS p O n S e “Terabyte" (T8) means 3 unit of computer memory or data storage eapacity equal to 1,024 Gigabytes (GB).

2. USERIGHTS AND LIMITATIONS.

Customer may use the CA Software for the number of Devices set forth in the Transaction Document. A Device
license (DXIMGRE00) is s normalized unit of measurement for infrastructure monitoring needs using the CA Software

* Clouds, Containers and Virtualization

One Device license can be used to measure monitoring across any of the below infrastructure areas:
*  Big Dats, Databases, Storage
*  Clouds. Containers and Virtualization

« Midrange (iSeries or AS/400) Servers e

(] N W r k I n I n fr r r A Device license may be repurposed across monitoring in any of these mentioned areas if a Customer’s manitoring
needs evolve over time_

The calculation with respect to the number of Devices required within an environment is determined as follows:

PY *  Each monitored operating system/server (physical or virtual) counts as 1 Device
X I I I y I *  Each virtualization controlling entity, such as an ESXi host. counts as 1 Device
®  Each node (master or otherwise] across all clusters of a containerized environment being monitored counts

as 1 Device
*  Each DX Unified Infrastructure Management station that response time tests are run FROM counts as 1

- BigData, Database, Storage S,

= 10 IP-enabled ping-able devices count as 1 Device
* 10 IP-enabled network devices for advanced network monitoring via SNMP count as 1 Device
*  Each server running any SAP technology counts as 1 Devics

* Infrastructure (Core) Components

SPD: Central Support location here

© BROADCOM
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https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/LegalNotices/DX-Infrastructure-Manager-SPD/21010

DX Infrastructure Manager (DX UIM) Calculations

Device counts are determined as follows:

44

Each monitored operating system/server (physical or virtual) counts as 1 Device

Each virtualization controlling entity, such as an ESXi host, counts as 1 Device

Each node (master or otherwise) across all clusters of a containerized environment being monitored counts
as 1 Device

Each DX UIM station that response time tests are run FROM counts as 1 Device

5 terabytes of monitored storage counts as 1 Device

10 IP-enabled pingable devices count as 1 Device

10 IP-enabled network devices for advanced network monitoring via SNMP count as 1 Device
Each server running any SAP technology counts as 1 Device

Each server running any big data technology counts as 1 Device

Each resource in a cloud environment (public/private) counts as 1 Device

— E.g., each Amazon EC2, Azure VM, Google Compute, Amazon RDS instance, irrespective of remote/local
monitoring, counts as 1 Device

© BROADCOM
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What Questions Do You Have?
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Thank You

{
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connecting everything e



