
Identity Suite Provisioning Tier
Visual View of Performance Updates

• Identity Suite solution will deploy the provisioning tier with 
default/broad values that will fit many legacy and new customers.

• To gain scalability, we will review both configuration updates and 
adjustments to the default architecture.
• These updates will also include updates to the various managed 

endpoints/userstore/applications.

• These performance updates will improve the usability and 
responsiveness within the UI for Identity Portal, Identity Governance, 
& Identity Manager for provisioning events.

Alan Baugher, CA Sr. Principal Architect
March 2018
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Goal: Adjust the CCS Provisioning Architecture
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Leverage the IAMCS/JCS Load Balancing Feature

IMPS
20389/20390

CCS
20402/20403

Endpoint
Port - Open

JCS
20410/20411

https://docops.ca.com/cim141/installing/connector-server-installation/install-ca-iam-connector-server
https://docops.ca.com/ca-identity-manager-and-governance-connectors/1-0/EN/connectors/dynamic-connectors-connector-xpress/connector-xpress
https://docops.ca.com/ca-identity-manager-and-governance-connectors/1-0/EN/connectors/dynamic-connectors-connector-xpress/connector-xpress-utilities/configuration-data-location

1. Install or re-install to allow the
IAMCS/JCS is allowed to manage the CCS
Service.

2. The IAMCS service will then act as the 
“pass-through” services for CCS endpoints.

3. Use CX UI to adjust the “routing rules” to 
allow JCS to manage all connections.

https://docops.ca.com/cim141/installing/connector-server-installation/install-ca-iam-connector-server
https://docops.ca.com/ca-identity-manager-and-governance-connectors/1-0/EN/connectors/dynamic-connectors-connector-xpress/connector-xpress
https://docops.ca.com/ca-identity-manager-and-governance-connectors/1-0/EN/connectors/dynamic-connectors-connector-xpress/connector-xpress-utilities/configuration-data-location


Adjust Connection Pools (IM & Endpoint)
- AD (with Exchange) Example
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ADS_AGENTLESS_MAXCONN = NN
(change from default =3, to 20-100)

Real-world example:   Using default versus increased 
number of connection.   Response time improves.
03 --> ~8.5 (s)
20 --> ~8.1 (s)
50 --> ~6.4 (s)
75 --> ~5.9 (s)
95 --> ~5.7 (s)

https://docops.ca.com/ca-identity-manager-and-governance-connectors/1-0/EN/connectors/microsoft-connectors/microsoft-active-directory-microsoft-exchange-and-microsoft-lync/how-to-
connect-to-exchange-2010-and-2013-agentless#HowtoConnecttoExchange2010and2013(Agentless)-ConfiguretheCCSComputerforExchange2010and2013

https://communities.ca.com/thread/105852942-ca-im-exchange-agent-200720102013-performance

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Co
mputerAssociates\Identity Manager\Procrun
2.0\im_jcs\Parameters\Java

Update JvmMx from default 1024 to 2048 (Decimal)

Adjust default remote MS 
Powershell  network
connection quotas 

from 18 to 100

Reduce I/O operation via
System>Domain Configuration
Transaction LogLevel = change from 7 to 3
Operation DetailsMaximum Operation 
Details = Change from 100 to 200000
Operation DetailsOperation Details 
Expiration Time = Change from 96 to 4500

Adjust default max 
memory from 1GB to 2GB



Additional Updates:  AntiVirus Exclusions
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Add Antivirus Exclusions (Windows only)
On all the CA Provisioning Servers, make sure the Antivirus will not scan the following directories and processes:
Folders:
• D:\CA
• C:\Program Files (x86)\CA
• C:\Program Files\CA
• D:\data-integration
• D:\CA\IdentityManager\ProvisioningServer\logs
• D:\CA\Identity Manager\Connector Server\logs
• D:\CA\Directory\dxserver\logs

Processes:
• D:\CA\Identity Manager\Provisioning Server\bin\im_ccs.exe
• D:\CA\Identity Manager\Provisioning Server\bin\im_ps.exe
• D:\CA\Identity Manager\Connector Server\bin\jcs.exe
• C:\Program Files (x86)\CA\SharedComponents\CAM\bin\caft.exe
• C:\Program Files (x86)\CA\SharedComponents\CAM\bin\cam.exe
• C:\Program Files (x86)\CA\SharedComponents\Enterprise Common Services\Bin\eTFWService.exe
• C:\Program Files (x86)\CA\SharedComponents\Enterprise Common Services\Bin\eCSLogD.exe
• C:\Program Files (x86)\CA\SharedComponents\Enterprise Common Services\Bin\eCSqdmn.exe
• C:\Program Files (x86)\CA\SharedComponents\Enterprise Common Services\Bin\eCSsafmgr.exe
• D:\CA\Directory\dxserver\bin\dxserver.exe
• D:\CA\Identity Manager\Connector Server\jvm\bin\java.exe
• D:\CA\Identity Manager\Connector Server\jvm\bin\javaw.exe



Additional Updates:  Rotate & Archive Logs
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All Servers – Reduce OS I/O due to large log file sizes or 
number of files.

Use OS scheduler tool to archive/compress logs.
https://communities.ca.com/thread/241738153

https://communities.ca.com/thread/241738153


Additional Updates:  Selectively
Disable JCS Paging support on JNDI connectors 
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1) Stop the CA Identity Manager - Connector Server (Java) and CA Identity 
Manager - Connector Server (C++) services
2) Navigate to the D:\CA\Identity Manager\Connector 
Server\jcs\conf\override\jndi directory.
3) Copy the SAMPLE.connector.xml file to a new file named connector.xml.
4) Edit the connector.xml file.
5) Unmark the lines so they will look like that:

6) Find the following string:

<property name="maxActive">
<value>20</value>

</property>

Change it to: 

<property name="maxActive">
<value>1000</value>

</property>

8) Add the following text:
<property name="testOnBorrow">
<value>true</value>
</property>

9) Save the file and close the editor.
10) Start the CA Identity Manager - Connector Server (Java) and CA Identity 
Manager - Connector Server (C++) services


