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Using Symantec Web Gateway to perform a Malicious Activity Assessment

With the dramatic rise and increasing complexity of malicious traffic on networks today, it is vital for
organizations to have visibility into potentially harmful activity in their environments. Employing
traditional defensives, such as antivirus protection and email filtering, is as important as ever.
However, the evolving threat landscape—characterized by Web 2.0 threats, botnets, command and
control servers, and other types of malware—demands a proactive approach to uncovering threats and
understanding the volume and impact of malicious activities, ones that often fly beneath the radar of

typical safeguards. The first step is to assess current threat level of environment.

This document describes how to use the Symantec Web Gateway to perform a Malicious Activity
Assessment of a customer environment. A Malicious Activity Assessment involves a simple deployment
of the Symantec Web Gateway in a passive “Monitor Mode” configuration. Leveraging actual
production data from the customer environment, this focused engagement quickly identifies the
presence of installed and active malware, as well as other threats, on the network. The assessments
are highly effective as they leverage new sources of security intelligence, the Symantec Global
Intelligence Network, and DeepSight, which can also allow customers to gain early warnings to new

and unknown threats.

Malicious Activity Assessments are not full deployments and as such require minimal tuning and
leverage several default reports to illustrate the results. Ideal targets for Malicious Activity
Assessments include customers running endpoint software with antivirus defences only, as well as
customers who may have had a malware outbreak. The findings of typical Malicious Activity
Assessments identify key areas for improved protection and response, resulting in discussions on the

benefits of other Symantec products, such as those found in the Symantec Protection Suites.

This document provides:
e Anoverview of the trend and characteristics and malicious traffic and data breaches
e Aguide to configuring the Symantec Web Gateway for these assessments
e Awalkthrough of key reports to leverage for the results session with the customer

e Alist of other helpful resources for deploying Malicious Activity Assessments
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The Rise of Malicious Traffic on Networks

According to Symantec’s most recent Internet Security Threat Report, Global networks faced more than
286 million cyber threats in 2010, as attackers employed more sophisticated methods that make
malware harder to detect and more difficult to remove. Furthermore, the number of Web-based
attacks increased 93% in 2010, and malware writers have been turning their attention to social-
networking sites such as Twitter and Facebook, where it's estimated that 17% of links are connected to

malware.

The threats are becoming more sophisticated and targeted. These types of attacks can be mounted
anonymously and cheaply from anywhere in the world. Targeted attacks were very effective and had a
higher success rate since they allowed hackers to break into enterprises and spy on employees in order
to gather information that can be used to tailor social engineering methods that could trick the users.
Targeted attacks against organizations are becoming harder to combat than earlier Internet-based
attacks, which were much more widespread and indiscriminate. As an example, in recent years
MasterCard disclosed a breach at Card System Solutions, a provider payment service for credit card
companies. The incident exposed 40 million credit cards to criminals. The breach occurred by a

malicious script placed on a computer that stored data at the facility.

When criminals launch such a targeted attack, they typically realize something of value and have a
specific target in mind. Similar to bank robbers “casing the joint,” attackers will employ various
methods of research to gain knowledge of their target’s environment. As such, criminals seek to
understand the weaknesses of the environment before the attack. Often, the attackers use social
engineering tricks—by way of spoofed emails and Web sites—to get users to unknowingly install
malicious code that will show to the attacker vital information from inside the network. Good
examples of these attacks are whaling and phishing. With whaling, cybercriminals leverage resources
such as social networking websites to gain information about whom they want to target in an
organization. These attacks focus on high-level, high-value individuals whose credentials, if stolen, can
cause significant damage to their respective organizations. Once criminals get users to reveal IDs and
passwords, they can then gain access to critical systems and information. In contrast to the more
common Phishing attacks that deploy millions of emails in a scattershot approach, whaling usually
involves a few thousand emails, often sent from a botnet with perhaps a few thousand compromised
computers. Whaling attacks are harder to detect using conventional methods, as the attacks often use

a company or contact that the person they are targeting trusts.
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Symantec’s report also identified a dangerous trend regarding malware. In years past, malware was
delivered as self-replicating email viruses and network worms. The primary goal was rapid and
widespread propagation, usually resulting in availability losses and extensive clean-up. According to
report, Malware is now much more sophisticated and an essential part to nearly all large-scale data
breach scenarios. Hacking gets the criminal in the door, but malware gets him the data. Naturally, the
criminal will then want to lower the chance of detection in order to maximize the amount of data
stolen. For this reason, malware becomes ever more directed, innovative, and stealthy. When an
organization’s network is compromised by malware, it is most likely using a rootkit to conceal its
presence, making it difficult to detect and remove. By a wide margin, the most common malware
delivery method was the scenario in which an attacker compromised a system and then installed

malware on it remotely.

In another dangerous trend, cybercriminals have now started to use Web sites as vehicles to infect
users. These Web sites are legitimate, popular sites that have been compromised to attack individuals
that are browsing them. With malicious action against information systems and web servers, hacking is
the leading cause of data loss. One supporting reason is that hacking is less subject to the constraints
that limit other attack methods (for example, physical proximity, human interactions, special
privileges). In addition, many tools are available to help automate and accelerate the attack process,
which keeps the cost of attack fairly low for the criminal. According to Symantec, automated attack kits
targeting Websites accounted for two-thirds of all Web-based attacks. The number of Web-based
attacks grew 93 percent in 2010 from 2009. Those familiar with attack classification methodologies will

know that the library of hacking and intrusion techniques is extensive.

An important corollary to the infection vector concerns the behaviour of malware once placed in the
victim environment. Most malware captures and stores data locally, captures and sends data to a
remote entity, or enables remote access to—or control of—the infected system. The most common of
these were keyboard loggers or spyware. Usually these malware tools are used to capture
authentication credentials, which are almost always sent to a remote attacker rather than stored
locally for later retrieval. The small packet size for such data usually guarantees a better chance of
undetected egress. Criminals often use these credentials for subsequent expanded attacks against
corporate systems. In many large scale data breaches, malware that would capture and store data was
found to be common among the breaches. These malware would also contain backdoor components

that would allow the cybercriminal to gain access into the environment.
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Newer, more elaborate varieties of malware utilities bypass data controls and encryption, creating
vulnerable data stores that can later be retrieved from the victim environment. Examples of this new
breed of malware include the usage of memory scrapers, sophisticated packet capture utilities, and
malware that can identify and collect specific data sequences in unallocated disk space and from the
pagefile. Traditionally, the term “stored data” has referred to non-transient items (e.g., in a log file or
within a database on a hard drive, CD, or backup tape). Overlooked in this classification is the transient
storage of information within a system’s RAM. Most application vendors do not encrypt data in
memory and for years have considered RAM to be safe. The advent of malware capable of parsing a
system’s RAM for sensitive information in real-time, has revealed this soft-spot in the data security

armour.

Sophisticated malicious Internet-based attacks can go largely undetected by most antivirus software,
especially software without Intrusion Prevention or advanced technologies such as Insight. Essentially,
new malware threats are developed quicker than the antivirus companies can develop fixes. Today, the
threat environment has transformed, as the players are more specialized and even more productive in
terms of the malicious payloads they create. Often, attackers simply repack existing malware so its
signature is undetectable by antivirus software scanners. Hackers also have increasing access to
vulnerability data, which is discovered in applications in a more condensed timeframe, and shared in
Hacker forums and sites. The exploits of these vulnerabilities can be developed almost as fast as the

remediation patches.

Organizations often have a false sense of security that machines are protected while on the company
network. Problems arise, however, when an executive, for example, takes his machine home or on a
business trip in a less secured environment. During this period, the executive’s machine might be
targeted with malicious code, which is then brought back into the company to do its task. Once off the
company network, the machine is free to communicate back to its host to deliver the confidential

corporate information it collected.

Understanding the Phases in a Breach
There are several loosely demarcated phases in a typical data breach. In this document, we refer to

them as Incursion, Discovery, Capture, and Exfiltration.

Incursion
The incursion phase of a breach occurs where the criminals, hackers, organized crime groups—and
even government entities in some cases—try to gain unauthorized access to data or a system. The
criminals are aided by many tools that are readily available that automate and accelerate the incursion.
Incursion into an organization’s infrastructure is often accomplished in a couple of ways:

o SQL injection—By analysing the URL syntax of targeted websites, hackers are able to embed

instructions to upload malware that gives them remote access to the target servers.
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e Exploiting system vulnerabilities in another method—In many cases, laptops, desktops, and
servers do not have the latest security patches deployed, which creates a gap in the security
posture. Gaps or system vulnerabilities can also be created by improper computer or security
configurations. Cyber-criminals search for and exploit these weaknesses to gain access to the
corporate network and confidential information.

e  Targeted malware—Cybercriminals use spam, email, and instant message communications
often disguised to come from known entities to direct users to websites that are
compromised with malware. This section includes several different approaches that

cybercriminals leverage to infect systems with malicious code.

Of these methods, malware has slowly risen to the top of most organizations’ concern lists. A recent
report estimates that there are around 600 million Windows-based computers infected with malware
worldwide, and it estimates the cost of malware damage from $281 to $340 a machine. This works out
to several billion dollars in lost revenue for companies worldwide. Such software can bring in Trojans
and viruses, open backdoors, and report your users’ browsing preferences to hostile and foreign sites.
According to Wikipedia.org, “Malware (a portmanteau of “malicious software”) is a software program
designed to fulfill any purpose contrary to the interests of the person running it. Examples of malware
include viruses and Trojan horses. Malware can be classified based on how it is executed, how it

spreads, and what it does.”

Over the past year, several companies appeared in headlines because of data leakage that was traced
back to a compromised system that was infected with malware. These single incidents can cost
companies millions of dollars in legal fees and investigation. These companies faced not only a loss of

money and resources, but also a loss of customers and overall brand value.

Malicious tools enable attackers to gain access to a variety of valuable resources such as identities,
credentials, hacked hosts, and other goods and services. On top of earning income from stealing data,
attackers will also sell the tools of the trade. These tools usually will consist of botnets that can be used
as part of denial of service attacks, to host phishing sites, relay spam, and as a launch pad for additional
attacks. Spam and phishing products include spam software, spam relays, compromised computers to
host phishing scams, and content such as phishing scam pages and phishing scam letters. Malicious

code includes tools such as banking Trojans, back doors, and password stealers.

Bots, also known as web robots, WWW robots or simply bots, are software applications that run
automated tasks over the Internet. Often bots perform tasks that are simple and structurally repetitive,
at a much higher rate than would be possible for a human alone. There are some cases where they are
not used for malicious intent, but that is not common anymore. Today bots are used for a variety of
different malicious uses cases:

o Spam

. Denial of service and distributed denial of service attacks

o Click fraud
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. Keylogging
o Sniffing
o Phishing

Bots are good at hiding in the shadows of your computer so that they are not noticed. If you could
easily detect that something was running on your computer, you would quickly remove or disable it.
They often have file and process names that are similar, or even identical, to normal system file names

and processes so that users won't think twice even if they do see them.

Discovery

After the initial incursion and cybercriminals get into the organization, the discovery phase starts. From
the cybercriminal's perspective, the goal of this stage is to map out a corporate network, understand
what information exists where, and how well protected that information is.

The criminals are depending on the infrastructure of companies not being appropriately hardened.
Companies in many cases have not enforced strong IT policies around who should have access to what

infrastructure and what information.

Cybercriminals also count on that fact that information is not being where people think it is. In many
cases, well-meaning insiders, (well-meaning employees), take important information assets and move
them to another location or system that may not be hardened appropriately. Many breaches happen
by well-meaning insiders causing what we call data spillage. Cybercriminals can capitalize on this during
the discovery phase since most companies do not know where sensitive information may have been
inadvertently moved, copied, or relocated. The duration of the discovery phase depends on the
cybercriminal’s skills, familiarity with the environment, the method of the attack, and the victim's

defences. Data compromise can often occur minutes or hours after the discovery phase.

Activities performed during the discovery phase represent a direct threat. At this stage, the
cybercriminal is accessing and assessing the value of the data. To the extent that the data being
analysed is unencrypted, there is a significant risk of data loss. Whether it's compromised intellectual
property or sensitive customer data that is exposed for later use in identity theft, the discovery stage is

where the potential losses become real.

Also, during the discovery phase, cybercriminals can exploit systems that have trust relationships with
each other. Because business relationships with third-party business partners and vendors often
require the exchange of confidential information such as 401(k) plans, outsourced payment processing,
supply chain order management, and many other types of operational data, the scope of the threat

gets exponentially worse during the discovery phase.
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In this phase, attackers leverage port scanners to look for open ports and services, network mappers to
determine with IP addresses are “live,” and vulnerability scanners to look for known weaknesses. The
goal is to find information that can be used in the attack.

Hackers often use port scanning to identify all services or applications running on a machine. For
example a port scan that finds port 80 as open indicates that a Web server is running on that system.
The cybercriminal can use this information to launch an attack against based on a vulnerable service
running on it, or identify a system based on a service (1433 SQL) that the system might contain data of
interest. Intrusion Detection Systems (IDS) or Security Information Management (SIM) type products
can be used to identify hackers performing these types of scanning in an environment. From an
external perspective most of these types of scanning can be blocked by a firewall. If a hacker has
already compromised an internal system, and is using the system to perform the scanning, then a

firewall might be useless unless it is a host-based firewall.

In the discovery phase the cybercriminal might also use keyboard loggers and sniffers to collect data to
help map out the environment. Network traffic data can contain vital information to help map out a
network, but can also contain data like credit card or personal data if not encrypted. Once the
cybercriminal has a foothold they can determine the value of the data and whether the data is worth

stealing.

Capture

In the Capture stage, which occurs after the criminals have penetrated the organization and surveyed
the data and assets, the criminals narrow down the most valuable information assets that are the least
well protected. As the name implies, this is the phase where the criminal steals or takes controls of the
asset. However, they don’t extract the information yet—that occurs during the final exfiltration stage.

This objective here is similar to deciding whether to crack a safe: will the reward be worth the effort?

Given the risk and effort involved in breaking into systems, cybercriminals look for data with high
value. At the capture stage, criminals perform the trade off or cost-benefit analysis, based on the
prevailing value of the assets versus how well protected the data is. For example, bank account
numbers, credit card records, social security numbers, passport numbers all have specific values in
criminal markets. In performing the trade off, the criminals may decide that it’s more profitable to
target employee desktops as opposed to the corporate servers. Similarly, they may not target the
official customer database, since it would be carefully guarded. However, they may choose to target a
development copy of the same database, or an end user workstation that has valuable information, or

a file server with open permissions.
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As the cybercrime market evolves, attackers, targets, and techniques do as well. The value associated
with selling stolen credit card data has dropped over the past few years. The big profits now reside in
stealing personal identification number (PIN) information together with associated credit and debit
accounts. The higher value commanded by PIN data has spawned a cycle of innovation in attack
methodologies. The value associated with selling stolen credit card data have dropped from between
$10 and $16 a record in mid-2007 to less than $0.50 a record today. Identity data still remains a high
selling commodity on the black market. Cybercrime has become a bigger market the drug trading

industry.

Exfiltration

The cybercriminal’s purpose in the exfiltration stage, which is the final stage in a data breach, is to get
the captured data out of the company to a safe location. The cybercriminal will take many precautions
when extracting data out of the targeted organization. For example, he will often extract the stolen
data to another system other than his own, but one that he can access at his leisure. As a further
safeguard, he might divert the data to different legal jurisdiction. He might also encrypt the data during

the transfer process.

A key enabling tool for exfiltration is bot technology. These programs can be configured to connect
back to a given bot master or bot herder. Bots are normally initially infected by browser exploits,
Trojans or viruses. Once the machine has been compromised, it will await instructions from the botnet
master. From here, the bot master can transfer software down to the compromised machine that

could then be used to steal data on the network or the user’s credentials.

Today the most common method for communication between bots is over HTTP, which uses HTTP
requests to inject commands, as opposed to the normal persistent connection of IRC, which was
previously the most common method of communication used by bots. Using HTTP communication will
make these bots harder to find. If you know, for example, what the requests look like, you can sniff for
them, or you can use proxy logs. One of the challenges that this provides, compared to an IRC-based
botnet, is that Web traffic (along with peer-to-peer traffic) to the outside world is the bulk of the
backbone traffic that we see. Consequently, you have to sift through an enormous volume of data to
identify the malicious traffic. IRC traffic is easier to block, using a rule on an IPS that watches for IRC
traffic. But with HTTP botnets, you can't just block the Web traffic as TCP port 80 will for the most part
be normal activity through the network. When the bot wakes up, it connects to a website that has a
package waiting for it, and then the package is delivered. From the perspective of a cybercriminal, this

is @ much more stealthy method of exfiltrating data then with the use of IRC or P2P alone.
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A closer look at a bot: Zbot (or Zeus)

. Installs itself as at the system level and spawns at startup time

e Opens backdoor for remote user

o Steals online credentials

. Uses HTML injection technique to get credential information

o Uses HTTP for communication to the command and control server

o When the bot connects to command and control server, it will download its instructions
to execute

Cybercriminals, and malware, commonly use the file transfer protocol, or FTP, for exfiltration. FTP is a
network protocol that enables the transferring files between computers. The protocol allows user-
based authentication and anonymous authentication. It also supports command line operations, which
make it easy to automate and batch tasks. Cybercriminals will often use FTP to upload stolen data to a
FTP drop server. FTP is attractive for cybercriminals because it is a communication method that is

allowed out in many organizations. It is also enabled by default in some operating system installations.

Here’s how a typical FTP-based exfiltration works, using the “metafisher” bot as an example. First, the
malware installs itself as a Browser Helper Object in Internet Explorer. Essentially it configures itself as
an add-on. Once working behind the scenes as an add-on, it operates as a “man in the middle,” stealing
data on the computer or capturing login information entered into banking websites. Once collected
and captured, the stolen data are sent via FTP to an FTP drop server, selected based on user location.
In the final retrieval stage to finish the exfiltration, the cybercriminal accesses the data on the FTP drop
server based on the country the data stream came from and by a unique identifier of the infected

user’s machine.

As mentioned previously, P2P technology is also a favoured communication method for the
cybercriminal. P2P technology refers to a distributed network architecture composed of participants
that make a portion of their resources (such as processing power, disk storage or network bandwidth)
directly available to other network participants, without the need for central coordination instances.
P2P gained popularity with services for music and file sharing, with Napster, Bit Torrent, eDonkey being
just a few of the well-known networks. The advantages of P2P didn’t go unnoticed among malware
writers and cybercriminals. P2P soon became a new way to issue commands to malware and capture

and exfiltrate data. From a

Cybercriminal’s perspective, P2P offers significant benefits, notably an efficient way to manage
malware and criminal activities without a single point of failure, which would be the case with other
networks when the centralized database or server went down or was taken offline.

P2P offers a high level of anonymity. It’s next to impossible to identify an attacker in a P2P network.

For these reasons, P2P networks also lend themselves as prime vehicles for exfiltration.
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An Overview of Malicious Activity Assessments with Symantec Web Gateway

Reacting to and remediating a malware outbreak can be a costly and time consuming exercise. With
the Malicious Activity Assessment, you can help customers proactively identify security weaknesses
and understand the key ways to strengthen defences to reduce the risk of malware exploitation. The
assessment leverages a proven process to audit and analyse a customer's environment to identify
weaknesses. With powerful reporting and detection tools, you will be able to provide timely

recommendations and guidance for the customer.

Malicious Activity Assessments with the Web Gateway

Key Goals . Identify presence of installed and active malware on network

. Target customers with ineffective endpoint protection

Overview . 7 to 15 day deployment to assess threat level of environment
. Analyses/discovers threats on traffic from production environment
. Monitors for malicious traffic, malware/suspected bot activity & endpoint threat activity

. Draws on intelligence from Symantec Global Intelligence Network and DeepSight

Customer . Understand the volume and impact of malicious activities
Benefits . Achieve early warnings to unknown threats

. Identify key areas for improved protection and response

. Leverage new sources of security intelligence
Setup/Configuration Summary Customer Requirements
. Deploys in Monitor Mode . Complete of pre-engagement Technical Questionnaire

(not complete Installation or POC) . Ability to configure network for SWG placement
. Requires Span or Tap configuration . Executive commitment for assessment process/outcome
. No impact on other equipment or software . IT Staff to participate in process (approx. one day)
. Key stakeholder participation in presentation of results
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Setting up the Symantec Web Gateway for a Malicious Activity Assessment

You can install the Symantec Web Gateway inline or off a tap or span port on a switch. For Malicious
Activity Assessments, Symantec recommends that you install off a network tap or span port. For the
Malicious Activity Assessment, the Symantec Web Gateway will monitor network activity but not block
malicious traffic. You will need to fully configure the Symantec Web Gateway before the monitoring of
network traffic begins to take place.

To deploy the Symantec Web Gateway, you will need to several pieces of information from the
customer — these are detailed in a pre-engagement Technical Questionnaire that you can access
<here> to send to the customer for completion. Some of the information required follows:

o Obtain a list of the internal networks the Symantec Web Gateway will be protecting (the
subnet and net mask for these networks will be required).

o Obtain the IP addresses of any mail and proxy servers that exist in the networks that will be
protected by the Symantec Web Gateway

o Identify an IP address, net mask, gateway, and DNS server to assign to the Management
Interface on the Symantec Web Gateway

o Obtain a 30-day temporary license file. For instructions on how to receive the file by email,
visit the following location:
https://www4. symantec. com/Vrt/offer?a id=85595

. Identify the IP address of an SMTP server that Web Gateway can use to send email alerts

. Identify the IP addresses of any IDS, IPS or any critical systems that you want the Symantec
Web Gateway to ignore on the internal network, or on the Internet.

. Provide access to certain ports and sites. These are documented in the Symantec Web
Gateway Implementation Guide. You can find the latest product documentation at:
http://www. symantec. com/business/support/documentation.
jsp?language=english&view=manuals&pid=58161

To complete the Setup Assistant for the Symantec Web Gateway:

1. Before racking the appliance, power on the Symantec Web Gateway, connect a crossover
cable from a laptop or desktop, and then connect to the Symantec Web Gateway.

2. Setthe IP address of the laptop to 192. 168. 254. 253 with a netmask of 255. 255. 255. 0.

3. Using a supported Web browser, connect to the Symantec Web Gateway on https://192.
168. 254. 254. When the following page appears, click the Next to continue

Setup Assistant: Welcome

Welcome

Welcome to the Web Cateway.
This setup wizard is designed to get you quickly up and running. Please refer to the QuickStart Guide included in your Web Gateway packaging for full installation instructions.
To get started you'll need to provide the following information:

* Your Symantec Web Gateway License.

+ Information zbout the default administrative user — Login name, password, email address.
« Information required to install 2 device in the network — IP settings.

4.  On the next page check the box to agree to the license terms and click Accept.
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Setup Assistant: License Agreement

License

License Agreement

m »

SYMANTEC SOFTWARE LICENSE AGREEMENT

SYMANTEC CORPORATION ANDIOR ITS AFFILIATES ("SYMANTECT) 1S WILLING TO LICENSE THE LICENSED
SOFTWARE TO YOU AS THE INDIVIDUAL, THE COMPANY, OR THE LEGAL ENTITY THAT WILL BE UTILIZING
THE LICENSED SOFTWARE (REFERENCED BELOW A3 *YOU™ OR *YOUR") ONLY ON THE CONDITION THAT
YOU ACCEPT ALL OF THE TERMS OF THIS LICENSE AGREEMENT ("LICENSE AGREEMENT"). READ THE
TERMS AND CONDITIONS OF THIS LICEMSE AGREEMENT CAREFULLY BEFORE USING THE LICENSED
SOFTWARE. THIS IS A LEGAL AND ENFORCEABLE CONMTRACT BETWEEN YOU ANMD SYMANTEC. BY -

4| (i 3

have read and agree to the license terms for this software.

Cancel Accept=
]

5. Onthe Install License page, complete the Company Name field, then browse to select the
temporary license file obtained earlier. Note if in file is still in ZIP format, you need to extract
the file to an SLF before you can add the license. Click Next to continue.

Setup Assistant: Install License

License

Install License

Please provide us with your license information so that the features you have ordered will be available immediately. ¥You may upload the
file frem your local disk or paste the license directly in the box provided.

Company Name Symantec

Upload License Fila (-ZE‘;Lj-sers.iuk-k-ingstun{D _

arDissel icoron ML

-

[ # Previous ]I Mext = !

6. On the Select Server Type page, select Web Gateway and click Next.
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Setup Assistant:Select Server Type

Server Type

Select Server Type

Please choose how the server will be usad.

"D Web Gateway In Web Gateway mode the appliance will analyze traffic in your network and the administrator can choose
which traffic should be blocked, ignored, or included in reports.

@) Central In CIU mode the server can be used to manage multiple webgates and consolidate their data for
Intelligence Unit centralized reporting.

Cancel = Previous ]I Mext » ||

7. Onthe user information page, complete the Login Name, Password, and Email Address
fields for the main administrative account you will use to manage the Symantec Web
Gateway Web interface. Click Next.

Setup Assistant: User Information

User Information

Flzase provide information for the primary administrative user, This user will have full read/write access and the ability to add additional users.

Primary User Settings

Login Mame -Edl'l'lil'l—

Password ey 3 A password is required for your security.

Reenter Password R

Description {Cptional) [ T —

Emazil Address mike.smith@example.com| An email address is needed to send you alerts
and reports when you ask for them, or to send

yvou a new password if yours is lost. Your email
address will not be used for any other purpose or
given to any third party.

[ = Previous |[ Mext » II

8.  On the Server Information page:

a. Complete the Name field the Symantec Web Gateway. This will be the hostname
for the Web Gateway.
Under Mode, select Monitoring and Port Span/Tap.

c.  Under Network Settings, enter the IP Address, Subnet Mask, Default Gateway,
Primary DNS and DNS Suffix for the Symantec Web Gateway. This is the domain
part of the A record that has been created for the Symantec Web Gateway in DNS.

d. Under Time Zone Setting, select the appropriate Time Zone.
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Setup Assistant: Server Information

Server Information

Please provide seme infarmation about the server,

Server Name

Name swg

Mode

@ Sy @

& Manitoring Part Span/Tap Monitoring by Tap has been selected. This mode does not block any traffic, malicious or otherwise.

' Blocking " Inline all traffic directed to the appliance is analyzed, and any malicious traffic will be recorded in the
databaze for reporting purposes. Management is provided through the management port.

To begin blocking malicious traffic, click on blocking mode.
To begin manitaring by transparent bridge, click on menitoring maode.

Network Settings

|_| Enable separate management and inline networks.

D Automatic (DHCP)

@ manual

1P Address 169.254.64.45
Subnet Mask 233.255.233.0
Default Gateway 169.254,64.2
Primary DNS 169.254.64.2
Secondary DNS (Optional)

DNS Suffix [Optional) example.com

Central Management Sattings

Local Management Address  1g59,254,64.45 Enter the address the managed Webgates will use to reach the Central Intelligence
Unit.
Manzgement Password This is a shared secret for communication between the managed Webgates and the

Central Intelligence Unit.
Proxy Settings
[ use proxy for Web Gateway secure communication (SSL) with Symantec Threat Center
[P atee pare ey prs

Time Zone Setting

Time Zone . 08:00 Pacific Time {US & Canada); Tijuana “z[ Caorrect time zone setting is required for accurate
- - —_— recording and storage of malicious traffic in
database, and alert generation.
Cancel « Pravious

Important Note when deploying with proxies: If the Symantec Web Gateway needs to go through the
proxy to connect to the Symantec backend to get definitions, database and software updates, enable
the Use proxy for Web Gateway secure communication (SSL) with Symantec Threat Center option
(under Proxy Settings). Enter the IP address of the proxy server and Proxy Port the Symantec Web
Gateway should use. The Symantec Web Gateway must have unauthenticated access through the
proxy to get these updates, so the proxy may need to be configured to allow this.

The Symantec Web Gateway also needs to know which ports are being proxied in the environment as it
monitors web traffic. Select Analyze ports used by proxy, enter the value(s) for the HTTP Proxy
Port/Port Range and also enter a value for the FTP Port.

9. Click the Finish button to complete the Setup Assistant.

At this stage, the browser loses its connection to the Symantec Web Gateway and the
Symantec Web Gateway takes on its newly assigned IP address. You will next need to cable
the appliance to the switch and then connect to the new IP address to make the additional
configuration changes described below.
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To complete the final configuration phase for the Symantec Web Gateway:

1. Remove the crossover cable from the Symantec Web Gateway and the computer you used
for configuration.

2. Rack the Symantec Web Gateway and cable the Management Interface to the core switch in
the network using a standard patch cable.

3. Using a computer on the network, connect to the Symantec Web Gateway via HTTPS to the
new IP address. If you are using the laptop/computer used originally to configure the
Symantec Web Gateway, ensure that you cable and reconfigure machine so that it is back on
the network. Login using the username and account that were created during the Setup
Assistant.

4. Once logged into the Symantec Web Gateway, go to the Administration -> Updates page.
Under Web Gateway Software Updates, change the Automatically Update setting to No then
click Save.

Administration: Updates

Cancal |I Save ||

Check for Updates

Web Gateway Database Updates

Current Version 5.0.0.289 (installed at 01/0%/12 16:08:56)
Latest Version Available 5.0.0.289 (released at 01/09/12 06:36:50)
Previous Version 5.0.0.288 (installed at 01/06/12 15:58:14) Revert to Previous Version
Content Filter Version 5.32807 (installed at 01/10/12 10:34:48)
Anti-Virus Version 20120110.02 (installed at 01/10/12 09:02:14)
Automatically Update (] Yes
Mo
Update Frequency - Hourly
Daily
Web Gateway Software Updates _
Current Scftware Version 5.0.2.8 (installed at 1123711 15:42:57)
Latest Version Available 5.0.2.8 (released at 09/15/11 16:18:57) Release Notes
Previous Version 5.0.1.1 (installed at 11/23/11 12:06:06) Revert to Previous Version
Auomistically Update Yes !!_ﬂ_l"‘otif',' on new software availability

© Copyright 2004-2012, Symantec Corporation. All rights reserved.

5.  When the page refreshes, click Check for Updates. Apply any Web Gateway Database
Updates or Web Gateway Software Updates by clicking the Update button under each
section of the page (the ‘Update’ buttons can only be clicked if new updates are available,
only one update can be done at a time). Software Updates will take longer and will
sometimes reboot the appliance once completed.

Latest DB Version Available: 5.0.0.289, Latest SW Version Available: 5.0.2.8

| Check for Updates || Cancel | Save |

6. Once any updates have been applied, go to the Administration -> Configuration -> Network
page. Under Network Configuration, set the Management Interface Name to be the same
name you gave the appliance during the Setup Wizard. Click Save.
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Administration: Configuration

Network Configuration
| enable separate management and inline networks

! Automatic (DHCP)
@ manual

IP Address 169.254.64.45

Management Interface Name s\.\'gl

Under Internal Network Configuration, click Add a Network to define all of the internal
networks the Symantec Web Gateway will be protecting in the environment. You need to
specify the Subnet and Netmask for these networks. For tracking purposes, add the optional
Description of these networks for tracking purposes. Once you have defined all the internal
networks, click Save in the top right hand corner of the page.

When the following points are both true:

a. You are deploying in an environment with a proxy

b. All network traffic inspected by the Symantec Web Gateway is destined to proxy
destination addresses. This situation usually occurs when the Symantec Web
Gateway is installed in front of a proxy

You do not need to define all the internal networks. You can enable the Define internal

network as addresses not in the following list checkbox and then enter the proxy

addresses that are being targeted by the client traffic as the internal network(s).

Consequently, the Symantec Web Gateway will compute any address that is not the

proxy addresses as internal.

Internal Network Configuration

[ Define internal network as addresses not in the following list

Subnet Netmask Description
169.254.64.0 255,255,255.0 Internal MNetwork 1
192.,168.0.0 255.255.255.0 Internal Network 2

The Symantec Web Gateway needs to be aware of any mail or proxy servers that also exist in
the network. Go to the Administration-> Configuration-> Servers page to add the servers
individually. Click Add a Server, enter the IP address of each server beside Current IP Address
and from the dropdown choose whether it is a Mail or Proxy server and adjust the port if
different from the default. Click Save and repeat for the rest of the servers in the
environment.
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Reports: Client Report:

General
Chent Detail Choose a Different Clisnt @ Cancel

Current IP Address |159.254.E4.SD I
Server [ |T',r|:re | Mail Server RS Port{s) 23 |

Last Repaired newver

9. Go to the Administration-> Configuration-> Email page. In the Server Name field, enter the IP
address of the SMTP server that the Symantec Web Gateway should send alerts to. Leave the
Port settings as the default, unless SMTP is listening on a non-standard port. In the User
Name field, enter a relevant SMTP address from which alerts will be sent in the environment
(for example, web_gateway@example.com. Normally, the Requires Authorization checkbox

can be unchecked. Click Save.

SMTP Configuration

Reset

Server Name 169.254.64.50

Port 23

User Name swg@example.com

It Requires Authorization

Test Email Test

10. On the Administration-> Configuration-> Modules page, check the Enable Application
Control field and Enable Content Filter field and then click Save.

Meoduie Configuration

Recet Save

File Download Protection

Do not scan files larger than | zoo | MB for malware

Maximum File Scan
Enter 0 to scan all files

Application Control Configuration

|G§J Enable Application Cuntmll

Content Filter Configuration

|8 Enabie content Fitter |
Use the Pelicy Configuration page to activate content filtering rules for your network.

Reguest changes to Content Filter classification

11. On the Administration-> Configuration-> Insight page, check the Enable Insight Policies field,
and then click Save.
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12.

13.

Insight Configuration

Reset ave

\n

& Enable Insight Policies

Safe Content Confidence Setting |

Unsafe Content Confidence Setting

Default Insight Policy

File Exceptions

Filename File Action Add a File Excaption

© Copyright 2004-2012, Symantec Corporation. All rights reserved.

On the Administration-> Configuration-> Security page, check the Use secured (HTTPS)
management access after login checkbox, and then click Save.

Use secured (HTTPS) management access after login

Secure Port 443

On the Administration-> Configuration-> Reports page, set the Default Date Filter drop down
to last 7 days, and then click Save.

Administration: Configuration

etwork [ Operating Hode [ ame ] contraitomt [ ervers [ e I sveion [ s [ pro ]

Authentication Client Remediation Maintenance

Report Settings

Reset| Sawve

Select the protocols that should be used to identify system dlients.

=

| pms

=]

| wins

=
[ Display port names when availabla.

Default Date Filter |[FESITT RN

14. On the Administration-> Configuration-> Maintenance page, in the ‘Incident History’ section,

set the Keep incident history for setting to 30 days and then click Change.

Keep incident history Fan 20 |da‘_.r5 ICﬁangEI
{Enter 0 to preserve all histery)

Keep a maximum of ol events Change
(Enter 0 to preserve all events)

Incident History

Delete all incidents detected on and before 02/25/2010 Delete

15. If a customer has any IPS or IDS devices on the network, or if they want the Symantec Web

20

Gateway to ignore traffic from any critical systems on the internal network, or external
networks on the Internet, these devices should be added to the Whitelist on the Symantec

Web Gateway.

To add systems to the Whitelist, go to the Policies -> Whitelist page. Click the button to ‘Add
a Whitelist Entry’. Add the IP address to be Whitelisted (it’s probably a good idea to also add
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a comment for reference). Click Save. Repeat the process for any other IP addresses to be
added.

Policies: Create a Whitelist Entry

Cancel ” Save II

Hostnames [ IP Addresses to Un-Block

Hostname/IP or Comment
{(IB/mask, =.g.

163,254.64.10 105 Server

We are now ready to configure the policy to apply in the network.

16. On the Policies-> Configuration page, click Create a New Policy and then enter a Policy Name
and Description. In the Applies to section, select All Computers. Set File and Active Content
Detection and Insight Security to Monitor.

Policies: Edit Policy

Save as Template Cancel ‘ Save ‘

Base Policy On: (optional) \ﬁ '. |
Policy Name: | Honitor Al Computers |
Policy Description: [[oraut ey apotes to st compuzers |
Block Page Message Group: gt ¥,
Applies to: Specific Work Groups

Quarantine

Use this policy for quarantined users only.

File and Active Content Detection Action
| mantar, ¥ |

Insight Security Action

17. Leave the Spyware Default setting at Monitor. This configuration allows the Symantec Web
Gateway to monitor the downloading of malware threats, monitor users accessing known
malware sites, identify malware and botnet infected machines on the network and report on
any potential attacks happening over the network.

Under Application Control select Monitor All.

Spyware Default Action
Application Control Categories Control Usage

Al Categories \moclealy) \gatamaly !

P rein Bratarale i =

18. Scroll down to Content Filter and select Monitor All. If a more granular monitoring is
required, ensure that the Malware and Spam categories are selected for monitoring. Click
Save in the bottom right hand corner of the page.
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19.

Content Filter Categories At All Times After Hours Exception

All Categories G |

Friminal Activities ER—

After saving the policy, click on Save an Activate Changes on the top right corner.

Policies: Configuration

You have unsaved policy changes.

At this stage, you can place the Symantec Web Gateway into production. As stated previously, you can
either use a network tap or a span port on the switch.

22

Using a network tap—If using a network tap, you will need to disconnect the main network
connection momentarily while the tap is placed in the network. Symantec recommends that
you perform this action outside of working hours. To put the Symantec Web Gateway into
production, disconnect the main internet link from the core router or firewall to the core
switch in the network. Then plug the cable into the network tap provided. Next, plug the
cable from the network tap back into the core switch in the network. Next, plug a second
cable from the network tap into the Monitor interface on the Symantec Web Gateway. At
this stage the Symantec Web Gateway should be monitoring network traffic.

Note: If deploying using a network tap in an environment with a proxy, place the network
tap between the proxy(s) and the core switch rather than the core router/firewall and the
core switch in the network as mentioned above.

Note: Symantec does NOT provide the TAP device. If the customer would like to deploy the
MAA by using a network TAP, they would need to provide the TAP.

Using a span port on a switch—Configure the source port for the span to the port that
connects the core switch in the network to the gateway or firewall. Configure the port to
transmit both received (Rx) and transmitted (Tx) traffic. Cable the destination span port from
the switch to the Monitor interface on the Symantec Web Gateway. At this stage the
Symantec Web Gateway should be monitoring network traffic.

Note: If deploying using a span port in an environment with a proxy, the source port of the
span should be configured to be the port that connects the core switch to the proxy(s) rather
than the gateway or firewall as mentioned above.
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Understanding the Results of a Malicious Activity Assessment

Before going over the results of an assessment, it is helpful to understand how The Symantec Web
Gateway detects malicious traffic. The appliance employs several different methods, such as:
. Internet destination scanning using the Global Intelligence Network and Deepsight IP/URL
watch lists
o File scanning using antivirus engines and heuristics
o Malware phone-home detection using network signatures
o Bot detection using network signatures and behavioral analysis

The Symantec Web Gateway can inspect traffic and downloads for malware and bot behavior. As The
Symantec Web Gateway monitors connections to Web sites, it compares the IP/URLs to a watch list
maintained by Deepsight to determine if the IP/URL is identified as malicious. The Symantec Web
Gateway will also inspect communication to and from the internal network to the Internet looking for
the behavior of command and control sessions, other phone homes or the transmission of malicious
files. Using signatures The Symantec Web Gateway can identify malware and monitor systems that are
trying to send spam or perform transfers or scans.

When The Symantec Web Gateway detects malware and Bot behavior, it classifies the traffic in several
different ways:

1. Suspicious—Activity identified that is a low risk.
a. Communication to a malicious IP but no other high risk activity detected
b. System performing a port scan but no other activity

2. Active—More than one Bot behavior has been identified, and at least one of the behaviors is
a higher risk
a. Communication to a malicious IP followed by sending SPAM
b. Communication to a malicious IP followed by a malicious file download
c.  IDS/IPS signature detected a specific malware

3. Inactive—System has not shown behavior for more than a week

Reports: Client Report: 129.210.15.14

General Browse Time IP Scanning Spamming -~

Chooss = Differant Clisnt Bl canos |

Client Detail

System Name 129.210.15.14
Current IP Address 129.210.15.14
Server
Last Repaired never
Quarantined since 03/31/2010 135:33
Latest Authenticated User Willard
Latest User's Department Operations
Latest Authentication Time 04/23/2010 04:05
Latest Policy Applied Single user

Active Bot Latest Detection Bot Activities Hits C&C (Command & Control)
04/22/2010 16:27 2 Types 721,059 1 controller
01/25/2010 12:29 Botnet Control {CEC) 228  212.174.149.74
04/22/2010 16:27 IP Scanning 462,697
04/22/2010 16:28 Spam Activities 268,134

Client History

Filters Ue
Dzate

all dates R

4. Potential Attack—An attack was targeted at an internal system, but the system did not
respond. This situation could occur when the system being targeted is not listening on the
port that the attack is targeting or the system is patched for the vulnerability.
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Reports: Potential Attacks: Spyware

Spyware IP Scanning [ET——

Filters Add File
Date |l dates v|

AND | Select Filter Dats v | | sslect Filter condition v| [

Results 16 Potential Attacks

= 04/21/2010 - 04/23/2010
Fri Apr 22, 2010 4:22:12 PM PDT

Filter D

Repo

with Selected Items... %

Ooooooao

04/23/2010 04:08

04/23/2010 03:47

04/23/2010 00:22

04/22/2010 22:25

04/22/2010 21:09

04/22/2010 20:12

04/22/2010 19:16

[ [al] Latest Detection & Target

O

129.210.238.134
adiemus.org
Scuuciz
(001e4fa87c5f)
129.210.216.124
129.210.239.64

adiemus.org

129.210.146.72

Target Port  Attacker Attacker Location Malware Name Severity Category

4744 77.68.42.111 Gloucester, U.K. Botnet C&C Major Botnet

45402 208.100.20.83 Chicago, IL, Botnet C&C Major Botnet

L5.A.

3909: 208.77.165.168 Sunnyvale, CA, shark Critical Trojan

surfcontrolepa U.5.A.

64130 24.6.122.120 Los Gatos, CA, shark Critical Trojan
U.5.A.

55427 63.80.4.111 San Jose, CA, YW Critical RAT
U.5.A.

54800 216.18.228.174 Seattle, WA, Botnet C&C Major Botnet
U.5.A.

51803 63.80.4.95 San Jose, CA, sharkl Critical Trojan
U.5.A.

Report

Show per pa

1 - 16 of 16 | #« First | « Previous | Next » | La

Action
@ Monite
() Monite

() Monite
() Monite
() Monite
(1) Monits
() Monite

Infected Client Detection—When a system gets infected with malware, it will normally try to
transmit some kind of ‘call home’ segment in a particular pattern back to the Internet. The
Symantec Web Gateway uses network fingerprints based on these patterns to detect and
block these Infected Clients on the network.

Reports: Client Report: 129.210.218.246

[] [all] Latest Datection

O
O

07/15/2010 16:15 Phiala

07/15/2010 16:01 Phiala AlOt Taolbar Browser Hijacker Major (I} Monitored Infaction

Login Namea Detection Name Category Sewvarity Action

Detaction Typa W

WeatherBug Potentially Unwanted Software Minor @ Monitored Infaction

Monitoring for Malware and suspected Bot activity

Regety bamact Rrgar!

-~ =
Flatier: Raite et L_ .
A1 st B
1,530 S Bokw Unafier Wadrh

SLATLTHE Bk by

|'i|'|':'|1|4'||'1'||ii

How The Symantec Web Gateway detects Botnets
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The Symantec Web Gateway inspects inbound and outbound network traffic and queries the Deepsight
list to determine if the traffic contains IP addresses associated with Bots. The Symantec Web Gateway
also detects patterns of typical Bot traffic such as:

. Command and control communications

. IP scanning

. Spamming

Behaviors are examined to determine if the Bot is active. Single patterns are considered “Suspect,” as
they may include false positives. Dormant Bots are marked “inactive.”

The Botnet Lifecycle

Phase 1: Initial Infection
e  Trojan Download
. Social engineering
o Can come through multiple sources
o Compromised Websites
o Questionable file downloads
o Instant message file downloads
o Email attachments
. P2P file downloads

In this phase, The Symantec Web Gateway employs several components to detect the initial infection.
The Symantec Web Gateway scans file downloads occurring on HTTP, FTP and IM for malicious
content. ActiveX and other client browser executable content is scanned as well looking for malicious
content. The Symantec Web Gateway also monitors attempts to access IP addresses that are known to
be bad.

Phase 2: Bot Activites and expansion
e Botscans networks
. Bot reports back to command and control
. IP scans
. Spamming
. File transfers
o Can be in many forms (IRC, HTTP, SMTP, etc.)

In this phase, the Symantec Web Gateway uses behavioral analysis for correlation with other bot
activities to increase accuracy and minimize false positives. A bot is marked as “Suspect” and then
“Active” as the behavioral detection progress. The Symantec Web Gateway uses behavioral
fingerprints to look for known Bot behavior. The following example depicts a Bot that is marked as
active based two behaviors detected.
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Phase 3: Bot goes dormant until next command

Will check in with C&C periodically

Can be months until next activity

In this phase the bot is marked as “Inactive” since the Symantec Web Gateway has not
detected any recent bot activity from the system. If the Symantec Web Gateway sees any
further bot activity, it immediately changes the status back to “Active.”
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Investigating Bot Activity

In the following report, The Symantec Web Gateway identifies several systems as “Active” bots. For

this classification, we know that The Symantec Web Gateway must have seen several bot behaviors for

the system. Clicking on the system from within the Botnet Report allows us to drill down to determine

what kind of bot behavior we saw from this system.

Frmasteccm v et | ] e A 2 st bhmtoo brrbosrd mareis B

o Mseacn v g e Qo Bh- 0 ekt s mockoatar S Check . B Tae » L An = 5 e @

Frraal -t . &

- WPk e Gabers BN B o o mal .. B Somarta ek Gty . % Symactac s Gty L5, &8 v Pene abaty oo s e

Reports: Client Report: 129.210.15.14
e -

Hewlis 0 Active Infections, 0 Inactive Infections Detected on 129.210.15.14 Sapen G
0 Attacks Detected
0 Unique M
ks

re URL and Download Attempis Detected

ap veuh st oy Mt

s

O temy Lutest Otactin Lot Mo Dutestien Murme. Tatamsee [ Actinn Dxtuctivn Frve

As we drill down, we can determine the following further pieces of information:

A.
B.
C.

The address of the internal system that is compromised
The address of the command and control server(s)

The behavior that was detected on the system

Potential Behaviors:

27

Command and Control—Session was detected from the two systems. By clicking on the IP
address of the Command and Control server, we can obtain a list of other systems in the
network that were contacted.

IP Scanning—The systems probed for other systems

Spam Activities—The system generated an unusual amount or pattern of mail messages
DDoS—The computer attempted a denial of service attack on a web server or other
computer

Phone Homes and Downloads—The computer attempted to transmit known malware files

or used a known phone home pattern.
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® Symantec
Web Gateway

WebGate
m: log off

Reports

Exective Summary

Reports: Botnet Command & Control Report: 21.

3.174.149.74

Controller Information

Domain fiame unknova
1P Addresz 213.174.149.74
1P Locstion usA.

Remove fom CEC List
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Potential Atacks
Infection Sourcas
Clien: Applizations
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Botnet Information

Filters

be e 9]

Results 58 hosts contacted 213.174.149.74

Filter 05/15/2010 - 03/17/2010
R Mon May 17, 2010 5121146 PM PDT

Latest Detection &
01/27/2010 15:54
01/27/2010 14136
01/27/2010 13:36
01/27/2010 13:09
01/27/2010 10:01
01/27/2010 09:57
01/27/2010 01:54
01/27/2010 01:26
01/27/2010 01:23
01/27/2010 00158
01/27/2010 00:52
01/27/2010 00133
01/27/2010 00:11
01/26/2010 23:25
01/26/2010 23:23
01/26/2010 22124
01/26/2010 22:03
01/26/2010 20:24
01/26/2010 19:29
01/26/2010 17117

01/26/2010 13:37

01/26/2010 13:20

01/26/2010 10142

01/26/2010 10:40
01/26/2010 09:57

Hostname.
dhcp-10-165.2ngr.scu.edu
MAC002548ABAB22(000000000000)
120.210.234.13
120.210.113.21
129.210.23.133
120.210.127.115
120.210.236.111
120.210.212.204
120.210.234.180
120.210.145.226
MAC00254BCCBOCC(000000000000)
120.210.219.21
120.210.130.121
120.210.2399
120.210.238.97
AMBERDC(0022fb40d024)
120.210.198.36
MAC001FF3D5BA4B(000000000000)
120.210.218.120
120.210.210.228
120.210.235.71
120.210.86.135
129.210.215.13
dhep-10-22.engr.scu.edu
120.210.234.200
120.210.217.7
MAC0026B0DB5663(000030000000)
129.210.216.194
MAC00264A1038C2(000000000000)
120.210.237.28

ReportOptions ¥

er pags _ Crange

£-300F 58 | < Frst | « Pravious | Next » | Last »» | Show All

Using external sources we can identify the malware that was associated with this C&C. Sites

that you can use for analysis include www.threatexpert.com or

www.safeweb.norton.com.

Browse/Search All Reporis

Search: |213.174.149.74

Submit New Sample 3

Date Risk

1/18/2010 5:04:56 AM

Origin Findings

Last 24 hours | 7 days | 30 days

Known Bad | Suspicious

=) Trojan-Downloader.Agent, Generic FakeAlert!dh, Mal/FakeAv-AA..

Further analysis of an infected system can help us identify other activity, such as websites the
compromised system visited or the use of P2P applications that can lead to data leakage or
the downloads of malicious apps.
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Once a bot is installed on a system, the bot will attempt to connect to the Controller which
will issue commands to the zombie computer to be carried out. After finding a system that
has been reported in the Botnet Report, further research on activity from that system should

be done.

Some things to investigate:

o File uploads and downloads

. Scanning other systems

. Unusual amount of traffic from that system (Spam, Dos)

The following example calls out several activities of interest on this system:

Symantec
@ Web Gateway

DemeWebGate
5 log off

Reports

Exacutive Summary
Enterprise Summary
Custom Reparts
Tnfected Clients

Infections by
Spywars Nama

Patential Amacks
tnfection Sources
Clignt Applications
‘Wab Dastinations
Botnats

Fils Uploads
Saved Reparts
Alarts

Saarch...

Policies
Canfiguration
Elacklist
Whitalist
Blocking Feedback

Administration

Systam Status

~

Reports: Client Report: 129.210.213.221

-

|| | with Selected Trems... (W

[ [ai) Latest Lugin Name | Name Category

O 05/18/2010 Maxwell Active Bot Botnet

L—J 05/218/2010 Maxwell Email and Croupwara
04:10

(] 05/18/2010 Maxcwell El File Transfers and Logs
0346

O 05/18/2010 Maxwall BitTorrent Peor 3 Peoar
03:39

o 05/18/2010 Maxwell  BitTorrent Peer 2 Peer
02:36

(] 05/18/2010 Maxwell  PearCast Paor 2 Poar
01:32

O 05/18/2010 Maxwell  86.107.188.37  Critical Spyware Web Site
01:48

O 05/18/2010 Maxwell  216.133.243.28 Critical Spyware Wab Site
00:37

o 05/18/2010 Maxwell  94.102.1.200  Critical Spyware Web Site
00134

] 05/18/2010 Maxwell  happytofind.com Major Spywars Web Site
00:16

(] 05/17/2010 Maxwell
22:38

| 05/17/2010 Maxwell validelick.com Major Spyware Web Site
21:42

O 05/17/2010 Maxwell  08.109.92.38  Major Spyware Web Site
2113

] 05/17/2010 Maxwell  netdna-cdn.com Critical Spyware Waeb Site
18112

m os/i17/2010 Maxwell cloudfront.met Critical Spyware Wab Site

1-30 of 51 | 4« First | « Previous | Next » | Last =» |

Severity Action DRatection Type W
Critical (E) Monitored Infection
Minor 9 Monitored Application
Control
Minor () Monitored Application
ontrol
Minor 3) Monitored Application
Con
Minor () Monitored Application
Con
Minor é) Monitorad Application
Control
Critical  (I) Monitored Malware 1P
critical (3) Monitored Malware 1P
Critical (1) Monitored Malware 1P
Major _,) Monitored Malware URL
Critical () Monitored Malware 17
Major _5) Monitored Malware URL
Major (L) Monitored Malware 1P
Critical (i) Monitored Malware URL
Critical (1) Monitored Maiware URL

~

Distant Port

25

25

25

56

25

80

Pl

80

5

80

80

L]

80

 smitp

200

141

: smitp

= smitp

Notice the number of sites that this IP visited that were identified as being either a Malware
IP or URL. We can also see signs of phishing activity, as well as a number of P2P connections.
The report also detected FTP, as well as SMTP traffic, from this system.

You can also perform further analysis by running a custom report on a potentially

compromised system:
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Investigating a Potential Attack

A potential attack is an attack that targeted the system but the system was not responsive to the

attack or the system was not online. The attack itself penetrated the environment and was detected by

The Symantec Web Gateway. Potential attacks are cause for concern because even though the one

system was unresponsive to the attack, others might be vulnerable and subject to successful targeting

by the attacker.

The following example shows a Potential Attacks report, calling out the target system that was not

responsive (A) and the attacker (B).

Symantec
@) Web Gateway

~

Reports: Potential Attacks: Spyware

Spyware 1P Scanning Spamming ~
DemoWebGate
syme_pm1 log off Filters Add Files
Dats sl dates v
Reports =
Executive Summary AND | Select Filter Data ¥ | salact Filter Condition v/
Entarprise Summary
Custom Reports | Report {

Infected Clients

Infections by
Spywara Name

* Potential Attacks
Infection Sources
Client Applications
*Wab Destinations
Eotnets
File Uploads
Saved Reports.
Alerts

Search...

Policies
Canfiguration
Blacklist
whitalist
Blocking Feecback

Administration

System Status

Results 8 Potential Attacks

05/16/2010 - 05/18/2010
Tue May 18, 2010 2.22.05 pM POT

A

With Selected ltems... (¥

[] [ai] Latest Detoction . ¥

[ ©0%/18/20:001:00| adiemus.org

Show| 30 | per pag

L-8of 8| = First | « Pravious | Next = | Las

Attacker Location Malware Name Severity Catagory

85.17.19.170 |  Amsterdam,

Netherlands

D 05/18/2010 00:07 adiemus.org 30063
D 05/17/2010 23:58 129.210.214.81 50808
D 08/17/2010 22:09 129.210.236,133 (1]

0 05/17/2010 20:32 120.210.44.1 23234
O 05/17/2010 19:38 adiemus.org 38784
0 05/17/2010 15:04 129.210.149.112 64323
D 05/17/2010 01:36 MAC002332C80F98 0

(000000000000)
i

-

72.32.146.136  San Antanio, TX,
U.S.A.

174.129.223.200 Seattle, WA,
U.S.A,
189.113.97.250 Braznl
88.36,96.34 Bergame, Italy
82.118.210.112  Finkand
200.95.144.26  Jiutepec, Mexico

189,113,97,250 Brazl

Botnet C&C

Botnet C&C

YW

Batnet C&C

Botnet C&C

Botnet C&C

Botnet CEC

Botnet C&C

Action
Major Botnet (i) Monito:
Major  Botnet Q Monitor
Critical RAT (3) monitol
Major  Baotnet (i) Monito
Major  Botnet (i) Monital
Major Botnet 5_) Maonitor
Major  Botnet (i) Menitol
Major  Botnet (i) Monitor
-
=

For further analysis, we can click on the attacker’s IP address to pull up a listing of other systems that

the attacker targeted or were responsive. The following example depicts the results of the query.
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Symantec ~| Ry =
= eports: Custom Reports
@/‘ Web Gateway B B
DemoWebGate Filters
m: log off Dats [t dare= =l
Reports AND | Requested Fils or AL Rl Equals ~|
Exacutive Summary
Enterprise Summary Re 248 Events
* Custom Reports - 05/18/2010 - 05/18/2010
RN Tus May 18, 2010 2155113 PM PDT
Infections by
Spywars Nams -
Porsarl Anacks [With Selectad Items... % —
Infaction Sources
Client Applications [ [ain Date/Time Stamp a Login Name Full Depal Mame cat. Class  Severih
Web Destinztions ] 05/18/2010 04:10 120.210.213.221 Mascwell Maxwell Sales Active Bot Botnet Botnet Critical
Botnets e
File Uploads O 05/18/2010 04:10  adiemus.org Vivienne  Vivienne Sales Botnet C&C Botnet Botnet Major
Orsen
Savad Reports -
] 05/18/2010 04:10  adiemus.org Vivienne  Vivienne Sales Botnet cac Botnet Botnet Major
Alerts Orsen
Search.. [ 05/18/2010 04:09  mechS08.engr.scu.edu Liesel Liesel Engineering Direct Revenue Adwar Adware  Spywars Minor
| Townsend
Policias ] 05/18/2010 04:04 129.210.213.161 Aricin Aricin Engineering Dealio Toolbar Browser Spyware Minor
Configuration . Hikchd Plug-1n
Blacidist O 05/18/2010 03:59  adiemus.crg Vivienne  Vivienne Sales Botnet caC Botnet Botnet Major
Orsen
Whisslie 5] 05/18/2010 03:55  128.210.213.221 Maxwell  Maxwell Sales Active Bot Botnet  Botnet Critical
Blocking Fesdback Yukio
[ 05/18/2010 03:59  adiemus.org Vivienne  Vivienne Sales Botnet C&C Botnet Botnet  Major
Administration Qraen
System Status ~ 05/18/2010 03:58 mech508.engr.scu.adu Liesel Liesel _ Engineering Direct Revenue Adwar Adware  Spyware Minor

A
v
A

Investigating the Top Sources of Infection

>

Another useful report is the Infection Sources report, which helps identify systems that may be
infected with some kind of malware for which signatures may already exist. An example of the report

follows.

Reports: Infection Sou

rces

Latest Detection

[ fam
O

07/16/2010 0004
07/15/2010 22:53

07/16/2010 00:28

BB 0O

07/15/2010 23:26

Spyware Name

media.tumblr.com
domdex.com
miisclutions.net

socialplan.com

Severity 4 Category
Critical Critical Spywara Web Sita 6]

Critical Critical Spyware Web Site x
Critical Critical Spyware Weh Site @
Critical Critical Spyware Waeb Site @

Detaction Type

Malware URL

Malware URL

Malware URL

Malware URL

Clients Hits
88 4,103
5t 154
2z 72
19 108

If you click on a specific Spyware/Malware name, the Malware Report opens. This report shows show

the systems recently attempted to access or download a specific piece of Spyware/Malware. You may

need to perform further investigation on these systems.

Reports: Malware Report: sodalplan.com

Fri Jul 16, 2010

9142143 AM PDT

19 Users Attempted to Access socialplan.com
07/14/2010 - 07/16/2010

Top Departments by Users

Top Users by Hits

Marketing[__ | 2

Not Authenticated [ ] 1
Operations [ ] ¢

Engineering[— s
sales s
support[ 7=

Show Selected Ttems as Fixed

[ ram
|

Latest Detection

07/15/2010 15:26
07/15/2010 21:10
07/15/2010 14:37

07/15/2010 20:58

B OO

31

Hostname
129.,210.232.141

120.210.217.0

SCUUC14{001e4f28837F)

SCUDS25FG1(0021700b2b3a)

Zenth  is%
Bryson[_ ] i2%
Tomai[ ] iz%
Frey [ ] 11
Tageen|:| 8%
Mot Authenticated [ | 6%
Judith [ 4%

Report Options vi

1-19 of 19| %« First | « Previous | Next # | Last ## | Show All

Latest User Department
Zenith Support
Bryson Operations
Tomai Marketing
Frey Engineering

Action

Monitored
Monitored
Monitored

Monitored
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Additional Resources for Malicious Activity Assessments

Resource Description

Malicious Activity Assessment (MAA) Datasheet

Sales/Partner Cheat Sheet

MAA Pre-Assessment Technical Questionnaire

SWG MAA Kick-Off Presentation

SWG MAA Wrap-up Presentation

Symantec Web Gateway
Version 5.0 Implementation
Guide

Symantec Internet Security

Threat Report: Trends for 2010

A quick customer-facing overview on the process, benefits, and
key results of a Malicious Activity Assessment.

A one-page overview summarizing how to find and qualify ideal
candidates for MAAs.

An environment and prerequisite survey to be completed with
the input of customer at least 2 weeks prior to the assessment.
A sample presentation template to be customized and
delivered to the customer prior to commencement of
assessment.

A sample presentation template to be report findings to
customer following the assessment.

Technical documentation for the Symantec Web Gateway.

Symantec’s annual report on the Internet threat landscape,
which is full of compelling details and statistics to use in
presentation and discussions with the customer. Location:

http://www.symantec.com/business/threatreport/index.jsp
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Deploying the Web Gateway on an ESXi V4.x server

The steps below walk through deploying the Web Gateway in a virtual environment for a Malicious
Activity Assessment once ESXi V4.x is up and running and you are connected to the serer using the

VSphere Client.

1. From the File menu in the vSphere Client select Deploy OVF Template...

File | Edit View Inventory Adminisi

Mew »

| p, Deploy OVF Template...
- Export r
Report r

Browse VA Marketplace...

Print Maps

Exit

2. Browse to where the virtual image has been downloaded, select and open the images .ovf
file and click Next to continue.

-
(5 Deploy OVF Template = |B| &

1 Source
Select the source location.

Source
OVF Template Details
Mame and Location
Disk Format
Ready to Complete
Deploy from a file or URL

Enter a URL to download and install the OVF package from the Internet, or
spedfy & location accessible from your computer, such as & local hard drive, a
network share, or a CD/DVD drive.

Help | < Back || Mext > | Cancel

3. Click Next on the OVF Template Details page.
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(2 Deploy OVF Template

OVF Template Details
Verify OVF template details,

Source

OVF Template Details
Mame and Location

Digk Format

Metwark Mapping

Ready to Complete

Product:

Download size:

Size on disk:

Description:

Symantec_Web_Gateway_VMimage_5.0.0.142_Linux_EN

1.5GB

Unknown {thin provisioned)
90.0 GB (thick provisioned)

Virtual SWGE VM with 90GE disk 8G memoary

Help |

< Back || MNext > I Cancel

4. Click Next on the Name and Location page.

@ Deploy OVF Template

o (B XK

Name and Location

Specify a name and location for the deployed template

Source

OVF Template Details
Name and Location
Disk Format

Metwork Mapping
Ready to Complete

Name:

Symantec_\Web_Gateway_VMimage_5.0.0.142_Linux_EM
The name can contain up to 80 characters and it must be unique within the inventory folder,

Help |

< Back || Mext = I

Cancel

5. Click Next on the Disk Format page.
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35

6.

7.

@ Deploy OVF Template

Disk Format

| In which format do you want to store the virtual disks?

Source

OVF Templste Details
Hame and Location
Disk Format
Metwork Mapping
Ready to Complete

Information about the selected datastore:

MName: datastorel
Capadty: 130.5GB
Free space: 130.0GB

Select a format in which to store the virtual machines virtual disks:

" Thin provisioned format

The storage is allocated on demand as data is written to the virtual disks. Thisis
supported only on YMFS3 and newer datastores, Other types of datastores might
create thick disks.

Estimated disk uzage: Linknown

* Thick provisioned format
All storage is alocated immediately.
Estimated disk usage: 90.0 GB

Help

< Back |I Next > I

Cancel
Z)
Click Next on the Network Mapping page.
- ;
@ Deploy OVF Template = 6] & |
Network Mapping
What networks should the deployed template use?
Source
OVF Template Details Map the networks used in this OVF template to networks in your inventory
Name and Location
Disk Format Source Networks | DestinationNetworks
Network Mapping Management VM Network
Ready to Complete WAN VM Network
LAN VM Network
Maonitor VM Network
1 1 |+
Description:
The Management network. =
Warning: Multiple source networks are mapped to the host network: VW Metwork
Help | < Back | | Mext > I Cancel

Click Finish button on the Ready to Complete page.
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-
() Deploy OVF Template = B X
Ready to Complete II
Are these the options you want to use?
source When you dick Finish, the deployment task will be started.
OVF Template Details Byt et
Mame and Location L el
Disk Format OVF file: G:\swa 5 beta‘swg v5 beta 2\Symantec_Web_Gateway_VMimage_5.0.0.142_Linux_
Network Mapping D.cwnlna.j i 1aty
4 oG ot Size on disk: Unknown
eady to Complete MName: Symantec_Web_Gateway_VMimage_5.0.0,142_Linux_EN
Host/Cluster: lacalhost.
Datastore: datastorel
Disk Format: Thick Provisioning
Metwork Mapping: "Management” to "M Metwork™
Metwork Mapping: "WAN" to "WM MNetwork”™
Metwork Mapping: "LANT to "WM Network”
Metwork Mapping: Monitor™ to "VM Network”
4 m 3
Help | < Back | I Finish I Cancel
2}
i< e

8. It will normally take a few minutes for the image to be deployed to the server. Click Close
once you are informed the deployment was successful.

@ Deployment Completed Successfully = =

Deploying Symantec_Web_Gateway_VMimage_5.0.0.142_Linw_EMN

| Close I

Completed Successfully

9. Click on the ESXi server in the vSphere client, select the Configuration tab, under Hardware
choose Networking, then click the Add Networking... link.

= localhost VMware ESXi, 4.1.0, 260247 | Evaluation (60 days remaining)
(1 Symantec_Web_Gateway_V¥Mimage_5.0.0.142_Linux_EN
Getting Started | Summary | Virtual Machines | Resource Allocation | Performance | [EEITIERAEL) | Local Users & Groups | Events | Permissiol
Hardware View: [Virtual Switch
Health Status Networking Refresh _|add Networking. . | Properties...
Processors
Memary

Remove... Propertes...
Storage

Virtual Port Group Phy:
. 1 VM Network Q. o B vmnic2 100 Half |03
Storage Adapters B |1 virtual machine(s)
Network Adapters Symantec_Web_Gateway_vMimage_5.0.0.142_L... (§1
Advanced Settings w -
Power Management £ Management Network Q.
vmkD : 192.168.1.5
Software

Licensed Features
Time Configuration
DNS and Reuting

Authentication Services
virtual Machine Startup/Shutdown

virtual Machine Swanfile Location

10. Choose the Virtual Machine Connection Type, then click Next.
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(5 Add Network Wizard

Connection Type

Networking hardware can be partitioned to accommodate each service that requires connectivity.

Connection Type

Network Access [~ Connection Types
Connection Settings B e e
Summary

Add a labeled network to handle virtual machine network traffic,
© vMkernel

The VMkernel TCR/IP stack handles traffic for the following ESXi services: VMware vMation, iISCSI, NF5,
and host management.

Help < Back | I MNext > I Cancel |

11. Select Create a Virtual Switch and choose an available unused interface(In the example | am

using the vmnic3 interface). This will be used as our Monitor interface in the environment.
Click Next.

| (8 Add Network Wizard | B

Virtual Machines - Network Access
virtual machines reach networks through uplink adapters attached to virtual switches.

Connection Type Select which virtual switch will handle the netwark traffic for this connection. You may also create a new virtual switch

HNetwork Access using the undaimed network adapters listed below.
Connection Settings
Summary @ Create a virtual switch Speec e
[ B vmnico Down Mone
I~ BB vmnicy Down None
¥ BB vmnic3 Down 192,168.1.1-192,168.1.254
' Use vSwitcho Speed Metwiorks
I B vmnicz 100 Half  192.168.1.1-192.168.1.254
Preview:

1 M
VM Network

T Group

Adsprers
E@ vmnic3

e~

Help < Back | I Next > II Cancel

12. Enter Monitor as the Network Label. Click Next.
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r . 3
(@) Add Netwark Wizard o | B

Virtual Machines - Connection Settings
Use netwark labels to identify migration compatible connections common to two or mare hosts.

Connection Type. —Port Group Properties
Network Access
Connection Settings Network Label: [weniter
Summary VLAN I (@ptional): [fien= @) =l
!
Preview:

e
mnic3

Vireal M roup Physical Ad:
Maonitor gg—.m v

Help < Back | | Mext > I Cancel

13. Click the Finish button to add the new Virtual Switch.

(3 Add Network Wizard = B8]

Ready to Complete
Werify that all new and modified virtual switches are configured appropriately.

Connection Type Host netwarking will indude the following new and modified vSwitches:

Network Access Preview:

Connection Settings
Summary

Virnus

i G Physical Adsprers
Manitor gg—cm vmnic3

Help < Back | I Finish I

Cancel

14. Click the Properties... link beside the new Virtual Switch.

Virtual Switch: vSwitchi Remove...

Wirbual Machine Port Group Physical Adapters
L1 Manitor g-g—xm vmnic3 =

15. Click the Edit button on the vSwitch Properties page.
16. Click the Security tab and set the Promiscuous Mode dropdown to Accept.

38 Symantec Internal and Partner Use Only




Malicious Activity Assessments Using Symantec Web Gateway v5

; (&) vSwitch1 Properties —

General  Security | Traffic Shaping | NIC Teaming |

—Policy Exceptions
Promiscucus Mode: b
MAC Address Changes: IAcoept ;!
Forged Transmits: IAccept ;1

17. Click the NIC Teaming tab. Set the Notify Switches and Fallback dropdowns to No. Click the
OK button.

(&) vSwitchl Properties =

General | Securitvl Traffic Shaping MNIC Teaming |

—Policy Exceptions

Load Balancing: lRoute based on the originating virtual port ID “:l

Metwork Fallover Detection: i'—i"k status anly ;;
Motify Switches: INo ;l
Faiback: [ - |

Failover Order:

Select active and standby adapters for this port group. In a failover situation, standby
adapters activate in the order spedfied below,

N'a’rm_:' | Speed | Netwc_:ﬂ(s_ |
Active Adapters
BB wvmnic2  Down Nans
Standby Adapters
Unused Adapters
— Adapter Details
MName:
Location:
Driver:

I Ok || Cancel Help

18. Click the Close button to close the vSwitch Properties page.
19. Highlight the Web Gateway virtual machine, right click and select Edit Settings.
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Mimage_5.0.0.142_Linux_EN| W

Power 3
Guest 3
Snapshot 2

@ Open Console

|35  Edit Settings...
157
Add Permission... Ctrl+P

Report Performance...
Rename

Open in New Window... Ctrl+Alt+N
Remove from Inventory
Delete from Disk

20. Highlight Network Adapter 2 and Network Adapter 3 and uncheck the Connect at power on

checkbox.
21. Highlight Network Adapter4 and choose Monitor from the Network label dropdown. Click
the OK button.
[2] Symantec_Web_Gateway VMimage_5.0.0.142_Linux_EN - Virtual Machine Properties lE El | % |
Hardware |Option5 | Resourcesi Virtual Machine Version: 7
—Device Status
™ show All Devices Add... Remove I e
Hardware | Summary ¥ Connectat power on
Wl Memory 6144 MB
o crus g Adapter Type
Video card Video card CUITCA A S
= VMCIdevice Restricted
@ SCSI controller 0 LSI LogicParallel —MAC Address
&= Harddisk1 Virtual Disk
€5 cD/ovD Drive 1 ide0:0 & Asate it
BB Network adapterl WM Network
Ef Network adapter 2 (edited) VM Network — Metwork Connection
B Network adapter 3 (edited) VM Network MNetwork label:
—w Network adapter 4 (edited) Monitor Mornitar Lil
& Floppy drive 1 floppyl
| 1 | ¥
Help 1 | oK I Cancel
Z}

22. Click the Power On button to turn on the Web Gateway appliance.
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File Edit View Inventory Administration Plug-ins Help
Q ] £y Home b gf Inventory B[Rl Inventory
m o II S 8 &G B2 @

= [ 192.168.1.5
(51 [Symantec_Web_Gateway VMimage 5.0.0.142_Linux_EN|

23. Click the Console tab to view the Web Gateway booting up. After a few minutes you should
see the Fedora login screen. If you see any type of error on the login page, click inside the
console and type Ctrl ->c.

1] 192.168.1.5 - vSphere Clien

File Edit View Inventory Administration Plug-ins Help

@ £y tHome p gf Inventory b [ Inventory
DNy E@ &R 2 @
= [ 192.168.15 Symantec_Web_Gateway_VMimage_5.0.0.142_Linux_EN

ﬂ) Symantec_Web_Gateway_VMimage_5.0.0.142_Linux_EN

Fedora Core release 3 (Heidelberg)
Kernel 2.6.9-custom on an xB6_64

localhost login:

24. Login with the username ‘admin’ and password ‘adminl1!’. Choose 5 from the menu to
‘Change/Test IP configuration’.

25. Select 3 to ‘set IP/disable DHCP’.

26. Enter the IP, Netmask, Default Gateway and DNS server(s)that will be used by the
Management interface on the network(this IP should be on the same network as the ESXi
server). After a few moments the Web Gateway will take on its new IP.

IP:

192.168.1.6
Netmask:
255.255.255.8
Default Gateway:
192.168.1.1
Primary DN5:
192.168.1.1
Secondary DNHS:

Configure the system (please wait)....
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27. From this point on you can follow the instructions starting at step 3 in the ‘Setting up the
Symantec Web Gateway for a Malicious Activity Assessment’ section of this document. You
can make the initial connection to the IP address that was just assigned to the Web Gateway
instead of the default IP of 192.168.254.254. You also won’t need to adjust the IP when you
reach step 8. When all configuration is finished and it’s time to put the Web Gateway into
production, in this situation we don’t need to worry about the management interface as it is
already cabled(this is the same cable connecting the ESXi server to the network). A cable
from the Span Port or Network Tap now needs to be connected to the interface assigned to
the Virtual Switch we created. At this point the Web Gateway should be monitoring network
traffic.
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