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Workplace Monitoring in
Europe and the EU

Introduction

[T]he Court considers that the collection and storage of
personal information relating to the applicant’s telephone,
as well as to her e-mail and internet usage, without her
knowledge, amounted to an interference with her right to
respect for her private life and correspondence within the
meaning of Article 8 [of the Convention for the Protection
of Human Rights and Fundamental Freedoms].

Copland v. United Kingdom
European Court of Human Right51

The United States and the European Union (EU)? have taken significantly
different approaches to protecting the privacy of their citizens. To
date, the US has legislated privacy laws by industry sector. The US has
eschewed comprehensive legislation and instead relies on a combination
of legislation, regulation, and self-regulation. The EU, on the other
hand, has adopted comprehensive principles that regulate all aspects of
processing personal data. The different approaches are already creating
challenges for businesses operating internationally.

A recent decision by the European Court of Human Rights (“ECHR”) may
widen the gulf between U.S. and European privacy laws. In Copland v.
United Kingdom,’> the ECHR expanded the basis for protection of an
employee’s personal data in the workplace in Europe. The ECHR held that
an employee’s telephone calls and e-mails from a business are prima
facie covered by the notions of “private life and “correspondence” under
Article 8 of the Convention for the Protection of Human Rights and
Fundamental Freedoms (the “Convention”). Accordingly, for the 47
nations that participate with the Council of Europe and the ECHR, such
business communications are subject to reasonable expectations of
privacy.*

! Copland v. United Kingdom, 62617/00 [2007] ECHR 253 (April 3, 2007) (hereinafter
“Copland”), http://www.statewatch.org/news/2007/apr/echr-copland.pdf.

2 The EU currently has 25 Member States: Austria, Belgium, Cyprus, Czech
Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Ireland,
Italy, Latvia, Lithuania, Luxembourg, Malta, Poland, Portugal, Slovakia,
Slovenia, Spain, Sweden, The Netherlands and United Kingdom.

® 1d.

* In addition to the 25 countries that belong to the EU, the following, Albania,
Andorra, Armenia, Azerbaijan, Bosnia and Herzegovina, Croatia, Georgia, Iceland,
Liechtenstein, Moldova, Monaco, Montenegro, Norway, Russian Federation, San
Marino, Serbia, Switzerland, “The former Yugoslav Republic of Macedonia” Turkey
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Employees’ privacy rights were already heavily regulated within the
European Union. For example, the EU’s Data Protection Directive already
provides significant protection for personal data in EU Member States.
Additionally, the laws of individual Member States frequently provide
significant protections for employee communications. Companies may be
required to not only comply with national data protection acts, but also
telecommunication regulations, labor laws, constitutional provisions,
criminal laws, as well as collective bargaining agreements. The Copland
decision, however, may create new challenges for multinational
businesses operating in Europe or processing personal data from Europe.

This paper examines European data protection laws related to monitoring,’
the Copland decision and the implications for companies operating in the
EU and throughout Europe. This paper will also:

* Provide an analytical framework for understanding and assessing
issues related to workplace monitoring in Europe;

* Examine effective management of workplace privacy risks and the
risks associated with monitoring;

* Examine workplace monitoring in the EU and other jurisdictions in
Europe; and

* Examine how Vontu effectively safeguards employee privacy.

Please note that this paper is the second in a series examining issues
related to workplace monitoring. The first paper, entitled Protecting
Confidential Information and Workplace Privacy,® provides a general
overview focused on answering the question: “Can companies operating
internationally monitor in the workplace?” The second paper, Managing
Workplace Monitoring in Europe, provides an in-depth analysis focused on
answering the question: “How do you monitor in the workplace in
Europe?” While each of these papers can be read alone, the second paper
is intended to build upon the information provided in the earlier paper.

Impact on Your Business

Why are the EU data protection laws and the Copland decision significant
for US businesses? If your business operates in EU, compliance is a
legal requirement and violations can be punished by civil and criminal
penalties. Even if your company is non-European, however, EU privacy
and data protection laws can still affect you in a number of distinct
respects:

and Ukraine are participants in the ECHR and the Council of Europe. There are
approximately 300 million people living in these countries.

®> In this paper, the term “monitoring” is used broadly to refer to any reading,
collection or storage of electronic communications. Monitoring is, therefore,

more than the interception of communications in transit. Copying of employee e-
mails for backups or scanning messages to detect viruses are both monitoring.

® A copy of the paper is available on Vontu'’s Website at www.vontu.com.
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* A EU subsidiary must comply with the privacy laws in the countries
where they have operations, and as discussed below, such countries
can have laws that are significantly more restrictive than those
in the US and most other nations.

* The transfer of personal information can be blocked under EU law
unless specific requirements are met.

* Countries around the globe are adopting laws similar to those in
the EU, due in part to the global reach of the EU privacy laws.

Setting the Stage

The EU Directive and the Convention

The EU Data Protection Directive’ (“Directive”) is perhaps the best known

and most influential privacy law in the world. The Directive is
comprehensive, covering almost all wuses of personally identifiable
information by both the public and private sectors. The Directive

provides a broad definition of informational privacy to include personal
information processed in the workplace, including information processed
by electronic monitoring technology. Ironically, the Directive itself
is only a statement of EU policy—it is not the law itself.® 1Instead, the
Directive requires Member States to enact national legislation to
protect personal data privacy and to appoint officials to enforce these
privacy rights.

Under the laws of the EU, a directive is a legislative act that requires
Member States to achieve a particular result — but it does not dictate
the means of achieving that result. A directive basically sets the
minimum requirements for Member States. A directive <can be
distinguished from EU “regulations” which are self-executing and do not
require any implementing measures by the Member States. This
distinction is important for US companies operating in the EU and it
helps explain why the privacy laws vary from one Member State to
another. By leaving the Member States with a certain amount of leeway,
they have adopted laws and rules that fit their particular history and
culture. This means that companies must be aware of and comply with

" Directive 95/46/EC of the European Parliament and of the Council on October 24,
1995, on the protection of individuals with regard to the processing of personal

data and on the free movement of such data (“Directive.”) Although the
Directive was enacted in 1995, it did not become effective until 1998.
® There are four types of EU legislation: (a) regulations, which are directly

applicable to Member States and require no further action to have legal effect;
(b) directives, which are addressed to and binding on Member States, but the
Member States may choose the method by which to implement the directive.
Generally, a Member State must enact national legislation to comply with a
directive; (3) decisions, which are binding on those parties to whom they are
addressed; and (4) recommendations and opinions, which have no binding force. For
more information on the sources of EU legislation, see Research Guide: European
Union Legal Materials, at
http://www.law.columbia.edu/library/Research Guides/internat law/eu#legislative$
20process.
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different legal requirements.’ Unfortunately, many of the Member States
have not adopted specific legislation or regulations to govern workplace
privacy and monitoring.

The Convention for the Protection of Human Rights and Fundamental
Freedoms (the “Convention”) applies to a much larger number of European
countries than the EU Directive. Currently, the EU is comprised of 25
countries with a population of over one-half billion people. By
comparison, the Convention applies to 47 European nations with a
combined population of approximately 800 million. The Convention was
established after World War II to ensure that fundamental human rights
are guaranteed and protected throughout Europe. Each of the 47 countries
covered by the Convention are required to give effect to their national
legislation in a manner that is compatible with Convention rights. This
means, for example, that the privacy laws of each of the 47 countries
must be interpreted in a manner consistent with the Convention.

Personal Data v. Non-Personal Data

Laws regulating the interception of communications do not typically
distinguish between personal data and non-personal data. It is the act
of interception or monitoring that is being regulated. If the
interception involves personally identifiable information, however, then
additional laws may apply. It is, therefore, important to understand
what is meant by the term “personal data.” For purposes of this paper,
the definition contained in the Directive is used:

* Personal data “shall mean any information relating to an
identified or identifiable natural person (‘data subject’); an
identifiable person is one who can be identified, directly or
indirectly, in particular by reference to an identification
number or to one or more factors specific to his physical,
physiological, mental, economic, cultural or social identity.*’

This definition covers information that many companies do not consider
personal data. Equally broad is the EU’s definition of the term
“processing.” For purposes of this paper, the definition contained in
the Directive is used:

* Processing of personal data (‘processing’) “shall mean any
operation or set of operations which is performed upon personal
data, whether or not by automatic means, such as collection,
recording, organization, storage, adaptation or alteration,
retrieval, consultation, use, disclosure by transmission,
dissemination or otherwise making available, alignment or
combination, blocking, erasure or destruction.”'!

° In this regard, this is similar to the situation in the United States where
individual states have been adopting their own privacy laws that have much in
common, but may vary from state to state.

% pirective, art. 2.

o1d.
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This paper examines monitoring or processing of employee data in the
context of the workplace. Where the laws draw a distinction between
monitoring of personal or non-personal data, the distinction is noted.

Employee Data v. Customer Data

This paper deals exclusively with the personally identifiable
information related to employees and collected / processed in the
workplace. This is important for a number of reasons. First, the
purposes and justifications for monitoring in the workplace are entirely
different than those that may be utilized for monitoring customer
activity. Second, although the Data Directive does not distinguish
between employee and customer data, European law and data protection
authorities have distinguished workplace privacy issues because of the
liability created by the special relationship between employer and
employee. And third, the unique relationship of employer / employee
creates legal rights and obligations that do not arise between company
and customers. In many European countries and elsewhere, an employer
may have the legal obligation to supervise and control the actions of
their employees. The employer may also be liable for their employees’
actions. The Article 29 Working Party' has stated that an employer has
the right “to control the functioning of his business and defend himself
against workers’ action likely to harm employers’ legitimate interests,
for example the employer’s liability for the action of their workers.”'

The elements of control and legal liability are generally missing in the
relationship between a company and its customers. Accordingly, the
legal justifications for monitoring are not the same. As will be seen
in the discussion of the laws of the individual Member States below, the
various laws regulating workplace monitoring do not cover monitoring of
customer data. Similarly, monitoring of prospective employees in a
merger or acquisition would not typically fall under workplace privacy
laws.

Protection of Customer Data v. Employee Privacy
Rights

Privacy is not an absolute right. 1In both the US and EU, privacy rights
must be weighed against other competing interests. To date, the
Europeans have primarily viewed in terms of balancing a worker'’s right
to privacy against the right of an employer to control the functioning
of their business and to protect against liabilities that can arise out
of employee actions. The EU has been very clear that with respect to
workplace privacy and monitoring of employees, the employees’ human

2 Article 29 of the European Union’s Data Protection Directive establishes a
group of national data protection commissioners who are responsible for
interpretation of the Directive. The Article 29 Working Party frequently
releases opinions or other papers expounding on various aspects of privacy
requirements.

13 See Note 1, supra.
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dignity trumps other considerations.!* The following sections provide an
analytical framework for determining the factors that must be considered
in determining if monitoring is justified.

While the EU has viewed this issue in terms of employer rights vwv.
employee rights, in practice there are other competing rights that must
be considered. For example, employers may decide to monitor to protect
the privacy rights of customers and to safeqguard customer sensitive
personal information from being misused by employees. The EU has not
focused on the factors that should be considered in weighing the
potentially competing interests in this case. Further, there is
currently no EU directive that specifically governs electronic
monitoring in the workplace.

Copland v. United Kingdom

The Copland decision involved the issue of whether U.K.’s
Carmarthenshire College (the “College”) violated its employee’s human
rights by monitoring her work e-mail, telephone calls and Internet use.
Ms. Lynette Copland filed a complaint with the European Court of Human
Rights (ECHR)"™ complaining that College where she worked had monitored
her e-mail and telephone conversations to discover whether she was
making improper use of the College’s facilities for personal purposes.

The ECHR accepted the UK government’s position concerning the
intrusiveness and duration of the monitoring. The government admitted
telephone monitoring was limited to analyzing “college telephone bills
showing telephone numbers called, the dates and times of the calls and
their length and cost,” and lasted for “a few months” in late 1999.'¢
The UK government also claimed that the Internet monitoring involved
analyzing “the web sites visited, the times and dates of the visits or
the web sites and their duration.”'” The government admitted that this
took place during October and November 1999.'% The government also
admitted that there was no policy in force at the College at the
material time regarding the monitoring of telephone, e-mail or Internet
use by employees.'’

' See, Article 29 Working Party Document on the Surveillance of Electronic
Communications in the Workplace, 6 (May 29, 2002), available at
http://europa.eu.int.comm/internal market/privacy/docs/wpdcs/2--
2/wpb5_en.pdf.

15 protocol 9 of the Convention authorizes individual citizens to bring claims
against their governments for alleged violations of their human rights.

¢ copland, 1 10.

7 1d .at 1.

8 Tt is important to note that the monitoring took place before UK laws
regulated such activity. The Regulation of Investigatory Powers Act (2000) and
the Telecommunications (Lawful Business Practice) Regulations (2000).
Additionally, the case of Douglas v. Hello! Ltd. [2001] WLR 992, had not been
decided. The Douglas decision established a qualified right to privacy under
English law.

¥ copland, 114.
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Based on these facts, the ECHR found that the College’s monitoring
violated Article 8 of the Convention for the Protection of Human Rights
and Fundamental Freedoms (the “Convention”). Article 8 provides that
“Everyone has the right to respect for his private life, his home and
his correspondence.”?

Court’s Reasoning

The Court’s decision is based upon a number of conclusions, each of
which is important to understand their scope in order to understand
their impact on the data protection and privacy laws of Europe. These
conclusions also identify some of the challenges that companies will
face while doing business in Europe.

First, the Court determined that “telephone calls from business premises

are prima facie <covered by the notion of “private 1life” and
“correspondence” for the purposes of Article 8 § 1” of the Convention.?
The Court also found that “logically . . . e-mails sent from work should

be similarly protected under Article 8, as should information derived
from the monitoring of personal internet usage.”?* The ECHR concluded
that the “storing of personal data relating to the private life of an
individual also falls within the application of Article 8 § 1.%

Second, the ECHR found that even when the monitoring was limited to “the
date and length of telephone conversations” and the “numbers dialed,”?
the monitoring still gave rise to a cause of action under Article 8.
Third, the ECHR discounted the College’s argument that it legitimately
obtained the information about the telephone calls. The Court stated:
“The mere fact that these data may have been legitimately obtained by
the College, in the form of telephone bills, is no bar to finding an
interference with rights guaranteed under Article 8."%

Fourth, the Court found that it was *“irrelevant” what the College did
with the data. The ECHR stated: “Thus, it is irrelevant that the data
held by the college were not disclosed or used against the applicant in
disciplinary or other proceedings.”?¢

Fifth, in the absence of a warning that her calls, e-mail and Internet
usage would be monitored, Ms. Copland had a “reasonable expectation”
that they would not be.?

Finally, the ECHR emphasized that Article 8 and its own case law require
that monitoring must be conducted “in accordance with the law.”?®

20 European Convention for the Protection of Human Rights and Fundamental
Freedoms, as amended by Protocol No. 11, Rome, 4X1.1950, art. 8.
2! copland, 1 41.

22 1d. 9 41.
23 1d.
24 1d. 91 43.
% 1d.
26 Id

27 1d. at 1 42.
2% 1d. at € 45.
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Additionally, the ECHR determined that Article 8 requires domestic law
to specifically state the conditions for monitoring. The ECHR found
that in order to meet this requirement, the “law must be sufficiently
clear in its terms to give individuals an adequate indication as to the
circumstances in which and the conditions on which the authorities are
empowered to resort” to monitoring.?’

Significantly, the ECHR did not ban the use of monitoring in the
workplace. The ECHR state that it “would not exclude that the
monitoring of an employee’s use of a telephone, e-mail or internet at
the place of work may be considered ‘necessary’ in a democratic society”
in certain situations in pursuit of a legitimate aim.?°

Before examining the data protection laws of individual countries, it is
important to remember that the Copland case involved monitoring by a
public authority (the College) with a risk of misuse of power.?' Whether
or not the ECHR will distinguish between monitoring by a public employer
and a private employer remains to be seen.

The following sections will examine the documents issued by the Article
29 Working Party relating to workplace monitoring. We will also examine
the laws and decisions of the individual Member States regarding
workplace privacy. The EU Member States, however, have given 1little
attention to the factors that should be considered when weighing the
rights of customers against the competing interests of employees and
employers. *

Managing Workplace Privacy

So, how does a company manage workplace privacy issues when the rules
are varied and/or not fully established? Based upon Privacy Compliance
Group’'s experts’ experience in working with Fortune 500 companies for
over a decade, it is essential to follow a process that will enable you
to identify and assess the risks related to workplace monitoring. This
process includes the following eight steps:

Step 1: Understand your company'’s data flows.

Step 2: Identify (and understand) your purposes for monitoring.

 1d. at 1 46.

3 1d. at T 48.

3 1d. at T 45.

32 Although scant attention has been paid to the factors to be weighed when
customer privacy rights are involved, as explained in this paper, using the
factors established for workplace privacy in general would seem to favor
allowing employers greater leeway to monitor when the purpose is specifically to
protect customer data. The question is not whether or not monitoring is
permitted, but rather whether or not the means for monitoring is Jjustified under
the circumstances. Utilizing monitoring technology that focuses on specific
risks and uses of data will certainly increase the likelihood that monitoring
will be determined to be proportional and appropriate.

PRIVACY > 8




Step 3: Understand the general principles underlying fair processing of
personal data.

Step 4: Determine if the EU’s laws apply to your company.

Step 5: Understand the EU’s approach to workplace monitoring.

Step 6: Understand the EU’s requirements for workplace monitoring.
Step 7: Understand the laws of the individual EU Member States.

Step 8: Implement technology that fosters compliance with legal
requirements.

Each of these steps is discussed below in detail. Following these steps
will provide your company’s management with the information and tools
necessary to manage privacy, data protection and security requirements
in the EU, the US or any jurisdiction that regulates the processing of
personally identifiable information.

Analytical Framework

Step One: Understand Your Data Flows

The starting point for effectively managing issues related to privacy,
security and data protection is to understand your company’s use of
personal data and how the data flows into, through and out of your
company. While this may seem like a simple first step, most companies
have not mapped or documented their data flows. As a result, effective
management of privacy and workplace monitoring risks is difficult, if
not impossible.

In order to understand your company'’s data flows, there are a number of
questions that should be asked, answered and documented. The
information gathered from this process will enable your company to
identify:

* The business requirements for the processing of personal data.

* Your company’s current and future strategy and priorities,
workforce composition and location, technology and other
operational circumstances that impact the collection and use of
personally identifiable information in the workplace.

* Specific risks associated with the collection and processing of
personally identifiable data for general employment purposes or
from workplace monitoring.

* The policies, procedures, laws, rules and regulations that
govern the processing of personally identifiable information.

* Appropriate safeqguards of employee personal data.
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* Requirements for technology to enable your company to mitigate
risks, safeguard data, protect privacy and confidential
information and benchmark your success.

* Create and implement a risk mitigation plan.

Data flows necessarily involve business processes and technology. Since
few organizations remain static, it 1is important +to continuously
evaluate your data flows. It is also essential that you choose the
appropriate technology and tools to assist you in this process. Table 1
below provides a listing of the general issues along with the specific
questions that should be asked and answered on an ongoing basis.

Table 1: Basic Questions of Data Flows

m SPECIFIC QUESTIONS INFORMATION USES

WHO? Who is the subject of the data? Determine jurisdiction / which

. . laws appl
Who is collecting the data? Sy
. . Determine what privacy notices /
?
Who is accessing the data? policies apply

. . 2
Who is processing the dataz Determine what contractual

Who is transferring the data safeguards must be in place
Who is receiving the transferred data? Determine what physical and

. . technical safeguards should be
Who is updating the data? in place
Who is storing the data? Identify ongoing risks

Who is deleting or destroying the data?

WHAT? What data is being collected? Determine if data is sensitive /

. . eneral
What data is being processed? J

. . Determine which laws / rules
What data is being stored?
apply

. . 5
What data is being transferred? Determine what contractual

What internal policies govern the safeguards must be in place

. . 5 . .
collection and processing of the data? Determine what physical and

What laws, rules or regulations govern technical safeguards should be
the collection and processing of the in place
data??

Identify ongoing risks

WHEN? When is the data being collected? Determine if notice has been
given and if so, what uses of

. . 3
When is the data being processed? data have been disclosed

. . 2
When is the data being transferred? Determine which laws, rules and

When is the data being updated? policies apply
When is the data being stored? Determine if data is up-to-date
When is the data being deleted or Determine who may have
destroyed? obligations with respect to the
data
WHERE? Where does the data subject reside? Determine jurisdiction / which
laws apply

Where is the data collected?
Determine if transborder issues

i ?
Where is the data processed? must be addressed

Where is the data being transferred Determine if the data is being
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from? collected in the workplace
Where is the data transferred to?

Where is the data updated?

Where is the data stored?

Where is the data deleted or destroyed?

HOW? How is the data collected? Determine if personal
information is gathered from

How 1s the data processed? data subject, from third party

How is the data transferred? or via technology
How is the data updated? Determine what contractual and
. other safeguards must be in
How is the data safeguarded? place?
How long must the data be retained? Determine what risks are present

in connection with the
processing, use, transfer and
deletion of the data.

How is the data being deleted or
destroyed?

Determine if data is gathered
through monitoring.

Step Two: Identify the Purpose for Monitoring

Identifying your purpose(s) for monitoring is required in most of the EU
Member States and will almost certainly be required in order to
negotiate with employees, works councils®® and data protection
authorities before monitoring can take place. Additionally, this
appears to have been reinforced by the recent Copland decision where the
ECHR held that employees have a reasonable expectation of privacy in
their communications while at work until they have been notified
otherwise. In the US, identification of the purpose of monitoring may
not be legally required, but it nevertheless plays an important role in
determining the appropriateness of who and what is monitored.

Historically, employers have asserted many good business reasons to
electronically monitor in the workplace, including:

* To monitor employee productivity in the workplace;**

3 Works councils are organizations representing, informing and consulting
workers in companies located in more than one EU member state and with at least
1,000 employees in total, of which at least 150 are located in each of two EU
member states. There is no obligation for companies or employees to establish a
works council although there are procedures for workers to request one. See,
Council Directive 94/95/EC of 22 September 1994 on the establishment of European
Works Council or a procedure in Community-scale undertakings and Community-scale
groups of undertaking for the purpose of information and consulting employees
(1994). Available at
http://ec.europa.eu/employment social/labour law/directive9445/9445euen.htm.

3 paul E. Hash & Christina M. Ibrahim, E-Mail, Electronic monitoring, and
Employee Privacy, 37 S. Tex. L. Rev. 893, 897 (1996); Gail Lasprogata et al.,
Regulation of Electronic Employee Monitoring: Identifying Fundamental
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* To protect against unauthorized use, disclosure or transfer of
personally identifiable information on employees and customers;?>®

* To maximize productive use of the employer’s computer systems;?**

* To monitor employee compliance with employer workplace policies
related to use of its computer systems, e-mail systems, and
Internet access;?’

* To investigate complaints of employee misconduct, including
harassment and discrimination complaints.?®

* To prevent industrial espionage, such as theft of trade secrets
and other proprietary information, copyright infringement, patent
infringement, or trademark infringement by employees and third
parties;®®

* To prevent or respond to unauthorized access to employer’s
computer systems, including access by computer hackers;*°

* To protect computer networks from becoming overloaded by large
downloadable files;

* To prevent or detect unauthorized utilization of the employer’s
computer systems for criminal activities and terrorism; *!

* To help prepare the employer’'s defense to lawsuits or
administrative complaints such as those brought be employees
related to such claims as discrimination, harassment, discipline,
or termination of employment; ** and

* To respond to discovery requests in litigation related to
electronic evidence.*?

Principles of Employee Privacy through a Comparative Study of Data Privacy
Legislation in the European Union, United States and Canada, 2004 Stan. TECH. L.
Rev. 4, available at http://stlr.standord.edu/STLR/Articles/04_ STLR 4.

3 See, Gary E. Clayton, Protecting Confidential Information and Workplace
Privacy (2005), available at http://www.vontu.com/offers/privacy wp.asp.

3¢ Elise M. Bloom et al., Competing Interests in the Post 9-11 Workplace: The
New Line Between Privacy and Safety, 1317 Pracricing L. InsT. 303 (2002).

37 Regulation of Electronic Employee Monitoring, supra 2004 Stan. Teci. L. Rev. 5.
¥ 1d.

3 Mike Consol, Industrial Espionage: The Secret Agents of Fortune, Bus. J.
(1998), available at http://www.secure-data.com/art9.html

%0 Institute for Security Technology Studies at Dartmouth College, Law
Enforcement Tools and Technologies for Investigating Cyber Attacks, A National
Needs Assessment (2002) available at
http://www.ists.dartmouth.edu/TAG/needs/ISTS NA.pdf.

‘! A. Hugh Scott, Computer and Intellectual Property Crime: Federal and State
Law 141 (2001).

*2 Monique C.M. Leahy, Recovery and Reconstruction of Electronic Mail as
Evidence, 4 AM Jur. 3d Proof of Facts (2002).

43 See Lasprogata, supra note 9, 2004 Stan. Tece. L. Rev. 5.

3 1d.
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Step Three: Understand the General Principles

The US and the EU have entered into a safe harbor framework as a way to
avoid interruptions in the transfer of data from the EU. Companies that
certify under the safe harbor will assure that they provide “adequate”
privacy protections, as defined by the Directive. Joining the safe
harbor program is purely voluntary, but companies that join must agree
to comply with the seven safe harbor principles.

Regardless of whether or not your company belongs to the safe harbor
program, these principles underlie many of the US and EU privacy laws
and serve as a useful roadmap for companies in the processing of
employee data. Absent specific legislation, these principles (and the
specific principles of the Directive) provide guidance for determining
how to effectively protect information gathered on employees.

The seven principles require the following:

Table 2: Seven Safe Harbor Principles

NOTICE Companies must notify individuals about the purposes for which they
collect and use information about them.

CHOICE Companies must give individuals the opportunity to choose (opt out)
whether their personal information will be disclosed to a third
party or used for a purpose incompatible with the purpose for which
it was originally collected or subsequently authorized by the
individual. For sensitive information, affirmative or explicit
(opt in) choice must be given if the information is to be disclosed
to a third party or used for purposes other than its original
purpose or the purpose authorized by the individual.

ONWARD TANSFER Onward transfer (transfer to third parties) must be disclosed and ¢
company must apply the notice and choice principles. Where the
company wishes to transfer to a third party acting as an agent, it
may do so if it makes sure that the third party subscribes to the
safe harbor principles or otherwise complies with the Directive.

As an alternative, the organization can enter into a written
agreement with such third party requiring the third party to
provide at least the same level of privacy protection as is
required by the relevant principles.

ACCESS Individuals must have access to personal information about them
that an organization holds and be able to correct, amend, or delete
the information where it is inaccurate, except where the burden or
expense of providing access would be disproportionate to the risks
to the individuals'’ privacy, or where the rights of persons other
than the individual would be violated.

SECURITY Companies must take reasonable precautions to protect personal
information from loss, misuse and unauthorized access, disclosure,
alteration and destruction.

DATA INTEGRITY Personal information must be relevant for the purposes for which it
is to be used. A company should take reasonable steps to ensure
that the data is reliable for its intended use, accurate, complete
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and current.

ENFORCEMENT There must be a readily available and affordable mechanism to
resolve disputes and complaints and to ensure compliance with the
principles.

Step Four: Determine if the EU Laws Apply to You

Determining whether or not the laws of the EU apply to your company’s
processing of personally identifiable information will depend upon your
specific facts. As a general rule, however, if your company answers
“Yes” to any of the following five questions, it is important for you to
be aware of the data protection laws of the EU:*

Table 3: Determining if EU Laws Apply to Your Company
IHIﬂIIIIIIIIIIIIIIIZEEEEIIIIIIIIIIIIIIHIEEIIEI

Does your company operate in the EU?

2 Does your company have affiliates or subsidiaries in the EU
that collect personal data?

3 Does your company have employees residing in the EU?

4 Does your company otherwise collect or process personal data
from the EU or on EU residents?

5 Does your company process personal data using equipment
located in the EU (for other than mere transit)?

Complexities of Workplace Monitoring in
Europe

Step Five: Understand the European Approach to
Workplace Monitoring

In the US, employers face a myriad of federal and state laws that
protect the privacy of communications at work. These laws often limit

“Determining jurisdiction will depend upon a number of factors that vary by
case. The issues related to determining jurisdiction are outside the scope of
this paper. Internationally, there have been numerous instruments that attempt
to establish standards for determining jurisdiction on various matters. 1In
Europe, the basic instrument on jurisdiction is Regulation 44/2001 (“Brussels
I”) on Jurisdiction and the Recognition and Enforcement of Judgments in Civil
and Commercial Matters, O0.J. (L 12)1, available at http://europa.eu.int/eur-
lex/pri/en/oj/dat/2001/1 012/1 01220010116en00010023.pdf.
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how and when an employer can monitor as well as what can be monitored.
But generally, even without express employee consent, US employers can
monitor workplace communications and activities. As a result, US
employers are often advised to notify employees that they have no
reasonable expectation of privacy in their communications while in the
workplace or while using the employer’s network or equipment. In the
EU, however, data protection officials frequently state that employees
do not leave their rights to privacy at home when they come to work.
This has been reinforced by the Copland decision. As a result, European
employees generally have a greater expectation of privacy than employees
in the US.

In Europe, privacy is treated as a fundamental human right * and as
such, it cannot be bargained away. This view of privacy is well
founded in European law, including:

* Article 8 of the European Convention for the Protection of Human
Rights and Fundamental Freedoms states: “Everyone has the right
to respect for his private and family life, his home and his
correspondence.”*® The Treaty Establishing the European Community
requires Member States to respect the fundamental rights
guaranteed by the Convention.*’

* The EU's Charter of Fundamental Rights affirms, “[e]veryone has
the right to respect for his or her private and family life, home
and communications.”

Most American businesses became aware of EU privacy laws after the
Directive®® became effective in 1998. The Europeans, however, have been
concerned with information privacy for several decades. The formal
protection of informational privacy began in the 1970s with the early
stages of the computer industry. In the 1980s, the Organization for
Economic Cooperation and Development, adopted its Guidelines for the
Protection of Privacy and Transborder Flows of Personal Data.® In
1981, the Council of Europe adopted the Convention for the Protections
of Individuals with Regard to Automatic Processing of Personal Data.*°
Both of these documents laid the foundation for the Directive.

%> See, Barbara Crutchfield George et al., US Multinational Employers:
Navigating through the “Safe Harbor” Principles to Comply with the EU Data
Privacy Directive, 38 AM. Bus. L.J. 735, 743 (2001).

¢ Convention for the Protection of Human Rights and Fundamental Freedoms, Nov.
4, 1950, art. 8, para. 1, 213 U.N.T.S. 221, available at
http://conventions.coe.int/Treaty/en/Treaties/Html1/005.htm.

‘7 Treaty Establishing the European Community, Feb. 7, 1992, 0.J. (C 224) 1
(1992), available at http://europa.eu.int/eur-
lex/en/treaties/dat/EC_consol.html.

*¢  Although the Directive was enacted in 1995, it did not become effective until
1998. While directives enact EU policy objectives, they require Member States
to enact or change relevant national law to those objectives.

% Guidelines on the Protection of Privacy and Transborder Flows of Personal
Data, OECD Doc. 58 (Sept. 23, 1980), available at http://www.oecd.orq.

° See, Convention for the Protection of Individuals with Regard to Automatic
Processing of Personal Data, Jan. 28, 1981, Europ. T.S. No. 108, available at
http://conventions/coe/int/treaty/EN/cadreprincipal.htm.
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Step Six: Understand the EU’s Requirements for
Workplace Monitoring

The Article 29 Data Protection Working Party has adopted two principal
documents relating to monitoring in the workplace. In 2001, the Article
29 Data Protection Working Party adopted Opinion 8/2001 on the
processing of personal data in the employment context (“Opinion
8/2001”). In 2002, the Working Party adopted its Working Document on the
surveillance of electronic communications in the Workplace.’! While
these documents are not legally binding, they are nevertheless good
indicators of how data protection issues are 1likely to be determined
under the Directive. One reason is that the Article 29 Data Protection
Working Party is comprised of representatives of the data protection
officials of the individual Member States. Documents adopted by the
Article 29 Working Party are, therefore, very likely to represent the
official opinions of the very officials who are charged with enforcing
national privacy laws. A second reason is that the political process of
adopting a document generally ensures that the opinion of the Working
Party has been widely vetted among the members of the European
Commission as well as in the capitols of the individual Member States.
Even if the Working Party’s opinion does not ultimately become law, it
represents the considered opinion of the majority of the data
commissioners of the Member States.

The main guiding principles of the Working Party can be summarized as
followed:

* Employees do not lose their privacy and data protection rights at
their office door.

* Any limitation on the employee’s right to privacy should be
proportionate to the likely damage to the employer’s legitimate
interests.

Employers must bear in mind the fundamental data protection principles
listed in Table 4 below:

Table 4: EU Requirements for Workplace Monitoring

GENERAEA;RIVACY PERSONAL DATA PROTECTION

FINALITY Data must be collected for a specified, explicit and legitimate purpose
and not further processed in a way incompatible with those purposes.

TRANSPARENCY As a very minimum, workers need to know which data the employer is
collecting. Transparency is assured by granting the worker the right

*! Article 29 Data Protection Working Party, Working Document on the surveillance
of electronic communications in the workplace, (Adopted 29 May 2002).

(Available at

http://ec.europa.eu/justice home/fsj/privacy/docs/wpdocs/2002/wp55_en.pdf).
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GENERAEA;RIVACY PERSONAL DATA PROTECTION

to access his or her personal data.

LEGITIMACY The processing of workers’ data must be legitimate. Article 7 of the
Directive lists the criteria making the processing legitimate,
including the following:

(a) the worker has unambiguously given his consent; or

(b) processing is necessary for the performance of a contract to which
the worker 1is party or in order to take steps at the request of the
worker prior to entering into a contract; or

(c) processing is necessary for compliance with a legal obligation to
which the employer is subject; or

(d) processing is necessary in order to protect the vital interests of
the worker; or

(e) processing is necessary for the performance of a task carried out
in the public interest or in the exercise of official authority vested
in the employer controller or in a third party to whom the data are
disclosed; or

(f) processing is necessary for the purposes of the legitimate
interests pursued by the employer or by the third party or parties to
whom the data are disclosed, except where such interests are overridden
by the interests for fundamental rights and freedoms of the worker
which may require protection under the Directive.

PROPORTIONALITY The personal data must be adequate, relevant and not excessive in
relation to the purposes for which it is collected and/or further

processed.
ACCURACY AND Employment records must be accurate and, where necessary, kept up to
RETENTION OF THE| date. The employer must take very reasonable step to ensure that data
DATA is accurate or complete, taking into account the purposes for

processing the data.

SECURITY The employer must implement appropriate technical and organizational
measures at the workplace to ensure that the personal data of his
workers is kept secured. Particular protections should be put in place
to prevent unauthorized access.

CONSENT The Article 29 Working Party takes the view that reliance on consent
should be confined to cases where the worker has a genuine free choice
and is subsequently able to withdraw the consent without detriment. As
will be discussed below, a number of the individual Member States
specifically require employee consent before monitoring should take
place.

Bottom Line: Monitoring must be proportionate to the risks confronting the employer.
Any personal data captured during workplace monitoring must be adequate, relevant and
not excessive for the purpose for which the monitoring is justified. Any monitoring
must be carried out in the least intrusive way possible. The general principles of the
Directive apply to all processing of employee personal data, including workplace
monitoring. Employers must consider if their interests could be adequately protected by
traditional measures of supervision. Finally, any surveillance measures should be
transparent to workers.

PRIVACY <> 17




Step Seven: Understand the Laws of the Individual
Member States

Understanding the privacy and data protection laws of the individual
Member States is important to the overall management of monitoring.
First of all, companies operating or established in a Member State are
likely to be bound by the laws of that country. Secondly, there are
variances among the Member States in applying the Directive. Thirdly,
in addition to variances, there is a paucity of Jjudicial decisions,
regulations or legislative guidance in a number of Member States,
particularly many of the newer members. Finally, understanding these
differences is essential in effectively wunderstanding and managing
risks.

At the end of this paper, a summary of the privacy and data protection
laws of each Member State is provided, with particular emphasis on the
law regulating workplace monitoring. It is important to remember the
following statement by the Article 29 Data Protection Working Party:
“In considering the question of surveillance, it must always be borne in
mind that while workers have a right to a certain degree of privacy in
the workplace, this right must be balanced against the right of the
employer to control the functioning of his business and defend himself
against workers’ action likely to harm employers’ legitimate interests,
for example the employer’s liability for the action of their workers.”®?

How Vontu Effectively Safeguards Employee
Privacy

Step Eight: Implement Technology that Fosters
Compliance with Legal Requirements

In developing its technology, Vontu clearly has given considerable
thought to helping its customers effectively monitor the wuse of
sensitive information while safeguarding employee privacy. Vontu’s
technology accomplishes this in a number of ways:

COMPLY WITH NOTICE AND POLICIES: Vontu enables companies to comply with
their privacy notices and policies. Vontu does this through policy-
based monitoring.

LEGITIMATE PURPOSES AND PROPORTIONALITY: Vontu ensures that data
collected during monitoring is only used for legitimate purposes. Vontu
enables companies to collect only data that violates policies, and then
enables companies to ensure that only those individuals with a “need to
know” have access to the collected data.

2 See n. 1, supra.
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TARGETED MONITORING: The fair information practice principles and the
principles set forth in the EU’s Data Protection Directive require
companies to collect data for legitimate purposes and then collect only
such information that is proportional to the company’s purpose for data

monitoring. Vontu accomplishes this in several ways. First, Vontu
safequards employees’ privacy by treating the sender’s identity as
“need-to-know."” Second, Vontu collects only data that violates stated

policy. And third, Vontu limits access to collected data to individuals
who are approved to receive it.

DATA INTEGRITY/ACCURACY: Collecting information that does not violate
policy or information on the wrong individuals increases a company’s
privacy risks. Vontu has greatly reduced these risks by keeping false
positives near zero.

SECURITY: Vontu provides security for the data that is collected by
providing secure communications of incident data. Additionally, Vontu
provides for role-based access to incident information and a complete
audit trail.

ENFORCEMENT: Vontu provides an audit trail for all information gathered
during monitoring. Significantly, Vontu maintains the integrity of
audits by logging changes to policies and all activities taken in
response to an incident.

ONWARD TRANSFER: Vontu enables its customers to restrict the transfer
of personal data, thereby reducing the risks under the Directive.

ACCESS: Vontu'’s audit trail enables companies to easily provide
individuals or work council representatives with access to specific
information.

This section will examine some of Vontu’s key functions that safeguard
employee privacy while protecting against the loss of sensitive
information.

Limits the Disclosure of Personal Information:
“Need to Know”

Privacy laws and regulations apply to information that can be associated
with a particular individual. If the information is anonymous or if the
information is not otherwise tied to a particular individual, the risks
of violating an employee’s privacy rights are greatly reduced.

Vontu’s Monitor detects confidential information before it 1leaves the
network over e-mail, instant message or the Web. Vontu’s Prevent stops
confidential information from leaving the network and prevents internal

security breaches before they occur. If a transaction is identified as
a violation of the company’s policies, it is cached and stored on the
Vontu Monitor. This automatically triggers a transaction to Vontu

Enforce by providing basic information about the policy violation. The
identity of the sender, however, does not have to be disclosed. The
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identity of the sender can be restricted to those the company has
determined have a legitimate “need to know.” Vontu can also send a
message to the sender that a policy violation has occurred.>

Vontu can also be configured to comply with the transborder data
transfer restrictions of the EU. Vontu’s Monitor and Enforce can be set
up so that they reside in one location within the EU. Accordingly, data
collected during monitoring does not travel across national boundaries
or outside of the EU.

Legitimate Purpose and Proportionality: Policy-
Based Monitoring and Focus on Specific Activities

The principles of legitimate purpose and proportionality provide that
monitoring is justified only if it 1is necessary to protect the
legitimate interests of the employer and the monitoring goes no further
than is necessary to meet that need. A company usually discloses the
legitimate purpose in documents such as a *“Network Use” policy, an
“Employee Privacy” or “Customer Data Privacy” policy.

Vontu automates policy enforcement options for notification, workflow,
blocking, quarantine and encryption. Vontu allows users to define and
deploy data security policies based on over fifty pre-built policy
templates for protecting customer data, intellectual property and
company confidential information.

The focus on specific activities and policy-based monitoring helps avoid
additional compliance and privacy exposures. It enables a company to
provide notice of exactly what is being monitored and what is being
collected. Vontu’'s match highlighting gives the company a clear
indication of why a communication generated an incident, saving time in
the incident review process and ensuring that data collected is limited
to that which violates policies.

Collects Only Data that Violates Policy

Vontu monitors data flowing across a network but only collects data if
it violates company policy. This is a significant step in protecting
employee’s privacy rights. Whereas some monitoring technologies capture
all data — even that which does not violate policy, Vontu does not.
Some of Vontu’s competitors enable companies to run queries against all
of the captured data in an effort to find violators. This is a clear
violation of the principle of proportionality and one that Vontu does
not allow.

*> Notice to the originator of the e-mail can play an important role in
establishing notice under both US and EU data privacy laws. In Europe, this can
be the event that alerts an employee that his or her communication has been
recorded as an incident and, therefore, triggers any rights they may have to
access the data collected about the violation.

PRIVACY <> 20




Data Accuracy and Integrity: Limits False
Positives

Vontu'’s patent-pending technology accurately detects confidential data
across all network protocols, content formats and business contexts.
Accurately identifying information that violates policy is key in
reducing false positives.

Vontu’s Exact Data Matching delivers a high degree of accuracy on
structured data. This is essential for protecting customer and employee
data. Vontu'’s Indexed Document Matching creates “digital fingerprints”
on unstructured content, enabling accuracy. And finally, Vontu’s
Described Content Matching uses keywords, lexicons, pattern matching
(regular expression), file types, file sizes, sender, receiver and
network protocol information to detect data loss incidents.

Security for Data Collected

Vontu has provided numerous features to safeguard the data that is
gathered during monitoring. To begin with, the information on
violations is revealed to first responders or analysts through a secure
visual display. In order to protect this information during
transmission, Vontu uses a secured communication channel or encrypts the
information being sent. Vontu’s stored (cached) documents and summary
reports reside within a company’s secure corporate LAN and the
information is not transferred to outside parties.

Vontu also allows a customer to determine who should see specific
information on incidents. The role-based access controls are important
to minimize risks of the improper use of sensitive information. A
customer can limit access to sensitive information or sender identity to
departmental supervisors or others who should have access to such
information.

Access and Enforcement: Comprehensive Audit Trail

One significant aspect of privacy protection is ensuring that an audit
trail is kept of the collection and use of information. Additionally,
the audit trail should keep complete records on any changes to policies

as well as steps taken as a result of the incident. Vontu keeps
detailed logs and accurately timestamps and records the information
necessary to resolve disputes. Further, Vontu preserves evidence that

may be needed for later use in the event of intentional violations.

Vontu keeps complete data on all incidents for purposes of an audit
trail. Significantly, Vontu enables customers search historical data
based on sender, policy, recipient and other relevant factors. This can
be adjusted to comply with the EU’s restrictions on how long personally
identifiable data can be retained.
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Onward Transfer: Limiting the Need to Transfer
Data

Vontu helps its customer reduce risks from the wunauthorized or
inappropriate transfer to personal data collected during monitoring.
Under the laws of the EU, the unauthorized transfer of personal data on
residents of the EU to the US — even within the same company — can be a
violation of law. Sanctions for such unauthorized transfer can include
injunctions, monetary fines against the company and the individual
employees who transferred the data and criminal penalties.

Vontu enables it customers to restrict the transfer of personal
information. If data should not be transferred outside of the EU, for
example, Vontu can be set up so that all components reside in one
location within the EU and data will not move across national
boundaries. Vontu also enables its customer to de-identify incident
data so that personal information is not being transferred across
national boundaries. These features are particularly important for U.S-
based companies that have offices or affiliated entities located in the
EU.

Grading Vontu for Effective Management of
Workplace Privacy

At the outset of this paper, it was noted that effective management of
workplace privacy issues requires a multi-faceted approach. Companies
must educate themselves on the requirements of both US and EU laws
governing workplace monitoring. Companies must also put in place
effective policies and procedures to regulate monitoring and to reduce
employees’ expectation of privacy for workplace communications. One
important element is the adoption of the Vontu solutions that will
enable companies to comply with their policies, protect their sensitive
information while safeguarding employee privacy. Vontu is such a
technology and provides reasonable steps to protect and secure data that
is gathered as a result of targeted monitoring. Vontu receives high
marks for its effort to provide its customers with effective tools for
safeguarding employee privacy while providing effective monitoring.

Table 5 below provides a scorecard to determine how Vontu meets the
fundamental privacy principles underlying workplace monitoring. It
contains a listing of the basic fair information practice principles of
the US and the relevant principles from the EU as they relate to
monitoring.

Table 5: Monitoring Requirements in EU

REQUIREMENT HOW VONTU MEETS REQUIREMENT YES/NO

Notice: Companies must Companies must notify individuals about the Yes
notify individuals about | purposes for which they collect and use

the purposes for which information. Although Vontu does not provide

they collect and use the actual notice, companies can use Vontu to

personally identifiable ensure that monitoring takes place in compliance
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REQUIREMENT HOW VONTU MEETS REQUIREMENT YES/NO

information. Notice may | with the stated purposes in the notice and,

also require information | therefore, that the information in the notice is
on who is collecting the | accurate.

data, how it is being
collected, where it will | Companies most often get into trouble for

be processed and when. stating one thing in their privacy notice and
then doing something different in practice. The
ability to use technology to aid in complying
with a company’s privacy policies is an
important step in reducing privacy risks.

Legitimate Purpose:®* Vontu provides pre-built templates to assist Yes
Data collection must be customers in complying with privacy laws and
necessary to protect the | best practices. Vontu provides policy-based
legitimate business need | monitoring to ensure that monitoring and data

of the employer. A gathering only target information that violates
company should carefully | the company’s policies. These are important
spell out its business steps in ensuring that a company is conducting
reasons for data monitoring for legitimate purposes and

monitoring. In the U.K. | collecting only relevant information.
for example, an employer
must also conduct an
assessment before
monitoring in order to
ensure that the steps
being taken are
reasonable and that the
data collected will aid
in achieving the
objectives set by the

company .
Targeted Monitoring: The| Vontu accomplishes this in a number of ways. Yes
method of monitoring must| First, Vontu only collects information that is
be targeted to collect determined to violate policy. Second, Vontu
data for specific allows first responders or analysts to review
purposes and companies incidents without revealing the sender’s
should use the least identity or message content. The ability to
intrusive monitoring target specific data and then strictly limit who
possible. sees such data are important privacy safeguards.
Reasonable and One of the reasons that the U.K. requires an Yes
Proportionate: The assessment prior to undertaking monitoring, is
information gathered to ensure that a company understands what data
during monitoring must b | should be gathered during monitoring and that
reasonable and monitoring is conducted in the least intrusive
proportionate to the manner possible. Vontu aids businesses in
purpose for collecting. achieving these goals by targeting only data

that violates specific policies. Unlike some

of its competitors, Vontu does not gather all

employee communications into one large database

for subsequent analysis.
Data Security: The Vontu allows role-based access to incident Yes
3 ulLegitimate purpose” is different than “reasonable and proportionate.” The

“legitimate purpose” requires a company to ensure that its purposes for data
collection are allowed under relevant laws. The “reasonable and proportionate”
principles ensure that a company limits the data collected to only that
reasonably necessary to achieve the legal purpose for collecting data.
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REQUIREMENT
information gathered must
be protected from
unauthorized use, access,
alteration or

HOW VONTU MEETS REQUIREMENT
information. Vontu provides a complete audit
trail of incident workflow. Finally, Vontu
provides secure communication of the incident
data.

YES/NO

destruction.
Comply with Policy: The | Vontu’s policy-based monitoring allows companies Yes
monitoring must comply to ensure that only non-compliant data is
with the notice given to | collected. This allows a company to set its
employees. policies and then feel comfortable that the
monitoring is being limited to that related to
the company’s policies.
Specific Use of Data: vontu’s audit trail records all workflows Yes
The information gathered | related to an incident — including who accessed
during monitoring must be| personal information. Vontu’s role-based
used only for the stated | access security enables individuals to see only
purposes. what there is a “need to know.”
Data Accuracy: The Vontu’s patent-pending detection technology Yes
information gathered delivers a high degree of accuracy across all
during monitoring is types of data.
accurate.
Onward Transfer: Vontu enables its customers to restrict the Yes
Transfers of personal transfer of personal data. If data should not
data to third parties or | be transferred outside of the EU, for example,
to related entities must | Vontu can be set up so that all components
comply with the EU data reside in one location and data does not move
protection laws. across national boundaries.
Vontu also enables customers to de-identify
incident data so that personal information does
not need to flow across national borders.
Access: Individuals mus | Vontu’s audit trail maintains a complete record Yes
be given reasonable if an incident workflow and all information
access to all personal related to the message that violated policy.
information held about Companies can easily provide employees or works
them. council representatives with access to
information on the violation.
Data Integrity: Steps Personal information must be relevant for the Yes
must be taken to ensure purposes for which it is to be used. Vontu’'s
that data is accurate and| accuracy in monitoring data and its policy-
relevant for the based monitoring help ensure that the data
purpose(s) for which it gathered is relevant for the stated purposes.
was collected.
Enforcement: Measures While Vontu will not provide the actual dispute Yes
must be put in place to resolution mechanism, it does provide the audit
ensure that data is used | trail and records necessary for an effective
appropriately and that dispute resolution program. Since all
the policies regarding information related to an incident is captured
the use of the data are and logged, along with changes to the relevant
enforced. Effective policies, employees or works council
enforcement includes an representatives can have confidence that the
audit trail of how data information is accurate and that it has not beer
is used to ensure that “manufactured.” If information has been
individuals who violate inappropriately used, the Vontu audit trail will
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REQUIREMENT HOW VONTU MEETS REQUIREMENT YES/NO

privacy policies are enable companies to appropriately deal with the
dealt with appropriately | individuals who have violated the relevant
policies.

Table 5 provides only a starting point for you to consider before

monitoring employees within the EU. Because the laws of Member States
vary, it is important that you understand the laws related to each
country where you are doing business. It is also very important to

understand the cultural and historical perspectives of each country
regarding monitoring and privacy. For many Europeans, privacy is viewed
as a fundamental right that must be protected. In addition, it is
important that you understand the technology that you will use to
conduct monitoring, as its effectiveness and reliability can have an
impact on the privacy risks you may be facing. Monitoring technology
that provides safeguards to protect privacy rights of employees is an
important step in managing privacy risks.

Conclusion

Monitoring has become an important part of the steps that companies must
consider in order to protect their sensitive information. As discussed
throughout this paper, monitoring can be used to protect the company’s
intellectual property as well as to protect against the leaking of
customer or employee data. In order to effectively manage the risks
related to the loss of sensitive data — without creating new risks by
improper monitoring, companies must implement a multi-faceted program.
Such a program must address the complex privacy and data protection laws
of the US and the EU. An important part of any such program is the
implementation of technology that provides management with an effective
tool in dealing with workplace monitoring and privacy issues. Vontu
technology is such a technology that should be considered by companies
with international operations.
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Attachment A:
Workplace Monitoring
Laws in Europe

EU Countries: e Lithuania
e Austria * Luxembourg
* Belgium e Malta
* Bulgaria * The Netherlands
* Cyprus e Poland
* Czech Republic * DPortugal
* Denmark * Romania
* Estonia * Slovakia
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* Finland
i France

* Germany
¢ Greece
i Hungary
e Treland
e Italy

* Latvia
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* Slovenia

* Spain

* Sweden

* United Kingdom

Non-EU Countries:

i Norway
* Switzerland
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http://www.ico.gov.uk/upload/documents/library/data_protection/practical_application/coi_html/english/employment_practices_code/part_3-monitoring_at_work_1.html

O 09

*IPAd-bUS-160-7I70000C—AO0T/3F LI SI0F AO[/ 10A[oboi/Io3UsUNOQ/PeO AN,/ 3oU WIBJoSeq  [SO- 3503 OU- JOUAS[[FE€3Ep MMM/ /:d33(
38 oTqeIIPAR ST 30V e3RQ TRUOSI®d JO DPUTSS®00Ig SY3 JO UOTFeISURI} USTTHUT UV

*TW3Y- 000000U/TOT/MET/UD - oqlun-o1Jo0 MAM//:d33] 3B o[qe[TeAR ST UOT3IN}TISUOD UeTHOMION 8yl FO uoTleIsuell YsIiTbud uv ,,,
*ge *d ‘g z ¢ § ‘ooueprny Azejzuswarddns opop so0TIORId FuswWAOoTdWT SYL ! *PI 4

*SAT109ITJ UOT3ID930Id e3ed NI 9yl Jo sardroutad

Texsusb oy3z MOTTOI ‘SFTT buriiom , sesloTdws IO3TUOW puE TOIFUOD 03 sidAoTdwe SOZTIOYINE MET UBTHOMION YbNnoyjzTy :9uTT woljzod
*suoT3eu ueadoandg
Toyjzo ut soTdroutad Aoeatad
03 JeTTwIsS sT aTdroutad

*sosodand sTqrssTwaad I0J SITT bBuTyIOM IO3TUOW oyL .-A3txbsjur Teuosiad JO
pue Tox3juod 03 siohkoTdwe soaTnbox meT ueTboMION uoT3oo30xd, Jo ordroutad Teboal
Tejusurepuny e pPaysITgelsa
*spxezey pojleTaI-yaTesy o3 soshordwe burioslqns sARy S3IN0OD URTHOMION
KAq 210¥ 9y3 Jo suotrsTaoxd 9yl sayoeaiaq AJTATIOE
yons JT 3NO paTIIed 9q 30u Aew sosloTdwo *Aoeatad Teuosaad suxonob *Aoeatad o3
Jo buriojTuow 3yl SOTTAWT JUSWUOITAUT DBUTIOM gzi€3ed [eUuOSIod 3JO bursssdoid 3ybtx sptaoxd AT3ToTTdx® 30U
pue UOT3D930Id SISIOM O3 DBUTILTSI 30V OYL SU3 O3 buIr3e[oI 3DV 000¢ YL e | S9Op ,,,UOT3IN]IT3ISUOD UBTDOMION

sme] MUNNV._”H& wUNmeHOE UOT3O9301d ejeqg Teuosaad me] MUNNV._”H& Teasauad

Aemaopn

S9TI3uUNnO0) ueadoaniyg NH-UON

*ooueTTdwod UT 3STSSe ued eyl

sotbhoTouyoel ojzetadordde jusweoTdwT buTIOojTUOW DBUTIOPTSUOD soTurdwod Y] Polsobbns sey ISUOTSSTWWOD UOTIPWIOFUI 9Y3 ‘Laoge
peo3ou sy °“AoTTod S93eTOTA [TRW-© UB JO S3US3UOD 9yl JT SUTwWISlISp 03 AboTouyo9l buriojzTuow JO OSSN 9Y3 PULR UOTILDTUNUMOD
I9Yy3o I0 sTTew-o ,usado, suewny SI9YM SDOUBTTTSAINS USSMISJ UOTIDUIISTP © MERIP O3 SWSSS ISUOTSSTUMIO) UOTFIRUWIOJUI SYL

*paxo3TUOW S 30U TITM 3Byl SUOTILOTUNWUWOD UOTUN SpeIl I0J IO IOSTAPE UYl[eay e 03 ISIOM
99Ul WOJIJ UOTJFPWIOJUT SATITSUSS JO UOTSSTIWSURIY SY3 IO0J UOTILDOTUNUMOD JO SSUIT SINDSS SARY O3 SNUT3UO0D sa9skoTdws eyl aInsus
pPInOYs sSsauTsng ‘UoT3ITPpe Ul ,,,°ddueTTdwod uoT3idajoid ejep 3ISTSSe 03 swd3lsis HuraojTuow pajewojlne poajedTistydos asn (L)
{SOUTTOPIND pue 9po) 9yl ‘suoTjzeTnbsay S9OTIORIJ SSauUIsSnNg TNIMeT 9yl ‘30Y UOT3O9301d eled 9yl jo sjuswaatnbax say3z yatm Ardwoo
(9) !‘posorosTp ATaxodoadwr 30u pue ATeandoas 3doy ST UOTIPWIOIUT eyl ainsua (G) {Mmouy 03 posu e aaery oym Toauuosaad asoylz ATuo
03 UOT3PWIOJUT POIO3ITUOW O3 SS900e 9yl JITWIT (§) {soroTTod oTFToods 93TOTA 3IBY3} SUOT3IO® 239bIel IO HUTIOITUOW SY} SZTWTUTU
pue A3tTeuoTr3ixodoad Jo oInx ayl MOTTod (€) !saoyaom Aq poolsIopun pue umouy aIe eyl saoT3ou pue AoTtTod e ysTtiqnd pue 33dopy
(z) ‘spoD aya Aq psatrnbex juswssasse aylz 3onpuo) (1) -burtiojzTuow soeTdiyIom UT obebus 03 axe Aoyl JT MOTTOJ 3Isnu soTuedwod
ey sdojls sosSsSnosTp oouepTny ArejuswoTddng pue 9poD UOTIOD930Id BIRd SOO0T3IORI4 JuswAoTdwH S,I9UOTSSTUMWOD UOTIPWIOFUI MO OYL



http://www.servat.unibe.ch/icl/no00000_.html
http://www.datailsynet.no.htest.osl.basefarm.net/upload/Documenter/regelverk/lov_forskrift/lov-20000414-031-eng.pdf
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EU Countries:
* Austria

* Belgium
* Bulgaria
e Cyprus

* (Czech Republic

* Denmark
* Estonia
* Finland
. France

¢ Germany
¢ Greece
. Hungary
e Treland
e Italy

* Latvia

Lithuania
Luxembourg
Malta

The Netherlands

Poland
Portugal
Romania
Slovakia
Slovenia
Spain

Sweden

United Kingdom

Non-EU Countries:

Norway
Switzerland
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