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Changing Usage Models Will Mandate Cloud Generation Architecture
The Cloud Generation Dilemma

CLOUD GENERATION 
ARCHITECTURE & PLATFORMS 

BEST IN CLASS TERMINATION 
POINTS & PROTECTION

DEEP ARTIFICIAL INTELLIGENCE 
& AUTOMATION

A DARK INTERNET

THE COMING FISCAL CRISIS
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Delivering Protection in The Cloud Generation

ADVANCED 
THREAT 
PREVENTION

COMPLIANCE 
ENFORCEMENT

INFORMATION 
PROTECTION

ANALYTICS

ENCRYPTED 
TRAFFIC 
MANAGEMENT

Symantec Integrated Cyber Defense 
Platform

• Reduce complexity and OpEx while 
delivering the best protection

• Enable flexible security deployment 
models for cloud adaption 

• Integrations across Symantec and 3rd

party security controls (open APIs)
• Technology Partner Program and 

Symantec venture investments
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Endpoint Security: 
Delivered Through a Single Agent and Streamlined Management

4

Single Agent
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Introducing Endpoint Security Suites…
COMPLETE SYMANTEC ENDPOINT DEFENSE FOR THE ENTERPRISE

SYMANTEC CYBER DEFENSE MANAGER 
(Single Smart Cloud Console)

SYMANTEC AGENT 
(Single Agent)

POWERED BY SYMANTEC GLOBAL INTELLIGENCE NETWORK

SYMANTEC ENDPOINT PROTECTION 
WITH EDR

Prevention + Detection+ Response

SYMANTEC ADVANCED ENDPOINT 
DEFENSE

Prevention + Hardening

SYMANTEC COMPLETE ENDPOINT 
DEFENSE

Prevention + Hardening + Detection + Response

Symantec Endpoint Protection

Symantec Endpoint Detection and Response 

Symantec Endpoint Application Isolation 

Symantec Endpoint Application Control 

Symantec Endpoint Threat Defense for Active Directory

Symantec Endpoint Cloud Connect Defense

Symantec Endpoint Protection

Symantec Endpoint Application Isolation 

Symantec Endpoint Application Control 

Symantec Endpoint Threat Defense for Active Directory

Symantec Endpoint Protection

Symantec Endpoint Detection and Response 

NE
W
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W

ADDITIONAL KEY ADD ONS 
SYMANTEC ENDPOINT PROTECTION MOBILE

SYMANTEC MANAGED ENDPOINT DETECTION AND RESPONSE
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Building an Open Ecosystem Through Integrations

ADVANCED 
THREAT 
PREVENTION

COMPLIANCE 
ENFORCEMENT

INFORMATION 
PROTECTION

ANALYTICS

ENCRYPTED 
TRAFFIC 
MANAGEMENT

ICDx

INTEGRATION FABRIC
• Codified Integration Model

• Simple Innovation Consumption 

• Enterprise Class Workflows

• Empowers Third Party Participation

• One-to-One Integration Mechanics

• Heavy Programmatic Skills

• Support Intensive

• Painful Innovation Consumption

API BASED

AND
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200+ Integrations120+ Technology Partners1000+ Partners Inquiries
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INTEGRATED CYBER DEFENSE PLATFORM

Delivering Protection in The Cloud Generation

Massive Global 
Threat Telemetry

State of The Art 
Security Analysis

Best-in-Class 
Global Cyberwarriors 

Automated Threat Intel 
Fed to Platform

THREAT
RESEARCH
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INTEGRATED CYBER DEFENSE PLATFORM

PLATFORM SERVICES

Delivering Protection in The Cloud Generation
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