Data Sheet: Data Loss Prevention

Symantec™ Data Loss Prevention Network Discover

Discover, monitor and protect the data that drives your business

Do you know...
* Which file servers contain exposed confidential data?
» Which databases contain confidential data?

* Who has unauthorized access to your data?

Features

¢ Broadest data repository coverage

* Complete data context

« Scalable scanning and systematic re-scanning options

¢ Flexible scan deployment options

Use cases
¢ Create an inventory of all your sensitive data
¢ |dentify high risk systems and prioritize data clean up

¢ Demonstrate regulatory compliance

Overview

Symantec™ Data Loss Prevention Network Discover quickly
discovers exposed confidential data wherever it is stored
with the broadest coverage of enterprise data repositories
including file servers, databases, document and records
management, email repositories, and web content and

applications.

Benefits

e Gain visibility into where confidential data is stored
e Automatically identify owners of sensitive data

» Get results quickly with minimal network impact

» Reduce proliferation of confidential data
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Additional Symantec™ Data Loss Prevention products
Data Loss Prevention delivers a unified solution to
discover, monitor, and protect confidential data wherever it

is stored or used.

¢ Symantec™ Data Loss Prevention Endpoint Discover
scans for confidential data stored on the endpoint
including laptops and desktops in order to inventory,
secure, or relocate the data.

¢ Symantec™ Data Loss Prevention Endpoint Prevent
monitors and blocks confidential data from being
transferred, sent, copied, or printed by desktop or laptop
PC users.

* Symantec™ Data Loss Prevention Enforce Platform
manages universal Data Loss Prevention policies with a
centralized platform for detection, incident remediation
workflow and automation, reporting, system
management and security.

¢ Symantec™ Data Loss Prevention Network Monitor
inspects all network communications for confidential

data sent in violation of data security policy.
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Symantec™ Data Loss Prevention Network Discover

* Symantec™ Data Loss Prevention Network Prevent
proactively stops network communications from being
sent in violation of data security policy.

* Symantec™ Data Loss Prevention Network Protect
automatically protects stored network data with
automated quarantine, copy, removal or application of

Enterprise Rights Management (ERM) or encryption.

System requirements and supported platforms

* Microsoft® Windows® Server 2003 Enterprise Edition,

SP2 (Server and Agent)

» Red Hat® Enterprise Linux 4.0 & 5.0 (Server)

* VMware® ESX V3.x

SCAN TARGETS

FILE SERVERS

WINDOWS VIA CIFS

UNIX VIA NFS

LOCAL WINDOWS

LOCALUNIX [LINUYX, AlX.AND SOLARIS)
NOVELL

NAS FILERS

DISTRIBUTED MACHINES
LAPTOPS

DESKTOPS

DOCUMENT AND EMAIL REPOSITORIES
SHAREPOINT

LIVELINK

DOCUMENTUM

LOTUS NOTES

MICROSOFT EXCHANGE

PST

WEB CONTENT AND APPLICATIONS
CORPORATE WEB SITES

INTRANET

EXTRANET

CUSTOM APPLICATIONS
DATABASES

ORACLE

MICROSOFT

IBM DB2

SYBASE

More information

Protect your confidential data with Symantec. Get
started today.

Visit Our Web Site

http://enterprise.symantec.com

To speak with a Product Specialist in the U.S.
Call toll-free 1 (800) 745 6054

To speak with a Product Specialist outside the U.S.

For specific country offices and contact numbers, please

visit our website.

About Symantec

Symantec is a global leader in providing security, storage
and systems management solutions to help consumers and
organizations secure and manage their information-driven
world. Our software and services protect against more risks
at more points, more completely and efficiently, enabling

confidence wherever information is used or stored.

Symantec World Headquarters
350 Ellis St.

Mountain View, CA 94043 USA
+1 (650) 527 8000

1(800) 721 3934

www.symantec.com
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