How to install APM for SSO 13.0 with Siteminder Policy 12.52SP1 (32bit) + Siteminder WebAgent 12.52SP1 (64bit) in RH6u5
Sergio Morales (morse06@ca.com) 
Last updated: Sept, 2016
Table of Contents

2Download the Software


3Install Oracle Directory Server 11.1.1.7.0


3Install Java


3Install Tomcat – required for Directory Server UI


4Install Oracle Directory Server v11


7Create the Policy Store


9Create the UserStore


11Verify access to LDAP DS instances and create a “test” user in the userstore.


16Install Webserver - Apache 2.2.15 64bit


17Install Siteminder Policy Server 12.52SP1


17Install Java 1.6u32 (required for the Policy installer)  cd /sw/java cp jdk-7u25-linux-i586.tar.gz /  gzip -d jdk-7u25-linux-i586.tar.gz  tar xvf jdk-7u25-linux-i586.tar


17Install pre-requisits


18Install Siteminder Policy server


24Verify object in the LDAP Policy Store


24Start the Siteminder Policy


24Install Stand-alone Administrative UI


24Install Admin UI


27Configure Policy: Create HostConfiguration and Agent


31Configure Userstore


34Install Siteminder WebAgent server 12.52SP1 (64bit)


41Create Policy, Rules, Realms to protect the Apache “admin/index” test page


48Install APM for SSO 13.0


65How to restart all the services in case of a server reboot




Download the Software

Software Location: 
\\ukslcifs30.ca.com\apm_support\SoftwareLibrary\Siteminder\RH\SMr12.52SP1 + APMfoSSO 13
NOTE: 
If during the installation of the multiple software you see messages like this:

./dsccsetup: error while loading shared libraries: libstdc++.so.6: cannot open shared object file: No such file or directory

This means that you need to install the missing packages using for example: yum inistall libstdc++.so.6
You must configured redhat to read the correct software repository as below:

CD /etc/yum.repos.d 

vi rhel-source.repo

the contents should be:

[rhel-source]

name=Red Hat Enterprise Linux $releasever - $basearch - Source

baseurl=ftp://ftp.redhat.com/pub/redhat/linux/enterprise/$releasever/en/os/SRPMS/

enabled=0

gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release

[rhel-source-beta]

name=Red Hat Enterprise Linux $releasever Beta - $basearch - Source

baseurl=ftp://ftp.redhat.com/pub/redhat/linux/beta/$releasever/en/os/SRPMS/

enabled=0

gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-beta,file:///etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release

[rhel6_u5_base]

name=REDHAT Linux $releasever Update 5 - base

baseurl=http://itcyum.ca.com/6.5/os/$basearch/

gpgkey=http://itcyum.ca.com/6.5/os/$basearch/RPM-GPG-KEY-redhat-release

gpgcheck=0

enabled=1

[rhel6_u5_update]

name=REDHAT Linux $releasever Update 5 - update

baseurl=http://itcyum.ca.com/6.5/updates/$basearch/

gpgkey=http://itcyum.ca.com/6.5/os/$basearch/RPM-GPG-KEY-redhat-release

gpgcheck=0

enabled=1
Install Oracle Directory Server 11.1.1.7.0

Install Java 

cd /sw/java
cp jdk-6u32-linux-x64.bin /

cd /

chmod +x jdk-6u32-linux-x64.bin
./jdk-6u32-linux-x64.bin

Install Tomcat – required for Directory Server UI 


cd /sw/Tomcat
cp apache-tomcat-6.0.36.tar.gz /

cd /
gzip -d apache-tomcat-6.0.36.tar.gz

tar xvf apache-tomcat-6.0.36.tar
cd apache-tomcat-6.0.36
cd bin
open catalina.sh , add the below line after the comment section:

export JAVA_HOME=/jdk1.6.0_32

/apache-tomcat-6.0.36/bin/startup.sh

Verify access: http://192.168.101.117:8080 
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If you're seeing this page via a web browser, it means you've setup Tomcat successfully. Congratulations!

X

As you may have guessed by now, this is the default Tomcat home page. It can be found on the local filesystem at:
$CATALINA_HOME/webapps/ROOT/index.html

where "SCATALINA_HOME" is the root of the Tomcat installation directory. If you're seeing this page, and you donit think you should be, then
you'e either a user who has arived at new installation of Tomcat, or you're an administrator who hasn't got his/her setup quite right
Providing the latter is the case, please refer to the Tomcat Documentation for more detailed setup and administration information than is
found in the INSTALL file.

NOTE: For security reasons, using the manager webapp s restricted to users with certain roles such as "manager-gui". Users
are defined in SCATALINA HOME/cont/ tomcat-users. i

Included with this release are a host of sample Servlets and JSPs (with associated source code), extensive documentation, and an
introductory guide to developing web applications.

Tomcat mailing lists are available at the Tomcat project web site:

« users@tomcat.apache.org for general questions related to configuring and using Tomcat
« dev@tomcatapache.org for developers working on Tomcat

Thanks for using Tomcat!
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Install Oracle Directory Server v11

cd /sw/directory\ server/
unzip ofm_odsee_linux_11.1.1.7.0_64_disk1_1of1.zip
cd ODSEE_ZIP_Distribution
mv sun-dsee7.zip /
cd /

unzip sun-dsee7.zip
cd /dsee7/bin

Initialize DSCC registry:

./dsccsetup ads-create

Choose password for Directory Service Manager: interOP@123
Confirm password for Directory Service Manager:interOP@123
Creating DSCC registry...

DSCC Registry has been created successfully

Create the WAR file for DSCC:

./dsccsetup war-file-create
Created /dsee7/var/dscc7.war

Register DSCC agent in Common Agent container:
./dsccagent create
DSCC agent will use the following port: 3997

Enter DSCC agent password: interOP@123
Confirm the password: interOP@123
Agent instance /dsee7/var/dcc/agent has been created successfully

Run the following command to register the agent in the registry : /dsee7/bin/dsccreg add-agent /dsee7/var/dcc/agent

./dsccreg add-agent /dsee7/var/dcc/agent
Enter DSCC agent "/dsee7/var/dcc/agent" password:

Enter DSCC administrator's password: interOP@123
Agent instance has been registered in DSCC on apmr6u5g

You can now run dsccagent start to start the agent

./dsccagent start
Disable tag pooling.

Tag pooling must be disabled for DSCC to work properly. To disable tag pooling, set the enablePooling parameter to false in the web.xml configuration file. For example:

...

<servlet>

   <servlet-name>jsp</servlet-name>

   <servlet-class>org.apache.jasper.servlet.JspServlet</servlet-class>

   <init-param>

   <param-name>fork</param-name>

   <param-value>false</param-value>

   </init-param>

   <init-param>

   <param-name>xpoweredBy</param-name>

   <param-value>false</param-value>

   </init-param>

   <init-param>

   <param-name>enablePooling</param-name>

   <param-value>false</param-value>

   </init-param>
   <load-on-startup>3</load-on-startup>

</servlet>

...
Enable replication topology rendering:
${CATALINA_HOME}/bin/shutdown.sh

export CATALINA_OPTS="-Djava.awt.headless=true"

${CATALINA_HOME}/bin/startup.sh
Deploy the WAR file:

mkdir /apache-tomcat-6.0.36/webapps/dscc7
unzip -d /apache-tomcat-6.0.36/webapps/dscc7 /dsee7/var/dscc7.war
/apache-tomcat-6.0.36/bin/shutdown.sh
/apache-tomcat-6.0.36/bin/startup.sh
Create home directory for policy and user stores:

mkdir /local
Verify access:

http://192.168.101.117:8080/dscc7  (admin/interOP@123)
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Create the Policy Store
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Click “Directory Servers”
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Click “New Server” using the below info:
LDAP Port = 1389
LDAP Secure Port=1636
Instance Path=/local/SiteminderPS
Directory Manager DN= cn=Directory Manager
Directory Manager Password=interOP@123
Confirm Password=interOP@123
DSS Agent Port = 3997 (root)
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Click Next, Next, Finish, Close
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Set Suffix DN: dc=ca,dc=com

Click “Next”, Next, 

Select the server, use the “Add” button,

Click “Next”, “Next
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Select:  “Create Top Entry for the Suffix”

Click “Next”, “Finish”, then “Close”

Create the UserStore


-Click “Directory Server \ “Servers” sub tab

-Click “New Server” to create a new DS using the below details:

LDAP Port = 2194
LDAP Secure Port=2195
Instance Path=/local/UserStore
Directory Manager DN=cn=Directory Manager
Directory Manager Password=interOP@123
Confirm Password=interOP@123
DSCC Agent Port=3997(root)
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Click “Next”,” “Next” “Finish
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Click “Sufixes” tab, click “New Suffix…”
Set Suffix DN: dc=ca,dc=com

Click “Next”, Next, 

Select the server, use the “Add” button,

Click “Next”, “Next
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”

Import sample data in the UserStore instance, click Next


Click “Next”, “Finish”, “Close”

In the end you will have 2 DS instances: 1 for the PS repository and for the User store: 
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Verify access to LDAP DS instances and create a “test” user in the userstore.
-Download and install a LDAP Client, such as Apache Directory Studio:

\\ukslfs02\apm_support\SoftwareLibrary\LDAP 
- To connect to the UserStore

Click LDAP \ New connection
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Enter the hostname and port, Click Next
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Set Bin DN or user: cn=Directory Manager / interOP@123

Click Check Authentication
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Create a new connection for the UserStore 
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Click, Next
Set Bin DN or user: cn=Directory Manager / interOP@123

Click Check Authentication
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- Go to the People OU and create a new “test” user.

NOTE: We will use this test user to demo how to protect a page using Siteminder
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Right Click uid=abanes, click New > New Entry…

[image: image18.png]I New Entry B[] E3

Entry Creation Method %
Please selec the entry creation method,

© Create entry from scrstch

& s ering eniry 2 tepate

id=sbernes, ou=People, de=ca,de=com ]





Click Next, then Next again
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Replace abanes with test
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Select the user, double click properties to change the password
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Create a new connection, using the new test user, then verify connectivity.

Create stop and startup scripts in /

vi stop_LDAP.sh: 

#!/bin/sh

# Stop LDAP server

/dsee7/bin/dsadm stop /dsee7/var/dcc/ads

/dsee7/bin/dsccagent stop

# Stop Tomcat

cd /apache-tomcat-6.0.36/bin

./shutdown.sh

echo

echo "###############################"

echo "Enter any key to continue..."

echo

read tmp
vi start_LDAP.sh:

#!/bin/sh

# Stop firewall

service iptables stop

export CATALINA_OPTS="-Djava.awt.headless=true"

# Start LDAP server

cd /apache-tomcat-6.0.36/bin

./startup.sh

setenforce 0

/dsee7/bin/dsccagent start

/dsee7/bin/dsadm start /dsee7/var/dcc/ads

echo

echo

echo "-----------------------------------"

echo 

echo "Go to http://192.168.101.117:8080/dscc7"

echo "user/pass = admin/interOP@123"

echo 

echo "You can now start the Directory Server instances"

echo 

echo "then run /start_SMM.sh"

echo

echo "-----------------------------------"

echo "Enter any key to continue..."

echo

read tmp

Install Webserver - Apache 2.2.15 64bit 


Install httpd rpm uising yum, it is avaialble from RH media.

You can check if apache is installed: 

$ rpm -qa | grep httpd


Update apache config to use port 90 instead of default 80.

vi /etc/httpd/conf/httpd.conf
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Restart apache

/usr/sbin/apachectl stop

/usr/sbin/apachectl -f /etc/httpd/conf/httpd.conf

Verify conectivity on port 90

Create test html pages to test Siteminder capabilities:

cd /var/www/html

mkdir test

cd test

vi index.html

<html>

hello

</html>

mkdir “admin” 

cd admin

vi index.html 

<html>

Hello, this page is protected
</html>

Test connectivity
http://192.168.101.117:90/test/index.html  
http://192.168.101.117:90/test/admin/index.html 
Install Siteminder Policy Server 12.52SP1
Install Java 1.6u32 (required for the Policy installer)

cd /sw/java
cp jdk-7u25-linux-i586.tar.gz / 
gzip -d jdk-7u25-linux-i586.tar.gz 
tar xvf jdk-7u25-linux-i586.tar

Install pre-requisits
Install required libraries and perform OS kernel changes: 

-ERROR : "32-bit compat-libtermcap-2.0.8 library is missing !"

Run: yum install compat-libtermcap.i686
-ERROR :  "Installer is unable to get the required ncurses library. Install the missing libncurses.so.5 and launch the installer again. Installer is quitting now."
Run: yum install libncurses.so.5
-ERROR :  "Install the missing libidn.so.11 and launch the installer again. Installer is quitting now.
Run: yum install libidn.so.11
-ERROR :  "Without enough entropy on the system linux policy server configuration may take long time.Please refer to operating system guide for increasing the entropy."
Run:

cat /proc/sys/kernel/random/entropy_avail

The result should be 714

echo "# Add support for intel rdrand to provide hardware entropy." >> /etc/sysctl.conf

echo "kernel.random.read_wakeup_threshold = 2048" >> /etc/sysctl.conf

echo "kernel.random.write_wakeup_threshold = 3072" >> /etc/sysctl.conf

sysctl -p

yum install rng-tools -y

echo "# Add extra options here" > /etc/sysconfig/rngd

echo "EXTRAOPTIONS=\"--rng-device=drng --no-tpm=1\"" >> /etc/sysconfig/rngd

service rngd start

chkconfig rngd on

cat /proc/sys/kernel/random/entropy_avail

The result should be around 4096
-ERROR : “ ./start-all: /bin/ksh: bad interpreter: No such file or directory”

Run: yum install ksh


Install Siteminder Policy server

cd /sw/Siteminder/Policy
unzip GEN08170134E.zip
cd ps-12.52-sp01-linux
./ca-ps-12.52-sp01-linux.bin
===============================================================================

Message

-------

Without enough entropy on the system linux policy server configuration may take

long time.Please refer to operating system guide for increasing the entropy.
PRESS <ENTER> TO ACCEPT THE FOLLOWING (OK):
DO YOU ACCEPT THE TERMS OF THIS LICENSE AGREEMENT? (Y/N): Y
===============================================================================

Select Java Folder Location

---------------------------

Select the folder where JRE 1.6.0.32 or higher is installed.

JRE Folder (DEFAULT: ): /jdk1.7.0_25 /jre
===============================================================================

Choose Install Folder

---------------------

Please choose the siteminder install folder.

Where would you like to install?

  Default Install Folder: /root/CA

ENTER AN ABSOLUTE PATH, OR PRESS <ENTER> TO ACCEPT THE DEFAULT

      : /CA/siteminder
INSTALL FOLDER IS: /CA

   IS THIS CORRECT? (Y/N): Y
===============================================================================

Environment

-----------

Would you like /CA/siteminder/smprofile.ksh added to your .profile?

    1- Yes, add environment script to my profile.

  ->2- No, do not add script to my profile.

ENTER THE NUMBER FOR YOUR CHOICE, OR PRESS <ENTER> TO ACCEPT THE DEFAULT:: 1
===============================================================================

FIPS Mode Setting

-----------------

The use of FIPS-compliant algorithms is optional.If your organization does not

require the use of FIPS-compliant algorithms, leave FIPS Compatibility Mode

selected.If they are required, select either FIPS Migration Mode or FIPS Only

Mode. For more information about selecting the appropriate mode, see the Policy

Server Installation Guide.

  ->1- FIPS Compatibility Mode

    2- FIPS Migration Mode

    3- FIPS Only Mode

ENTER THE NUMBER FOR YOUR CHOICE, OR PRESS <ENTER> TO ACCEPT THE DEFAULT:: 1
===============================================================================

===============================================================================

Encryption Key

--------------

Enter the policy store encryption key (6-24 characters).

Enter Encryption Key:interOP@123
===============================================================================

Encryption Key

--------------

Re-Enter Encryption Key:interOP@123
===============================================================================

Choose Features

---------------

Choose which features you would like to configure.

  1- OneView Monitor GUI

  2- Web Server(s)

  3- SNMP

  4- Policy Store

  5- None of the above

ENTER A COMMA-SEPARATED LIST OF NUMBERS REPRESENTING THE DESIRED CHOICES, OR

   PRESS <ENTER> TO ACCEPT THE DEFAULT: 3,4
===============================================================================

Policy Store

------------

Please choose the type of policy store you would like to configure.
  ->1- Relational Database

    2- ADAM / AD LDS

    3- Oracle Directory Server

ENTER THE NUMBER FOR YOUR CHOICE, OR PRESS <ENTER> TO ACCEPT THE DEFAULT:: 3
===============================================================================

Policy Store

------------

Enter the information for your policy store.  The SiteMinder branch will be created under the Root DN.

Enter the I.P. Address entry as per the below examples:

IPv4:-111.12.12.2 or myserver

IPv6:-[2001:db8::1428:57ab]

IP address (DEFAULT: ): 192.168.101.117
Port number (DEFAULT: ): 1389
Root DN (DEFAULT: ): dc=ca,dc=com
Admin DN (DEFAULT: ): cn=Directory Manager
===============================================================================

Policy Store

------------

*Enter the Admin Password for your policy store:interOP@123
===============================================================================

*Re-Enter the Admin Password:interOP@123
===============================================================================

Policy Store

------------

By default, the Policy Server uses the policy store Admin account to communicate with the policy store.  You have the option to have the policy store administered through a different user account.  You must know the complete DN for the user to configure the policy store this way.

Would you like to specify a different user?

1- Use different user.

->2- Use default user.

ENTER A COMMA-SEPARATED LIST OF NUMBERS REPRESENTING THE DESIRED CHOICES, OR

   PRESS <ENTER> TO ACCEPT THE DEFAULT: 2
===============================================================================

Configure Advanced Authentication Server

----------------------------------------

Add the Master Key for Advanced Authentication Server to be used for

encryption. This key should only contain Latin word characters [a-zA-Z0-9_].

Add the Master Key: Password123
===============================================================================

Re-enter Master Key

-------------------

Re-Enter the Master Key for Advanced Authentication Server to be used for

encryption.

Re-enter the Master Key: Password123
===============================================================================

Policy Store

------------

Configuring a policy store requires that the policy store schema, the default policy store objects, and the policy store data definitions be imported into the directory instance. This process is known as initialization.

-- To have Installation Wizard initialize the instance, choose Initialize instance.

-- To manually initialize the instance after installing the Policy Server, choose Do not Initialize instance.

    1- Initialize instance.

    2- Do not Initialize instance.

ENTER THE NUMBER OF THE DESIRED CHOICE:1
===============================================================================

Import default CA certificates

------------------------------

To import the default CA certificates into the database, Enter the number.

    1- Import default CA certificates.

ENTER A COMMA-SEPARATED LIST OF NUMBERS REPRESENTING THE DESIRED CHOICES, OR

   PRESS <ENTER> TO ACCEPT THE DEFAULT: <press enter>
===============================================================================

Policy Store

------------

Enter the password for the SiteMinder Super User account.  This is the

   default account that is installed by this product.  This password is case

   sensitive and must be between 6 and 24 characters in length.  If you want to

   change this password after this product is installed, use the SiteMinder

   Policy Server Management Console.:interOP@123
===============================================================================

*Re-Enter the password for the SiteMinder Super User account   : interOP@123
===============================================================================

Choose Password Services

------------------------

Choose Password Services

    1- Advanced Password Services

  ->2- Basic Password Services

ENTER THE NUMBER FOR YOUR CHOICE, OR PRESS <ENTER> TO ACCEPT THE DEFAULT:: 2
===============================================================================

Pre-Configuration Summary:

--------------------------

Host name:         apmr6u5g

IP address:     192.168.101.117

SiteMinder folder:      /CA/siteminder

JRE location:   /jdk1.7.0_25/jre

FIPS Value:     COMPAT

Existing policy store to be configured:

IP:     192.168.101.117

Port:   1389

Admin DN:       cn=Directory Manager

Root DN:        dc=ca,dc=com

Default User

Initialize:     true

Import default CA certificates: false

         Password Services Selected: Basic Password Services

PRESS <ENTER> TO CONTINUE:
===============================================================================

Installing...

-------------

 [==================|==================|==================|==================]

 [------------------|------------------|------------------|------------------]

===============================================================================

===============================================================================

SNMP configured

---------------

SNMP support has been enabled.  Please restart the SNMP daemon after the wizard

is complete.

PRESS <ENTER> TO ACCEPT THE FOLLOWING (OK):
===============================================================================

Installation Complete

---------------------
Congratulations. CA SiteMinder Policy Server has been successfully installed

to:

   /CA/siteminder

PRESS <ENTER> TO EXIT THE INSTALLER:
NOTE: If you need to reconfigure the Policy Server with a different webserver or LDAP connections follow the below steps:


cd /CA/siteminder/

. ca_ps_env.ksh

./ca-ps-config.sh -i console
Verify object in the LDAP Policy Store
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Start the Siteminder Policy

. /CA/siteminder/ca_ps_env.ksh  

/CA/siteminder/start-all

Starting SiteMinder PolicyServer...

SiteMinder Policy Server is running

SiteMinder Health Monitor is running

Starting RiskMinder

riskfort started
Install Stand-alone Administrative UI 

Install Admin UI

cd /sw/Siteminder/AdminUI/
unzip GEN08163628E.zip
unzip GEN08164535E.zip
./adminui-pre-req-12.52-sp01-linux.bin
DO YOU ACCEPT THE TERMS OF THIS LICENSE AGREEMENT? (Y/N):Y
===============================================================================

Supply Installation Parameters

------------------------------

Please supply the installation folder, fully qualified host name and port number to be used for installing the Administrative UI Server.

For example: servername.domain

Where would you like to install? (DEFAULT: /root/CA): /CA
Server Name: (DEFAULT: apmr6u5g.slod.local):
JBoss Port: (DEFAULT: 8080): 9090
===============================================================================

Pre-Installation Summary

------------------------

Please Review the Following Before Continuing:

Product Name:

    Administrative UI Prerequisite Installer

Install Folder:

    /CA/siteminder/adminui

Server Host

    apmr6u5g.slod.local
Server Port

    9090

Disk Space Information (for Installation Target):

    Required:  346,127.73 KiloBytes

    Available: 56,062,100 KiloBytes
PRESS <ENTER> TO CONTINUE:
===============================================================================

Installing...

-------------

 [==================|==================|==================|==================]

 [------------------|------------------|------------------|------------------]

===============================================================================

Installation Complete

---------------------

Congratulations. The required third-party components for the Administrative UI

have been successfully installed to:

/CA/siteminder/adminui

Press Enter to exit the installer.

Start the Administrative UI installation in console mode by running the

following

command:

/sw/Siteminder/AdminUI/ca-adminui-12.52-sp01-linux.bin -i console

PRESS <ENTER> TO EXIT THE INSTALLER:
Start the Admin UI:

/sw/Siteminder/AdminUI/ca-adminui-12.52-sp01-linux.bin -i console

DO YOU ACCEPT THE TERMS OF THIS LICENSE AGREEMENT? (Y/N): Y
===============================================================================

Pre-Installation Summary

------------------------

Please Review the Following Before Continuing:

Product Name:

    CA SiteMinder Administrative UI

Install Folder:

    /CA/siteminder/adminui

Link Folder:

    /root

Disk Space Information (for Installation Target):

    Required:  417,791,886 Bytes

    Available: 24,499,486,720 Bytes

PRESS <ENTER> TO CONTINUE:
===============================================================================

Installing...

-------------

 [==================|==================|==================|==================]

 [------------------|------------------|------------------|------------------]

===============================================================================

Installation Complete

---------------------

Congratulations. CA SiteMinder Administrative UI has been successfully

installed.

Install information and uninstaller can be found in

/CA/siteminder/adminui/install_config_info
PRESS <ENTER> TO EXIT THE INSTALLER: 
Start the appserver:

nohup /CA/siteminder/adminui/bin/run.sh  &
Verify access: 
http://192.168.101.117:9090/iam/siteminder/adminui   (Siteminder/interOP@123/apmr6u5g.slod.local)
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NOTE: If for some reason you are unable to connect/login anymore to the admin UI, try to recreate the data repository:

/CA/siteminder/adminui/bin/shutdown.sh

cd /CA/siteminder/adminui/server/default/

mv data data-bkp

. /CA/siteminder/ca_ps_env.ksh
/CA/siteminder/bin/XPSRegClient Siteminder:interOP@123 -adminui-setup

/CA/siteminder/adminui/bin/run.sh &

Configure Policy: Create HostConfiguration and Agent
· Add Host Configuration Object:
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Select Infrastructure Tab, Host \ Host Configuration Objects \ 
Click “Create Host Configuration” button
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Select “Create a copy of an object of type Host Configuration”
Click OK
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In the dialog box, enter name =  apmr6u5gDefaultHostSettings
Set Policy Server host = apmr6u5g.slod.local
Click Submit
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· Add Agent:
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Select Infrastructure \ Agent \ Agents

Click “Create Agent” button
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Select “Create a new object of type Agent”
Click OK
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Enter name: apache-agent
Select Siteminder Agent

Then click Submit
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· Create “Agent Configuration Objects”
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Click Infrastructure \ Agent \ Agent Configuration Objects
Click “Create Agent Configuration” button
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Select “Create a copy of an object of type Agent Configuration” 
Select “ApacheDefaultSettings”
Click OK
In the dialog box, enter name: myApacheDefaultSettings
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Click the edit icon to change the DefaultAgentName  parameter
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Remove the “#” prefix in order to enable the parameter.

Set value= apache-agent
Click OK

Click Submit
Configure Userstore
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Select Infrastructure\ Directory \ User Directory 

Click “Create User Directory” button
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Set Name=userstore
Click Configure
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Set Server=192.168.101.117:2194
Click OK

Set:

LDAP Search=dc=ca,dc=com
LDAP User DN Lookup



Start=
(&(uid=


End=
)(objectclass=person))
Click Submit
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Validate that you can see the user groups:

Click Infrastructure > Directory >  User Directory > 

Clik “userstore” 
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Click “View Contents” button
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Install Siteminder WebAgent server 12.52SP1 (64bit)

cd /sw/Siteminder/Webagent/
unzip GEN08174617E.zip
./ca-wa-12.52-sp01-linux-x86-64.bin
DO YOU ACCEPT THE TERMS OF THIS LICENSE AGREEMENT? (Y/N): Y

===============================================================================

Choose Install Location

-----------------------

Specify a location for the Web Agent.  If the path does not contains the word

"webagent," the installation program will create a folder called "webagent" and

appends it to the end of your path.

Where would you like to install?

  Default Install Folder: /root/CA/webagent

ENTER AN ABSOLUTE PATH, OR PRESS <ENTER> TO ACCEPT THE DEFAULT

      : /CA/webagent
INSTALL FOLDER IS: /CA/webagent

   IS THIS CORRECT? (Y/N): Y
===============================================================================

Pre-Installation Summary

------------------------

Please Review the Following Before Continuing:

Product Name:

    CA SiteMinder Web Agent

Install Folder:

    /CA/webagent

Disk Space Information (for Installation Target):

    Required:  305,109,719 Bytes

    Available: 56,829,280,256 Bytes

PRESS <ENTER> TO CONTINUE: ===============================================================================

Installing...

-------------

 [==================|==================|==================|==================]

 [------------------|------------------|------------------|------------------]

===============================================================================

Install Complete

----------------

Congratulations. CA SiteMinder Web Agent has been successfully installed to:

/CA/webagent

To configure the web agent, run the command

/CA/webagent/install_config_info/ca-wa-config.bin 
PRESS <ENTER> TO EXIT THE INSTALLER:
Start WebAgent configuration:

. /CA/webagent/ca_wa_env.sh
/CA/webagent/install_config_info/ca-wa-config.bin

===============================================================================

CA SiteMinder Web Agent Configuration            (created with InstallAnywhere)

-------------------------------------------------------------------------------

Preparing CONSOLE Mode Installation...

===============================================================================

Host Registration

-----------------

Select '1' to register this Agent with the Policy Server.

Select '2' to register later.

Note:  You cannot select choice 1 and 2 at the same time.

  ->1- Yes, I would like to do Host Registration now.

    2- No, I would like to do Host Registration later.

ENTER A COMMA-SEPARATED LIST OF NUMBERS REPRESENTING THE DESIRED CHOICES, OR

   PRESS <ENTER> TO ACCEPT THE DEFAULT:1
===============================================================================

Admin Registration

------------------

Enter the name of an administrator who has the right to register trusted hosts with the Policy Server.

This entry must match the name of an administrator defined in the Policy Server.

Admin User Name (DEFAULT: ): Siteminder
Enable Shared Secret Rollover (y/n) (DEFAULT: n):

===============================================================================

Admin Registration

------------------

Enter the password of an administrator who has the right to register trusted

   hosts with the Policy Server. This entry must match the name of an

   administrator defined in the Policy Server.: interOP@123
===============================================================================

Confirm Admin Password: interOP@123
===============================================================================

Trusted Host Name and Configuration Object

------------------------------------------

Specify the name of the host you want to register with the Policy Server.

Enter the name of the host configuration object.  The name must match a host configuration object name already defined on the Policy Server.

Trusted Host Name (DEFAULT: ): apmr6u5g.slod.local
Host Configuration Object (DEFAULT: ): apmr6u5gDefaultHostSettings
===============================================================================

Policy Server IP Address

------------------------

Enter the IP Address of the Policy Server where you are registering this host.

  Multiple IP addresses must seperate by comma.  The IP address should be in the form <server_address:port>, where the port represents a Policy Server behind the firewall.

For example:

111.12.12.2:1234 or myserver:1234

(IPv4)

[2001:db8::1428:57ab]:1234 (IPv6)

NOTE:  Include the port number in the IP address only if your Policy Server is behind a firewall.

Policy Server IP Address (DEFAULT: ): 192.168.101.117
===============================================================================

FIPS Mode Setting

-----------------

The use of FIPS-compliant algorithms is optional.If your organization does not require the use of FIPS-compliant algorithms, leave FIPS Compatibility Mode selected.If they are required, select either FIPS Migration Mode or FIPS Only Mode. For more information about selecting the appropriate mode, see the Web Agent Installation Guide.

  ->1- FIPS Compatibility Mode

    2- FIPS Migration Mode

    3- FIPS Only Mode

ENTER THE NUMBER FOR YOUR CHOICE, OR PRESS <ENTER> TO ACCEPT THE DEFAULT::1
===============================================================================

Host Configuration file location

--------------------------------

Enter a file name and location to store Host Configuration information or accept the default location /root/CA/webagent/config and filename SmHost.conf.

Enter file name (DEFAULT: SmHost.conf):

Enter location (DEFAULT: /CA/webagent/config):

===============================================================================

Select Web Server(s)

--------------------

Select which Web Server(s) you want to configure as a Web Agent.

You will have to enter a path for each selected web server.

Note:   If you have an Apache-based Web server, please select the Apache Web Server option.

    1- Apache Web Server

    2- Domino Web Server

  ->3- iPlanet or Sun ONE Web Server

ENTER A COMMA-SEPARATED LIST OF NUMBERS REPRESENTING THE DESIRED CHOICES, OR

   PRESS <ENTER> TO ACCEPT THE DEFAULT: 1
===============================================================================

Apache Web Server path

----------------------

Enter the root path of where Apache Web server installed.

Please enter path (DEFAULT: ): /etc/httpd
===============================================================================

Apache Version

--------------

Please select a choice for the Apache version.

    1- Apache version 1.x

    2- Apache version 2.0.x

    3- Apache version 2.2.x

ENTER THE NUMBER OF THE DESIRED CHOICE: 3
===============================================================================

Apache Server Type

------------------

Please select one of the following appropriately match your previous selection

  ->1- Oracle HTTP Server

    2- IBM HTTP Server

    3- HP Apache

    4- ASF/RedHat Apache

ENTER THE NUMBER FOR YOUR CHOICE, OR PRESS <ENTER> TO ACCEPT THE DEFAULT::4
===============================================================================

Select Web Server(s)

--------------------

    1- [] Apache 2.2.15
Select which web server(s) you wish to configure/reconfigure as Web

   Agent(s).Enter a comma-separated list of numbers representing the desired

   choices.: 1
===============================================================================

Agent Configuration Object

--------------------------

Enter the name of an Agent Configuration Object that defines the configuration parameters which the Web Agent will use for Apache 2.2.24.

Agent Configuration Object (DEFAULT: AgentObj): myApacheDefaultSettings
===============================================================================

SSL Authentication

------------------

The following SSL configurations are available for this web server.  If the Web Agent will be providing advanced authentication, select which configuration it will use to configure Apache 2.2.24.

  ->1- HTTP Basic over SSL

    2- X509 Client Certificate

    3- X509 Client Certificate and HTTP Basic

    4- X509 Client Certificate or HTTP Basic

    5- X509 Client Certificate or Form

    6- X509 Client Certificate and Form

    7- No advanced authentication

ENTER THE NUMBER FOR YOUR CHOICE, OR PRESS <ENTER> TO ACCEPT THE DEFAULT:: 7
===============================================================================

Webagent Enable option

----------------------

Please select Yes to Enable the WebAgent

    1- Yes

  ->2- No
ENTER THE NUMBER FOR YOUR CHOICE, OR PRESS <ENTER> TO ACCEPT THE DEFAULT:: 2
===============================================================================

===============================================================================

Web Server Configuration Summary

--------------------------------

Please confirm the configuration selection.  Accept the configuration and press

'Enter' to continue.  To change one or more settings, select 'Previous'.

Select 'Cancel' will exit the configuration.

Configure the following webserver(s):

Apache Server:

Apache 2.2.3

Agent Configuration Object: myApacheDefaultSettings

SSL Authentication type: No advanced authentication

IS WebAgent Enabled:  NO

Please enter a choice.

  ->1- Continue

    2- Previous

    3- Cancel

ENTER THE NUMBER OF THE DESIRED CHOICE, OR PRESS <ENTER> TO ACCEPT THE

   DEFAULT:1
===============================================================================

Installing...

-------------

 [==================|==================|==================|==================]

 [------------------|------------------|------------------|------------------]

===============================================================================

Configuration Complete

----------------------

Congratulations! CA SiteMinder Web Agent Configuration has been successfully

configured.

PRESS <ENTER> TO EXIT THE INSTALLER:                              

Enable the Siteminder WebAgent in the webserver:

vi /etc/httpd/conf/WebAgent.conf

Set the EnableWebAgent = “YES”.

Save and close the file.

Restart Apache:

. /CA/webagent/ca_wa_env.sh

/usr/sbin/apachectl stop

/usr/sbin/apachectl -f /etc/httpd/conf/httpd.conf

Create Policy, Rules, Realms to protect the Apache “admin/index” test page
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Click Policies \ Domains \ Domain 

Click “Create Domain” button
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Enter Name: DomainQA
Under the “User Directories” section, click “Add/Remove” button
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Select “userstore”, 
click the right arrow to move “userstore” to the right hand side pane
Click Ok

Click Submit
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-Click Policies > Domain > Realms
-Click “Create Realm” button
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-Select DomainQA, click Next
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- Set Name: apacheTestRealm

- click the “Lookup Agent/Agent group” button
- select "apache-agent", click OK
- set Resource Filter = /test/admin

- move to the “Rules” section, click “Create”
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- set Name: testRule

- Set Action= GET

- Click “OK” and “Finish”
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-Select Policies \ Domain \ Domain Policies
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-Click “Create Policy” button
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-Select “DomainQA”,  then click “Next”
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- set name: testPolicy
- Click Next
[image: image55.png]Create Policy: Users

Domsin Policies > Craste Palicy: Users

Select Domain General
+ = Required
=0
Allow Nested Groups r
AND Users/Groups r

Name User Class Exclude | |
o results

Add Members | _Add Entry | _Add all

IDM Environments






-Click “Add Members”
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-Select  “ou=People,dc=ca,dc=com”, click OK

Click “Next”
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Click “Add Rule”

Select “apacheTestRealm” 

Click “OK”, “Next” and “Finish”
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Try accessing to the unprotected page, you will see “Hello”.
http://apmr6u5g.slod.local:90/test/index.html 
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Try accessing to the protected page, you will see "hello page protected".
http://apmr6u5g.slod.local:90/test/admin/index.html  (test/test)
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Install APM for SSO 13.0
cd /sw/apm4sso
tar xvf GEN03111509E.tar
tar xvf GEN03123613E.tar
CA APM for CA SSO web agent
 
a.install a EPAgent instance with HTTP and network port


cp EPAgent10.2.0.27unix.tar /

cd /


tar xvf EPAgent10.2.0.27unix.tar

cd epagent

update IntroscopeEPAgent.properties as below:
introscope.epagent.config.networkDataPort=9000 

introscope.epagent.config.httpServerPort=7070 introscope.agent.enterprisemanager.transport.tcp.host.DEFAULT=192.168.101.130
vi /epagent/bin/EPACtrl.sh start
add the below line at the top of the startup script (after the comment section):

JAVA_HOME=/jdk1.7.0_25
/epagent/bin/EPACtrl.sh start
b)Configue the integration with Apache (64bits)

-Stop apache:

. /CA/webagent/ca_wa_env.sh

/usr/sbin/apachectl stop

- We use the 64bit package as we need to to monitor both: the policy (32bit) and apache(64bit)
yum install caapmsso-13.0.0-1.el6.x86_64.rpm
Loaded plugins: product-id, refresh-packagekit, security, subscription-manager

This system is not registered to Red Hat Subscription Management. You can use subscription-manager to register.

Repository rhel6_u5_base is listed more than once in the configuration

Repository rhel6_u5_update is listed more than once in the configuration

rhel6_u5_base                                                                                                                                                      |  951 B     00:00

rhel6_u5_update                                                                                                                                                    | 2.9 kB     00:00

Setting up Install Process

Examining caapmsso-13.0.0-1.el6.x86_64.rpm: caapmsso-13.0.0-1.el6.x86_64

Marking caapmsso-13.0.0-1.el6.x86_64.rpm to be installed

Resolving Dependencies

--> Running transaction check

---> Package caapmsso.x86_64 0:13.0.0-1.el6 will be installed

--> Processing Dependency: boost-regex(x86-64) >= 1.41 for package: caapmsso-13.0.0-1.el6.x86_64

--> Processing Dependency: libcurl.so.4 for package: caapmsso-13.0.0-1.el6.x86_64

--> Processing Dependency: libicui18n.so.42 for package: caapmsso-13.0.0-1.el6.x86_64

--> Processing Dependency: libicuuc.so.42 for package: caapmsso-13.0.0-1.el6.x86_64

--> Processing Dependency: libuuid.so.1 for package: caapmsso-13.0.0-1.el6.x86_64

--> Processing Dependency: libuuid.so.1(UUID_1.0) for package: caapmsso-13.0.0-1.el6.x86_64

--> Running transaction check

---> Package boost-regex.x86_64 0:1.41.0-18.el6 will be installed

---> Package libcurl.i686 0:7.19.7-37.el6_4 will be installed

--> Processing Dependency: libssh2(x86-32) >= 1.4.2 for package: libcurl-7.19.7-37.el6_4.i686

--> Processing Dependency: libgssapi_krb5.so.2 for package: libcurl-7.19.7-37.el6_4.i686

--> Processing Dependency: libssh2.so.1 for package: libcurl-7.19.7-37.el6_4.i686

--> Processing Dependency: libnss3.so(NSS_3.9.3) for package: libcurl-7.19.7-37.el6_4.i686

--> Processing Dependency: libnss3.so(NSS_3.5) for package: libcurl-7.19.7-37.el6_4.i686

--> Processing Dependency: libssl3.so for package: libcurl-7.19.7-37.el6_4.i686

--> Processing Dependency: libnss3.so(NSS_3.12) for package: libcurl-7.19.7-37.el6_4.i686

--> Processing Dependency: libplds4.so for package: libcurl-7.19.7-37.el6_4.i686

--> Processing Dependency: libssl3.so(NSS_3.11.4) for package: libcurl-7.19.7-37.el6_4.i686

--> Processing Dependency: libnss3.so(NSS_3.4) for package: libcurl-7.19.7-37.el6_4.i686

--> Processing Dependency: libz.so.1 for package: libcurl-7.19.7-37.el6_4.i686

--> Processing Dependency: libplc4.so for package: libcurl-7.19.7-37.el6_4.i686

--> Processing Dependency: libnssutil3.so for package: libcurl-7.19.7-37.el6_4.i686

--> Processing Dependency: libgssapi_krb5.so.2(gssapi_krb5_2_MIT) for package: libcurl-7.19.7-37.el6_4.i686

--> Processing Dependency: libldap-2.4.so.2 for package: libcurl-7.19.7-37.el6_4.i686

--> Processing Dependency: libnss3.so for package: libcurl-7.19.7-37.el6_4.i686

--> Processing Dependency: libnss3.so(NSS_3.12.5) for package: libcurl-7.19.7-37.el6_4.i686

--> Processing Dependency: libk5crypto.so.3 for package: libcurl-7.19.7-37.el6_4.i686

--> Processing Dependency: libnss3.so(NSS_3.10) for package: libcurl-7.19.7-37.el6_4.i686

--> Processing Dependency: libcom_err.so.2 for package: libcurl-7.19.7-37.el6_4.i686

--> Processing Dependency: libssl3.so(NSS_3.2) for package: libcurl-7.19.7-37.el6_4.i686

--> Processing Dependency: libsmime3.so for package: libcurl-7.19.7-37.el6_4.i686

--> Processing Dependency: libnspr4.so for package: libcurl-7.19.7-37.el6_4.i686

--> Processing Dependency: libnss3.so(NSS_3.12.1) for package: libcurl-7.19.7-37.el6_4.i686

--> Processing Dependency: libnss3.so(NSS_3.2) for package: libcurl-7.19.7-37.el6_4.i686

--> Processing Dependency: libssl3.so(NSS_3.4) for package: libcurl-7.19.7-37.el6_4.i686

--> Processing Dependency: libnss3.so(NSS_3.3) for package: libcurl-7.19.7-37.el6_4.i686

--> Processing Dependency: libnss3.so(NSS_3.9.2) for package: libcurl-7.19.7-37.el6_4.i686

--> Processing Dependency: libkrb5.so.3 for package: libcurl-7.19.7-37.el6_4.i686

---> Package libicu.i686 0:4.2.1-9.1.el6_2 will be installed

---> Package libuuid.i686 0:2.17.2-12.14.el6 will be installed

--> Running transaction check

---> Package krb5-libs.i686 0:1.10.3-10.el6_4.6 will be installed

--> Processing Dependency: libkeyutils.so.1(KEYUTILS_0.3) for package: krb5-libs-1.10.3-10.el6_4.6.i686

--> Processing Dependency: libkeyutils.so.1 for package: krb5-libs-1.10.3-10.el6_4.6.i686

--> Processing Dependency: libselinux.so.1 for package: krb5-libs-1.10.3-10.el6_4.6.i686

---> Package libcom_err.i686 0:1.41.12-18.el6 will be installed

---> Package libssh2.i686 0:1.4.2-1.el6 will be installed

--> Processing Dependency: libssl.so.10 for package: libssh2-1.4.2-1.el6.i686

--> Processing Dependency: libcrypto.so.10 for package: libssh2-1.4.2-1.el6.i686

---> Package nspr.i686 0:4.10.0-1.el6 will be installed

---> Package nss.i686 0:3.15.1-15.el6 will be installed

--> Processing Dependency: nss-softokn(x86-32) >= 3.14.3 for package: nss-3.15.1-15.el6.i686

--> Processing Dependency: libsoftokn3.so for package: nss-3.15.1-15.el6.i686

---> Package nss-util.i686 0:3.15.1-3.el6 will be installed

---> Package openldap.i686 0:2.4.23-32.el6_4.1 will be installed

--> Processing Dependency: libsasl2.so.2 for package: openldap-2.4.23-32.el6_4.1.i686

---> Package zlib.i686 0:1.2.3-29.el6 will be installed

--> Running transaction check

---> Package cyrus-sasl-lib.i686 0:2.1.23-13.el6_3.1 will be installed

--> Processing Dependency: libdb-4.7.so for package: cyrus-sasl-lib-2.1.23-13.el6_3.1.i686

---> Package keyutils-libs.i686 0:1.4-4.el6 will be installed

---> Package libselinux.i686 0:2.0.94-5.3.el6_4.1 will be installed

---> Package nss-softokn.i686 0:3.14.3-9.el6 will be installed

--> Processing Dependency: libsqlite3.so.0 for package: nss-softokn-3.14.3-9.el6.i686

---> Package openssl.x86_64 0:1.0.1e-15.el6 will be updated

---> Package openssl.i686 0:1.0.1e-30.el6_6.12 will be installed

---> Package openssl.x86_64 0:1.0.1e-30.el6_6.12 will be an update

--> Running transaction check

---> Package db4.i686 0:4.7.25-18.el6_4 will be installed

---> Package sqlite.i686 0:3.6.20-1.el6 will be installed

--> Processing Dependency: libreadline.so.6 for package: sqlite-3.6.20-1.el6.i686

--> Running transaction check

---> Package readline.i686 0:6.0-4.el6 will be installed

--> Finished Dependency Resolution

Dependencies Resolved

==========================================================================================================================================================================================

 Package                                   Arch                              Version                                       Repository                                                Size

==========================================================================================================================================================================================

Installing:

 caapmsso                                  x86_64                            13.0.0-1.el6                                  /caapmsso-13.0.0-1.el6.x86_64                             10 M

Installing for dependencies:

 boost-regex                               x86_64                            1.41.0-18.el6                                 rhel6_u5_base                                            475 k

 cyrus-sasl-lib                            i686                              2.1.23-13.el6_3.1                             rhel6_u5_base                                            136 k

 db4                                       i686                              4.7.25-18.el6_4                               rhel6_u5_base                                            580 k

 keyutils-libs                             i686                              1.4-4.el6                                     rhel6_u5_base                                             20 k

 krb5-libs                                 i686                              1.10.3-10.el6_4.6                             rhel6_u5_base                                            769 k

 libcom_err                                i686                              1.41.12-18.el6                                rhel6_u5_base                                             37 k

 libcurl                                   i686                              7.19.7-37.el6_4                               rhel6_u5_base                                            171 k

 libicu                                    i686                              4.2.1-9.1.el6_2                               rhel6_u5_base                                            5.0 M

 libselinux                                i686                              2.0.94-5.3.el6_4.1                            rhel6_u5_base                                            108 k

 libssh2                                   i686                              1.4.2-1.el6                                   rhel6_u5_base                                            124 k

 libuuid                                   i686                              2.17.2-12.14.el6                              rhel6_u5_base                                             68 k

 nspr                                      i686                              4.10.0-1.el6                                  rhel6_u5_base                                            115 k

 nss                                       i686                              3.15.1-15.el6                                 rhel6_u5_base                                            824 k

 nss-softokn                               i686                              3.14.3-9.el6                                  rhel6_u5_base                                            272 k

 nss-util                                  i686                              3.15.1-3.el6                                  rhel6_u5_base                                             64 k

 openldap                                  i686                              2.4.23-32.el6_4.1                             rhel6_u5_base                                            267 k

 openssl                                   i686                              1.0.1e-30.el6_6.12                            rhel6_u5_update                                          1.5 M

 readline                                  i686                              6.0-4.el6                                     rhel6_u5_base                                            176 k

 sqlite                                    i686                              3.6.20-1.el6                                  rhel6_u5_base                                            307 k

 zlib                                      i686                              1.2.3-29.el6                                  rhel6_u5_base                                             73 k

Updating for dependencies:

 openssl                                   x86_64                            1.0.1e-30.el6_6.12                            rhel6_u5_update                                          1.5 M

Transaction Summary

==========================================================================================================================================================================================

Install      21 Package(s)

Upgrade       1 Package(s)

Total size: 23 M

Total download size: 12 M

Is this ok [y/N]: y

Downloading Packages:

(1/21): boost-regex-1.41.0-18.el6.x86_64.rpm                                                                                                                       | 475 kB     00:00

(2/21): cyrus-sasl-lib-2.1.23-13.el6_3.1.i686.rpm                                                                                                                  | 136 kB     00:00

(3/21): db4-4.7.25-18.el6_4.i686.rpm                                                                                                                               | 580 kB     00:00

(4/21): keyutils-libs-1.4-4.el6.i686.rpm                                                                                                                           |  20 kB     00:00

(5/21): krb5-libs-1.10.3-10.el6_4.6.i686.rpm                                                                                                                       | 769 kB     00:00

(6/21): libcom_err-1.41.12-18.el6.i686.rpm                                                                                                                         |  37 kB     00:00

(7/21): libcurl-7.19.7-37.el6_4.i686.rpm                                                                                                                           | 171 kB     00:00

(8/21): libicu-4.2.1-9.1.el6_2.i686.rpm                                                                                                                            | 5.0 MB     00:04

(9/21): libselinux-2.0.94-5.3.el6_4.1.i686.rpm                                                                                                                     | 108 kB     00:00

(10/21): libssh2-1.4.2-1.el6.i686.rpm                                                                                                                              | 124 kB     00:00

(11/21): libuuid-2.17.2-12.14.el6.i686.rpm                                                                                                                         |  68 kB     00:00

(12/21): nspr-4.10.0-1.el6.i686.rpm                                                                                                                                | 115 kB     00:00

(13/21): nss-3.15.1-15.el6.i686.rpm                                                                                                                                | 824 kB     00:00

(14/21): nss-softokn-3.14.3-9.el6.i686.rpm                                                                                                                         | 272 kB     00:00

(15/21): nss-util-3.15.1-3.el6.i686.rpm                                                                                                                            |  64 kB     00:00

(16/21): openldap-2.4.23-32.el6_4.1.i686.rpm                                                                                                                       | 267 kB     00:00

(17/21): openssl-1.0.1e-30.el6_6.12.i686.rpm                                                                                                                       | 1.5 MB     00:01

(18/21): openssl-1.0.1e-30.el6_6.12.x86_64.rpm                                                                                                                     | 1.5 MB     00:03

(19/21): readline-6.0-4.el6.i686.rpm                                                                                                                               | 176 kB     00:00

(20/21): sqlite-3.6.20-1.el6.i686.rpm                                                                                                                              | 307 kB     00:00

(21/21): zlib-1.2.3-29.el6.i686.rpm                                                                                                                                |  73 kB     00:00

------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

Total                                                                                                                                                     268 kB/s |  12 MB     00:47

Running rpm_check_debug

Running Transaction Test

Transaction Test Succeeded

Running Transaction

  Installing : boost-regex-1.41.0-18.el6.x86_64                                                                                                                                      1/23

  Installing : nspr-4.10.0-1.el6.i686                                                                                                                                                2/23

  Installing : nss-util-3.15.1-3.el6.i686                                                                                                                                            3/23

  Installing : zlib-1.2.3-29.el6.i686                                                                                                                                                4/23

  Installing : libcom_err-1.41.12-18.el6.i686                                                                                                                                        5/23

  Installing : libicu-4.2.1-9.1.el6_2.i686                                                                                                                                           6/23

  Installing : libuuid-2.17.2-12.14.el6.i686                                                                                                                                         7/23

  Installing : keyutils-libs-1.4-4.el6.i686                                                                                                                                          8/23

  Installing : libselinux-2.0.94-5.3.el6_4.1.i686                                                                                                                                    9/23

  Installing : krb5-libs-1.10.3-10.el6_4.6.i686                                                                                                                                     10/23

  Installing : openssl-1.0.1e-30.el6_6.12.i686                                                                                                                                      11/23

  Installing : libssh2-1.4.2-1.el6.i686                                                                                                                                             12/23

  Installing : db4-4.7.25-18.el6_4.i686                                                                                                                                             13/23

  Installing : cyrus-sasl-lib-2.1.23-13.el6_3.1.i686                                                                                                                                14/23

  Installing : readline-6.0-4.el6.i686                                                                                                                                              15/23

  Updating   : openssl-1.0.1e-30.el6_6.12.x86_64                                                                                                                                    16/23

  Installing : sqlite-3.6.20-1.el6.i686                                                                                                                                             17/23

  Installing : nss-softokn-3.14.3-9.el6.i686                                                                                                                                        18/23

  Installing : nss-3.15.1-15.el6.i686                                                                                                                                               19/23

  Installing : openldap-2.4.23-32.el6_4.1.i686                                                                                                                                      20/23

  Installing : libcurl-7.19.7-37.el6_4.i686                                                                                                                                         21/23

  Installing : caapmsso-13.0.0-1.el6.x86_64                                                                                                                                         22/23

%% ARCH IS x86_64

SSO Web Agent and/or Policy Server root environment variable(s) set.

SSO Web Agent root (/CA/webagent) is present

=======================================================================

To complete the installation, please run (/opt/CA/caapmsso/install_apm-sso) for configuration.

=======================================================================

  Cleanup    : openssl-1.0.1e-15.el6.x86_64                                                                                                                                         23/23

  Verifying  : libssh2-1.4.2-1.el6.i686                                                                                                                                              1/23

  Verifying  : libcurl-7.19.7-37.el6_4.i686                                                                                                                                          2/23

  Verifying  : sqlite-3.6.20-1.el6.i686                                                                                                                                              3/23

  Verifying  : boost-regex-1.41.0-18.el6.x86_64                                                                                                                                      4/23

  Verifying  : zlib-1.2.3-29.el6.i686                                                                                                                                                5/23

  Verifying  : nspr-4.10.0-1.el6.i686                                                                                                                                                6/23

  Verifying  : readline-6.0-4.el6.i686                                                                                                                                               7/23

  Verifying  : nss-softokn-3.14.3-9.el6.i686                                                                                                                                         8/23

  Verifying  : db4-4.7.25-18.el6_4.i686                                                                                                                                              9/23

  Verifying  : nss-3.15.1-15.el6.i686                                                                                                                                               10/23

  Verifying  : libselinux-2.0.94-5.3.el6_4.1.i686                                                                                                                                   11/23

  Verifying  : keyutils-libs-1.4-4.el6.i686                                                                                                                                         12/23

  Verifying  : libuuid-2.17.2-12.14.el6.i686                                                                                                                                        13/23

  Verifying  : openldap-2.4.23-32.el6_4.1.i686                                                                                                                                      14/23

  Verifying  : openssl-1.0.1e-30.el6_6.12.i686                                                                                                                                      15/23

  Verifying  : openssl-1.0.1e-30.el6_6.12.x86_64                                                                                                                                    16/23

  Verifying  : nss-util-3.15.1-3.el6.i686                                                                                                                                           17/23

  Verifying  : libcom_err-1.41.12-18.el6.i686                                                                                                                                       18/23

  Verifying  : krb5-libs-1.10.3-10.el6_4.6.i686                                                                                                                                     19/23

  Verifying  : caapmsso-13.0.0-1.el6.x86_64                                                                                                                                         20/23

  Verifying  : libicu-4.2.1-9.1.el6_2.i686                                                                                                                                          21/23

  Verifying  : cyrus-sasl-lib-2.1.23-13.el6_3.1.i686                                                                                                                                22/23

  Verifying  : openssl-1.0.1e-15.el6.x86_64                                                                                                                                         23/23

Installed:

  caapmsso.x86_64 0:13.0.0-1.el6

Dependency Installed:

  boost-regex.x86_64 0:1.41.0-18.el6  cyrus-sasl-lib.i686 0:2.1.23-13.el6_3.1  db4.i686 0:4.7.25-18.el6_4     keyutils-libs.i686 0:1.4-4.el6        krb5-libs.i686 0:1.10.3-10.el6_4.6

  libcom_err.i686 0:1.41.12-18.el6    libcurl.i686 0:7.19.7-37.el6_4           libicu.i686 0:4.2.1-9.1.el6_2  libselinux.i686 0:2.0.94-5.3.el6_4.1  libssh2.i686 0:1.4.2-1.el6

  libuuid.i686 0:2.17.2-12.14.el6     nspr.i686 0:4.10.0-1.el6                 nss.i686 0:3.15.1-15.el6       nss-softokn.i686 0:3.14.3-9.el6       nss-util.i686 0:3.15.1-3.el6

  openldap.i686 0:2.4.23-32.el6_4.1   openssl.i686 0:1.0.1e-30.el6_6.12        readline.i686 0:6.0-4.el6      sqlite.i686 0:3.6.20-1.el6            zlib.i686 0:1.2.3-29.el6

Dependency Updated:

  openssl.x86_64 0:1.0.1e-30.el6_6.12

Complete!

To complete the installation, please run (/opt/CA/caapmsso/install_apm-sso) for configuration

/opt/CA/caapmsso/install_apm-sso

Install...

Backup webagent...

Install web agent integration...

Current configuration: EPAgent=localhost, http_port=8080, data_port=9000

EPAgent host (localhost): 192.168.101.117
EPAgent HTTP port (8080): 7070
EPAgent Network Data Port (9000):

Current configuration: host=192.168.101.117, http port=7070, data port=9000 mapping_file=/CA/webagent/config/SiteMinderPSdefs.xml

Save settings to /CA/webagent/config/IntroscopeCAPIConfig.xml? (y/n) (y): y
Web Agent successfully configured.

No local Policy Server found. Configuration is not required.

Running this install is required to enable the APM for SSO library on various web server.

User will have the opportunity to provide a location for each web server.

Please enter location of web server, or press enter if no input: /etc/httpd
The following Web Agent configurations were found within  /etc/httpd ...

1 /etc/httpd/conf/WebAgent.conf

2 Quit

Choice: 1

Please enter location of web server, or press enter if no input:

The configuration of APM for SSO web agent is completed.  Please start/restart web service

Restart webserver
/usr/sbin/apachectl stop

/usr/sbin/apachectl -f /etc/httpd/conf/httpd.conf
Put activity in the Apache protected page: http://apmr6u5g.slod.local:90/test/admin/index.html (test/test)
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Check results in the investigator:
[image: image63.png]Triage Map ' Metric Erowser |

=G web agents
= B apmrusg siod local_30
=B Caching
=B Resource
D Average Cache Size (records)
[ Hits e nterval
[ e Cache Size records)
[ visses Per terval
& B2 User Session
1 Average Cache Size (records)
[ Hits e nterval
[ e Cache Size records)
[ visses Per terval
& BRy Cookies
5 Bt Cockie His Per nerval
B Expired Cookie Hits per terval
&-B) operations
{3 average Response Time (ms)
B Responses Per rterval
& B3 Authorize
{3 average Response Time (ms)
3 erors per rerval
3 Faiures per nervel
B Responses Per rterval
& By sprctectet
{3 average Response Time (ms)
3 erors per rerval
B Responses Per rterval
B3 Login
{3 average Response Time (ms)
3 erors per rerval
3 Faiures per nervel
B Responses Per rterval
& B2 vaidstion
{3 average Response Time (ms)
3 erors per rerval
3 Faiures per nervel
B Responses Per rterval
& BB
5 B LRL Chers HisPer nervel
{5 cross Ste Scrnt s per terval





CA APM for CA SSO Policy Server
/CA/siteminder/stop-all

export NETE_PS_ROOT=/CA/siteminder
/opt/CA/caapmsso/install_apm-sso

Install...

Backup policy server...

Install policy server integration...

No local Web Agent found. Configuration is not required.

Current configuration: EPAgent=localhost, http_port=8080, data_port=9000

EPAgent host (localhost): 192.168.101.117
EPAgent HTTP port (8080): 7070
EPAgent Network Data Port (9000):

Current configuration: host=192.168.101.117, http port=7070, data port=9000 mapping_file=/CA/siteminder/config/SiteMinderPSdefs.xml

Save settings to /CA/siteminder/config/IntroscopeCAPIConfig.xml? (y/n) (y): y
Policy Server successfully configured.

The configuration of APM for SSO policy server is completed.  Please start/restart the SSO policy server
Post installation checks:

a) Verify that /opt/CA/caapmsso/bin/libIntroscopeNativeDataAPI.so has been copied to: /CA/siteminder/lib

b) Install any missing library:

ldd /CA/siteminder/lib/libIntroscopeNativeDataAPI.so

        linux-gate.so.1 =>  (0x002a3000)

        libapr-1.so.0 => not found

        libcurl.so.4 => /CA/siteminder/lib/libcurl.so.4 (0x00473000)

        libxerces-c-3.1.so => /CA/siteminder/lib/libxerces-c-3.1.so (0x00518000)

        libboost_regex-mt.so.5 => not found

        libstdc++.so.6 => /usr/lib/libstdc++.so.6 (0x00f0a000)

        libm.so.6 => /lib/libm.so.6 (0x00e4d000)

        libgcc_s.so.1 => /lib/libgcc_s.so.1 (0x00d9b000)

        libc.so.6 => /lib/libc.so.6 (0x002a4000)

        libidn.so.11 => /lib/libidn.so.11 (0x00bf6000)

        librt.so.1 => /lib/librt.so.1 (0x00dd4000)

        libdl.so.2 => /lib/libdl.so.2 (0x00a1b000)

        libz.so.1 => /CA/siteminder/lib/libz.so.1 (0x00ec1000)

        libnsl.so.1 => /lib/libnsl.so.1 (0x0014b000)

        libpthread.so.0 => /lib/libpthread.so.0 (0x00166000)

        /lib/ld-linux.so.2 (0x001ce000)

yum install libapr-1.so.0

Loaded plugins: product-id, refresh-packagekit, security, subscription-manager

This system is not registered to Red Hat Subscription Management. You can use subscription-manager to register.

Repository rhel6_u5_base is listed more than once in the configuration

Repository rhel6_u5_update is listed more than once in the configuration

Setting up Install Process

Resolving Dependencies

--> Running transaction check

---> Package apr.i686 0:1.3.9-5.el6_2 will be installed

--> Finished Dependency Resolution

Dependencies Resolved

=========================================================================================================

 Package            Arch                Version                       Repository                    Size

=========================================================================================================

Installing:

 apr                i686                1.3.9-5.el6_2                 rhel6_u5_base                129 k

Transaction Summary

=========================================================================================================

Install       1 Package(s)

Total size: 129 k

Installed size: 298 k

Is this ok [y/N]: y

Downloading Packages:

Running rpm_check_debug

Running Transaction Test

Transaction Test Succeeded

Running Transaction

  Installing : apr-1.3.9-5.el6_2.i686                                                                1/1

  Verifying  : apr-1.3.9-5.el6_2.i686                                                                1/1

Installed:

  apr.i686 0:1.3.9-5.el6_2

Complete!

yum install libboost_regex-mt.so.5

Loaded plugins: product-id, refresh-packagekit, security, subscription-manager

This system is not registered to Red Hat Subscription Management. You can use subscription-manager to register.

Repository rhel6_u5_base is listed more than once in the configuration

Repository rhel6_u5_update is listed more than once in the configuration

Setting up Install Process

Resolving Dependencies

--> Running transaction check

---> Package boost-regex.i686 0:1.41.0-18.el6 will be installed

--> Finished Dependency Resolution

Dependencies Resolved

=========================================================================================================

 Package                  Arch              Version                     Repository                  Size

=========================================================================================================

Installing:

 boost-regex              i686              1.41.0-18.el6               rhel6_u5_base              477 k

Transaction Summary

=========================================================================================================

Install       1 Package(s)

Total size: 477 k

Installed size: 1.8 M

Is this ok [y/N]: y

Downloading Packages:

Running rpm_check_debug

Running Transaction Test

Transaction Test Succeeded

Running Transaction

  Installing : boost-regex-1.41.0-18.el6.i686                                                        1/1

  Verifying  : boost-regex-1.41.0-18.el6.i686                                                        1/1

Installed:

  boost-regex.i686 0:1.41.0-18.el6

Complete!
Restart policy server

. /CA/siteminder/ca_ps_env.ksh  

/CA/siteminder/start-all

Starting SiteMinder PolicyServer...

SiteMinder Policy Server is running

SiteMinder Health Monitor is running

Starting RiskMinder

riskfort started
/CA/siteminder/bin/XPSConfig
[XPSConfig - XPS Version 12.52.0100.499]

PRODUCTS MENU*************************************************************CA

CDS  - CertificateDataStore                                        12 Parameters

EPM  - Enterprise Policy Management                                3 Parameters

FED  - Federation                                                  3 Parameters

SM   - SiteMinder                                                  164 Parameters

XPS  - Extensible Policy Store                                     25 Parameters

-------------------------------------------------------------------

   X - xTrace

-------------------------------------------------------------------

   Q - Quit

-------------------------------------------------------------------

Enter Option (id or X or Q): XPS
PARAMETERS MENU*******************************************************CA.XPS

  1-AuditEnabled                      Type: Logical Scope: Global

                                      Desc: Enable/disable XPS data

                                            manipulation audit recording.

                              Current Value:"TRUE" (default)

  2-AuditRolloverInterval             Type: String  Scope: Global

                                      Desc: How often should audit files be

                                            rolled over? Value can be

                                            expressed in days, hours and

                                            minutes.

                              Current Value:"0" (default)

  3-AuditRolloverSize                 Type: Numeric Scope: Global

                                      Desc: How big should audit files get

                                            before being rolled over, in

                                            kilobytes?

                              Current Value:"10240" (default)

  4-AuditRolloverTime                 Type: String  Scope: Global

                                      Desc: When should the audit files be

                                            rolled over? Expressed as a series

                                            of absolute times, in GMT,

                                            separated by commas.

                              Current Value:""

  5-AuditSMHandlers                   Type: String  Scope: Local

                                      Desc: Comma-separated list of legacy

                                            SiteMinder Custom Event Handler

                                            libraries.

                              Current Value:""

  6-AutoCommit                        Type: Logical Scope: Local

                                      Desc: If ON, no commit/rollback

                                            transactions will be performed,

                                            all updates will be immediate.

                              Current Value:"FALSE" (default)

  7-Autosweep                         Type: Logical Scope: Overrideable

                                      Desc: Enable/disable Sweeping, globally

                                            or locally.

                              Current Value:"FALSE" (default)

  8-AutosweepSchedule                 Type: String  Scope: Global

                                      Desc: When to run autosweep. Format is

                                            <day>@hh:mm, where <day> is in

                                            [Sun,Mon,Tue,Wed,Thu,Fri,Sat] and

                                            hh:mm is in GMT. If <day> is

                                            omitted, time is daily. Multiple

                                            specifications can appear,

                                            separated by commas or spaces

                              Current Value:"Sun@8:30" (default)

  9-Autoswept                         Type: String  Scope: ReadOnly

                                      Desc: Last time autosweep executed.

                              Current Value:""

 10-CacheCheckDelay                   Type: Numeric Scope: Local

                                      Desc: How often (in seconds) should the

                                            database be checked for updates?

                              Current Value:"300" (default)

 11-CheckStoreConsistency             Type: Logical Scope: Local

                                      Desc: Check object store consistency at

                                            XPS initialization time.

                              Current Value:"FALSE" (default)

 12-DatabasePoll                      Type: Numeric Scope: Local

                                      Desc: How often database should be

                                            polled for asynchronous requests

                              Current Value:"0" (default)

 13-DatabaseTimeout                   Type: Numeric Scope: Local

                                      Desc: Timeout to use for database access

                              Current Value:"0" (default)

 14-ExtractInputDir                   Type: String  Scope: Global

                                      Desc: Location of the Extract Input

                                            Directory.

                              Current Value:""

 15-ExtractOutputDir                  Type: String  Scope: Global

                                      Desc: Location of the Extract Output

                                            Directory.

                              Current Value:""

 16-ExtractPassphrase                 Type: String  Scope: Global

                                      Desc: Used for encrypting sensitive data

                                            in Extract Files.

                              Current Value:(sensitive)

 17-Log_Eval_Errors                   Type: Logical Scope: Local

                                      Desc: Should (expression)

                                            evaluation-time errors also be

                                            logged to the console?

                              Current Value:"FALSE" (default)

 18-LogObsoleteDictionaryWarnings     Type: Logical Scope: Global

                                      Desc: Log warnings when unable to clean

                                            up obsolete dictionary entries.

                              Current Value:"TRUE" (default)

 19-LogValidationWarnings             Type: Logical Scope: Local

                                      Desc: Should Object Validation Warnings

                                            be logged to the console?

                              Current Value:"FALSE" (default)

 20-PolicyStoreID                     Type: String  Scope: ReadOnly

                                      Desc: Unique identifier for each Policy

                                            Store

                              Current Value:"0007422c-1477-17ee-9477-6575c0a89

                                            02d"

                              Pending Value:""

 21-SkipDictionaryCleanup             Type: Logical Scope: Global

                                      Desc: Controls whether obsolete

                                            dictionary objects are cleaned up.

                              Current Value:"FALSE" (default)

 22-URLProtocols                      Type: String  Scope: Global

                                      Desc: URL protocols abstracted as

                                            references in an export file when

                                            Use URL Rules are in effect.

                              Current Value:"http,https,ftp,ftps,ldap,ldaps,ma

                                            ilto,news,nntp,smtp,esmtp"

                                            (default)

 23-Version                           Type: String  Scope: Ask

                                      Desc: XPS Version Information

                              Current Value:"12.52.0100.499"

 24-XPSExport_TabStops                Type: String  Scope: Global

                                      Desc: Specifies tabstops for XML

                                            production by XPSExport. Values

                                            are OFF, ON or single digit 1-9.

                              Current Value:"4" (default)

 25-xTrace                            Type: String  Scope: Local

                                      Desc: Selectively enables

                                            tracing/debugging code/logging

                              Current Value:""

-------------------------------------------------------------------

   D - Hide Descriptions

   V - Hide Values

   F - Filter (currently none)

   Q - Quit

-------------------------------------------------------------------

Enter Option (D, V, F,  # or Q): 5
PARAMETER MENU**************************************CA.XPS::$AuditSMHandlers

   Name:               AuditSMHandlers [CA.XPS::$AuditSMHandlers]

   Type:               String

   Scope:              Local

   Export?             no

   Report?             no

   Remote Access:      None

   Description:        Comma-separated list of legacy SiteMinder Custom Event

                       Handler libraries.

   License Type:       None

   Default Value: (not set)

   Current Value:

-------------------------------------------------------------------

   C  - Change value

   Q  - Quit

-------------------------------------------------------------------

Enter Option (C, or Q): C
Enter New Value:/CA/siteminder/lib/libEventIntroscopeprovider.so

Enter Q 3 times to exit the tool
Restart policy server

/CA/siteminder/stop-all

/CA/siteminder/start-all

Starting SiteMinder PolicyServer...

SiteMinder Policy Server is running

SiteMinder Health Monitor is running

Starting RiskMinder

riskfort started

NOTE:  Open the <SMPolicy>/log/smps.log, verify that the above lib has been loaded sucessufully. 
The message message indicates a problem:

[14630/-142842144][Sun Oct 02 2016 12:06:05][SmEventWedge.cpp:253][LateInit][ERROR][sm-xpsxps-06790] Custom event handler library " libEventIntroscopeprovider.so" could not be loaded.

Verify the result in the Investigator:
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How to restart all the services in case of a server reboot
Stop all services:

/epagent/bin/EPACtrl.sh stop

. /CA/siteminder/ca_ps_env.ksh
/CA/siteminder/stop-all
. /CA/webagent/ca_wa_env.sh

/usr/sbin/apachectl stop
/CA/siteminder/adminui/bin/shutdown.sh
( Stop manually the directory servers.

/stop_LDAP.sh
Start all services:

/start_LDAP.sh
( Start manually the directory servers.

nohup /CA/siteminder/adminui/bin/run.sh  &
. /CA/webagent/ca_wa_env.sh

/usr/sbin/apachectl -f /etc/httpd/conf/httpd.conf
. /CA/siteminder/ca_ps_env.ksh
/CA/siteminder/start-all
/epagent/bin/EPACtrl.sh start
How to reconfigure the integration?
WebAgent:

. /CA/webagent/ca_wa_env.sh

/usr/sbin/apachectl stop

/opt/CA/caapmsso/install_apm-sso
( apply the changes
/usr/sbin/apachectl -f /etc/httpd/conf/httpd.conf
Policy:

/CA/siteminder/stop-all

export NETE_PS_ROOT=/CA/siteminder

/opt/CA/caapmsso/install_apm-sso
( apply the changes
/CA/siteminder/start-all
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