Symantec Network Access Control

Symantec Network Access Control ensures that a company’s client computers are
compliant with the company’s security policies before the computers are allowed to
access the network. Symantec Network Access Control uses a Host Integrity policy
and an optional Symantec Enforcer to discover and evaluate which computers are

compliant.

To enable the SNAC please follow the steps

Goto Services.msc and Stop the Symantec Endpoint Protection Manager Service

S .
%4 Services

File Action VYiew Help

& - \| 2> =m0 m

MName

I Description

I Status

I Startup Ty

%Symantec Management Client
%Symantec Metwork Access Control
%System Event MNotification
%System Restore Service

%Task Scheduler

84 TCP/IP NetBIOS Helper
%Telephony

%Telnet

%Terminal Services

%Themes

%TP AutoConnect Service

%TP YC Gateway Service
%Uninterruptible Power Supply
%Universal Plug and Play Device Host
&4 yMware Physical Disk Helper Service

&% Symantec Endpoint Protection Manager
%Symantec Endpoint Protection Manager Webserver

Application. ..
Apachef2....
Provides c...
Checks tha...
Tracks syst...
Performs s...
Enables a ...
Enables su...
Provides T...
Enables ar...
Allows mult...
Provides u...
ThinPrint ....
ThinPrint ....
Manages a...
Provides s...
Enables su...

Started
Started

Started
Started
Started
Started
Started

Started
Started
Started

Started
\

Automatic
Autornatic
Manual
Manual
Autornatic
Autornatic
Automatic
Autornatic
Manual
Disabled
Manual
Automnatic
Manual
Manual
Manual
Manual
Automatic ¥

>

<
iExtended >\ Standard /'




Goto C:\Program Files \Symantec \Symantec Endpoint Protection Manager \
tomcat\etc\license

Paste the snac.xml files in the following location

& license

File

Edit View Favorites Tools Help

Back v [ =7 Search |{~ Folders -
=

Address | C:\Program Files\Symantec)Symantec Endpoint Protection Mbnageritomcatietcllicense VI Go

sav _3 sep.sif
<@ L pocument SLF File
===| 1KB 2KB

_ sep_OD.slf snac
SLF File <@ % pocument
1KB ==| 1KB

File and Folder Tasks

(9 Make a new folder

&) Publish this Folder to the
Web

{2 Share this folder

Other Places

) stc
(£} My Documents
[ Shared Documents
a My Computer

& My Hetwork Places

Details




Goto Services.msc and start the Symantec Endpoint Protection Manager Services

Y .
% Services

File Action View Help

- @ FRE @2 »e I w

4% Services (Local)

Name / I Description I Status | Startup Ty &
Symantec Endpoint Protection Manager Application...  Started Automatic
%Symantec Endpoint Protection Manager \Webserver Apachef2.... Started Automatic
%Symantec Management Client Providesc...  Started Manual
%Symantec Network Access Control Checks tha... Manual
System Event Notification Tracks syst... Started Automatic
System Restore Service Performs s...  Started Automatic
%Task Scheduler Enablesa... Started Automatic
%TCPIIP MNetBIOS Helper Enables su... Started Automatic
%Telephony Provides T...  Started Manual
Telnet Enables ar... Disabled
%Terminal Services Allows mult...  Started Manual
% Themes Provides u...  Started Automatic
%TP AutoConnect Service ThinPrint ....  Started Manual
%TP YC Gateway Service ThinPrint ... Manual
%Uninterruptible Power Supply Manages a... Manual
%Universal Plug and Play Device Host Provides s... Manual
%VMware Physical Disk Helper Service Enables su... Started Automatic ¥
< | >
: Extended A Standard /




Logon to Symantec Endpoint Protection Manager and confirm that Host Integrity
Policy is available in the Policies Tab

9=

Refresh | Help | Log Off

AT 4 g o
AL | potcies ¥ ElHost Integrity Policies
He () virus and Spyware Protection e -
ome | 5 e [ Name | Description | Location use count ]
Host Integrity policy Created automatically during product installation. 0

—— | € Intrusion Prevertion
‘W @i Application and Device Control
& Host Integrity
@ LiveUpdate

) ?_=‘ & Exceptions

Q Policy Components

0] |

I Tasks

! 0P Add aHost Integrity policy
@ Import a Host Integrity policy
), search for Applications

Recent changes appear below:

| Time | Administrator
February 16, 2012 10:15:56 AM IST admin

Description
Added shared policy upon system install




Goto Admin => Under Tasks => Select Servers

Select Local Site => Goto Live Update tab

Under Content Type Downloads Check whether Host Integrity Templates is checked
if not checked mark it as checked

/ | Servers
]
a Servers

é}-g@hLoc
Ce

Tasks
(% Edt ste
& Configy
(B AddEx
@ Downig
® showt

@ Show

() Symantec Endpoint Protection Manager
() Symantec Epdnaint Prato

(1) Site Properties for Local Site (Site windows-xp)

view virtual Machine

General | LiveUpdate | Passwords | Data Collection | Web Services

maow

Using the default Symante|

-Disk Space

Number of content revisig

[V Store client packages

Download Schedule

Every 4 hour(s)

Platforms to

Mac
Windows 32-Bit
Windows 64-Bit

-Content Types to Down
The following product upd|

Client updat

re definl

R heuristic signatur]

Languages to Downloa

“LiveUpdate Source Servers

() Content Types to Download

Content Types to Download

Select the types of content to download from the LiveUpdate servers.

IV Client updates
Patches and updates available for the Symantec client.
Virus and Spyware definttions
Definttions used by the Virus and Spyware Protection engine
SONAR heuristic signatures
Signatures to protect against zero-day threats.
TruScan proactive threst scan commercial application list

List of applications that are commercial applications, rather th
malware.

<l

Intrusion Prevention signatures
Signatures to protect from network threats.

K

Host Integrity templates
Templates for policy enforcement and vulnerahility

an

Edlit Source Servers...

Edit Schedule...
Change Platform...

<l

Submission Control signatures

Controls the flow of ions to Symantec Security Resy

<l

Reputation Settings
Reputation information used by the Insight engine.

Change Selection...

Updates and signatures fd
English " (©8 I [ Cancel ] [ in=l?) I Change Selection...
[ OK ] [ Cancel ] [ Help ]

Click OK

Site windowws-xp] [Servg
windows-xp]

indovws-xp]

e: Site windows-xp] [SeE

e e — DI

Do a manual live update so the Host Integrity templates are available in SEPM

Goto to Start => Run => and type Luall and

Run Luall



After successful live update Host Integrity template would be downloaded in SEPM

Assign the Host Integrity Policy to the Groups

Policies ¥ ElHost Integrity Policies
@ Virus and Spyware Protection e N
@ Fi Name Description I Location Use Count |
Firewvall
€ Intrusion Prevention U] Assign Host Integrity Policy 3
2 appiication and Devi
S Host Intecrity Host Integrity Policy: ~ Clients not updated Last Three Days
) Livelpdate -Assign Policy
@ Exceptions The tree below shows the groups or locations to which you can assign the selected Host Integrity Policy.
- Select the groups or locations below. To select all subgroups and locations, right-click the parent group and
& Policy Components 4 | hoose Select Al Subgroups. Groups and locations with a check mark already have a Host Integrity Policy
assigned to them.
—n Caution
H Clicking Assign will assign this Host Integrity Policy to all selected groups or locations, replacing the existing
L 2 Host Integrity Policy they are currently using.
= I LB My Company
r @ Defautt
] % Default Group
¥ [JEast
KT I—— I B vorth
Tasks r % South
(2 Edit the policy 7 (& west
8 Delete the policy
1) Assign the policy
Q Withdraw the policy
‘%. Replace the policy
E‘; Copy the policy
E Export the policy
GF AddaHost Intearity I Assign I [ Cancel I l Help ]
] Import a Host Integrit
C) search for Appications Description | Time Administrator
Edited shared Host Integrity policy: Clients not updated Last Three Days February 21,2012 11:37:25 AMIST admin
Edited shared Host Integrity policy: Clients not updated Last Three Days February 21,2012 11:35:16 AM IST admin
Edited shared Host Integrity policy: Clients not updated Last Three Days February 21, 2012 10:41:57 AMIST admin
Added shared policy upon system install February 16, 2012 10:15:56 &AM IST admin




Policy Creation for Clients, which are not updated for 3 days through NAC

Logon to Symantec Endpoint Protection Manager Console

Goto to the Clients Tab => Select the Group to which you have applied the Host
Integrity Policy

*» oW View Virtual Machine indow n
() Symantec Endpoint Protection Manager, E]E";I
Symantec™ Endpoint Protection Manager Refresh | Help | Log Off
4 : .
Clients ) E@ East Policy serial number: 74B3-02/21/2012 04:30:26 034
= % My Company
(3 Defaut Group Clients | Policies | Details | Install Packages
(& East Policy inheritance is OFF
L—é North [ Inherit policies and settings from parent group "My Company"
(3 south
(B west Location-independent Policies and Settings
Custom Intrusion Prevention Off LiveUpdate Content Policy Settings
System Lockdown off Client Log Settings
Network &pplication Monitorin off Communications Settings
External Communications Settings
General Settings
Location-specific Policies and Settings
= Location-specific Policies: Add a policy...
Wirus and Spyware Protection policy - Balanced [non-shared] Tasks »
Firewall policy [shared] Tasks »
Intrusion Prevention policy [shared] Tasks
TS Application and Device Contral policy [shared] Tasks

Host Integrity policy [shared]
O] LiveUpdate Settings policy [shared]

—
™
I
&
ITIITITFT

@ add Location...

—
&
&
2
]

Manage Locations...
g Expo: Communications Settings @ Exceptions policy [shared] S
. =/ Quarantine Policies when Host Integrity Fails: Add a policy...
[£3 copy the group policies No policy assigned to this location,
l-’,} Add a group # Location-specific Settings:

Recert changes appear below:

[ Description Time Administrator ‘
Edited shared LiveUpdate Settings policy: LiveUpdate Settings policy February 20, 2012 1:02:49 PMIST admin

Changed Console mode at [Default] February 16, 2012 10:51:27 AM IST admin

Add a non-shared [Virus and Spyware Protection Policy],=Virus an... February 16, 2012 10:50:28 AM IST admin E]




Goto Host Integrity Policy and Click Edit Shared

) Host Integrity Policy

g Host Integrity ~ Overview
Policy -
| PolicyName | usedBy |

Overview
Policy Name

Requirements | e
Type a name and description for the policy.

Advanced Settings

Policy name:  |Host Integrity policy

Description:  |Created automatically during product installation.

[V Enable this policy

Created: admin
Last modified: February 16, 2012 10:14:18 AMIST




Give the name of the Policy as per your requirement

I ) Host Integrity Policy
@ Host Integrity =~ Overview
Policy -

Overview

Type a name and description for the policy.

Requirements

Advanced Settings

Policy name: ICIierns not updated Last Three Days

Description:  |Created automatically during product installation.

[V Enable this policy

Created: admin
1 Last modified: February 16, 2012 10:14:18 &M IST




Goto Requirements and Select Always do Host Integrity Checking

(0 Host Integrity Policy |

g Host Integrity  Requirements

Policy
Overview When should Host Integrity checks be run on the client?
Requirements & plways do Host Integrity checking
Advanced Settings € Only do Host Integrity checking through the Gatewway or DHCP Enforcer

" Only do Host Integrity checking when connected to the management server

" Never do Host Integrity checking

Host Integrity Requirements

+. | Name Enable

[ A | [ Ew | | eete | [ Moveup




Click Add

After Clicking Add the following window will be opened

{) Add Requirement

Select client platform:

Add a Host Integrity requirement
Specify the type of requirement that you want to add. You can use a predefined type, create
a custom requirement, or use a template.

Windowys

-]

Select requirement:

Antivirus requirement
Antispyware requirement
Firewvall requirement
Patch requirement
Service pack requirement
Custom requirement

Use existing templates...

Antivirus Reguirement:

Create a Host Integrity rule to check that an
antivirus application is installed and running on
client computers. If not, options are provided to
download antivirus software, start the software,
and check the signature file age to remediate the

system.

| oK

Cancel | I

Help

In Select Client Platform Select the OS in this scenario we have selected Windows

In Select Requirement we would select Antivirus Requirement

Click OK



In Add Requirement
Type the Name of the Requirement

Select the Antivirus application that must be installed and running: Select Symantec
Endpoint Protection

| &) Add Requirement

MName: ICIients not updated for 3 days I
Client Type: INndows ]
Antivirus application that must be installed and running: |Symantec Endpoint Protection E]I

I Install antivirus if it has not been installed on the client
I¥ Dowwnload the installation package

Dowvnload URL: I I =

Execute the command (use %F% to specify the downloaded file if it is available):

I |

I~ Start antivirus if it is not running on the client
Execute the command:

C
Antivirus Signature File Checking d
s
I~ Specify the oldest age of the signature file: | 1 ||':~ei: E]l :
. . =]
|V Check the signature file date

{*° Ensure signature file date is not equal to " February 21, 2012 II

¢ Ensure signature file date is equal to | February 21, 2012 ’
¢ Ensure signature file date is before | February 21, 2012 | I
c
" Ensure signature file date is after I February 21, 2012 ’ =

It not, update the signature file
I~ Download the signature file

Dowvnload URL: ‘ I

Execute the command (use %F% to specify the downloaded file if it is available):

I |

I~ Specify

I_ Allowy the user to cancel the de

vait time before attempting the dowwnload again if the dow

vnload fails: l E-I In’uirlute:zz E]l —

vnload for Host Integrity remediation

I~ Allow the Host Integrity check to pass even if this requirement fails

[ OK ][ Cancel ][ Help




Put Check mark on “Check the signature file date

Under the Same Window Check Ensure signature date is equal to February 22 2012

and Select the date 22 (Note its only for Testing Purpose)

@ : S Add Reg

N Name: ICIients not updated for 3 days |
Host Integrity | ¥ |
Policy Client Type: |Windows
Overview Antivirus application that must be installed and running: |Symantec Endpoint Protection |Z]| _____________
Requirements I Install antivirus if i has not been installed on the client
Advanced Settings I~ Download the installation package
Download URL: Dtz it
Execute the command (use %F3% to specify the downl| (Date——————————————————————
February [ ]
S M Tue Wed Fri  Sat
-~ Start antivirus if it is not running on the client un Mon - Tue e1 2 ; o ==
Execute the command. 5 & 7 8 a 10 1 hable
= 12 13 14 15 16 17 18
19 0 o 2z o2 2 |FF
Polici -Antivirus Signature File Checking 26 27 28 28
- Specify the oldest age of the signature file:

[V’ Check the signature file date

€ Ensure signature file date is not equal to |
& Ensure signature file date is equal to

 Ensure signature file date is before

" [~ Time

Cancel

€ Ensure signature file date is after |

I~ not, update the signature file
™ Download the signature file

Dowvnload URL: I ]

Execute the command (use %F% to specify the downloaded file if it is available):

(] Specify wait time before attempting the download again if the download fails:

7] &llow the user to cancel the download for Host Integrity remediation ‘ | Move Down l

[~ Allow the Host Integrity check to pass even if this requirement fails

oK | Cancel Help

Click OK




The following window will appear
Click OK

) Host Integrity Policy i

g Host Integrity ~ Requirements

Policy

Overview When shou_l_d_ _Host Integr:rt_;_t_checks be_r_t_m on the Cli-e-l-li? _________
Regquirements & Always do Host Integrity checking
Advanced Seftings € Only do Host Integrity checking through the Gatewvay or DHCP Enforcer

" Only do Host Integrity checking when connected to the management server

" Never do Host Integrity checking

Host Integrity Requirements

+ | Name I Enable
= Wind HI Requir 1
Clients not updated for 3 days [V Enable
| sda. | [ Edt... ] [ Delete ] [ moveup
e

DE




Add Quarantine Policy for Default

Select Quarantine Firewall Policy and Click Next

() Add Quarantine Policy for Default

Select the type of policy you want to add and then click Next.

~Policy Types

Quarantine Virus and Spyware Protection policy

uarantine Firewvall policy

Quarantine Intrusion Prevention policy
Quarantine Application and Device Control policy
Quarantine Livelpdate policy

Quarantine Exceptions policy

Quarantine Firevvall policies are Firewvall policies that the client assigns when a client
computer does not meet Host Integrity requirements.

= Back




In Add Quarantine Policy for Default
Select Create a New Policy

Click Next

() Add Quarantine Policy for Default

You have chosen to add a(n) =Quarantine Firevvall policy=.

Select one of the following options.

" Use an existing shared policy

Uses an existing shared policy. If you edit the policy, the policy changes in all
locations using it.

' Creste a new policy|

Creates a new policy for this location.

" Import a policy from a policy file

Imports a policy that was previously exported. If you edit the policy, the policy
changes only in this location.

Cancel




After Clicking Next Firewall Policy window will get opened

() Firewall Policy

Firewall
Policy

Overview

Rules

Buitt-in Rules
Protection and Steafth
Windowys Integration

Peer-to-Peer Authertication Settings

Overview

Policy Name

Type a name and description for the policy.

Maximize YWindow

Palicy name: INeW Firewvall policy

Description:

[V Enable this policy

Created: admin
Last modified: February 21, 2012 10:50:53 &AM IST

Groups Using This Policy

This policy is non-shared and is only assigned to the Default location of the East group.




In Overview Add the name of the Policy

() Firewall Policy

AT _TEN L

Firewall
Policy

Overview

Rules

Buitt-in Rules
Protection and Stealth
‘Windowvs Integration

Peer-to-Peer Authentication Settings

Overview

Policy Name

Type a name and description for the policy.

Policy name:  [allow Administrator

Description:

[V Enable this policy

Created: admin

Last modified: February 21, 2012 10:50:53 AM IST

Groups Using This Policy

This policy is non-shared and is only assigned to the Default location of the East group.




In Rules Window Add Blank Rule

) Firewall Policy i
Firewall Rules -
Policy

Rules | Notifications

Overview
Firewall Rules i
B s TP R RER SRRV
o Firewvall rules allowy, block and log network traffic. You can add higher priority rules in the table below.
Buitt-in Rules
Protection and Stealth I Inherit Firewvall Rules from Parent Group i
Windowws Integration m[_En...] Name | Action | Application Host Service Log Severity
o _ 1| [ Ruled ©) Allow | X Any ¥ Any K Any =) None  5-Major
Peer-to-Peer Authertication Seftings 2 [~ Block IPvE @ Block ¥ Any X Any ﬁ Ethe... =) None  10-Minor
3 | [ Block IPv6 over IPv4 (Ter... 30 Block ¥ Any X sny € UDP...=) None  10-Minor &
4 | [V Block IPv6 over IPv4 (1SA... 30 Block ¥ &ny * Any ﬁ‘ IP:[41] =) None  110-Minor I
5 [V Allow fragmerted packets |(0) sllow 4K Any ¥ Any @ IPfir... =) None  10-Minor
6 7 Allow wireless EAPOL 0) Allowy 3 Any ¥ Any & Ethe... =1 None  10-Minor
7 | [V Allow Local File Sharingt... () Allow |3 Any |Z) Remet... &G} TCP:... =) None  10-Minor
8 | [v Block Local File Sharing |30 Block ¥ Any X any @ TCP. B Wite t...10-Minor [
& uoP....
9 [V Allow Bootp Allow ¥ Any % any € UDP.. =) MNone 10-Minor &
10 [ Allow UPnP Discovery fr... (0) sllow ¥ &ny [_E_' Remot... & UDP:... =) None  10-Minor B
11| [ Block UPRP Discovery 30 Block 3 Any X any € uDP.. g | writet...10-Minor &
12| [7 Allow Web Service requ... (0) Allow ¥ Any ] Remet... € TCP.... =) None  10-Minor ]
13| [ Block Web Service reque... 30 Block | Any X any @ TCP. g write t...10-Minor &
& uDP...
14| [V Allow LLMNR from privat... ) allow X Any ﬁ Remot... ﬁ UDP:... =) None  10-Minor ﬂ i
=] Remat...
4| il | }
[ Add Rule... ” Add Blank Rule ” Delete Rule “ v ) ” Move Down ‘




In Rule Select Host and Double Click on Host

rewall Policy

Firewall Rules
Policy
X Rules | Notifications
Overview
Firewall Rules
e
. Firewall rules allow, block and log network traffic. You can add higher priority rules in the table below.
Buit-in Rules
Protection and Stealth [ Inherit Firewvall Rules from Parert Group
Windows Integration No[En... Name | Action [ Application | Host [Service| Log |  Severity
o ) 1 [ Rue0 (©) allow | ¥ Any ¥ Any (¥ Any = None S5-Major &
Peer-to-Peer Authertication Settings 2 [~ BlockIPv6 50 Block ¥ Any % any @ Ethe.. =) None 10-Minor &
3 | [v Block IPv6 over IPv4 (Ter... 30 Block ¥ Any ¥ Any G UDP....=) None  10-Minor &
4 | [ Block IPv6 aver IPv4 (1SA... 30 Block ¥ Any X Any G IP[41] =) None  10-Minor
5 | [ Allow fragmented packets () allow ¥ Any X Any G IPfr... =) None  10-Minor
6 | 7 Mllow wireless EAPOL [(0) allow | X< Any ¥ any 4G Ethe.. =) None 10-Minor
7 | [ Allow Local File Sharingt...|(0) sllow |3 Any |Z) Remot... &G TCP:...|=) None  10-Minor
8 | [V Block Local File Sharing |30 Block | ¥k Any X any G TCP.. § ] wite t...10-Minor
& uoP...
9 [ Alow Bootp () Allow | ¥ Any ¥ any @ UDP....=)None 10-Minor &
10| [7 Allow UPRP Discovery fr... (5) Allow ¥ Any EJ Remot... & UDP:... =) None 10-Minor B
11| [7 Block UPrP Discovery (30 Block | ¥ Any X any G uDP.. g wite t...10-Minor ]
12| [/ Allow Web Service requ... () Allow | ¥ Any EJ Remot... & TCP-... =) None  10-Minor ]
13| [ Block Web Service reque... 30 Block ¥ Any X any @ TCP.... & \Write t...10-Minor B
& UoP...
14| [ Allow LLMNR from privat... (0) Allow X Any =) Remot... & UDP:... =) None  10-Minor -]
=) Remot...
< Ll |
| addrue.. || acumenkrue || DeteRue || | MoveDown |



After Double Clicking following Windows will be opened

In Remote Add the IP Address of the System in case the any system fails host
integrity test the system IP Address Added can access the Host Integrity Failed to
Access the System

() Add Host

Select the address for the host.

Address Type: IP address o "

Example: 192.168.0.23
P Address: 172« 31« 1. 100|

Cancel ‘ | Help

Click OK and Once Again Click OK



Host Integrity as the definition was not latest and the System will be disconnected

from Network

[ Status
Scan for Threats

| Change Settings
View Quarantine
View Logs

LiveUpdate...

W Status - Symantec Endpoint Protection

Status

There are multiple problems (2).

172.31.1.100
My Company\East
2{21{2012 11:35:50 AM

Network security compliance check failed.
Security compliance scan failed.
Click Details for more information.
Troubleshooting
Management
Versions
Debug Logs R
Windows Account General Information
Computer Server:
Connection Status Sioup:
Last Connected:
SNAC Status:

Security Policy Compliance:
Location Awareness:
Location:

Policy Serial Number:

Communication Settings

Policy Profile

Quarantined

Fail

Enabled

Default- >Quarantine
74B3-02/21/2012 06:05:16 634

[ Update ,I[ Import...

] [ Export... ]

Troubleshooting Data

Options

Options

Options

Options

- NN

Again Add Blank Rule in Firewall and Name it as Block



© FirewallPolicy 3

Firewall Rules
Policy
Rules | Notifications

Overview
Firewall Rules
e
" Firewvall rules allowy, block and log network traffic. You can add higher priority rules in the table below.
Buit-in Rules
Protection and Stealth [ Inherit Firewwall Rules from Parert Group
Windows Integration No[En..] Name | action [ application | _Host [Service| Log [  Severity
1 [ Allow Admin () Allow | ¥ sny =) Remot... ¥ Any =) MNone 5-Msajor &

Peer-to-Peer Authertication Settings [V Block () allow | ¥ Any X Any XK Any =) None  S-Major

|~ Block IPvE @ Block ¥ Any X Any ﬁ Ethe... =) None  10-Minor
[V Block IPv6 aver IPv4 (Ter... 3 Block | ¥ Any X any |G UDP:. =) None  10-Minor
Block IPv6 aver IPv4 (1SA... 30 Block ¥ Any X any G IP[41] =) None  10-Minor
[ Allow fragmented packets |(0) Allow 3 Any .../=) None  10-Minor
IV Allow wireless EAPOL ) allow 3 Any .= None 10-Minor
[V Allow Local File Sharingt... (5] Allow |3 Any =) None  10-Minor
[ Block Local File Sharing |00 Block | 3 &ny ... | wite t...10-Minor
Allow Bootp ©) sllow | ¥ Any -...=) None  [10-Minor

WD ;s WN
<l

K

11 [@ Allow UPnP Discovery fr... ©) Allow ¥ Any ... &G} UDP:..| =) None  10-Minor B

& UDP:... & | Wite t...10-Minor
... /& TCP:... =) None  10-Minor

... UDP:...

12 [V Block UPnP Discovery ® Block Any
13 [V Allow Weh Service requ... @ Allow | ¥ Any

ol

& TCP.... & | Wite t...10-Minor B

14| [/ Block Weh Service reque... 30 Block 3 Any

15| [ Allow LLMNR from privat... (O sllow 3 Any ...} UDP:..| =) None  10-Minor B
e [~]

] il L]
[ Add Rule... ” Add Blank Rule ][ Delete Rule " Move Up ” Move Down l




Select the Block Rule Right and in Action Select Block

Click OK

@© Firewall Policy ]

Firewall Rules -
Policy
i Rules | Notifications
Overview
Firewall Rules |
s
o Firewvall rules alloww, block and log network traffic. You can add higher priority rules in the table below.
Buitt-in Rules
Protection and Steatth I Inherit Firewvall Rules from Parent Group i
Windows Integration NolEn...| Name | action | Application | Host |Service| Log [  Severity
o _ 1 [ Allow Admin ) allow 3 Any =J Remot... ¥ &ny =) None 5-Major B
Peer-to-Peer Authentication Settings 2| [7 Block she X Any ¥ Any =) None S5-Major
3 [~ Block IPv6 © Allow % any € Ethe... =) None 10-Minor
4 | [7 Block IPvE over IPvd (Ter... l O Block ¥ any G UDP... =) None 10-Minor
5 | [7 Block IPv6 over IPv4 (SA... 3 O Ask ¥ Any G IP[41] =) None  10-Minar
6 | [V Allow fragmented packets Add Blank Rule ¥ Any @ IPfr... =) None  10-Minor
7 7 Allow wireless EAPOL Add Rule ¥ Any ﬁ Ethe... = | None  10-Minor
8 [ Allow Local File Sharingt...|( |Z) Remat... G TCP.... =) None  10-Minor
9| [7 Block Local File Sharing Deletelule X any @ TCP... | witet...10-Minor
10| [ Allow Bootp 4 copyRue ¥ Any € UDP...|=)MNone  10-Minar
P Rule
Move Up
11| [ Allow UPP Discovery fr... (|  Move Down .G UDP... 10-Minor B
Import...
12| [ Block UPnP Discovery Export... ... 10-Minor ﬂ
13| [ Allow Web Service requ... 10-Minor B i
14| [7 Block Web Service reque... 3 Block |3 Any ... 8] wiite t...10-Minor B
15| [ Allow LLMNR from privat... () sllow 3¢ Any 10-Minor B
< Tt D] I
addRue.. || sddBenkRue || Deeterue || Moveup || Movepown |

Click OK



