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Introduction: Top Ten Web Threats
The worldwide web is a fantastic business resource but, without proper protection and management, it is also a source of

danger and unnecessary expense for small and medium-sized businesses. Based on a survey of 273 IT managers, we

reveal the top ten web threats to business and outline a solution that uses Security Safeguard.cloud.

The internet future has arrived. In the US, 61 percent of households have internet access and access the internet almost

every day1. A current FIND/SVP American Internet User Survey estimates that there are 27.7 million adult Internet users

who currently use one other Internet application besides e-mail2. It’s the same at work. Nearly all American companies

have a connection to the internet and employees expect to have internet access at work just like they do at home.

Business Challenges
Allowing employees internet access raises real challenges for IT managers who have to protect the business against

malware, keep internet bandwidth available for legitimate business needs and enforce acceptable use policies for the HR

department. Managers everywhere must also find a balance between allowing reasonable personal internet use at work

and maintaining productivity and concentration in the office.

Web threats fall into two main categories. First there are the things that employees do online – like visiting infected

websites. Then there are the challenges and difficulties facing IT managers when it comes to managing web use in a

secure and efficient way.

The Top Ten Issues
We surveyed 273 IT managers to find out what kept them awake at night and what challenges they faced. The top ten

issues were:

1. Time-wasting on social networking and similar sites (86 percent)

2. Enforcing acceptable use policies (53 percent)

3. The ability to monitor employee web use (52 percent)

4. Keeping security systems up to date with patches and signatures (49 percent)

5. Legal risks such as employees visiting inappropriate websites (44 percent) and the accidental disclosure of

confidential information online (57 percent)

6. Keeping internet bandwidth free for legitimate business use (44 percent)

7. Protecting remote and home workers (42 percent)

8. Employees using unauthorised web-based applications (42 percent)

9. Protecting the organization against spyware and malware (40 percent)

10. Protecting multiple offices and locations (19 percent generally but 76 percent among companies with 500 or

more employees)

This report looks at each of these concerns to understand the business issues and to propose solutions based on

Symantec.cloud.

1-2007 US Census Data, http://www.census.gov
2-http://www.networkworld.com/news/2007/050707-employee-web-use.html
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Symantec MessageLabs Security Safeguard.cloud
The number of threats and their diversity may be the biggest problem of all. Historically, companies have identified a

problem and either accepted the risk or bought a point solution to address it. Many corporate data centers have separate

servers for spam filtering, malware protection, web filtering and so on. Each new box adds to the IT department’s cost

base and management overhead. They rarely play well with one another and each one requires a different set of skills to

maintain.

In contrast, Security SafeGuard.cloud provides an integrated system where each piece – web filtering and security, email

protection and so on – complements the others and shares the same management portal and reporting capabilities. There

is no hardware or software to buy. No new boxes for the data center or server room. Just a fixed, predictable per-employee

fee.

When IT managers are asked to protect company data, prevent virus infections, support HR policies and guarantee

bandwidth and service levels, Security SafeGuard.cloud is an essential tool.

To understand more about Security Safeguard.cloud, visit our website or request a free trial at

https://www.messagelabs.com/trial
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About Symantec.cloud

Symantec.cloud uses the power of cloud computing

to secure and manage information stored on

endpoints and delivered via email, Web, and instant

messaging. Building on the foundation of

MessageLabs market leading software-as-a-service

(SaaS) offerings and proven Symantec technologies,

Symantec.cloud provides essential protection while

virtually eliminating the need to manage hardware

and software on site.

More than ten million end users at more than

31,000 organizations ranging from small

businesses to the Fortune 500 use Symantec.cloud

to secure and manage information stored on

endpoints and delivered via email, Web, and instant

messaging.

Symantec.cloud helps IT executives to protect

information more completely, manage technology

more effectively, and rapidly respond to the needs

of their business.

For specific country offices

and contact numbers, please

visit our website.

Symantec.cloud North America

512 7th Ave.

6th Floor

New York, NY 10018 USA

1 (646) 519 8100

1 (866) 460 0000

www.MessageLabs.com

Symantec helps organizations secure and manage
their information-driven world with security
management, endpoint security, messaging security,
and application security solutions.

Copyright © 2010 Symantec Corporation. All rights
reserved. Symantec and the Symantec Logo are
trademarks or registered trademarks of Symantec
Corporation or its affiliates in the U.S. and other
countries. Other names may be trademarks of their
respective owners.
1/2011 21167357

http://www.symantec.com/business/solutions/solutiondetail.jsp?solid=sol_security&solfid=sol_security_management
http://www.symantec.com/business/solutions/solutiondetail.jsp?solid=sol_security&solfid=sol_security_management
http://www.symantec.com/business/solutions/solutiondetail.jsp?solid=sol_security&solfid=sol_endpoint_security
http://www.symantec.com/business/solutions/solutiondetail.jsp?solid=sol_security&solfid=sol_messaging_security
http://www.symantec.com/business/endpoint-protection-for-windows-xp-embedded
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