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Symantec Endpoint Security v/ Symantec.
The Most Complete Endpoint Security Solution
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HOMOGENOUS ENDPOINT SECURITY AND MANAGEMENT FOR A HETEROGENOUS WORLD
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Modern Threats increasingly Fileless/Script/Content/Web based and Targeted

LLLLLLLLLLLL ENTERPRISE MOBILE NUMBER OF AVERAGE NUMBER

RANSOMWARE RANSOMWARE ATTACK GROUPS OF ORGANIZATIONS
USING DESTRUCTIVE TARGETED BY EACH
MALWARE ATTACK GROUP

WEB ATTACKS OVERALL
RANSOMWARE

MALICIOUS EMAIL POWERSHELL

FORMJACKING ATTACKS

SUPPLY CHAIN
ATTACKS

7 MINUTES IS ALL IT TAKES TO ACHIEVE TOTAL ENTERPRISE DOMINANCE '

Source: Symantec ISTR 2019



Advanced Persistent Threat Example v/ Symantec.

Emotet continues to evolve

- Uses weaponized Word Doc to launch Powershell

-  Downloads Tricbot, Connects to C&C

- Steals credentials from Active Directory, moves laterally
- Drops Ransomware payload
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Securing Endpoints from Advanced Threats v/ Symantec.

The Need for Proactive and Continuous Protection

Breach Prevention,
Detection and Response

Attack Surface Reduction Attack Prevention

Apply Allow/Block policies Malware prevention for Prevent lateral movement
PC, macOS, Android, iOS from compromised devices

Apply run restriction policies

Secure cloud connections EDR: Threat hunting
Patch Vulnerabilities of users everywhere and incident response

Where most of the industry is focused currently

What you need to address the current threat landscape

Adaptive Security for Advanced and Persistent Threats
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Securing Endpoints from Advanced Threats v/ Symantec.

Breach Prevention,
Detection and Response

Attack Surface Reduction Attack Prevention

Application Control Symantec Endpoint Protection Threat Defense for Active
Directory

Application Isolation SEP Mobile

Endpoint Detection

Vulnerability Remediation / Cloud Connect Defense and Response

Patching

Single Agent: Symantec Agent
Single Console & Platform: Integrated Cyber Defense Platform
Symantec Managed EDR and Cyber Security Services

Global Intelligence Network

Adaptive Security for Advanced and Persistent Threats
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...Covering the entire MITRE ATT&CK Framework v/ Symantec.
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Application Isolation Threat Defense for Cloud Connect Defense
Active Directory
Known
Good ' App Control

DEFENDING THE ENTERPRISE ACROSS THE ATTACK CHAIN AND THREAT SPECTRUM

Anti-malware

Hardening
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...Delivered Through a Single Agent and Console v/ Symantec.
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Protection Across Multiple Operating Systems v/ Symantec.

/\\ Windows (7, 8.1, 10): 62%

Linux: 1%

Android: 4%

i0S: 11%

macO0S: 22%

DELIVERING BROAD PROTECTION ACROSS A WIDE SPECTRUM OF OEPRATING SYSTEMS

L . . . . . ) ) 11
Source: Distribution of Operating Systems among Enterprise Endpoints WW as of 2017, Statista ~ Copvrie ht © 2018 Symantec Corporation SYMANTEC PROPRIETARY- LIMITED USE ONLY




Deepest and Broadest Protection v/ Symantec.

Enabling Diverse Use Cases Requiring Diverse Protection

Corporate Managed — Traditional & Modern Modern Lightly Managed Unmanaged

Intermittently Fixed Function Connected Connected
connected Traditional Modern

Antimalware ‘ High variability, frequent updates
7\
=)

Low variability, infrequent updates Hardening

12
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Symantec Integrated Cyber Defense Manager (ICDm) v/ Symantec.

Symantec Integrated Cyber Defense Manager (ICDm) is a cloud-based intelligent security management console
and framework for Symantec’s Integrated Cyber Defense Platform. ICDm combines analytics, task-based

recommendations, workflow automation and open interfaces for data, detection, remediation and
management and delivers unified visibility and control to protect enterprises from sophisticated threats.
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Integrated with Symantec and Third Party
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v Symantec.

Thank You!




