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What is covered in this Whitepaper

This whitepaper is intended for those that are migrating to version 12.1 of the Symantec Endpoint
Protection Manager (SEPM). This whitepaper will provide guidelines and considerations for
activities before, during and post migration.

These guidelines are meant to supplement to your knowledge of Symantec Endpoint Protection
Technologies. For information about what is new with Symantec Endpoint Protection 12.1 please
refer to the following URL

if you are lacking general knowledge of Symantec Endpoint Protection it is strongly recommended
that you engage Symantec Consulting services for additional support.

Although migration from earlier Symantec Endpoint Protection versions is possible, this
whitepaper will focus on migration from Symantec Endpoint Protection version 11.x to Symantec
Endpoint Protection 12.1

Areas Covered:

e LiveUpdate Administrator (LUA)

e Enforcer Migration

e Replication

e Migrating Symantec Endpoint Protection 11
e Group Update Providers (GUPs)

Before Migrating

Before migrating it is important to understand what impact the process will have to your
production systems. Please note the following:

e Symantec Endpoint Protection Managers
0 Perform a database backup for each site
0 Inventory your policy managers
= Review the system requirements for SEP 12.1 and confirm that your
systems still meet the hardware and software requirements
= Ensure that you have enough disk space for the migration
e The SEP 12.1 SEPM upgrade installer requires 3 times the current
database size (sem5.db) if upgrading from pre-12.1 SEPM with the
embedded database only
= Obtain an up to date architecture inventory of your production systems
=  Know how many SEPMs you will be migrating
= Which sites are replicating
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Notes:
e SEP 11.x management software cannot manage SEP 12.1. If you plan to use both in
your environment, you will need two separate management programs, one for SEP 11
policy managers and one for SEP 12.1 policy managers.

e LiveUpdate Administrator
0 Where are they and how many are deployed?
0 Obtain a copy of LUA version 2.3

e Enforcers
0 It will be necessary to shut down the SEPM service during the migration period
= Understand that Enforcers need SEPM to authenticate client GUIDs, plan
accordingly. See the Implementation guide about how to set ‘local
authentication’ while the SEPM is migrating.
e Command for enabling Local Authentication
0 Enforcer(advanced) local-auth enable
0 Inorder to have the Enforcers functional after migration you will need to have a
new version of the SNAC.XML file. This file is typically located on the SNAC DVD
distribution disc
e Llicensing
0 With the introduction of Symantec Endpoint Protection 12.1 Licensing is enforced.
Be sure to have a valid license file or license code from Sales / Enterprise Support
e Client Software Settings
0 Be advised that when you are ready to migrate your clients to 12.1, these clients
will require a reboot to install the new drivers.
0 11l.xclients will report and will be managed by SEPM 12.1
= Immediate migration of your clients is not necessary
= Transitioning to 12.1 client software should proceed after proper testing is
done with a cross section of your user base
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Migration

LiveUpdate Administrator (LUA)

Update your LUA servers to version 2.3. This version has been updated to include content updates
for 12.1 SEPM and Clients. Performing this step will ensure that your clients and SEPMs will
receive 12.1 content once you’ve upgraded them, especially if your SEPMs retrieve content
updates from LUA directly.

Enforcers

In the section ‘Before Migration’ you were informed that any Enforcers would not be able to
authenticate clients during the migration down time.

For the reason stated above you will need to disable SEPM/Client Authentication and enable ‘Local
Authentication’ for each Enforcer appliance. See the command below for this function and refer
to the Enforcer documentation if unsure you are able to perform this task.

e Command to Enable Authentication on the Enforcer
i. Enforcer(advanced) local-auth enable

Note: At the end of the migration you will be reminded to disable ‘Local Authentication’.

SEPM
Note: Please review the section “Before Migrating” before performing the following steps.

Items to cover:
e SEPM upgrade from existing SEPM (v11.0)
0 Using existing embedded database
0 Use existing SQL server used by SEP 11

Outline of Procedures
e Disable Replication

e Backup Your Database

e Stop SEPM Services for each Policy Manager Installed
e Upgrade each Policy Manager

e Upgrade each Policy Manager at each other site

e Enable Replication

e Disable ‘Local Authentication’ on Enforcers

e Upgrade clients to 12.1
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Disable Replication

Log into the SEPM at one of your sites and Click on the ‘Admin’ tab
Select Servers

Expand the ‘Replication Partners’ listing

Select a partner

Right Click and Delete

vk wnN e

®Symantec Endpoint Protection Manager Console

[)) Symantec™ Endpoint Protection Manager Refresh |
@ View Servers &% Management Server
8 Servers
Home
o a@a Local Site (Site jr-gftyhg99)
5 sePm-NETA Partner Matne: SEPM-MET-2
I@ & ir-aftyhgas Partner Description:
Manitors E? ErETr Replication Management Server List: 172.31.31.50
GIA-ENF .
. 5"* ® Auto Synchronize: Mo
f‘% [§ Lanenr o
: L @ Enforcer Log Replication: Mo
[EEpmis EE Replication Partners Replication Frequency: Daily
L & sEPmd e Oh:0m
S i Replicate Harw lication: Thursday, July 14, 2011 12:04:37 AMEDT
Policies Cancel Replication lication Server: 17231317
- Check Certificate Succeeded
FG Add Existing Replic{  Edit Properties
98 Delete Replication Pariner
=i &‘, Replicate Mow
B Check Certificate
% Q’ Edit Replication Partner Properties
Admin
Administrators
Domains uly 13,2012 6:43:36 PM EDT: System administrative logs have been swept. [Site: Site jr-aftyhg99] [Server: SEPh
Lily B:42:33 PM EDT: LUALL EXE has been launched. [Site: Site jr-gqftyhg99] [Server: SEPM-MET-1]
SIS §:42:33 PMEDT: LiveUpdate started. [Site: Site jr-ftyhg39] [Server: SEPM-NET-1]

Install Packages | B |

Database Backup

During the migration you will be prompted to back up your database. At this stage you can
perform a database backup manually through the SEPM database function and this will prepare
you for migration, otherwise you will need to perform a backup during the migration process
as stated above.
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Stopping the SEPM Service

1. Stop SEPM Services on Policy Manager
a. Viaservices or the command line with:

C:\>net stop “Symantec Endpoint Protection Manager”

Upgrading the SEPM

1. Locate and run the ‘setup.exe’ located in the root folder of the DVD distribution

2. On the first welcome screen click “Install Symantec Endpoint Protection”.

1)
qp Symantec™Endpoint Protection 9 symantec.

Read This First
Provides an overview of the installation flow, tutorials and support information

Install Symantec Endpoint Protection
Installs antivirus and firewall protection, management, and reparting components.

Install Other Administrator Tools
Installs optional advanced management components

Exit

Note: Please Review the Release Notes included with the DVD via the ‘Read This First’ selection

3. On the next screen click “Install Symantec Endpoint Protection” This will install the SEPM
12.1 software.

iaix
W SymantecEndpoint Protection 9 symanec.

Install Symantec Endpoint Protection
Installs the management server and console, and deploys managed clients.

Install an unmanaged client
Installs a client that will not be managed by the management server.

Return to Main Menu
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System Requirements will be checked.

i'\% Symantec Endpoint Protection Manager ;Iglil

Welcome to the Installation Wizard for Symantec Endpoint
Protection Manager

Symantec Endpoint Protection Manager Setup is preparing the Installation Wizard
wihich will guide vou through the program setup process. Flease wait,

Computing space requiremnents

v Symantec.

= Back [dext =

4. Click “Next”

i'é Symantec Endpoint Protection Manager 1'

Symantec Endpoint Protection Manager

The Installation Wizard will perform the Follawing steps:

Install the management server and console
Corfigure the management server
Create the database

Migrate from a previous version if required

Install clients

Click Mext ko begin.

jsymantec WARMING: This program is protected by copyright law and international treaties,

< Bacl Cancel |

you then see the following read and confirm then click “Next” again

i'é" Symantec Endpoint Protection Manager 1'

Before installation vou must close the Following applications:

- Symantec Endpoint Protection Manager Remaote Consals
- Symantec Endpoint Protection Manager Web Console

- Management Server Configuration Wizard

- Migration wizard

- Database Backup and Restore Wizard

Alsa make sure that you daose any of these applications that are running in a
remote desktop session,

v Symantec.

< Back Cancel
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5. Select “l accept the terms in the license agreement” and click “Next.”

6. As mentioned earlier, you now have the opportunity to perform a ‘Database Backup’.
Additionally you will need to enter the credentials of the database. Enter the credentials
and click on ‘Next’.

i'e!:" Symantec Endpoint Protection Manager 5I

Symantec Endpoint Protection Manager Database Backup /S
ymantec.

As part of the upgrade ko SEPM the database schema and settings will be upgraded.  This upgrade requires your
SQL Server system administrator credentials, These credentials will not be retained.

It is recommended that wou first make a backup of vour Symantec Endpoint Protection Manager database if vou
hawve not done so recently,

Backup Database Mow. .,

Authentication Mode! Windows Authentication

User Mame ||

Password I

< Back I Mext = I Cancel

7. Checkpoint - When ready click on ‘Install’.

i'é'- Symantec Endpoint Protection Manager 5[

Ready to Install the Program J
Symantec.

The wizard is ready to begin installation.

The installer has determined that vour system meets the installation requirements For disk space, CPU and RAM.
Click Install to begin the installation,

IF wou want to review or change any of your installation settings, click Back, Click Cancel to exit the wizard,

< Back Cancel
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8. Click ‘Next’ to start the ‘Upgrade Wizard’

i'.‘% Symantec Endpoint Protection Manager 5'
Management Server and Console Installation Summary
@ The Installation Wizard has successfully installed Symantec Endpoint Protection

Manager. Click Mext to begin the upgrade wizard.

4 Symantec.

9. Upgrade Wizard Start Screen Appears, click ‘Next’

@Hanagemenl: Server Upgrade =1zl x]

o
@ Welcome to the Management Server Upgrade Wizard

This wizard helps you updrade the management server from a previous
wersion.

- Upgrade Server to 121 871 4971

szmantec. | =Back \ Mext = J | Cancel
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10. Reporting and Web Services Ports. Please review the documentation if you have any
guestions about these ports. If no changes are required click ‘Next’

@Management Server Upgrade = | |m] ﬂ

@ Specify the port numkbers to use for reporting and for Weh services. Make sure

that these pors are not blocked by & firgvwall.

Repaorting port: “3445 |

Wieb services port: |3444 |

/symantec‘ <gack || wed= | | canca

11. Database Maintenance Options (New!) — An administrator can now have control over
these database maintenance tasks. If the administrator wants to have their database
team perform these tasks then uncheck these settings. If not certain about these you can
change the settings within the SEPM console post migration. Click ‘Next’.

@Management Server Upgrade = | Ellil

@ Select the databaze maintenance tasks that you want to run. You can alzo set

up these tasks in the management console.

[V Truncate the database transaction log every 4 hours.
Thiz sefting may not be compatible with vour databasze backup policy . If
Symantec Encpoint Protection Manager manages your database backups,

choose this option. Ctherwise, we do not recommend it

¥ Retwild the detabase indexes weeekly st 2200 on Sunday

jsvmantec‘ = Back “ Mexd = ] | Cancel
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12. Data Collection - You can opt to submit anonymous system information and information
about how you use this product to Symantec to help Symantec analyze and improve the
functionality of its endpoint security solutions. Make your selection and click on ‘Next’

nagement Server Upgrade — IEIIiI

Data Collection

“ou can opt to submit anonymous system informstion and information about how el
yiou uze this product to Symantec to help Symantec analyze and improve the
functionality of it endpoint security solutions. Such information may include
information regarding installstion of the Licensed Software, information on
potential security risks as well as URLs of webstes visted that the Licensed
Software desms potentially fraudulert, portable executable files that are identified
as malware information on servers, hosts, sftacks, system traffic and database
management and other information used for purpozes of analyzing and imgproving
the functionality of Symantec's products. The Symantec Endpoint Protection
Manager periodically sends this data to a Symantec server using S5L encryption.
The collected information may be transferred to the Symantec aroup in the United
States or other countries thet may have less protective data protection standards
than the region in which you are situsted (including the European Union), but
Symantec has taken steps sothat the colected information, if transferred,
receives an adequate level of protection. Symantec may disclose the collected
information if asked to do =0 by a law enforcement official as required or
permitted by law or in response to & subpoena or ather legal process. In arder to
promote avwareness, detection and prevention of Internet security risks,
Symantec may share certain informstion with research organizations and other
security software vendors. Symantec may alzo use statistics derived from the
I Yes, |would like to help optimize Symantec's endpoint security solutions by
submitting anonymous system and usage information to Symantec.

szmantec. | = Back ” et = ] | Cancel |

13. Server Upgrade Status. Note that the database schema has changed with this version of
SEPM. Click on ‘Next’

RIS

Server upgrade status

Thiz process can take a long time to complete.

I 100% |

Initizlizing...Done

Upgrading Database Schema...

Databaze has been upgraded to the latest schema

Importing Packages ...

Adding Symantec Endpoirt Protection version 12.1 6714971 for
WAINIZEIT...Done

Adding Symantec Endpoint Protection version 12.1 671 49741 for
WING4BIT .. Done

Acdding Symantec Endpoint Protection version 121 .671.4971 for Mac...Done
Upgrading templates ...

Starting syncCatalog.. Done

Upgrade Succeeded

v/ Symantec. [rex> ]
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14. Upgrade Success — Please review the important notes, especially about your license
period. Your license or SLF file can be imported from the main menu by selecting ‘Admin’
and then ‘Licenses’. Additional details on importing your license file can be found within
the documentation. Click on ‘Finish’

@Management Server Upgrade - | Ellll

@ Upgrade Succeeded

Two important notes:

Symantec Endpoint Protection client software iz not installed with the
manager. To protect the computer on which Symantec Endpoint
Protection Manager is installed, you must alsa install Symantec Encpoint
Protection client software.

e

® “Your upgrade has a 241 -day temporary license. You will need a new
12.x =erial number to activate your 12.x product.

More Details

[V Start the Symantec Endpoint Pratection Manager

v/ Symantec. [_rrisn ]

15. Login Screen Presented

v Symantec.

Symantec™
UD Endpoint Protection Manager

Uszer name: | |

Pazzward: | |

Server, ISEPI-ET-1:8443 =]
Eorgot your password?

|_togon || et || optenss |

Copyright @ 2011 Symantec Corporation. Al rights reserved.

Note: SEPM Version 12.1 supports both 11.x and 12.1 clients. Have a migration plan of
testing and implementation of the new 12.1 features that include a cross section of your
client population.
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Disable Local Authentication on Enforcers

At this point assuming you have finished the steps above for the migration of the SEPMs in your
environment. It is now time to re-enable the authentication mechanism on each of your
Enforcers. See the command below for this function and refer to the Enforcer documentation if
unsure you are able to perform this task.

e Command to Disable Local Authentication on the Enforcer
i. Enforcer(advanced) local-auth disable

Enabling Replication

We've disabled replication for the migration process. The migration process is now complete so
we must return and add our replication partners.

Login and click on the Admin Tab

Select Servers

Right Click and select ‘Add Replication Partner’
Fill in the appropriate information

Click on ‘Next’

(i} symantec Endpoint Protection Manager Console

([J)' Symantec™ Endpoint Protection Manager

vk W e

Refresh | Abouw

= o ,
ﬁ View Servers } 5 Replication Partners
o (& cweenF =]
L @ GAW-ENF @Specify Existing Replication Partner Wizard il x|

Remote Site Information
Specify the site where you wwant to replicate data.

L@ LanenF
@ L ﬁ Enforcer L]
58 Replication Pariners a
- &5 Remote Stes Eriter the remate server IP address or name:

[sEPM-ET-2 |

f_% & B cEPMNET2
5 jr-ottyhoss
L jr-oftyhgas

_ﬂ Replication Partners
E = L B sitejrgttyhgas =
[

Erttet the remote server port numier:

o243

Erter the System Administrator name and password:

Poiicies Mame: |admin |
Tasks
. Password | ****** | |
ﬁ; Aodd Existing Replication Partner
Bodmin
Administrators
Domains uly 13, 20
T uly 13, 20 @
Servers 2 by 13, 20
Install Packages E: = Back ||| Mext = d | Cancel
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6. Fill in scheduling information

@Specif\r Existing Replication Partner Wizard

x|
Schedule Replication .
Set up the replication schedule. ’ ’ ©
You are trying to add SEPM-MET-2 as vour Replication Partner. ou must
et up a replication schedule.
Schedule
[ Autoreplicate
Replication Freguency: |Daily E”
Start Time (GMT): Hr. Min
Day of Week: |Sunday |L||
= Back ” Mext = ] | Cancel
7. Select Data for Replication
@5pecif‘y Existing Replication Partner Wizard |
Select Data to Replicate , .
Specify whether or not to replicate log files, client packages, or LiveUpdate contert ’ '

Do wou want to replicate logs?

- Replicate logs from the local site to this partner site
- Replicate logs from this partner site ta the local ste

Do wou want to replicate client packages and LiveUpdate content?

= Replicate client packages and Livelpdste contert between the
local site and partner site

= Back “ Mext = l | Cancel
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8. You will then be prompted with the message below. Selecting ‘No’ will replicated only the
delta from the last replication (recommended selection)

Specify Existing Replication Partner x|

':E_; Did vou restore the database on the replication partner site? If you click Yes, all data on the replication partner iz merged with the local site.
= If wou click Mo, only the data that changed since the last successful replication iz merged with the local site.

[

9. Click finish to complete

@Speci[y Existing Replication Partner Wizard jl
Complete the Specify Existing Replication Partner Wizard

You have successfully completed the steps needed to add an existing
-l replication partner.

, symantec.

To complete this wizard, click Finish.

<gack || Fnsh | | conce
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10. Verify Replication is successful. Depending on your individual situation you may want to
wait for the schedule to activate a replication process or initiate a replication process ‘on-
demand. The following screenshots show how to verify the status of replication.

The logs for the System/Server activity is where you should start. Click on Monitors and
then select the ‘Logs’ tab.

@ | Summary | Logs | Command Status | Notifications

Home | System Logs: Server Activity
What type of log would you like to see?

@ Log type: | System El

hontars —
B Log content: | Server Activity El
Use a saved fiter: | Default El
REeportz ] ]
What filter settings would you like to use?
E Time range: Past 24 hours El
Policies

Following this you should be able to view entries similar to the ones shown below.

[ Export Detaile

Time Event Type Site Server Severity Description

Retrieval of local changed

07142011 . - Retrieval of local changed data for replication requested
102955  [data for remote site FEEahho R SEEMEL R by remote server 172.31.31.50 finished successfully!
finished successfully
Retrieval of local changed . -
07142011 . - Retrieval of local changed data for replication requested
10:29:46 i?;i;ﬁr remote site Site jr-qftyhgs9 [SEFM-NET-1 - Info by remote server 172.31.31.50 started.

07/14/2011 |Replication finished
10:25:45 successfuly
07/114/2011 |Replication data is
10:28:34 received
071412011
10:28:20
07/14/2011  |Replication from remote
10:28:20 =ite started

071412011
10:27:54

Replication from remote site SEPM-NET-2 to local site Site jr
qftyhgS9 finished successfully

Replication data from remote site SEPM-NET-2 is received
by local site Site jr—gftyhgs9

Certificate matched Site jr-qftyhg%3 |SEPM-NET-1 Info Got a valid Certificate.

Site jr-qftyhg®9 [SEPM-NET-1  [info

Site jr-qftyhg39 [SEPM-NET-1 [Info

Replication from remote site SEPM-NET-2 to local site Site jr
qftyhgS9 being initiated

Certificate matched Site jr-qftyhg®3 |SEPM-NET-1 Info Got a valid Certificate.

Site jr-qftyhg39 [SEPM-NET-1 (Info
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Group Update Providers (GUPs)
Group update providers will continue to deliver content to 11.x clients. As a consequence of

reporting into the newly migrated SEPM running 12.1, these GUPs are now capable of delivering
12.1 content as well. The GUPs will be updated as these clients are upgraded to 12.1.

Virtualized Environments

A Best Practice Whitepaper entitled “Best_Practices_v1.00.pdf” can be found at the following
location.

https://symigforpartners.com/sites/sdrk/es/Service%200ffering%20Library/Supplement SEP Virtualizatio
n_Best Practices v1.00.pdf
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