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1. Select the asset that you wish to begin application whitelisting and

begin

software by right clicking and selecting Get applications data.

iTs

an inventory of

@Loczlhost Server - Symantec Data Center Security Server 6.0 B S

@ Symantec™ Data Center Security: Server

Preferences Support

Help Logout

. Assets l Policies E [ - Monitors ||} Reports = Admin
Network Prevention Detection Malware Protection
Asset Groups .
B Prevention Assets
2 Policy Polic
A
Asset Config Groups 2 Edit Policy Apply Policy Clear Policy Properties Search Refresh
2 Configuration
‘ ‘ Name - IP Address Policy Version os ‘ Last Conta«
Common Config Groups 2 ) )
@ ¥ windowsT 06 sym_win_null_sbp v5.0.0 r12 6.0.0.604 Windows 19-Jun-2015
%P Common Configuration | & Edit Policy [ —
(] applyPolic ‘ [ ] |
Filters 2 C’IJD Y o Y
S ONCY, Page 10f1
Y AllNodes S ¢
ave ed Polic
Y windows Nodes b ]
Y Solaris Nodes ¥ vetai 7 Move To...
Y Linux Nodes Details for Win
Group Details 2 General | Polici Rename fecent Events | History
No Details Source Machine Get Appliﬁtions Data |pe Severity Description
/\ Windows 7 Test @ Refresh :ss Warning File Write Denied for SISIPSSERVICE.EXE on C:\Program Files ... %
[5\ Windows 7 Test D Properties hssignment Warning Process Assignment for SOFFICE.EXE to deny_ps [
/\ Windows 7 Test Box 19-Jun-20151... File Access Warning File Write Denied for TASKHOST.EXE on C:\Users\symsa\App.
/\ Windows 7 Test Box 19-Jun-20151... File Access Warning File Write Denied for TASKHOST.EXE on C:\Users\symsa\App
/\ Windows 7 Test Box 19-Jun-20151... Process Assignment Warning Process Assignment for EXPLORE EXE to deny_ps
£\ Windows 7 Test Box 19-Jun-20151... File Access Warning File Write Denied for SISIPSSERVICE.EXE on C:\Program Files
ﬁ\ Windows 7 Test Box 19-Jun-2015 1... Process Assignment Warning Process Assignment for WMPSHARE.EXE to deny_ps =
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2. Navigate to the policies tab and locate the sym_win_whitelisting policy. Copy it to the local
workspace folder and rename it to your desired policy name. After complete, drag the policy to the

required Workspace folder.

6.0.0

Windows

(]
'

C;\‘ sym_win_targeted_prevention_sbp Prevention Policy

6.0.0 Windows Prevention Policy

O sym_win_wh rte[gtin g_sbp

3. Navigate to the required Workspace folder and open the new policy and immediately disable

prevention for this policy

ﬂ Prevention Disabled
NS
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4. Select Application Rules.
@ Frevention Disabled

Adjust your policy settings

@ Policy Settings
Protection Strategy
Trusted Updaters

Appiication Rules
Polit_/Quick Links

5. Click add.

Refresh | About

Home Application Rules

Application Rules 3
Define application behavior on the system. Behavior for remaining applications is defined by policy strategy.
Name Reputation Sandbox I | Applications Rules Configuration
This page shows ordered list of application rules.
You can add, edit or remove application rules in
this list. You can specify how applications are
protected on the system by configuring their
behavior.
t
A et [ oerete HEEE
Apply | I OK | I Cancel
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6. Select predefined applications and click next.

@@ Add Application

® Predefined Applications
Select applications to add to application control rules.

) Application
Specify application details to define new application control rule.

O User

Specify user to define new application control rule.

) Group
Specify group to define new application control rule.

) Directory
Specify directory location to define new application control rule for applications located in the directory.

) Publisher
Specify publisher to identify applications published by this publisher.

X|

Back " Nﬂg I | Cancel

7. Type agent:%IP_ADDRESS% in the search bar to filer the list of applications to only those
installed on the client you are whitelisting. In this example, OpenOffice is selected. Click Add to

create the application rule.
€3 Add Application

X

@addapplication
Select applications ;

| & agent10.0.06 0| Fiter: IAII |v|
| lName lCompany IReputation |Agent Counts |

L & lJava-jre7 Oracle Trusted 1 @ -
[ f Microsoft .NET Framework NGEN v... Microsoft Trusted 1 ®
E] r Microsoft .NET Framework NGEN v... Microsoft Trusted 1 ®
D r Net.Tcp Port Sharing Service Microsoft Trusted 1 ®
[] & nNetiogon . @' Pending 1 @ _
O B Office Source Engine - @' Pending 1 ® =
[:] r Office Software Protection Platform Microsoft Trusted 1 @
T OpenOffice 4-peogram - Trusted 1 ©)
D r Oracle-JavaFX 2.1 Runtime Oracle Trusted 1 ®
[] r Patch Management Agent (7.5.1597... Symantec Trusted 1 ®:
4] T DI

Page 1 of 1
Back | Add | | Cancel
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8. Double click the new application rule to review the contents.

Home Application Rules

7/

-

iITs

Refresh | About

8

he "Maximum

¥

Applicatio sy x|
Define applica
Application name: % |Open0fﬂce 4-program |
Name
Description:
T OpenOft
Version:
Process List: %
Program Path - Arguments User Name Group Name Publisher Name
%programfiles%\OpenOffice 4\program\*.exe
Add_| Edit | Delete [%
| Ok " Cancel
Add Edit | Delete [Z]-]~]=]

9. Change the sandbox type to “Fully open sandbox with self protection enabled”.

e e e R I St B L B

Sandbox

Fully Open Sandbox with Self Prote... ¥
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10. Commit change by selecting Apply and type the relevant notes. Click Submit and then click OK

to exit the policy editing window.

Refresh | About

ome Application Rules I
Application Rules =
Define application behavior on the system. Behavior for remaining applications is defined by policy strategy.

Name l Reputation ‘ Sandbox | | OpenOffice 4-program
1l OpenOffice 4-program Trusted Fully Open Sandbox with Self Prote... ¥ This application will be protected by the ‘Fully
0X.
Write a policy change description: % nition ¥
{Allow open ofﬂcel im
Policy settings changed by symadmin at 19-Jun-2015 19:48:17 UTC
& jat
w
W
Revision number |88 \ w
w
w
w
w
W
w

[ aga | ear ] vetete | El-I-=]

w
Apply | [ OK | | Cancel

11. Apply newly modified policy to required assets and ensure the policy is applied.

Prevention Assets

IPolicy
Edit Policy Apply Policy Clear Policy Properties Search Refresh
I I Name - IP Address | Policy Version I 0s I Last Contat
Q¥ % Windows 7 Test Box 10.0.0.6 Test Application Whitelisting v6.0.0 r38 6.0.0.604 Windows 19-Jun-2015
[« Il ] [
Page 1 of 1
Absence of red flag indicates policy has been applied successfully.
| ‘ Name - IP Address Policy Version | 0s | Last Contas
@ ¥ \Rgdows 7 Test Box 10.0.06 Test Application Whitelisting v6.0.0 r83 6.0.0.604 Windows 19-Jun-2015
[«] I ] [»]

Dana 1 nf1
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12. Test the new whitelisting policy for a period of time before enabling prevention by logging in to
the required asset and working normally for a while. This will generate events in the management
console. After some time, log in to the management server and select the assets tab. In the lower

right section of the interface, select the recent events tab. This will display the detections.
Detections in blue will be denied and be red once prevention has been enabled.

@ Localhost Server - Symantec Data Center Security Server 6.0
@ Symantec™ Data Center Security: Server

& roticies 7 configs

Detection

I Assets

Network Prevention

Asset Groups A
2 Policy Po

Asset Config Groups E

BB vonitors

Malware Protection

Prevention Assets

11y Reports

- -
= Admin

Preferences Support

Edit Policy Apply Policy Clear Policy Properties Search Refresh
Z Configuration
l ‘ Name IP Address Policy Version ‘ 0s ‘ Last Contat
Common Config Groups E T B N
O x’ Windows 7 Test Box 10.0.06 Test Application Whitelisting v6.0.0 r89 6.0.0.604 Windows 19-Jun-2015
Z Commen Configuration
4« I [ >
Filters 2
Page 1 of 1
Y All Nodes ¢
Y Windows Nodes
Y Solaris Nodes
Y Linux Nodes x Details for Windows 7 Test Box
Group Details % [ General | Policies | Configs | Groups ]'Re:ent Events \ History
No Details Source Machine Date ¥ ‘ Event Type ‘ Severity Description |
/!\ indows 7 Test Box 19-Jun-20151... File Access Warning File Write Denied for SISIPSSERVICE.EXE on C:\Program Files a
/5\ Windows 7 Test Box 19-Jun-20151 Process Assignment Warning Process Assignment for WMPLAYER EXE to deny_ps [
A Windows 7 Test Box 19-Jun-20151 Process Assignment Warning Process Assignment for IEXPLORE.EXE to deny_ps
A Windows 7 Test Box 19-Jun-20151... Process Assignment Warning Process Assignment for IEXPLORE.EXE to deny_ps
A Windows 7 Test Box 19-Jun-20151... Process Assignment Warning Process Assignment for SOFFICE.BIN to deny_ps
£\ Windows 7 Test Box 19-Jun-2015 1... File Access Warning File Write Denied for SISIPSSERVICE.EXE on C:\Program Files ..
/\ Windows 7 Test Box 19-Jun-20151... Process Assignment Warning Process Assignment for SOFFICE.EXE to deny_ps =
Page 1 0of 1



www.itsdelivers.com ' I s

13. Sometimes, gathering application data is not sufficient for an effective whitelisting policy, and
you may review the processes that will be blocked/fine tune application rules before enabling
prevent to ensure that allowed processes are not blocked. For example, although the get
application data option was able to detect the executable data for Open Office (*.exe), it was
unable to detect SOFFICE.BIN, a required binary file for the application to run. To effectively allow
the application to be whitelisted, simply add another entry to the application rules in the
whitelisting policy. To whitelist an application, simply right click and select “Event Wizard” and
then “Whitelist the application associated with %FILENAME%".

13.a Right click application detected for deny and click event wizard->whitelist the
application associated

A l' General I Policies l Configs I Groups I Recent Events I History ]

Source Machine Date ¥ Event Type ‘ Severity I Description ‘
ﬁ\ Windows 7 Test Box 19-Jun-20151... File Access Warning File Write Denied for SISIPSSERVICE.EXE on C:\Program Files ...
/5\ Windows 7 Test Box 19-Jun-20151... Process Assignment Warning Process Assignment for WMPLAYER.EXE to deny_ps
A Windows 7 Test Box 19-Jun-20151... Process Assignment Warning Process Assignment for IEXPLORE.EXE to deny_ps
/5\ Windows 7 Test Box 19-Jun-20151... Process Assignment Warning Process Assignment for IEXPLORE.EXE to deny_ps
E\:ent Wizard... Event Wizard » FE-BIN to deny_ps

[T whitelist the application associated with SRFFICE.BIN Event Policy [//CEEXE on CAProgram s .

D Change the sandbox of the application assdciated with SOFFICE.BIN Event Agent  [EEXE to deny_ps

D Create a new sandbox Event Details

13.b Select the policy to which this item will be apphed

Select policies to modi

Operating System: ‘ | ‘

|G Symantec l
Name ‘ Rev. ‘ Min. Agent | Operating System | |
O sym_win_basic_sbp 87 6.0.0 Windows ®
L @ sym_win_hardened_sbp 87 6.0.0 Windows ®
i C* sym_win_targeted_prevention_sbp 24 6.0.0 Windows ®
@ sym_win_whitelisting_sbp 87 6.0.0 Windows ®
O Test Application Whitelisting ¢ 39 6.0.0 Windows ®

! [ Wedg I cance
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13. ¢ Select fully open sandbox with self protection enabled. Click next.

| 5:

Review the changes

The following actions will be performed on all selected policies:

~ |Use this policy action if you want to add the icati iated with p: SOFFICE.BIN to the Basic sandbox.

_|rAction Details
Perform This Action

Sandbox name: *|Basic Sandbox{ v

Basic Sandbox

Outlook & Outlook Express

Description ReadOnly Sandbox

Host Security Progra

Hardened Sandbox

Fully Open Sandbox| with Self Pro¢ection Enal

Application name:

Version
Fully Open Sandbox!
Process List: %  |Deny Sandbox -
Program Path « \_/‘L(guments User Name Group Name Publisher Name

C:\PROGRAM FILES (X86)\OPENOFFICE 4\PROGRAM\..

Add

Back | Mext | | cancel

13.d Click update.

les ...

Update

s

4 \ Cancel
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13. e Commit change by clicking submit.

Submit Changes 7 5’

Write a policy change description: %

Policy settings changed by symadmin at 18-Jun-2015 19:53:41 UTC

Auto update policy revision is enabled

e ——

al | Submit | Cancel

13. f In the policies window, select newly modified policy and click reapply to launch the

Reapply Policy Wizard.

Prevention Policies
Workspace/Symantec

Add Edit Copy Delete Apply Reapply Import Export Refresh

Name - |Rev. |Min.Agent |0perating System Type

iT

Date Modified

sym_unix_null_sbp 12 5.0.0 Unix Prevention Policy
sym_unix_protection_sbp 247 529 Unix Prevention Policy
sym_unix_targeted_prevention_sbp 25 529 Unix Prevention Policy
sym_win_basic_sbp 87 6.0.0 Windows Prevention Policy
sym_win_hardened_sbp 87 6.0.0 Windows Prevention Policy
sym_win_null_sbp 12 5.0.0 Windows Prevention Policy
sym_win_protection_core_sbp 559 529 Windows Prevention Policy
sym_win_protection_ltd_exec_sbp S04 529 Windows Prevention Policy
sym_win_protection_strict_sbp 538 529 Windows Prevention Policy

sym_win_targeted_prevention_sbp 53 529 Windows Prevention Policy

sym_win_targeted_prevention_sbp 24 6.0.0 Windows Prevention Policy
@ sym_win_whitelisting_sbp 87 6.0.0 Windows Prevention Policy

@ Test Application Whitelisting ¢ 89 6.0.0 Windows Prevention Policy

09-Sep-2014 14:43:48 EDT
09-Sep-2014 14:43:43 EDT
09-Sep-2014 14:43:49 EDT
09-Sep-2014 14:44:02 EDT
09-Sep-2014 14:43:59 EDT
19-Jun-2015 15:39:38 EDT
09-Sep-2014 14:43:50 EDT
09-Sep-2014 14:43:51 EDT
09-Sep-2014 14:43:52 EDT
18-Jun-2015 19:00:49 EDT
09-Sep-2014 14:44:03 EDT
09-Sep-2014 14:43:53 EDT

19-Jun-2015 15:50:38 EDT
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13. g Open office launches successfully without generation warnings in the management
console after new whitelist items have been applied.

Recycle Bin

e

Google

£ OpenOffice

File Edit View Tools Window Help

Chrome

» e OpenOffice™4

Skytap
Shared Drive 27

lé ’Te)[}Qo(ument,

s
. E Spreadsheet

OpenOffice
411 (en-U. =

'; Presentation

L% Open... s Templates...

Untitled 1

Ve e

13. h After enabling prevention for the policy, only the whitelisted items will run. Non-
permitted applications will fail to execute (e.g. Windows Media Player)

wmplayer.exe - Application Error i[

| ‘ - The application was unable to start correctly (0xc0000022). Click OK to
close the application.
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