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Abstract

Along with developing new features for CA IDMS itself, the 

CA IDMS team has been busy integrating CA IDMS with 

other CA and vendor products to help you get the most 

value from CA IDMS.  Come to this session to see how you 

can use CA Data Content Discovery to identify Personally 

Identifiable Data in your CA IDMS databases to improve 

security and privacy compliance.  Also get a sneak peak of 

the new CA IDMS MQ Adapter feature that is being 

developed.
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Agenda

DATA-CENTRIC MAINFRAME SECURITY AND THE GDPR

DATA CONTENT DISCOVERY DEMONSTRATION
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CA IDMS MQ SNEAK PEAK3

Copyright © 2018 CA. All rights reserved.

Data-Centric Mainframe 
Security and the GDPR

Data content discovery demonstration
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Agenda

IT’S ALL ABOUT THE DATA

WHAT’S THE DEAL WITH MAINFRAME DATA

THE IMPACT OF REGULATIONS

THE MAINFRAME AND THE GENERAL DATA PROTECTION REGULATION

CA’S DATA-CENTRIC TAKE ON MAINFRAME SECURITY AND COMPLIANCE
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Data is an asset

• Data is business value

– Consider Facebook, Google, Uber, Twitter

• Industries depend on data

– Banking, Insurance, Healthcare

• By 2020 there will be:

– 44 zettabytes of data

– Over 6 billion smart phones

– 50 billion smart devices

6
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But, data is also a Liability 

• Highly regulated

– Industry, National, International

• Data Protection Act, GDPR, Privacy Shield

• It gets personal, quickly!

– PII must be managed

• Who owns it? What are you allowed to do 

with it? Delete it when requested

• Data - the keys to the future

– Business strategy, digital secrets, financial 

posture
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Here’s the challenge with data:

8

3,141
Breaches with confirmed data loss in past year

$20
Average price for Credit Card on Black Market

146
Days infiltrated before detection

10,490
Incidents from privilege misuse

• Mandiant Mtrends report 2015

• Verizon Data Breach Investigations Report 

2016
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And don’t forget about those industry 
regulations

9

GDPR
▪ Prove that data is being protected 
▪ Appoint a data protection officer
▪ Fines of 4% of annual turnover

PCI DSS 
▪ Protect stored cardholder data 
▪ Encrypt transmissions
▪ Maintain InfoSec policy

UK Data Protection Act 1998
▪ Information Commissioners Office
▪ Wide scope
▪ Consent
▪ Cross industry

EU-U.S. Privacy Shield 
▪ U.S. Department of Commerce and 
European Commission
▪ Individual choice & control
▪ Security
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10

80% of all corporate transactional 
data still reside on mainframes

The mainframe acts as the enterprise IT server 
and has more entry and exit vectors. 

We must protect the mainframe and all business critical 
data as the strategic assets that they are, plus ensure 

easily confirmed regulatory compliance. 

Years in the making…
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 Copies of sensitive production data 
exist 

 Files with possible sensitive data 
are accidentally sent to outside 
parties without validation 

 The Mainframe was processing 
transactions before many 
compliance regulations were 
introduced

 Large portions of PII data were 
collected and distributed with no 
tracking

RESULT

Organizations are neither prepared for 

or confident in an audit!

CHALLENGES  REALITY

Existing mainframe content discovery 

tools migrate off the mainframe to 

PCs or other devices to scan 

Why locating data on the mainframe is a problem

11
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How data-centric mainframe security helps

12

• Security often views the world from the edge inward -

maintaining defenses from external threats

• Mainframe is usually deep within the network under several 

layers of security, but vulnerable to credential theft and insider 

threat

• Examine Mainframe Security from the bottom up

Start with the Data

Understand What 

Data Is At Risk

Monitor Access To the Data

Limit Access
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The solution: CA Data Content Discovery

13

Find, classify, and protect to effortlessly facilitate regulatory compliance 

Review the 

Regulations
GDPR and EU-US Privacy Shield

Know How to 

Comply
To protect mission essential data

Find, Classify and Protect
To effortlessly facilitate regulatory compliance

Understand the Risks
Of not knowing where sensitive data resides
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CA Data Content Discovery

14

10+ Filetypes

FIND
Set up the scan

Initiate the scan

Provide discovered 
results to Security 
Administrator

Security Operations

130+ Classifiers out of 

the box:
• PCI, HIPPA, PII, etc.

Custom classifiers

CLASSIFY
Review compliance 
results and label 
sensitive data 

Provide compliance 
report to Internal 
Auditor 

Internal Auditor

• Identify who has 

access to what data

• Identify who accessed 

data

PROTECT
Modify access  based 
on scan results  

Confirm successful 
audit against 
industry regulations

Security Administrator
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Protect it: Who has access to the sensitive 
data?
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Data

DATA-CENTRIC 

SECURITY

CA Data Content 

Discovery

• Find sensitive data, 

that may be lost 

hidden or abandoned

• Classify discovered 

data based on 

sensitivity level for 

compliance

• Protect the enterprise 

and mitigate data 

breach risks

CA Compliance Event 

Manager

• Alert in real-time to 

violations of critical 

security systems and 

resources

• Inspect security issues 

deeper, with 

comprehensive reporting 

and forensics

• Protect to simplify 

regulatory compliance and 

mitigate negative security 

events

Data-centric security as a competitive 
advantage

16
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Questions?
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Demo
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CA IDMS 19.0 MQ
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CA IDMS MQ Project Status

• Agile development process

• Validation customers

• Deliver working code for customer feedback

– Test APAR

– Documentation in PDF format

• Initial validation
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CA IDMS MQ Adapter API
Included in Initial Validation APAR 

• MQBACK

• MQCLOSE

• MQCMIT

• MQCONN

• MQDISC

• MQGET

• MQOPEN

• MQPUT

• Back out changes

• Close object

• Commit changes

• Connect queue manager

• Disconnect queue manager

• Get message

• Open object

• Put message

22
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CA IDMS MQ Adapter MQ CV Startup changes

• During CV startup, MQ initialization for the CV is 

performed

• An MQ Queue manager is defined in SYSGEN

23
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CA IDMS MQ Adapter

IDMS ADS dialog demo using IDMS MQ API
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CA IDMS MQ Adapter MQ ADS Demo

• MQOPEN using Output option

25
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CA IDMS MQ Adapter MQ ADS Demo

• MQPUT using Syncpoint option

26
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CA IDMS MQ Adapter MQ ADS Demo

• Browsing Queue contents after MQPUT

27
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CA IDMS MQ Adapter MQ ADS Demo

• MQGET using No Wait option

28
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CA IDMS MQ Adapter MQ ADS Demo

• MQCLOS closing the queue

29
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CA IDMS MQ Adapter MQ ADS Demo

• MQDISC disconnecting from Queue Manager

30
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CA IDMS MQ Adapter MQ ADS Demo

• MQCMIT commit a message after an MQPUT

31
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CA IDMS MQ Adapter MQ ADS Demo

• MQBACK replacing a message following MQGET

32
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CA IDMS MQ Adapter MQ ADS Demo

• Verifying that message was returned to the queue

33
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Summary

• CA Data Content Discovery enhances security and 

compliance for CA IDMS databases and applications

• Preview of the CA IDMS MQ Adapter that will enable on-

line CA-IDMS applications to exchange messages with 

other applications when connected to an IBM MQ Queue 

Manager on z/OS

• More validation users are welcome!
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This presentation was based on current information and resource allocations as of May 2018 and is subject to change 

or withdrawal by CA at any time without notice. Notwithstanding anything in this presentation to the contrary, this 

presentation shall not serve to (i) affect the rights and/or obligations of CA or its licensees under any existing or future 

written license agreement or services agreement relating to any CA software product; or (ii) amend any product 

documentation or specifications for any CA software product. The development, release and timing of any features or 

functionality described 

in this presentation remain at CA’s sole discretion. Notwithstanding anything in this presentation to the contrary, upon 

the general availability of any future CA product release referenced in this presentation, CA will make such release 

available (i) 

for sale to new licensees of such product; and (ii) to existing licensees of such product on a when and if-available 

basis as part of CA maintenance and support, and in the form of a regularly scheduled major product release. Such 

releases may be made available to current licensees of such product who are current subscribers to CA maintenance 

and support on a when and 

if-available basis. In the event of a conflict between the terms of this paragraph and any other information contained 

in this presentation, the terms of this paragraph shall govern.

Certain information in this presentation may outline CA’s general product direction.  All information in this presentation 

is for your informational purposes only and may not be incorporated into any contract. CA assumes no responsibility 

for the accuracy or completeness of the information. To the extent permitted by applicable law, CA provides this 

presentation “as is” without warranty of any kind, including without limitation, any implied warranties or 

merchantability, fitness for a particular purpose, or non-infringement. In no event will CA be liable for any loss or 

damage, direct or indirect, from the use of this document, including, without limitation, lost profits, lost investment, 

business interruption, goodwill, or lost data, even if CA is expressly advised in advance of the possibility of such 

damages. CA confidential and proprietary. No unauthorized copying or distribution permitted.

FOR INFORMATION PURPOSES ONLY 

Terms of this Presentation
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Questions & Answers
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Please Complete a Session Evaluation Form

• The number for this session is D14

• After completing your session 

evaluation form, place it in the 

envelope at the front of the room


