Bond V6 - Https configuration

® Qver view
® Enable Https for ECC in Tomcat
® Open cmd as Administrator
® Move to the Tomcat config directory by using: cd YOUR_TOMCAT_DIRECTORY/conf
® Generating Keystore
® Uncomment Connector to port 8443 in YOUR_TOMCAT_DIRECTORY/conf/server.xml
® Access your application
® Enable Https for BOND in IIS (Internet Information Services)
® Open Internet Information Services (IIS) Manager
® In the explorer, select YOUR_SERVER
® Inthe IIS tab in the middle, double-clicked to select Server Certification
® |n Server Certificates, chose "Create Self-Signed Certificate...", uses localhost as your friend name for the certificate
® Change the Binding of the Default Web Site:
® Access your application
® Add Certification to Java TrustStore
® Export IIS certification:
® Add IIS certification to Java Trust Store
® Add IIS certificate to Browsers
® Chrome, IE (Internet Exploxer)
® InlE11
® Firefox

Over view

This documentation is about guide user to config system to run both ECC and BOND through Https.
To make ECC and BOND run through Httpss user needs:

Enable Https for ECC in Tomcat.

Enable Https for BOND in IIS (Internet Information Services).

Add BOND's certificate to Trust Store of Tomcat's JVM (Tomcat which run ECC).
Add BOND's certificate to Browsers (Chrome, Firefox, |E) run ECC.

Enable Https for ECC in Tomcat

Open cmd as Administrator
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https://confluence.automic.com/display/Offerings/Bond+V6+-+Https+configuration#BondV6-Httpsconfiguration-EnableHttpsforBONDinIIS(InternetInformationServices)
https://confluence.automic.com/display/Offerings/Bond+V6+-+Https+configuration#BondV6-Httpsconfiguration-AddCertificationtoJavaTrustStore
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e Administrator: Command Prompt

icrosoft Windows [Uersion 6.3.96801
¢c» 2013 Microsoft Corporation. All rights reserved.

SSUINDOMS ssystem32 >

Move to the Tomcat config directory by using: cd YOUR_TOMCAT_DIRECTORY/conf

B Administrator: Command Prompt -

icrosoft Windows [Uersion 6.3.%6801
(c? 2013 Microsoft Corporation. All rights reserved.

SSUINDOUS ssystem32 »ed C:NProgram Files“Apache Software Foundation“Tomcat 7.8“conf

Generating Keystore



C.\ Program Fi | es\ Apache Software Foundati on\ Tontat
7. 0\ conf >" % AVA HOVE% bi n\ keyt ool " -genkey -alias nb080010 -keyal g RSA
-keystore myKeystore.jks -storepass admi nistrator2011@

What
[ Unknown] :
Wiat is the
[ Unknown] :
What is the
[ Unknown] :
Wiat is the
[ Unknown] :
What is the
[ Unknown] :
What is the
[ Unknown] :

I's CN=Il ocal host,

is your first and | ast

name?
| ocal host

nane of your organizationa
YOUR_UNI' T

name of your organization?
YOUR_ORGANI ZATI ON

nane of your City or
YOUR_CI TY

nane of your State or
YOUR_STATE

two-letter country code for this unit?
VN

unit?

Locality?

Pr ovi nce?

OU=YOUR_UNI'T, O=YOUR_CORGANI ZATI ON, L=YOUR_C TY,

ST=YOUR_STATE, C=VN correct?
[no]: YES
Enter key password for <nb080010>
(RETURN i f same as keystore password):
Re- ent er new passwor d:

Note:

® |nthe question "What is your first and last name?", uses "localhost".

Uncomment Connector to port 8443 in YOUR_TOMCAT_DIRECTORY/conf/server.xml

o CA\Program Files\Apache Software Foundation\Tomcat 7.0\conf\serverxml - Notepad++ - O
File Edit Search Wiew Encoding Language Settings Macre Run  Plugins Window I X
PR A= B g @ BIR|ST1[EZED 0NN E|EEE a v 8 BE Ok
[= serveraanl ﬂﬂ
9 Ji > ~
a2 using APR, the
<Connector
86 scheme="https" secure="true" SSLEnabled="true"
keystoreFile='${gatalina.home}/gonf/tomcatReyStore.jkg' keystorePass="ventum20116" truststoreFile='C:/Program Files/Java/jre7/lib/security/gagerts’
truststorePass='ghangeit'
89 clientAuth="false" ss1Protocol="TLS"/>
01 o <l
92 <Connector port="8443" protoco e"
35 ——>
96
-0 v
< >
extensible Markup Language file length : 6303 lines: 150 Ln:1 Col:1 Sel:0[0 Dos\Windows UTF-8 w/o BOM INS

Note: keystorePass is the password you've enter when Generating Keystore above
Please see this for example.

Reset tomcat to apply the changes

Access your application



https://confluence.automic.com/download/attachments/61244731/server.xml?version=1&modificationDate=1428293074000&api=v2

By using: https:/YOUR_DOMAIN:8443/YOUR_APPLICATION/

Example: https://localhost:8443/ECC/

Enable Https for BOND in IS (Internet Information Services)

Open Internet Information Services (IIS) Manager

In the explorer, select YOUR_SERVER

In the lIS tab in the middle, double-clicked to select Server Certification

qE Internet Information Services {I15) Manager
@ &y [aﬂ b WUNCOREWINOL b

Fle  Wiew  Help

ST Q§l YYNCOREWINOL Home
A = | 5 E
-5 Start Page ” —
=43 TNOL | WINDLyAdministrator) Filker: v G - Ghshowal |Groupby: area " El-
: 7} application Pools ASP.NET
B @] Sites $ I “ . e ) -
=4 Dai tvireh Site =f ¥ o 9 - ) g‘?
-] a  =t_client % N MO - 4=l ’j = L
>

ECIl. MET MET MET Error MET JMET Trust Application
o Authorizati,,.  Compilation Pages Globalization Levels
YOUR_SERVER J

a2 & [=

Connection  Machine Key
Settings Strings

H-
Pages and Providers  Session State  SMTP E-raail
Contrals
s Server Certification ]
2 4 o 2 & g
Authentication  Compression Defaulk Directory Error Pages Handler HTTP I3APT and il
Docurment Browsing Mappings (=TIl T Restrictions
— - [ gy £L
E = T — ||
O B8 = &8 » & O &
ISAFI Filters Logging MIME Types Modules Cukput Request Server Warker
Caching Filteting Certificates Processes

Management

In Server Certificates, chose "Create Self-Signed Certificate...", uses localhost as your friend name for
the certificate


https://YOUR_DOMAIN:8443/YOUR_APPLICATION
https://localhost:8443/ECC/

gg' Server Certificates

IJse this Feature to request and manage certificates that the Web server can use with Web sites configured For S5L.

Specify Friendly Name

gl

Specify a file name for the certificate reguest. This information can be sent to a certificate authority
For signing:

Specify a friendly name for the certificate;

IIDcthost|

ok I Cancel

Change the Binding of the Default Web Site:

Step 1: Select "Default Web Site"
Step 2: Under Edit Site, select Bindings ...
Step 3: Select row https, then chose Edit
Step 4:

Type: https

IP address: All Unassigned

Port: the port, example: 2222

SSL certificate: Link to your "Self-Signed Certificate" created in above step.

Mame I Issued Ta I Issued B I Expiratior
localhost WWNCOREWINDL,.sbb01,spoc, global AutomicSoftwareambHIssuingCA 6i18/201
aukomic, com WWNCOREWINDL,.sbb01,spoc, global WWNCOREWINOL sbbOl spoc.gl...  3/24/201
WYRECOIRFUWTRN . =hbi . smine . nlnbal A iknrnirSnFhareEmbHR nokC A 41412016

et
. Sigjz019

Irnpart. ..

Create Certificate Request, .,

Complete Certificate Request. ..

Create Domain Certificate. ..

Create Self-Signed Certificate. ..

E@' Help

Crline Help




0 Default Web Site Home

Edit Site Binding HE

Configr
Edi

Type: 1P address: Part:
Logi Ihttps j IAII Unassigned j |2222
Host name: a
Man I J
S5L certificate:

Access your application

By using: https:/YOUR_DOMAIN:2222/YOUR_APPLICATION/
Example: https://localhost:2222/BOND/

Add Certification to Java TrustStore

Export IIS certification:

Step 1: Select "Default Web Site"

Step 2: Under Edit Site, select Bindings ...

Step 3: Select row https, then chose Edit

Step 4: Seleect View

Step 5: Select Details tab then click "Copy to File..."

Step 6: Click Next

B Qj Start Page 5 poes
- €5 YWNCOREWINO! (¥YNCOREWING1iAdministrator) Fiker: - (fso - Ghshow Al | Groupby: Area - -
3 Application Pools ASP.NET
B-[e] Sites
=] ﬁ Default Web Site: @ E=P L [l il =l [+ — | )
¥ EOND lication  Connection
[2¥ BOMD_Ye Type | Host Mame | Port | 1P address | Binding Add. .. ttings Strings
|1 Wiebl htp a0 "
net.kcp —___2%
) "
net pipe @ Remove |
nek.m,.. J localhos
msma... / localhas Browse |
hittps sz *
J i =
Close | @
ATTP ISAPI Filkers
e FEspo...

2 Explare

Edit Permissions. ..

Edit Site 9

Bindings... )
D Basic Settings...

Wiew Applications

Wi Virtual Directories

Manage Web Site

= Restart
b Start
B stop

Browse Web Site
Browse *:80 (http)
Browse *12222 (https)

Advanced Settings...

Configure

Limits. ..

@ Help

Online Help



https://your_domain:8443/YOUR_APPLICATION
https://localhost:8443/ECC/

@_E) l@ b WNCOREWIMOL » Sites » Default WebsSie »

File  Wiew  Help

€|z |8

§5 start Page
£ 95 ¥WNCOREWINO1 (YWNCOREWINDT Administrator)
¥ Application Pooks
B-[8] Stes

=14 Default Web Site
] aspnet_client
% BOND
P BOND_v6
[ webLI

Site Bindings 2]
Type | Host Name [ Port | IP Address | Binding add... |
hitp 80 *

i *
net pipe Rermove |
net.m.. localho:
msma... localhos Brawse |
https o2 %
J ol

ertificate

E - 1
General  Details |CBI’EIFICatIDn path |

plication
ettings

OF Cancel

Signature algorithrn
Signature hash algorithm
Issusr

valid from

Walid to
Subiject

DGR

shalRsa
shatl

VWMCOREWINOT,shb01,spoc
IMonday, April 06, 2015 9:05
Wednesday, April 06, 2016 7:
VYMCOREWINO,sbb01,spoc

Type: IP address: Part:
Ihttps d |AI\ Unassigned j |2222
Show | <all=
Hosk name: I J
| Field [ value [~
551 certificate: Wersion V3
Iwncorewinol ﬂ view, . I Serial number 4c44cc93alaf 2cbtdbes.,

B

Canfiguration
Editor

Edit Praperties. .. I

Copy toFile... |

Learn mare about certificate details

Chose No, do not export the private key

-]

ab|

Connection
Atrings

4

Bindings... ’
[Z] Basic settings..

2 Explore

Edit Permissions., ..

Edit Site

View Applications

View Virtual Directaries

Manage Web Site

= Restart

Start

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate rewocation lists from a certificate
skare ko your disk,

A certificate, which is issued by a certification authority, is [
a confirmation of your identity and contains information
used to protect data or to establish secure netwark.
connections. & certificate store is the system area where
certificates are kept.

To continue, dick Next.

= Back I HMext > I

Cancel




Certificate Export Wizard

Export Private Key
You can choose ko export the private kew wikh the certificate.

Private keys are password protected, IF wou wank to expork the private key with the
certificate, wou must bvpe a passwaord on a later page,

Do o wank ko export Ehe privake key with the certificake?
" Yes, export the private key

{* Mo, do not export the private key

Learn mare abouk exporking private kews

< Back I Mexk = I Cancel

Chose DER encoded binary X.509




Certificate Export Wizard

Export File Format
Certificates can be exported in a wariety of File Formats,

Select the Format wou want bo use;
{* DER encoded binary %509 {,CER)
{” Base-64 encoded ¥,509 {,CER)
™ Cryprographic Message Synkax Standard - PRCS #7 Certificates { P7E)

I™ | Include all certificates in the certification path it passible

€ Personal Information Exchange - BRES #12 (. FER)

I™ | Include all certificates in the certification path it passible
I™ | Delete the private kesif the export is successfhul
I™ | Export all extended properties

" Microsoft Setialized Certificate Store (55T

Learn mare abouk cerkificate File Farmats

< Back I Mexk = I

Cancel

Select destination to export Certificate file



Certificate Export Wizard Ed

File to Export
Specify the name of the file you want bo export

File name:

CUsers Administrator Deskiopt BondCertilocalhostCertificate, cer Browse, .. |

< Back I Mexk = I Cancel

Click Next then Finish.

Add IIS certification to Java Trust Store

Copy certificate file generated above step to folder Security of Tomcat JVM (can be found in the Tomcat file config: server.xml, property:
truststoreFile)



[ C\Program Files\Apache Software Foundation\Tomcat 7.0\conf\serverxml - Notepad++ - o

File Edit Search View Encoding Language Settings Macro Run Plugins  Window X
o B3 a s & (5] hig|x % |[E = WG EEE v x 8 ] BEOE T
= server:aml E3
~
"ventum2011@" truststoreFile='C:/Program Files/Java/jre7/lib/security/gacerts’
. W
< >
eXtensible Markup Language file length: 6303 lines: 150 Ln:90 Col:10 Sel: 0|0 Dos\Windows UTF-8 w/a BOM INS
N security =] 3
<Cormector port="8443" protocol=" | Gae’ = = =
- ~ Computer = Local Disk (C:) = Program Files ~ Jawa + jdk1.7.0_51 ~ jre - lib = security - Search securit: 2l
neThreads="150" schey| W& )" &l ! &)
clienthuth="false” 931 goanpe w  Incudeinlibrary v Sharswith v New Folder = - [ @
s 2
- Favortes Name Date modfied Type | see
<!-- Define an AJF 1.3 Commector -
CCommector porc="8008" protocole B Deskiop || blackist . 5/27j2014 8:03 AM Fils 3KB
i Downloads | ] cacerts 462015 030 A File E3KE
=l Recent Places 5 certification cer 4(2/2015 5:23 FM Security Certificate 1K
<!-- in K t3 the t
ngine represents the en Deplayable java.policy S/27/20148:03AM  POLICY File 3KB
ewery request. The Engine i tomcat_G0G1 -
analyzes the HTTP headers ir ~ | java security 5/27j2014 2:03 &M SECURITY File 1BKE
Tomcat 7
on ko the appropriate Host | automic || jmvafz,policy 527jz014 803 AM  POLICYFis 1KB
Documentation at /docs/confi . [ — ) ) " OLICY il s
ondCerl ) Self certificate file
<!-- You should set jvmRoute to ¢ openssh0.9.6k_i64 4] lacal_policy. jar exported Executable Jar File IKB
<Engine name="Catalina” defaultHe security 3l localhostCertificats. cer &M Security Certificate 1KB
o Installations || trusted libraries 5j27/2014 3:03 AM  LIBRARIES Flle o0kE
<Engine name="Catalina" defaultHo
|| U5 _expart_palicy. jar 3/26/2015 3:10 PM Executable Jar File IKE
<!--For clustering, please take o Libraries ) wwncorewin0l Cert.cer 4/6)2015 9:13 AM Security Certificate 1 KB
Jsdocs/cluster-howto.html 1 &| Documents
Fdocs/oonfig/eluster.hrul | @' Music
== | Pictures
<Minater nlasaName="nro.anache . —
Open cmd and move it to folder Security of Tomcat JVM:
Add certificate to cacerts Trust Store by using: keytool -import -alias ca -file <your_self_certificate.cer> -keystore cacerts -storepass
changeit
Example: keytool -import -alias ca -file localhostCertificate.cer -keystore cacerts -storepass changeit
el = w rartic A AANMVIINLA JNY I ASUSIEL LS AL E R
= CAWINDOWS\system32\cmd.exe = =

Select Trust this certificate

C:wProgram Files\Javasjre?slibssecurity>keytool —import —alias ca —file vuncorewinBlCert.cer —keystore cacerts —storepass changeit
Ouner: CH=UUNCOREWING1 .=bh@l.spoc.global
Iszsuer: CH=UUNCOREWINA1.shbBl.spoc.global
Serial number: 4c44cc?3alaf2ch44be3d41Bc?els2d7f
Ualid from: Mon Apr @6 B9:88:12 ICT 2815 until: UYed Apr B6 A7:808:88 ICT 2816
Certificate fingerprints:
MD5 = 2:C3:6 C:B2:EA:BC:D) B:9D:58:EB:C 4:CA:3F
SHAL: 2A:84:D 8:11:F5:6B:B: 6:3B:F1:4A:2A:2@:CA:7E:64:9D:75:6A
SHA256: BA:DA:E2:EA:9B:41:99:6B:5E:?7:E7:3D:39:17:BA=8F:32:83:9C:3D:5E:76:A1:AC:=77:AA=4A:1D:A4:5E:AB:9C
3ignqture algorithm name: SHAlwithRSA
ersion:

Extensions:
Hi: ObjectId: 2.5.29.37 Criticality=false

ExtendedKeylUsages [
serverfiuth

#2: Objectld: 2.5.29_.15 Criticality=false
HKeylsage [

Key_Encipherment

Data_Encipherment

Trust this certificate? [nol: yes
Certif icate was added to keystore

C: \Program Files“Javasjre?~lib\securityr_




Add IIS certificate to Browsers

Chrome, IE (Internet Exploxer)

Copy IS certification (the same file 1IS certification in step "Add IIS certification to Java Trust Store" above) to you local PC (PC which run
Browsers). Assume IIS is copied to C:/Cerfitication

Start Mircrosoft Management Console by open run (Select Start, then Run).

In the Run, type mmc.exe then press Enter

Programs (1)

+- Gee more resulks

f o] B4 Logoff rl

Select File -> Add/Remove Snap-in (Ctrl+M).
Under "Available snap-ins", select Certificates then click Add.

A Certificates snap-in window will show up, select Computer account, then Next


https://confluence.automic.com/display/Offerings/Bond+V6+-+Https+configuration#BondV6-Httpsconfiguration-AddIIScertificationtoJavaTrustStore

= Consolel - [Console Root]

m File  Action  Wiew Favorites  Window  Help

@=l=l=
" | Console Root Narne | | Actions
- - to show in this view. Console Root
Add or Remove Snap-ins Ed
Iare Actions
‘iou can select snap-ins For khis console from thase svailable on your computer and configure the selected set of snap-ins. Far Certificates snap-in [ x]

extensible snap-ins, you can configure which extensions are enabled,

Available snap-ins: Selected snap-ins: Thiz shap-in will always manage certificates for:

Snap-in ‘ “wendor | - [ console Roat Edit Extensions. .. | € My user account
| Activer Contral Microsoft Cor.., W Sz cEER
Authorization Margms Microsoft Cor .. &I
.CertlFlcatas @Mlcmsnft Car... # Computer account @
E'-_Cnmpnnent Service: Microsoft Cor. .. @ Mave Up |

:ﬁcamputar Managem... Microsoft Cor,,, —

EDewca Managet Microsoft Cor..,. [Move Do, |

=1 Disk Management Microsoft and... Add

@ Event Wiewer Microsoft Car...
_| Falder WMicrosaft Cor,..

_EJ Group Palicy Object ... Microsoft Car...

.g IP Security Monitor Microsoft Cor..,.
.g IP Security Policy Ma, .. Microsaft Cor, .,

= Link ko Web Address  Microsaft Cor, = 7
&) ocal Users and Gro,,,  Microsoft Car,., j Advanced... |

Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, of a computer, < Back I Mest 3 I Cancel

K. | Cancel |

Select Local Computer, click Finish then OK

Add or Remove Snap-ins

il Select Computer | x| | snap-ins, For

ext

":'ﬁ Select the computer pou want this snap-in to manage.

= — Thiz znap-in will always manage: el Sadteretinis. |
E * Local computer: [the computer this console iz running on) Remove |
! " fnother computer: I Browse... |
= Mawe U |
;é [T Allow the selected computer bo be changed when launching from the command line. This
% anly applies if you zave the conzole. [avye Dawn |
Iz
2
2
E
a Adwanced. .,

D
s < Back I Finizh I Cancel | COMmpLILEr.

Ok | Cancel

Expand Certificates (Local Computer), expand Trusted Root Certification Authorities.



Under Trusted Root Certification Authorities, right click into Certificates, select All Tasks, Import then click Next

Consolel

onsole Root' Cer!

ates {Local Computer) Trusted Root Certifical

ertificates]

File  Action ‘View Favorites ‘Window  Help
e« ?=0lc= 8
| Consale Raot Issued To = | Tssued B | Expiration Date | Intended Purposes | Friendly Mare | Status | Cerkil
(1 il Certificates (Local Computer) [Eal a-sign projects a-sign projects 18/09/2032 <hll= <hane >
_ Personal [Eal a-sign unii a-sign uni 14{09/2032 <all= <Nane >
El [ Trusted Rook Certification Authorities [l A-Trust-nCual-01 &-Trust-nQuakol 01f1z/z014 28l =Mone
i - " Frust-Qual-01 A-Trust-Qual-01 01f12/z014 <all= <Nane >
_| Enterp Moo = [rust-QuaI-DZ - Trust-Qual-02 031212014 <alls <Maone>
Interm View 4 [Eal autoric.com automic.com 18(06/2043 <All= <Mone = Ch
- L’nﬁz Mew Window From Here [ ukomicSoftwareGmbHR o A AutomicSoftwareGmbHRooECA 18{06/2043 2l <Nanes ca
ThidE  Mew Taskpad View. . . ol AutomicSoftwareGmbHRookCA AutomicSoftwaresmbHRookCA 18(06/2043 <all= <Nane > o)
5| Trushe: [EqlBaltimare CyberTrust Root Baltimore CyberTrust Roat 13/05/2025 Server Authenticatio...  Baltimore CyberTrust. ..
= Remot Refresh [FalClass 3 Public Primary Certification... Class 3 Public Primary Certification 4.  02/08/2028 Secure Emall, Client ... VeriSign Class 3 Publi...
Certific  ExportList... Rl Copyright {c) 1997 Microsoft Corp.  Copyright {c) 1997 Microsoft Corp. 3101211999 Tirne Stamping Microsoft Timestamp ...
“ Smart 1 Help [CalDigicert Assured 1D Rook CA DigiCert Assured 1D Root CA f11/2031 Server Authenticatio...  DigiCert
Trush [alDigicert High Assurance EW Rook CA - DigiCart High Assurance EY Root CA 10f11/2031 Server Authenticatio...  DigiCert
%JEquifax Secure Certificate Authority  Equifax Secure Certificate Authority 221082018 Secure Email, Server...  GeoTrust
%Jf.decryptﬂl F.decrypt0l 15/02/2105 File Recowery <Mone =

Browser to copied IIS certificate, then Next

Certificate Import Wizard

File to Import

Specify the file you wank ko impaort,

|- Organize *  Mew folder -
.
N 21 MName - | Date modified | Type

File name: d -7 Favorites

i

Browse I _I B Desktop
" & Downloads
-

£ Recent Places

Mote: More than one certificate can be stored in a single file in the following formats:
. automic

) _ i
Personal Information Exchange- PKCS #12 (PP, P12} | Installations

Cryptographic Message Syntax Standard- PKCS #7 Certificates {.P7E) ! | sonarqube-5.0.1
Microsoft Serialized Certificate Stare [,55T) i
i 7 Libraries
i 3 Docurments b
i J’- Music
| [ Pictures
\ E Yideos
Learn more about cettificate file formats F
(I P [ (5 | 2
u
( File name: IIocthostCert\ficate.cer j IX.SDQ Certificate (*.cer®crt) j
i
< Back MNext > Cancel ¢ Open I Cancel |
4

Select "Place all certificates in the following store", click Next, then Finish



Certificate Import Wizard Ed

Cerlificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate skore, or wou can specify a location For
the certificate.

™ Automatically seleck the certificate skore based on the kype of certificate
¥ place all certificates in the Fallawing stare

Cettificate skore:

Trusked Rook Certification Authorities Browse, .. |

Learn mare abouk cerkificate stores

< Back I Mexk = I Cancel

Success window will be shown

= Consolel - [Console Root', Certificates (Local Computer)s Trusted Root Certification Authorities'Certificates]

File  #Ackion  Wiew Favorites  Window  Help

&= 2=alk= B

Trusted Devices __s;JDigiCErt High Assurance EY Rook Ca
hlEquifax Secure Certificabe Authority
[F . decryptol
[SF decryptoz

ZIF Aareunkns

| Console Rook Issued To = | Iszued By
= [l Certificates (Local Computer) pla-sign projects a-sign projects
| Personal ola-sign uni a-sign uni
| T-r!-IS,EEd;-DDE Certification Autharities Sl A-Trust-nQual-01 A-Trust-nCual-01
ertificates e e o 4
— A-Trusk-Cual-01

“| Enterprise Trust Certificate Import Wizard | A-Trust-Qual-0z
| Intermediate Certification Autharitie sutomic. cam
- Trusted PUbHSh_E_rS e ) _ & AutomicSoftwareambHRookC
_| Untrusted Certificates | | The import was successhul, 4 AutomicSaft cmbHROOHC
| Third-Party Rook Certification Authc = HEOMICSETAErElambnnan
Trusted Peaple Baltirmaore Cyber Trust Rook
: Remate Desktop ation... Class 3 Public Primary Certific
| Certificate Enrollment Requests Corp. Copyright () 1957 Microsoft
" Smart Card Trusted Raoats DigiCert Assured ID Fook CA

DigiCert High Assurance EY R
Equifax Secure Certificake AL
f.decrypk0l
f.decrypt0z

F Azmrumbn?



In IE 11

If got below warning

Internet Explorer |
Content fram the webszite lizted below iz being 0l
° blocked by the Internet Explarer Enhanced =038 |
Security Configuratian.

https:/ fevncorewind] . zbb01 . zpoc. global

[T Cortinue ko prompt when website content is blocked

L earn more about |nkernet Explorer's Enhanced Security Confiquratian....

[F wout trust thiz webszite, vou can lower zecurity zettings fior
the site by adding it to the Trusted sites zone. IF you know
thiz website iz on your local intranet, review help for
inztructions on adding the zite to the local intranet zone
ingtead.

Irpartant; adding this website to the Trusted zitez zone will lower the zecurity
zettings for all content from this web site for all applications, including [nkermnet
Explorer.

Click Add, a Trusted sites window will show up. Click Add, then Close

Internet Explorer
Content from the webzite listed below iz beina — i
° E"i Trusted sites |
£

htt # You can add and remove websites From this zone. All websites in
';" khis zone will use the zone's security settings.

-

e T #dd this wehsite to the zone:

I hkkps: ) fvwncorewind 1, sbb01  spoc, glabal

If pow truzt Websikes:

the zite b
thii:_,:h;“ aboutsinkernet il O |

inztructions hitkps )+ update  microsoft, com

instead. hikkpf* windowsupdate, com
hitkp: f* owindowsupdake, microsoft, com
Irmportant | L e oo [
zeftings for
E «plorer. W Require server verification (https:) For all sites in this zone
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Firefox

Select Open Menu, chose Option

_ (O] %
‘ Mozilla Firefox Start Page » +
&= | © Firefox | Search or enter address c ‘ ‘ Q, search | ﬂ’ E 4+ 9 | E
cuk Copey Paste
- 100%: +
Mesy Wind o Mew Private Save Page
Window
.
8@ 0 @
v
Print Hiskary Full Screen
Find Cptions Add-ons
Q Developer

Select Advanced, tab Certificates, click View Certificates, Certificate Manage window will open.
Under Certificate Manager, select tab Servers, click Add Exception, an Add Security Exception window will open.

Under Add Security Exception, past BOND's full address to Location, then click Get Certificate. Keep check-box at Permanently store this
exception, then click Confirm Security Exception.



g Q&5 & P 28 QN

General Tabs Search  Content  Applications  Privacy  Security Sync Advanced

Add Security Exception

General | Data Choices | Metwork | Update Certificates | You are about ko override how Firefox identifies this site.

when a server requests my personal certificate: P Legitimate banks, stores, and other public sites will not ask you to do this.
= Seleck one automatically % Ask me every kime J @
Server
Location: | https: ffvvncorewindl,sbbi1,spoc. global: 2222 /BOMD, Get Certificate I
¥ Cuery OCSP responder servers to confirm the current validicy of certificates I peil [ f / =
- Certificate Stakus
View Certificates | Security Devices | This site attempts ta identify itself with invalid information. T |
Unknown Identity

The certificate is mot trusked because it hasn't been verified as issued by a trusted authority

H[=]1E3 using a secure signature,

‘four Certificates | People  Servers | Authorities | COthers |

Yiou have certificates on file that identify these servers:

Certificate Mame | Server | Lifetime | Expires On | (=]

aDigitotar =
Digibotar Cyber CA * Permanent 047102011
Digibotar Cyber CA * Permanent 20092013
DigiMokar Root CA * Permanent 01/04f2025
DigiMokar Services 10... * Permanent 26{08/2013 e

aDigitotar B.Y.
DigiMotar PKIowverbeid... * Permanent 23f0312020 ¥ Permanently store this exception @
DigiNotar PKIoverbeid... * Permanent 27(0712015

aEntrust.net Confirm Security Exception | Cancel
Digisign Server ID - (E... * Permanent 17{07f2015

Wiew... Import... Expoark... Delete. .. Add Exception... I




	Bond V6 - Https configuration

