App Center Certificate
Request Process

Using an Internal Microsoft CA

Abstract:

The intent of this document is to describe the high-level process for both requesting and adding
an SSL certificate to App Center when using an internal Microsoft CA. The CA server is a
Windows 2008 R2 Enterprise server running AD Certificate Services.

Step 1 - Generating the private key and certificate request

On your App Center server (RedHat or CentOS) run the following commands from a terminal.
Please either be logged in as root or prefix each command with sudo.

openssl req -out CSR.csr -new -newkey rsa:2048 -nodes -keyout privateKey.key

During this process you will be prompted for some information. The most important item here is
to make sure the “Common Name”/CN that you input will be the Fully Qualified Domain Name
(FQDN) of the App Center server. If this does not make the FQDN of your App Center server
you will have to repeat this process.

You should now have two files, “CSR.csr” and “privateKey.key” in the same directory that you
ran the previous command. You will now need to take the contents of the CSR.csr file and
provide them either to your CA admin, or if you have access to generate the certificate yourself
take the following steps (or similar).

Example Screenshot of the CSR.csr file opened in gedit (notepad equivalent in linux).
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Step 2 - Requesting the SSL certificate
Go to the following URL on your Server 2008 R2 system.

https://nameofyourCAserver/certsrv

Select “request a certificate”
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Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you communicate with over the Web, sign and encrypt messages, and, depending
upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending request.
For more information about Active Directory Certificate Services, see Active Directory Certificate Services Doc
Select a task:

Request a certificate

View the status of a pending certificate request

Download a CA certificate, certificate chain, or CRL
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Select “advanced certificate request”
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Request a Certificate

Select the certificate fype:
User Cerificate

Or, submit an advanced cerfificate request.
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Select “Submit a certificate request by using a base-64-encoded CMC...”
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Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:
Create and submif a request to this CA,
Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-64-encoded PKCS #7 file.
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Paste in the contents from the CSR.csr file into the “Base-64-encoded certificate request” box
and from the “Certificate Template” drop-down select “Web Server” and click submit.
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Submit a Certificate or Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request generated by an external source (such as a Web server) in the Saved Request box.

Saved Request:

ApWadwS0DOYTlevanDtvissie/2englmaHCI1/nd/a]
Base-64-encoded [1cnJoWv7d+0GEUA01SEYKSKIS+nCH19NgqS/Deod
certificate request [b1}b3 eRFEngyLDOYJEepPTgq3TRExkUQ2PIENLY

{CMC or iESuS0S+C25SwUiWZCGayrZanYtSaQD1aXFIUhtOU.

PKCS#10or  |--=-= END CERTIFICATE REQUEST-----

PKCS #7). -
< >

Certificate Template:

Additional Attributes:

|
Attributes. -
1 v

Submit > I

[T T [l [Gtocal ntranet [ Protected Mode: off [Fa~[®wo% -~

o Bl ) @2 [m[e [Cosor®ss o
You should now have an option to download the issued certificate either “DER encoded” or

“Base 64 encoded”. SELECT BASE 64 ENCODED for both the “Download Certificate” and
“Download Certificate Chain”
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Certificate Issued

The certificate you requested was issued to you.

& DER encoded or}  Base 64 encoded

Download cerificate
== Download certificate chain

As a second to final step you will need to convert the “Certificate Chain” file you just downloaded
from P7B to PEM format. First make sure you copy both those the aforementioned files to your
App Center server. Now, you can do this by running the following command, where
certificatechain.p7b is the “certificate chain” you downloaded from the CA server and
certificatechain.cer will be the name of the converted certificate.p7b file.

openssl pkcs7 -print_certs -in certificatechain.p7b -out certificatechain.cer

You should now have the following files
e privateKey.key
e certnew.cer (this is the default name of the SSL certificate that is issued from the
Microsoft CA server).
e certificatechain.cer (the certificate chain file we just converted in the last step)

Step 3 - Selecting the certs to upload

These files will be uploaded to the App Center during the configuration process. Per the
screenshot below, the signed certificate (certnew.cer) should be pointed to by the “SSL
Certificate File”. the privateKey.key (from step 1) should be pointed to by the “SSL Key File”, and
the certificatechain.cer (that we converted previously from p7b), should be pointed to by “SSL
CA Certificate Bundle”.
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SSL Information

Set up Apache with SSL?: 1
CertRequestChain CertRequestSigned.
cer SSL Certificate File: /root/Desktop/certs/CertReqy| Browse... |uiustha & (CN) with the hostname and domair

......... SSL Key File /root/Desktop/certs/privatek)| Browse... [mustio he file!
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SSL CA Certificate Bundle: |/root/Desktop/certs/CertReqi| Browse...

Email Information

Please enter your email server information here. If you are using a proxy, you probably need to enter a usermame and password. If_|
[l [ certs ¥ |"CA_Chain.p7b” selected (3.0 KB) unauthenticated mail server on port 25 (for example), you may not need a username and password,

Email Proxy Host [mait.symemobility.com

Email Proxy Port;

Email Proxy User (optional):
Email Proxy Password (required if username
given):

Email Proxy Password (canfirm):
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Caveats:

Because | was using my own internal CA, none of my iOS or really any other devices outside
my AD infrastructure, will trust this SSL certificate. Therefore, you must download the CA’s root
certificate and import it into each devices trusted certificate store. THis can be done a number of
ways, on Windows systems simply use the Certificates MMC snap in, for iOS devices you can
use the iPCU. In either case, the same site | browsed to to request my certificate from
(https://nameofyourcaserver/certsrv) will have a download link/area similar to the screenshot
below. Use that to import into your devices OS. Again, Base 64 is the encoding option that
should be used.
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Download a CA Certificate, Certificate Chain, or CRL

To trust centificates issued from this certification authority, install this CA certificate chain.
To aCA

chain, or CRL, select the certificate and encoding method.
CA certificate:

Encoding method:
< DER
© Base 64

Download CA cerfificate
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