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Introduction

This Tech Note describes how you configure Symantec Endpoint Protection Manager (SEPM) to
log network traffic, and to deliver the traffic logs in either CSV or syslog format for use in the
CloudSOC Audit application. It also shows samples of the different log formats.

The procedures in this Tech Note were developed with SEPM version 12.1; other versions may
function and appear differently.

Sample log formats

SEPM provides logs in CSV format through manual export and through syslog export. The
following sections show samples of SEPM logs in both formats.

Syslog format

7/20/2016 5:50:50 PM [22] From:IE11Win7 (127.0.0.1) Fac:5 Sev:3 Msg
>>> Jul 19 14:46:53 IE11Win7 SymantecServer: IE11Win7,Local:
10.0.2.15,Local: 50247,Local: 08002785C5CD, Remote:
23.5.251.27,Remote: gZ2.symcb.com,Remote: 80,Remote:

525400123502, TCP,OQutbound,Begin: 2016-07-19 14:43:17,End: 2016-07-19
14:43:17,0ccurrences: 1,Application: C:/Program Files/Internet
Explorer/iexplore.exe,Rule: log web traffic,Location: Default,User:
IEUser,Domain: IE11WIN7,Action: Allowed

CSV format

Time Stamp,Event Type,Event Time, Severity,Host Name,Current IP
Address,Historical IP Address,Remote Host IP,Remote Host Name,Network
Protocol,Local Port,Remote Port,Traffic Direction,Application

Name, Begin Time,End Time, Repetition,ACTION,Rule Name,Alert, Send Snmp
Trap, Local Host Mac,Remote Host Mac,Hardware Key,Location Name,User
Name, Domain Name, Site Name, Server Name, Group Name,Computer Name

07/19/2016 14:46:53,TCP initiated,07/19/2016
14:42:27,Major,IE11Win7,10.0.2.15,10.0.2.15,65.52.108.163,urs.microso
ft.com,TCP,50282,443,0utbound,C:/Program Files/Internet
Explorer/iexplore.exe,07/19/2016 14:43:23,07/19/2016 14:43:23,1,Not
blocked, log web traffic,0,0,08002785C5CD, 525400123502, 909AC2C493CE639
153C2E9A24E4620DD, Default, IEUser, Default,My Site, IE11Win7,My
Company\Default Group, IE11Win7



Monitoring web traffic through SEPM

To record network logs, you configure a custom firewall policy to capture web traffic going to
ports 80 and 443. Once you activate this policy, SEPM collects network logs from each client and

store them in its database.
Create firewall policy
1. If you have not already done so, login to Symantec Endpoint Protection Manager.

2. On the SEPM console click Policies, and in the Policies area click Firewall. Then click Add
a Firewall Policy as shown below.

i} Symantec Endpoint Protection Manager = | =] =
[’ Symantec™ Endpoint Protection Manager Refresh | Help | Log Off
" . -
ﬁ Policies } (@ Firewall Policies
'?:I “irus and Spyware Protection
Horme ) Name | Description Location ...
@ Fireneall
@ Intrusion Prevention Fireseall policy Created automatically during product installstion. 1]
[@ Application and Device Contral Guaranting Firewall policy Created automatically during pracduct installation. 0
B Host Integrity Monitor web traffic 2

g LiveUpdste

f— d;> Exceptions
i" Q Policy Components

p— EEZI Add a Firevwall palicy

o PO o Wl a0

Q Search for Applications

Recent changes appear below:

Description Time |ndminist...
Edited shared Firewvall policy: Monitor web traffic July 21, 2016 9:09:39 PM PDT - admin |Z|

Admin
- Added shared Firewvall policy: Manitor wwehb traffic dJuly 21, 2016 9:07:45 PM PDT  admin E‘
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3. Onthe Overview page, fill in a name for the policy as shown below, then click OK.

Firewall overview
Policy
Policy Name

Cheriem
Policy Hame

Rules

. Type a name and description for the policy
EBuitt-in Rules

Policy name: -
Pratection and Steslth ¥ [ontor web traric

| Description:
Wincowes Integration

Peer-to-Peer Suthertication Settings

¥ Enable thiz policy
Created: admin
Last modified:  September 22, 2016 4:17:23 PM POT

4. At the left edge of the Firewall Policy window, click Rules, then click Add Rule as shown
below.

v Firewall Policy e
Firewall Rules
Policy

m

Overview

Firewall Rules

Firewvall rules allow, block and log netvwork traffic. ou can add higher priority rules inthe table belowe
Built-in Rules

Pratection and Steath I inherit Firewesll Rules from Parert Group

Windowes Integration

Peer-to-Peer Authentication Settings o | = B | ver IPvd (Ter... Hi . y tﬁ
" Block P aver P4 (IS4 @t P21
5 z

one 0-hinor

=l
=) Mone  [10-Minor

el Fule m £l Efark Fule ]I DelteRule || MaveLp || e Down |




5. On the Add Firewall Rule Wizard, enter a name for the rule and click Next as shown
below.

) Add Firewall Rule Wizard =t

Welcome to the Add Firewall Rule Wizard

Thiz wizard helps you to add & new firewall rule.

What do you weant to name this fireseall rule?

Rule name:  {log_web_traffic

v Symantec.

To continue, click MNe:xt

| Mext = | | Cancel |

6. Mark Allow Connections as shown below and click Next.

) Add Firewall Rule Wizard 5
Select the Action for the Rule \/Symantec.
Selectwhether the firewwall should allow or black ar ask connections.

Do you weant this fireweall rule to allow or block or ask connections?
& Aoy connections
7 Block connections
7 ask connections
| = Back || Mext = | | Cancel |

7. On the Select the Rule Applications page, choose the applications that the rule matches.
We recommend you choose All Applications.



You can also choose to match only specific applications, then click Add to build a list of
applications as shown below, then click Next.

T Add Firewall Rule Wizard b

Select the Rule Applications szmanmc_
Selectthe applications this rule should match.

Do o weanit this fireseall pule to spply to sl spplications, or only specific applications?

o)l Spplications

i Only the applications listed below:

Application | Description
firetox.axe
iexplore exe
| Addd.. || Remove |
| = Back “ Mext = ‘| Cancel |

If you build an application list for the rule, typically you would list browsers and other web
applications as shown in the example below.

] Add Application X

Specify application detzils, Al fields are optional, except for the file name.

Example: C:\Program Filesliexplore exe, or iexplore exe or *

File: Marne: |iexp|0re.exe | | Brovwse...

Example: Internet Explorer

File Description: | |

Size: | |

Last Modified:  Year: | | Morth: | | Day: | |

File Fingerprint:

SHA2SE; | |

MDS: | |

0K H Cancel || Help




8. For Hosts, click Any computer or site as shown below, then click Next.

v Add Firewall Rule Wizard X

Select the Hosts v/ Symantec.
Selectthe remote network hosts this rule should match.

To wwhst computers or stes do you want to allowe connections?

% mny computer or site

o Cnly the computers and sites listed below:

Host

| = Back ” Mext = | | Cancel |

9. On the Select Network Services page, click Add to add protocols and ports.

1] Add Firewall Rule Wizard it

Select the Network Services \f'fSy'mantel:.
Selectthe network services this rule should match.

What type of communications, or ports, do you want to cortrol?
 al types of communication (all protocols and ports, local and remote)
 The following types of protocals on all ports:

o Cnly the communications selected below:

Service Hame Communications
DHCP Server LDF:[Local=E7 £5; Remate=67 £8] n
DMNS Server TCP:[Local=53; Remaote=53] ; UDP:[Local=53] .
FTP Server TCP:[Local=21; Incoming] ; TCP:[Local=20; ...
HTTF Server TCP:[Local=30 443]

IMAP Server TCP:[Local=143]

LDAP Server TCP: [Local=339

| = Back ” Mext = || Cancel |




10. Enter remote ports 80 and 443 to capture traffic going to http and https as shown below.

If browser traffic goes through a web proxy, then also add the proxy ports in addition to
the standard ports 80 and 443.

Protocol =
Pratacol: [TcP =]
TCP Protocol
" Source/Destination ¥ LocalRemote
Examples: 21 or 21,25 or 21-25
Local Part: | ||E|
Examples: 21 ar 21 25 ar 21-25
Remts Part; |60 443 [==]
Direction: [Botn =]

| Ok H Cancel H Help ‘

After adding the ports, click OK on the Protocol dialog box, then click Next.

11. On the Select a Log Action page, mark Yes to create a log entry when the rule is
matched, as shown below. Then click Finish.

v Add Firewall Rule Wizard X

Select a Log Action
Select the logging settings for this rule.

v Symantec.

Do you weant to creste a log entry when this rule is matched?
F ves
Mo

Click Finish to create this fireswall rule.

= Back || Finizh | | Cancel
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SEPM creates the rule similar to that shown below.

Firewall
Palicy

Notifications

Overview
Firewall Rules

Rules

Firewall rules allow, block and log network traffic. You can add higher priority rules inthe table below.
Buitt-in Rules

Protection and Steatth I inherit Firewvall Rules from Parent Graup

Vindaves Intearation LvlpJ_En.. Hame Action | Application Host | Senvice Loy
1 7 log_weh_tratfic (O Allowe [ firefox.exe |46 dny [ TCP B Witet.
Peer-to-Peer Authertication Settings = iexplore exe| |
—
3 [ Block IPvE aver IPvd (Ter... 30 Block 3 An * an & UDP.... =) Mone  10-Minor
4 | | Elock e over IPvd (154, 50 Block | 4 any |4 any R IP(91] =) Mane  10-Minor |

[ mcaRue... ||I Akl Blank Rule ” Delete Rule ][ pove Lp |I Move Down ]

12. On the Rules page, click OK.

SEPM prompts you to assign the policy as shown below.

Thiz palicy iz currently nat assigned and therefare has no effect.

Wiould wou like to assign this policyy

7

13. Click Yes, then assign the policy to either your entire company, or to specific groups or
locations as shown below.

L] Assign Firewall Policy o

Firewvall Policy:  Monitor web traffic_

-Assign Policy
The tree below shows the groups or locations to which you can assign the selected Firewall Policy .
Select the groups or locations below. To select all subgroups and locations, right-click the parent group
and choose Select All Subgroups. Groups and locations with a check mark already have a Firevwall Policy
aszigned to them.

Caution
Clicking As=zign will azsign thiz Firewvall Palicy to all selected groups ar locations, replacing the existing
Firenwvall Policy they are currently using.

= E@ My Company
F €8 petaut

7 E@ Default Group

Azsign | Cancel Help

"



14. Click Assign, and then then click Yes when SEPM asks you to confirm as shown below.

Assign Firewall Policy £
,:;;
¥ {' Azsign Fireweall Policy changes?

[es ] [0 ]

Exporting logs from SEPM

After creating the custom firewall policy SEPM starts capturing the web traffic logs. You can
export these logs using one of the methods described in the following sections.

Manually export logs in CSV
1. From the SEPM console, click Monitors > Logs.

2. For Log Content choose Traffic as shown below.

L Symantec Endpoint Protection Manager = =]
{[J' Symantec™ Endpoint Protection Manager Refresh | Help | Log Off
ﬁ ‘ Summary | Logs | Command Status | Notifications | Security Virtual Appliance
tome  |Network Threat Protection Logs: Traffic Tell me more...

What type of log would you like to see?

oo Log type: | Metwork Threat Protection E“
Log content: |Trafﬂc E“
Use a saved fiter: | Default E“

What filter settings would you like to use?

Time range: Past 24 hours E“
Policies
Clierts
@ it A | Save Filter... | View Log
Admip

Export logs through Syslog

Use the syslog option to export logs continuously. SEPM periodically pushes the logs to a syslog
server that you can configure as a CloudSOC Audit datasource. You can also use this method to
make SEPM push logs to the syslog server on a SpanVA instance.



To configure SEPM to push logs with syslog:

1. In SEPM, click Admin and Servers. Then right-click on Local Site and choose Configure
External Logging as shown below.

) Symantec Endpoint Protection Manager \;li-
[’ Symantec™ Endpoint Protection Manager Reftesh | Help | Log Off
ﬁ el = Local Site
5 a Servers

S B & LocalSte (M

Edit Site Properties

a SER Caonfigure External Logging My Site

& tooshost| agg Existing Replication Partner |

b

Monitors Download LiveUpdate content
Show the Livellpdate status te Court: 0
Show Livelpdate downloads B JLlly 18, 2016 10:48:30 PM PDT
Reports
Tasks
(4 Ecit Site Properties =
ﬁ Configure External Logging
Policies ﬁ A Existing Replication Partner
2} Download LiveUpdate cortent
§) show the LiveUpdats status [+]
Administrators
Clients
Domains
Servers September 23, 2016 2:01:55 PM POT: Transaction log truncation succeeded and finished. [Site: My Site] [Server: SEP]
Install Packages September 23, 2016 2:01:54 P PDT: Transsction log truncation started. [Site: My Site] [Server: SEP]
= 23,2016 1:15:14 PMPOT: The administrator's user name or password is incorrect. Type a walid user name or password
Admin | | jcenses | I |

2. On the External Logging dialog box, enter the syslog server IP address as shown below,
then click OK. In the case of a SpanVA syslog server, enter the SpanVA IP address.

7 External Logging for Local Site (My Site) ILI

General |Log Fitter |

Send logs to & Sysiog Server or exportto & file.

Updste Frequency: |30 seconds IZ“ Master Logaing Server: [SEP E =

|7 Enable Transmission of Logs to a Syslog Server

Syslog Server:  [192.168.2185 |

Destination Port. DR [=] 514 |

Log Facilty: s |

Log Line Separator: |CR =]

[~ Export Logs to a Dump File =l
21| L ] [+

| OK H Cancel || Help |

Creating a SpanVA data source in CloudSOC

If you are using a SpanVA instance at your location to collect logs for use in CloudSOC Audit,
create a SpanVA datasource for the SEPM logs as described in the following sections. See the
CloudSOC Tech Note Installing and Configuring SpanVA For more information.



Syslog and CSV source types

Use either Syslog or CSV source types if SEPM is writing logs to a server.

1. In CloudSOC, choose Audit > Device Logs.

2. On the Device Logs page, click New Data Sources > SpanVA Datasource.

3. Onthe New SpanVA Datasource panel, use the following settings:

Field

Setting

Datasource Name

Enter a descriptive name.

Firewall Type Choose Symantec Endpoint Protection Manager.

Log format Choose Syslog or CSV logs.

SpanVA Choose the SpanVA instance from the menu of those available.
Make sure that the version listed for the SpanVA instance is
1.15.2.72 or later.

Source Type Choose Syslog Server or SCP/SFTP/FTP/HTTPS Server.

Protocol (Syslog
source type only)

choose either BSD or IETF.

The following figure shows a typical SpanVA data source configuration.

New SpanVA Datasource eate Conne Cancel +|
. Firewall Type

Symantec (BETA)

Log format

Syslog

-

&
v

You can schedule exports of logs from your Symantec firewall in Syslog format to our
system using Secure File Transfer Protocol (SFTP} or use Secure Copy (SCP).

3. SpanVA

Perfi-Stress_LongevityTest (v1.15.2.72.0-13rc) -

4, Source Type

Syslog Server

5. Transport Parameters

Protocol

BSD




SQL Database source type
Use the DB source type when SEPM writes logs into an SQL server database.

Note the following details and limitations relating to SpanVA MS SQL support for Symantec
Endpoint Protection Manager:

e Turn off Windows Firewall on the Windows machine where the SQL database resides.
Otherwise SpanVA cannot access the database.

e You must open the TCP port (default 1433) on the Windows machine where the SQL
database resides.

e Do not end the SQL query with a semicolon (;) when creating the Datasource Definition.

e FEach time SpanVA pulls data from your SQL server, CloudSOC advances an internal
marker to the day and time of the latest record obtained from the server. SpanVA only
pulls data from after the marker was set, and does not go back and re-pull any data
predating the marker. Note the following implications of this system:

o You must be careful when creating Custom Headers. If you create an invalid
Custom Header and use it to pull data from the server, the Audit app is unable to
parse that data, and so ignores it. After you fix the custom header, Audit correctly
parses new data pulled from the database, but SpanVA does not go back and
re-pull the data previously obtained.

o If for whatever reason your SQL server contains records relating to some future
date (for example, because of a date/time misconfiguration on a device),
CloudSOC advances the date/time marker to that future date, and does not pull
any records dated prior to that date/time.

If you encounter either of these situations, easiest thing to do is to delete the datasource.
If for some reason you encounter such a situation on a datasource that has important
historical data, contact CloudSOC technical support to have the SpanVA date/time marker
reset so you can re-pull the data.

To use the DB source type:
1. In CloudSOC, choose Audit > Device Logs.

2. Onthe Device Logs page, click New Data Sources > SpanVA Datasource.



3. Onthe New SpanVA Datasource panel, use the following settings for Datasource Name,
Firewall Type, and SpanVA:

Field

Setting

Datasource Name

Enter a descriptive name for the new datasource.

Firewall Type

Choose Symantec Endpoint Protection Manager.

Log format

Choose DB.

Custom Headers

Mark the checkbox and and copy the following headers into the
text box:

USN, DOMAIN ID,SITE ID,SERVER ID,GROUP_ID,COMPU
TER ID, TIME STAMP,EVENT ID,EVENT TIME,SEVERITY
, AGENT ID, HARDWARE KEY,HOST NAME, LOCAL HOST IP
, REMOTE_HOST IP,REMOTE HOST NAME, NETWORK PROTO
COL, LOCAL_ PORT,REMOTE_PORT, TRAFFIC DIRECTION,B
EGIN TIME,END TIME,REPETITION,APP NAME, BLOCKED
,RULE_ID,RULE_NAME,ALERT, SEND SNMP TRAP, LOCAL
HOST MAC, REMOTE HOST MAC,LOCATION NAME,USER NA
ME, DOMAIN NAME,RESERVED INT1,RESERVED INT2,RES
ERVED BIGINT1,RESERVED BIGINT2,RESERVED CHARI,
RESERVED CHAR2,RESERVED VARCHAR1, RESERVED BINA
RY,LOG_IDX,LOCAL HOST IPV6,REMOTE HOST IPV6,NE
STED_PROTOCOL TYPE,NESTED PROTOCOL SUB_TYPE, LO
CAL HOST IP TEXT,REMOTE HOST IP TEXT

SpanVA

Choose the SpanVA instance from the menu of those available.
Make sure that the version listed for the SpanVA instance is
1.15.2.72 or later.




4. Onthe New SpanVA Datasource panel, use the following Transport Parameters settings:

History Days

Field Setting

Host Enter the host IP of the SQL Server where the SEPM is exporting logs.

Port Enter the port number the SQL server has been configured to listen for
TCP connections. The default port is 1433.

User Name Enter the username for the SQL server that has permission to read the
database tables. Make sure this user can run the query and has
connect and read access to all the tables, views and dbs associated
with the query.

Password Enter the password for the database user.

Maximum Enter the number of days in the past the SpanVA pulls logs.

Database Type

Choose Microsoft SQL Server.

Database Name

Enter the name of the database table you have configured in the SEPM
for exporting the logs.

SQL Query

SELECT

USN, DOMAIN ID,SITE ID,SERVER ID,GROUP ID,COMPUTER I
D, TIME STAMP,EVENT ID,EVENT TIME,SEVERITY,AGENT ID,
HARDWARE KEY,HOST NAME,LOCAL HOST IP,REMOTE HOST IP
, REMOTE_HOST NAME,NETWORK PROTOCOL, LOCAL PORT, REMOT
E_PORT, TRAFFIC DIRECTION,BEGIN TIME,END TIME,REPETI
TION,APP NAME, BLOCKED,RULE ID,RULE NAME, ALERT, SEND
SNMP TRAP, LOCAL HOST MAC,REMOTE HOST MAC,LOCATION N
AME, USER NAME, DOMAIN NAME, RESERVED INT1,RESERVED IN
T2,RESERVED BIGINT1,RESERVED BIGINT2,RESERVED CHARI
, RESERVED CHAR2,RESERVED VARCHAR1,RESERVED BINARY,L
OG_IDX,LOCAL HOST IPV6,REMOTE HOST IPV6,NESTED PROT
OCOL TYPE,NESTED PROTOCOL SUB TYPE,LOCAL HOST IP TE
XT,REMOTE HOST IP TEXT

FROM sem5.dbo.V AGENT TRAFFIC LOG




5. At the top of the New SpanVA Datasource panel, Click Create Connection as shown
below.

New SpanVA Datasource

crliear
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