How to write custom actions triggered both by the local agent as well as a central point with the ability to use
Nimsoft to manage and report on these actions which may include scripting.

nexec probe: (command execution probe, local system or remote)

Description: run command anywhere -> on any machine and from any system

Features:
« Control what person or group is allowed to run the command

e Schedule a command to be run via nexec profile(s)
« Parameters: if you want to use a generic command, e.g., dir, you can set parameters to use in the

command execution, for example:

Parameter Name Value
dirflags Is

then call it in the command using $dirflag

"’ nexec: [/Nimsoft-Demo/WorldWideHQ/apollo/nexec]

Setup 1 Configure 1 Stait )
Al profiles
Mame | Cornmand | Arguments | Exclusive | Schedule
[ interface info  ipconfig Aall Ve
test crd exe yes
-c Iz tmp/$filemask.

test? i
ey

DTSTART: 200712217 100000[RRULE:FREQ=RINUTELY IMTERVAL=2DTEMD: 20071 2.

=/ i $diiflags 2TEMP2

oK | Cancel | Lpply | Help
Profile properties ) I
Mame |tm|:ufi|e& ¥ Active
Dezcription |Iist files in the temporany directan Cancel |
Command |c:\windows\systemBE\cmd.e:-:e

Arguments  |/c dir $diflags ZTEMP |

r Excluzive [Only one instance of the
command can be running at the zame bime. )

Scheduls v Modify schedule |

ALL required IE:-:ecutiu:nn Level 1 j

Timeout ISD seconds

Parameters that can be overridden by the user

Hame Yalue

filemaszk.

To test the command you can Select the Start Tab and then select the profile you created to execute the
command, then rtlick it and Run it. You can then see the output as well as any errors if there’s a problem, e.g.,
cant find a dir/file, bad command syntax, etc.
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Parameters that can be set by the user

Wersion 1.02. Started May 04 0F:38:27

[ ame | Walue
dirflags /s
filemazk xE

oK | Cancel | Bl |
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@ oracle “aut
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[i@ citrixvm

[i@ clusternodel
v [ clusternodsz
[ dbserver

fe exchswrd? | Q_ gj by
- [i@ netwaress W

[i@ nim-dema-sp

[i@ nim-dema-win? I steved
- [i@ nim-rumapp
[i@ nim-rwc-hy-01
ﬁ! ped00sc

[ig redhat

fig sik

[i@ suse

[i@ wista

[l vmserver i
- [i@ wzkpra ke
1 Cim

Dione

Setup T Configure T Start ]
- Prafiles fil B []
Mame | Description g
interface info E tmpfiles Close |
tesl Descriptior list files i the ¢ direet
tmpfiles list files in the temporary directony P RS RN DO BUERIRIE

05/28/2010 12:34 AM
05/28/2010 12:34 AM
03/18/2010 04:33 PM
03/18/2010 04:33 PM
05/04/2010 06:40 A
05/04/2010 06:40 AM
04/23/2010 04:59 P
02/22/2010 12:37 AM
02/22/2010 12:37 AM
02/13/2010 05:42 P
02/19/2010 0%5:42 PM
02/23/2010 03:54 P
02/23/2010 03:54 PM
04/10/2010 06:59 P4

4|

Walume in drive C has ho label.
Yalume Serial Mumber iz 400F-38FE

<DIR>
<DIR>
<DIR>
<DIR>

<DIR>
<DIR>

<DIR>
<DIR>

<DIR>

Directary of C:AWINDOWSA\TEMP

aris2-tmp-1 785578851 293540036, tmp
0 awisZ-tmp-178567 8851 29354 0036.tmp.lck.
axis2-tmp-191 83063541 80492228 tp
0 axis2-trmp-19183063541 80492228, tmp. ok,
axisZ-tmp-22861421 42853608423 tmp
aris2-tmp-290876 9743207110987 tmp
0 awis2-tmp-230876974 320711 0987 .tmp.lck
aris2-tmp-31163143319051 34151 tmp
0 anis2-trmp-311631 4331905134151 tmp.lck.
axizZ-tmp-311668241524 7558495 tmp
0 axis2-tmp-311668241 5247558435 tmp.lck.
ariz2-tmp-34367 1408264 0208045, trp

] >

[l

imb e i

2

(2]

Note: You can also select the nexec probe and press Ctrl-P, to interact directly with the probe to make a reqt
and list the profiles or run one of the profiles to see the output. Note that you have to enter the name of the

profile you want to run.

",9 Probe util ‘Nimsoft-Demo,/WorldWideHQ/apollo/nexec]

QD | Bl

i~ Probe commandset ~Command output (run_prafile]

[ ur_profie =
!
Paramelers oo 0
Name | value profile  tmpfiles
piofile implies
profls
[fmftes < |

|

=R |Eummand status : OK

[132.168.128.10

4

Useful feature: You can add the stdout/stderr to a note contained in an alarm.

Automatic execution of actions, e.g., using commands/scripting



Nas probe (Nimsoft Alarm Server)

You have many options available to you to control when you run a LUA script to execute the command(s) by
using the features of nas, e.g., based on operating period, schedule, excluding maintenance periods etc. Firs
create/add the script to your nas probe under scripts then under th@pkuior profiles...

3,9 nas: [/Nimsoft-Demo/WorldwWideH()/ apollo/nas]
Setup T Status T Auto-Operator T Mame Services T Metes ]

Propertiesl Profilesl Triggers ~ Scripts | Fre-processing Hulesl Schedulerl Computer State Monitorl

Mame | Size [Bytes) | Modified I Created |

Qj . directorny

;__E] Auto export of alams to cev file 1542 Dec 220957.05 Dec 22 09:.42:47

5 IrventaryFeport 1320 Dec 31120557  Dec 31 12:05:43

.EI un script using defined nexec profile 521 May 28 09:26:08  May 28 08:28:56 )

E Script: [run script using defined nexec profile]

|:3|H|v| l::_;] E“?)I ‘;|63|v| I Test Profile: |<n0ne>

a = alarm.get()

nimid = a.nimid

domain = a.domain

hub = a.origin

robot = a.robot

addr = "/",.domain.. "/ " hub. . "/ " Lrobot, . " nexec”

pdsIn = pds.create()

pdz.putftring ipdsIn, "profile®, Ttmpfiles™)

outTable = nimbus.reguest (addr, "run profile", pdsIn)
stdout = outTable['stdout']

——print ([("Output is "..stdout)

notePds = pds.create|)

pos.putitring inotePds, "nimid", nimid)

|qj Stevell pods.putitring inotePds, "description®™, "Output from Exec™)
pdz.putftring inotePds, "body", stdout)

nimbus. request ("nas", "note_attach", notePds)

0k | Cancel | Aol |

and then you can choose when you want to run the specific script that executes the custom action/command
e.g, when you receive a message with the message text of “something failetland it’s a critical alarm.



'ﬂ‘rras [/Mimsoft-Demo;/WorldWideHD) /apollo/nas]

Setup T Status T Auto-0perator T Mame Services T MNotes ]

Froperties  Profiles I Triggers I Seripts I Pre-processing RBules I Scheduler I Computer State Mu:unit-:url

| ¥ Profile: [nexec demo] E
|
Achion type _SCIIF't _ﬂ Action categony | LI i?gj

— Achon rode

{+ [On meszage amival I

Scripk T T I': J
mi -

||:'| run schipt using defined nesec profile g AREESIRIC |

 On every &0 interval

Script Pararmeter
| {~ Oneveny intereal IE“" "I

" On trigger

M atching Criteria | .ﬁ.u:l\.-aanu:ed'l Operating F-'eri-:udl Scheduling_l

OEO0O0BEO00O0008EEOORO

SevertyLevel T TR I'"E| i | bessage Visibility Iigr‘u:ure *I
Hostnarme | SGource Jil| MimBLJ5 Domain i
| {hastname1| |
Subzyztem I B Subsystern Sting 1 MimBUS Hub Mame =
E I I | B
Yser Tag ] | UserTag?2 _|  MimBUS Robot Name E =
o || ! | I
— [T Meszage azsigned to Mezzage Cauinter Walus HimELIS Probe Mame é —_
0k |{an_u> Ll | LI I | L |
Meszage sting | MimBLIS Origin =
[/ failed. "/ |
e Hint: F1 for dropdown selection, F2 for pattem/regexp validation.

k. Cancel

-
LS

To test your Auto-Operator profile to see if it is successfully executing the action, you can go to the Status Ta
in the nas and Send a Test Alarm nttalick.



i‘,—‘ nas: [/Mimsoft-Demo,WorldWideHQ/apollo/nas]

Setup I Status T Auto-0peratar T MHame Services T Mates ]

—Ailarm Status

critical major minar warning  information Total alarms 274
m | 1 = _ Lastalam  May 28 0%:57:31
41 g B2 3 14 Lagt event  Mayp 28 10:00:15

g 3 i
—blam Meszages ——— 5,9 Alarm properties Ei

I Time of arigin I H ||Meszage text I Subsystem I Severit}li’
0 Map1914:05:H hir |ffzomething failed H3149 major
j Map 26 10:53:12  ap | SiBapstem b Alam major
May 26 10:5316 ap 11 - NimBLUE Al - P Oracle majar
0 May 26 105530 ex I — me_= e J MNT-Services major
B May 26 105625 as |[ROvEtIEvel Source of sender 02333 warring
B Map 26 10:56:26 g ||[M crijcal =l |hostame1] 02333 waning
0 May 26 10:53:28 19 Suppression key b Metwark, majar
I May 26 10:59:28 10 I 0 Metwork, major
| May 2610:53:29 ae ¥ Metwark, rminar
I May 26 10:59:29  ap b MT-Services major
0 May 26105930 19 Send | Cancel | 5 MNetwark — maior
| May 26 10:35:07  cib - Disk miror
| May 26 10:5%:42  192.168.12¢ The SMMP 01D 'Memary Used' for 192.168.128.254 iz now "18° 283 MNebwark, rminar
| May 26 10:53:42  192.168.12¢ The SMMP 01D 'Memary Free' for 192.168.128.254 iz now 'T4.: 283 Mebwork, miror
0 May 26 10:59:43  nim-rwc-rout BTR 4: The 'eche’ probe configuration is not available. BER MNetwaork majar
I paw 26 10:59:42  rnimerwe-rout BTR 1 ]he ‘echo’ orobe confiquration is not available, RER Metwork, maior _ILI
[l »
|Versinn 331, Feb 82010 Started May 10 14:40:10 | Tatal: 274

0K | Eancell Apply | Help |

In the alarm sub-console in the Infrastructure Manager, you can use the alarm filtering feature to see if you g
the test alarm:

—Alarm Source — Time
Host Name: I j Time Received: IDIder than 'l IU ﬂ Hours
Source: Ihostname‘l j Time Origir: IDIder than 'l IU ﬂ Hours pifc
Mas: I j Time Arival: IDIder than 'l IU ﬂ Hours
. h
Drigir: I j — &zsignment =
Subspsterm: I j Aszsigned To: I j
Subspstern 1D: I j Aszsigned By: I j
Domair: | j Time Assigned: IDIder than 'l IU :I Hours (ICMPYTCR)
> I j T2 Probe
Fiobat: | j User Tag1: | Ler
Prabe: | j User Tag 2: | nse
—Mezzage — Count Sevenity Level——————————————
/. zomething failed.”/ |>= j |1 ﬁ ’7|>= j IEIear j
1|
QK | Apply I Feset | Cancel | Help | ,m

| ® g | e IE §|EE|‘:‘1E‘2D3 5

B hostnamel hostname1 something Failed

You can then open the alarm and read the notes on the alarm and of course, operators can add their own
comments to it.



T < S ~ |

|D: HT 467097 76-71767 Host Mame: hosthame1

Accept Output from Exec |
Source: hostname Frobe:
Domair: Mimsoft-Demo Robot; apolla Asign... Yalume in diive C has no label. -
Nas: WorldwideHQ Hub: WarldwideHD Wialuuce Sietlel itz ts ALUHEERS

Unaszzign

Subsystem: Alarm [1.1] Directory of C:AWINDOWSSTEMP

. . Acknowledge |
Message: Severity: Critical 05/28/2010 12234 &4 <DIR>
samething failed ;l Histary | 052872000 1234 AW <DIR>
03418/2010 04:33PM  <DIR:>
| awis2-tmp-1785575851 293540036 tmp
0382000 04:33 P 0
LI Frevious | ariz2-tmp-1785578851293540036. tmp. ek
05/04/2010 DE:404M  <DIR:
. axiz2-tmp-191 83063541 80492228 tmp
Count: 2 _ New | 05/04/2010 0E-40 AM 0
. _— . aviz-tmp-191 83063541 80492228, tmp. Ik
Time Feceived: May 28 2010 03:54:50 &l 04/23/2010 04:59PM  <DIR>
Tirne Origin: May 28 2010 03:44:25 aris2-tmp-22861 42142859608423 tmp
Time Auival May 28 2010 09:44: 26 02/22/2010 12:37 &M <DIR>
axis2-tmp-29087E974 3207110987 tmp
Origin; ' orldwfideHE D2/22/2010 12:37 AM 1]
User Tag 1: MSSEL User Tem 2 YaurEmsus ariz-tmp-29087E37 43207110937 tmp. ok, ;I
o |
Erver
pro 0k I Comment I
Summary

e nexec probe can be deployed to the various robots with profiles configured to run the desired
scripts/commands. These profiles can be executed via_ LUA script from the nas (central point) via
nimbus.request() calls in response to specific alarms.

« If you want to“trigger’ actions locally rather than from the nas using a script you can also use probes if
they support actionsit depends on the probe. The only lo@ent ones possible are through probes
that provide that capability for example, logmon, dirscan, processes, can run commands and it does n
require anything else.

o If these are a set of standard options then configuring them via nexec and then calling them via a
callback from nas/LUA. It depends on what reporting you are looking for on the actions.

« If nexec probe is not an option, then possibly a custom on-demand probe will work that can run the
required action.

We have created scripts/probes to run commands remotely (e.g. via ssh or pscript), but then authentication
becomes the keysee rsp probe.

Reference:
Nexec demo script with comments

-- Get the alarm object

a = alarm.get()

-- Extract the NimID from the alarm object

nimid = a.nimid

-- Extract the address details from the alarm object
domain = a.domain



hub = a.origin

robot = a.robot

-- Construct the address as /domain/hub/robot/probe
addr = “/”..domain..”/”..hub..”/”..robot.."/nexec"

-- Create a PDS object to use to send details

pdsin = pds.create()

-- Add a string key/value pair to the PDS to tell the probe which profile to run
pds.putString(pdsin,"profile”,"interface info")

-- Run the “run_profile” callback of the nexec probe

outTable = nimbus.request(addr,"run_profile",pdsin)

-- Take the “stdout” parameter from the returned table

stdout = outTable['stdout’]

-- Create a new PDS to use to construct a note

notePds = pds.create()

-- Add keyl/value pairs to the PDS to define the NimID, Description and body
pds.putString(notePds,"nimid",nimid)
pds.putString(notePds,"description”,"Output from Exec")
pds.putString(notePds,"body",stdout)

-- Run the “note_attach” callback of NAS to attach a note to the NimID
nimbus.request("nas"”,"note_attach",notePds)



