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1 [bookmark: __RefHeading__345_1698345725][bookmark: _Toc265538710][bookmark: _Toc265538710]Setup Custom Auth Scheme
(modified slightly for CustAuthDelay, auth scheme)
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For the delay auth scheme parameter should be :
 
 com.ca.siteminder.sdk.exmaple.delay.AuthApiDelaySample http://www.sample.com/siteminderagent/forms/login.fcc;10 



2 [bookmark: __RefHeading__355_1698345725][bookmark: _Toc265538715]Log of CustAuthDelay in Operation

Just some notes on running the cust auth scheme, and what I got on my output log.  I have cut out a lot of the extra debug lines, but here are the highlights:  

You can run the siteminder policy store from the command line (in both DOS, and in Unix) which lets you see the Stdout/Stderr.  That is helpful for easy debugging.

   C:\ca\netegrity\siteminder\bin>smpolicysrv.exe


Query parameter returns the URL it will redirect to collect the credentials.

AuthApiCertSample AuthApiCert:: [' query : 
 query::Parameter :  https://www.sample.com/siteminderagent/cert/SmGetCred.scc


User Certificate is read, parsed, and user DN extracted.


AuthApiCertSample AuthApiCert:: ['rawCertificate len: 972']

The DN is extracted.

AuthApiCertSample AuthApiCert:: ['User DN : EMAILADDRESS=user1@here.com, CN=user1, OU=Test Unit, O=test Org, L=Melbourne, ST=vic, C=AU']

The username is extracted as CN from DN.

AuthApiCertSample AuthApiCert:: ['UserName : user1']
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