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CA Identity Suite Main Concepts
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Rapid Deployment with Virtual Appliance

Capabilities

• No installer. No scripts. No training.

• Pre-integrated, high availability environment in a couple of clicks

• Pre-defined recommendations for production deployments

• Up and running in minutes!

• Available in OVA (VMWare) and AMI (AWS)

Benefits

• Lower License Costs: CA provided OS, application server, directory

• Lower Services Costs: No installer and simplified patches/upgrades

• Lower DevOps Costs: Built-in centralized monitoring and Logging



Deployment Type Selection



Best Practice Recommendations 
Architecture Optimization via Drag & Drop 



Centralized Monitoring and Logging
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Rapid Time to Value With Deployment Xpress

Capabilities

• Deploy a business process in a few clicks

• Easy navigation via a marketplace experience

• Proven best practice identity lifecycle processes

• Workflows, policies, forms and all the rest… already configured 
for you!

• Build your own use case templates and repository

Benefits

• From weeks to a few clicks! 

• Dramatically improve Time-To-Value by reducing deployment time

• Use best practice use cases

• Improved supportability
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Approval workflow

No 
Approval

Scheduled Activities

Forms

Notifications

Risks

Authorization Rules

Business logic

Escalation

Escalate to 
Legal

Legal 
Approval

Manager 
Approval

Notify User

Email 
Password

Email 
Username

Escalate to 
Admin

All Users

Managers

Admin

No Form

Complex 
Form

Basic Form

Set End 
Date

Activate 
User

Generate 
User ID

Check 
Activation

No 
Scheduler

No Risk

Customer 
Risk 200

Contractor 
Risk 100

No 
Escalation

Check End 
Date

Use Case Elements



10 Copyright © 2017, CA technologies. All rights reserved. 

Legal 
Approval

Manager 
Approval

Notify User

Email 
Password

Email 
Username

No Form

Complex 
Form

Check End 
Date

Check 
Activation

No 
Scheduler

All Users

Managers

No 
Escalation

Escalate to 
Admin

Escalate to 
Legal

No Risk

Customer 
Risk 200

Contractor 
Risk 100

Admin

Basic Form

No 
Approval

Set End 
Date

Activate 
User

Generate 
User ID

Use Case Variations



11 Copyright © 2017, CA technologies. All rights reserved. 

Use Case Variations

Create Contractor by Manager

Customer Self-Registration

Terminate Contractor on End Date



Customer 
Self-Registration

Terminate 
Contractor 

on End Date
Create Contractor 

by Manager



Browse the use cases marketplace



Filter results and select a use case



Deploy in a few clicks!
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Privileged Governance

The CA Approach

• Providing governance for Privileged Access is critical

• Governance should be consistent across privileged access and non-
privileged access

• As always, it’s all about the user experience!

The CA Identity Suite Solution

• Automated provisioning and de-provisioning

• Access request

• Access certification



17 Copyright © 2017, CA technologies. All rights reserved. 

Certification Campaigns Enhancement

Certification Campaigns Active Dashboard

• Dashboard for compliance managers to track progress 
of certification campaigns

• Drill down into specific campaigns progress

• Actionable options to improve performance

Certification Campaigns Display Management

• Administrator can control display settings such as: display 
columns, sorting, order, object names etc.

• User can personalize the view and change those settings



Progress by campaign

Progress by certifier

Progress summary

Certification Campaigns Active Dashboard



Table of content
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Certification Campaigns
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Connectors
Active Directory

• AD 2016 support including time based permissions

• Tool for SSL certificate setup

Misc.

• O365 Assigning multiple licenses

• Unix V2 to have option to connect on different port rather than port 22

• Certification of SAP NetWeaver 7.5

• Certification of TSS 16

• Certification of Advance Authentication 8.x
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User Experience

• OTP forgotten password

• Expose endpoint account status in IP

• 508 compliance enhancements for Identity Portal

• Logout from IP admin UI

• Support AD authentication from IP and IM

• Date and Time Comparisons using Policy Xpress Policies

• Controlling Inbound Synchronization from Provisioning to IdM

• Localization: Finish, Dutch, Norwegian, Danish, French Canadian
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Technical Debt

Misc.

• BSAFE libraries replacement

• Handling unplanned offline endpoints

• NIM support for latest version

• PDI upgrade

• Health Check Page or REST call for Identity Governance

PSM

• Windows Server 2016

• MS-SQL 2016

• CA Directory 12.6

• CA SSO 12.7

• JasperSoft CABI 6.3
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Roadmap

▪ Virtual Appliance enhancements 
such as AWS/Demo Mode

▪ Deployment Xpress additional 
capabilities 

▪ Identity Analytics for 
certification

▪ Accessibility enhancements for 
Section 508 compliance

▪ Privileged target accounts

▪ BSAFE libraries replacement

▪ Architecture improvement

▪ Connector enhancements such 
as AD, PAM, TSS and Exchange

▪ PSM changes including added 
support for Windows 2016 and 
MS SQL 2016

▪ Technical Debt

Marquee 
Features/
Business 

Value

Planned Under Consideration

Delivered Planned Under Consideration

Product/
Releases

CA Identity Suite 14.1 

GA in July 2017

CA Identity Suite CA Identity Suite

▪ Virtual Appliance enhancements 
such as FIPS 140-2/Export & 
Import/Additional cloud platforms 
such as Azure

▪ Migration/upgrade wizard to the 
virtual appliance

▪ Deployment Xpress community pilot

▪ Accessibility enhancement and 
Section 508 compliance including 
updated VPAT report

▪ Performance benchmark

▪ Connector enhancements (O365, AD, 
MF)

▪ Consolidated key IG admin functions

▪ Architecture improvement for easier 
upgrades & maintenance

▪ Technical Debt

▪ Hybrid Support for provisioning 
cloud apps via CA Identity Service

▪ HR Feed connector (Workday)

▪ SaaS connectors

▪ Virtual Appliance try & buy

▪ BU CIAM initiative capabilities

▪ Privileged Governance offering on 
Virtual Appliance

▪ Identity Analytics for access & 
risks

▪ Accessibility enhancement and 
Section 508 compliance

▪ Consolidated key IM admin 
functions

▪ Expose key REST APIs
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Disclaimer

Certain information in this presentation may outline CA’s general product direction.  This presentation shall not serve to (i) affect the rights 
and/or obligations of CA or its licensees under any existing or future license agreement or services agreement relating to any CA software 
product; or (ii) amend any product documentation or specifications for any CA software product. This presentation is based on current 
information and resource allocations as of July 2017 and is subject to change or withdrawal by CA at any time without notice.  The 
development, release and timing of any features or functionality described in this presentation remain at CA’s sole discretion. 

Notwithstanding anything in this presentation to the contrary, upon the general availability of any future CA product release referenced in 
this presentation, CA may make such release available to new licensees in the form of a regularly scheduled major product release. Such 
release may be made available to licensees of the product who are active subscribers to CA maintenance and support, on a when and if-
available basis. The information in this presentation is not deemed to be incorporated into any contract.

Copyright © 2017 CA. All rights reserved. All trademarks, trade names, service marks and logos referenced herein belong to their
respective companies.

THIS PRESENTATION IS FOR YOUR INFORMATIONAL PURPOSES ONLY. CA assumes no responsibility for the accuracy or completeness of 
the information. TO THE EXTENT PERMITTED BY APPLICABLE LAW, CA PROVIDES THIS DOCUMENT “AS IS” WITHOUT WARRANTY OF ANY 
KIND, INCLUDING, WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR 
NONINFRINGEMENT.  In no event will CA be liable for any loss or damage, direct or indirect, in connection with this presentation, 
including, without limitation, lost profits, lost investment, business interruption, goodwill, or lost data, even if CA is expressly advised in 
advance of the possibility of such damages.



Thank You!


