CA Live API Creator Jetty Package SSL Setup
[bookmark: _GoBack]The Live API Creator Jetty package, while primarily designed to run on SE laptops and used for demos, will inevitably be provided to customers for evaluations and POCs.  This will require the use of SSL/TLS which is not configured by default.

The instructions below are based on the following URL: http://examples.javacodegeeks.com/enterprise-java/jetty/jetty-ssl-configuration-example/ .

Create SSL/TLS private key & associated certificate for Jetty
I used the API Gateway to do this (Policy Manager -> Tasks -> Manage Private Keys).  

The end result should be exported .p12 keystore and .cer certificate files.  In my case these files were named creator.apim.ca.p12 and creator.apim.ca.cer respectively.

Backup the existing Jetty keystore found in ../CALiveAPICreator-Jetty-2.0.00.2-B2B/etc  and create a new keystore using the .p12 file you just exported from the Gateway.

keytool -importkeystore –srckeystore creator.apim.ca.p12 -srcstoretype PKCS12 -destkeystore keystore

You’ll be asked to set & confirm a password for this keystore.  I used “CAdemo123”. 

Enable SSL & HTTPS Support in Jetty
Modify the start.ini file
One thing to note is that the base directory used by the Start.sh script is here: ../CALiveAPICreator-Jetty-2.0.00.2-B2B/CALiveAPICreator/

NOT the root install directory here: ../CALiveAPICreator-Jetty-2.0.00.2-B2B

This is important because there are 2 start.ini files and we need to ensure we modify the correct one.  We need to modify the start.ini file located here: ../CALiveAPICreator-Jetty-2.0.00.2-B2B/CALiveAPICreator/start.ini

Open the correct start.ini and add the following lines to the bottom of the file:
--module=ssl
--module=https

Configure ssl.mod
For the same reason as above we need to modify 3 relative paths to the keystore in the ssl.mod configuration file.  This file is located here: ../CALiveAPICreator-Jetty-2.0.00.2-B2B/modules/ssl.mod

My ssl.mod file looked like this after the changes:
[image: /Users/phiju02/Desktop/Screen Shot 2016-01-18 at 11.22.00 AM.png]

Note the references to ../etc/keystore instead of the default etc/keystore.

Lastly, we need to modify the 3 password properties in ssl.mod to match the password we set when creating our keystore above.  Jetty includes a Java utility in ../CALiveAPICreator-Jetty-2.0.00.2-B2B/lib/jetty-util-9.2.13.v20150730.jar that provides the required password obfuscation.  

Run the following command:
java -cp jetty-util-9.2.13.v20150730.jar org.eclipse.jetty.util.security.Password CAdemo123

Copy & paste the resulting obfuscated password to the following settings in ssl.mod:
jetty.keystore.password=OBF:1wty1th11wgg1saj1t2z1v2h1sov1v1x1t371sar1wfi1thl1wug
jetty.keymanager.password=OBF:1wty1th11wgg1saj1t2z1v2h1sov1v1x1t371sar1wfi1thl1wug
jetty.truststore.password=OBF:1wty1th11wgg1saj1t2z1v2h1sov1v1x1t371sar1wfi1thl1wug

Start (or restart) Jetty.  You should see the following entry in the console on startup:
INFO:oejs.ServerConnector:main: Started ServerConnector@5b080f3a{SSL-http/1.1}{0.0.0.0:8443}

To further verify Jetty is listening on the SSL/TLS port run ‘netstat –tnap | grep 8443’.  Output should look similar to this:
[image: ../../../Desktop/Screen%20Shot%202016-01-18%20at%2011.50.28%20AM]

Configure the Gateway to Trust the CA Live API Creator SSL certificate

For the API Gateway to consume Live API Creator APIs over SSL/TLS, it will need to trust the Jetty SSL/TLS certificate for Outbound SSL Connections. 

In the Policy Manager -> Tasks -> Manage Certificates dialog, use the add or import option to import the .cer file directly from disk or point the wizard at https://<lac-hostname>:8443 .  Be sure to enable the Certificate is a Trust Anchor checkbox.
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[ini-template]
### SS5L Keystore Configuration
# define the port to use for secure redirection

jetty.secure.port=8443

## Setup a demonstration keystore and truststore
jetty.keystore=../etc/keystore
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[iphillips@creator CALiveAPICreator-Jetty-2.0.00.2-B2B]$ netstat -tnap | grep 8443

(Mot all processes could be identified, non-owned process info

will not be shown, you would have to be root to see it all.)

jtcpt 6] 6] 18443 sk LISTEN 5012/java
B[ iphillips@creator CAleeAPICreator Jetty-2.0.00.2-B2B1% I
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